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KOMIUIEKT OLIEHOYHBIX CPEJICTB I1O ITPOMEXXY TOUHOU ATTECTALIMM
(OK3AMEHY KBAJIMOUKALIMOHHOMY)
- 1o npodeccuonanbHoMy Moayto 1TM.03
O6ecneyenre UHOPMALIMOHHOM 6E30IaCHOCTH CUCTEM PaiHOCBA3U, MOOMIEHOM CBA3M ¥ TelepalMOBCIIaH s
Crenuansrocts 11.02.18 CrucTeMs! paaroCBs3H, MOOWIEHOM CBA3M U TeNepadOBelaHus

Dk3aMeH KBaIM(QUKALMOHHBIA SBJSETCS UTOTOBOM (POPMOIM KOHTPONS IO MPOPECCHOHATBHOMY MOAYIIO ¥
[POBEPSET TOTOBHOCTH CTYAEHTA K BHIIONHEHHMIO YKa3aHHOTO BHIA IIPOQECCHOHATLHON MEATENbHOCTH
c(OPMUPOBAHHOCTH Yy HEr0 KOMIETEHIMH, ompeneneHHbx B pasfene «Tpeosamust Kk pesynbraTaM OCBOCHHS
[IIICC3» ®I'OC CIIO.

Ilpu BBLINOJIHEHHWM 3a[@HWH CTY/IEHTHl MOTYT IOJB30BAThCS PA3NMUHBIM OOOpYAOBAHMEM M HATJISAHBIMY
1ocobusMH, MaTepuallaMi CTIPaBOYHOIO XapakTepa, HOPMATHBHBIMH JIOKYMEHTaMM M Pa3iM4HbIMKM OOpasiamu
KOTOpbIE pa3pelleHbl K MCTONB30BAHMIO HA O9K3aMeHE KBANMMGMMKALMOHHOM M YyKa3aHbl B Owiere B pasjiei
MHCTPYKLMS.

Pe3ysbTarhl 5K3aMeHa KBATM(DUKALKMOHHOIO ONPEENSIOTCS HAa OCHOBAHMM OLEHOYHOW BEOMOCTH W/WIlk
PE3YJIBTATOB PEUICHHS NPO(QECCHOHATBHBIX 3aJau OLEHKAMH «OTJIMYHO», «XOPOLIOY, «Y[AOBJICTBOPUTEILHON
«HEYJIOBIETBOPUTENBHO», BHOCATCS B HMTOrOBYKO BEIOMOCTh SK3aMeHa KBATM(MKALMOHHOIO aTTeCTaLMOHHON
KOMHCCHH U OOBSBIISIIOTCS B TOT XK€ JEHb.

Pemienye  aTTeCTalMOHHOM — KoMHMCCHH 00  OKOHYATEJBHOM — OLEHKE  CTY[eHTa MO  5K3aMEH)
KBAIMQUKALMOHHOMY TPHHMMAETCS HA 3aKpBITOM 3aCeNaHMM IPOCTBIM GOJBLUMHCTBOM TOIOCOB  YJIEHOI
aTTECTALIMOHHOM KOMUCCHH, YYaCTBYIOLIMX B 3aceqaHuu. IIpy paBHOM YKCIIE IOJIOCOB rONOC NpeceaTels ABIAeTCs
pellaromM,

Kpurepuu OLIEHKH 3K3aMeHa KBAIH(PUKALMOHHOTO

Ouenka Kpurepuu
5 «OTIIHYHO» O61mee KONMYecTBO HabpaHHbIX GAIUTOB (10 BECY KPUTEPHS) MO BCEM [BYM
sananuaM 6uiera 9-10.
4 «xopomio» O61mee KonuuecTBo HaOpaHHbIX GaisIoB (M0 BECY KPUTEPHS) MO BCEM JBYM
3aganusM ouiera 7-8.
3 «yIOBIETBOPUTEIBHOY O611iee KOMMYECTBO HAOPaHHBIX GauioB (IO BECY KPUTEPHs) MO BCEM HBYM
3ajanusM bunera 5-6.
2 «HEYOBJIETBOPUTEIHHON O611ee KONMMYecTBO HabpaHHBIX GAIUIOB (10 BECY KPUTEPHs) MO BCEM [ABYM
3aaHKsAM OuileTa MeHee 5.

DK3aMeH M0 NPOhECCHOHALHOMY MOJYJIIO IPOBOAMTCS B yCTHOH dopme o Guieram. buner comepxur s
NPAKTHYECKHX 3a/[aHus [T IPOBEPKM OCBOEHHBIX TpodeccronanbHbix komnereruuii (ITK) 1 061X kommeTeHuui
(OK):

Ko Haumenosanye npohecCHOHATBHBIX M 00LIMX KOMIIETEHIMHA
[IK 3.1 | BEISBAATE yrpo3sl ¥ yA3BUMOCTH B CETEBOH HHPPACTPYKTYPE C UCIIONB30BAHMEM CHCTEMBI aHANIN32
3aIIMIIEHHOCTH.
I1K 3.2 | Pa3pabaTbiBaTh KOMILIEKC METOOB M CPE/CTB 3aIIUThl HHPOPMALMHU B CHCTEMAX PajHOCBA3H,
MOOWIJIBHOH CBSI3M U TeJIepagHOBEIIaHuUs.
[IK 3.3 | OcyecTBisTh TEKyIIEee aAMUHUCTPHUPOBAHKE /AN 3AIIUTEI CUCTEM Pa/IMOCBA3H, MOOWJIBHOM CBSI3U 1
TeNepaIMOBEIIAHHS C HCTIONb30BAHUEM CIIELMATM3HPOBAHHOTO IPOTPAMMHOTO 00eCTIedCHHs 1
obopyioBaHusl.
OK 01 | BeiGupars criocolbl perenus 3a1a4 npopeccuoHalbHOM NeATeNBHOCTH, PUMEHUTENBHO K
pa3IMYHBIM KOHTEKCTaM.,
OK 02 | Mcromnb30Bath COBpEMEHHbBIE CPE/ICTBA [IOACKA, aHAJTM3A M MHTEPNPETAlM HHYOPMALIH, U
MH(OPMAIIOHHBIE TEXHOIOTMH JUTS BBIIONHEHNS 32184 IPOdeccHOHalbHOM AeSTeTbHOCTH.
OK 03 | [TnanupoBath ¥ pearu30BBBATE COOCTBEHHOE MPOPECCHOHATIBHOE U TMYHOCTHOE PasBUTHE,
TIpe/IPUHAMATENBCKYIO IS TENbHOCTE B IPO(ECCHOHANBHOM chepe, HCTIONB30BATE 3HAHUS TIO
(pMHAHCOBOH TPaMOTHOCTHU B Pa3NIMYHbIX XKU3HEHHBIX CUTYALUsX.
OK 04 | DbdekTnBHO B3aUMOIEHCTBOBATE ¥ pab0OTaTh B KOJUICKTHBE 1 KOMAHJIE.
OK 05 | OcymecTBasTs YCTHyIO 1 IMChMEHHYI0 KOMMYHHKALIIO Ha TOCYIapCTBEHHOM s3bike Poccuiickon
Dejepalli ¢ Y4eTOM 0COOEHHOCTEH COLMAIBHOIO M KYJIBTYPHOTO KOHTEKCTA.




OK 06

[TposBAATE TpaKTAHCKO-TIATPHOTHIECKYIO TTO3UITHI0, IECMOHCTPHUPOBATH OCO3HAHHOE ITOBEICHUE Ha
OCHOBE TPAJAUITMOHHEIX 00IIECYEIIOBEUCCKHUX IICHHOCTEH, B TOM YUCJIE C YIETOM TapMOHHU3AIINN
MEXHAIIMOHALHBIX H MEKPEITUTHO3HBIX OTHOIICHUH, MPUMEHSTH CTAaHIaPThl aHTUKOPPYIIIIUOHHOTO

TTOBE/ICHUSI.

OK 07 | ConelicTBOBaTh COXpPaHEHHUIO OKPYKAIOIIEH CPEIBI, pECypcocOepekeHUI0, TPUMEHITh 3HAHUS 00
W3MEHECHUU KJIMMAaTa, IPUHIUITEI OepeKIIMBOTO MPOU3BOJICTBA, 3P PEeKTUBHO AeHCTBOBATH B
YpEe3BBIYAMHBIX CUTYAIUSIX.

OK 09 | INonws3oBaThest MpodecCHOHATBHON JIOKYMEHTAITUEH Ha TOCYJapCTBEHHOM U MHOCTPAHHOM SI3BIKaX.

KpuTepnn onieHnBaHMS 9K3aMEHAIIMOHHOTO 3aaHMs.
Dk3aMeH 10 MPOo(EeCCHOHANTBHOMY MOJYIIIO TMPOBOAMTCS B YCTHOH ¢opme 1o Owmiieram. buier comepxuT nBa
MPAKTHYECKUX 3aIaHM ISl IPOBEPKH OCBOSHHBIX MPO(ECCHOHATHHBIX KOMIIETSHIINH.

3ananue 1.
HUnempykyus:

BuumartenbHO npounTanTe 3aaHue.

BEbI MOXeTe MOJIBb30BaTHCH:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, Ckanep-BC 6, cepsep tomcat.
PEKBHU3HTHI YUETHOM 3aIMCH JIMHHICTPATOpA: JIOTHH — astra-admin, maposs — P@ssword.
Bpewms BemmonaeHus: 15 MUHYT.

Texkct 3amanus:

IIpoBecTu ananus ysi3BUMocTel cepBepa tomcat ¢ momoupio Ckanep-BC 6 mo pe3ynprataM ceTeBOro CKaHUPOBaHUS

1 MHBEHTapU3aluu.

IIpeamer(s1) orieHUBaHUS O0BekT(bI) [TokazaTenu oneHKH Kpurepun onenkn Bec
OLICHUBAHUS KpUTEp
ust

I1K 3.1. BeIBAATH yrpo3bl U I'pamotHO OIIOP 1 - Yerkoe noHUMaHHE NPodIEM 1. BeinosiHeHue 26
YA3BHMOCTHU B CETEBOH IPOBEACHHOE UH(POPMAIMOHHOH 0€30II1aCHOCTH B TpeOOBaHUI 3aJaHUS 110
UH(PACTPYKTYpE ¢ TECTUPOBAaHHE | CHCTEMax paJuoCBs3H, MOOMIbHON aHaIIU3Yy 3aIlUIIEHHOCTH
HCIIOJIb30BAHUEM CHCTEMBI cepsepa CBSI3H U TellepaJHOBELIaHNS; BCEX YCTPOMCTB, Ha
aHaJIn3a 3alUIEHHOCTH. OIIOP 2 - I'paMOTHO BBISBIISATS, KOTOPBIX paboTaroT
IIK 3.2. Pa3zpabaTbIBaTh KIaccH(GUIMIPOBAT U aHAIU3HPOBATH COTPYJHUKU KOMIIAaHHU.
KOMIUIEKC METOJIOB U CPENICTB yrpo3b! HHPOPMALUOHHON 2. I'pamoTHOE Brasenue | 20
3aIUTH HHQOPMaNUH B 6e30macHOCTH U (JOPMBI HIX IPOSBICHHS; | CepBHCAMU,
cucTeMax pajinoCBa3H, OIIOP 3 - Bo10op MexaHU3MOB U obecreynBaroIUMu
MOOMJIBHOH CBA3U U cpencTB obecreueHUst HHPOPMAIOHHON | TPOBEICHHE aHAIN3a
TeJlepaiOBELIAHUS. 6e3omacHOCTH (IPOTPaMMHBIX U 3aLUIIEHHOCTH CETH.
1K 3.3. OcymuiecTBisTH [POrpaMMHO-AMMAPATHBIX); 3. I'paMOTHBI BBIOOD 16

TeKyIlee aIMIHUCTPUPOBAHIE
JJIA 3alIMThI CUCTEM
pagrocBsI3u, MOOMIIBHOM CBSI3U
U TeJepaaroBeIlaHus C
HCIIONIb30BaHUEM
CHELUAIM3UPOBAHHOTO
MIPOTrPaMMHOTO 00ECTICUeHHUS U
000pyIOBaHMUS.

OK 01. Beibupats criocoObl
peuieHus 3anaa4
podecCHOHATBLHOM
ACATCIBHOCTH, TPUMCHUTEIIBHO
K Pa3IMYHBIM KOHTEKCTaM.

OK 02. Ucnonb30BaTh
COBPEMEHHBIE CPEJICTBA ITOKCKA,
aHajau3a U UHTEepIpeTaluu
nHpOpMaLuH, U
MH()OPMAIIIOHHBIE TEXHOJIOTHH
JUTS BBITTOJTHEHHS 327124
npodecCHOHATEHON
JeSTeITLHOCTH.

OK 09. INonb3oBaThest
1po¢eCCHOHANBHON
JIOKyMEHTaIei Ha
TOCY/IapCTBEHHOM U
MHOCTPAaHHOM SI3BIKaX.

OIIOP 7 - Bnanenue cepBucamu,
o0ecreynBaoIIMU HHOPMALIMOHHYIO
0e30MacHOCTh B CHUCTEMaX PaaHOCBs3H,
MOOWIILHOH CBSI3M U TeJepaarOBEIIaHus;
OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE MIPUMEHEHUE
KOMIIETEHIINI, YMEHUW U 3HAHUH,
MpUOOPETEHHBIX B PE3yJIbTATe OCBOCHHUS
TeM, pa3nenos, aucrurumH, M/IK,
MoayIeH.

OIIOP 14 - Beibop 1 npuMeHeHUe
METOJIOB U CIIOCOOO0B peIICHUS
npodeCCHOHANBHBIX 33/1au B 00J1aCTH
obecrieueHust 0€30MacHOCTH CeTe
CBSI3U.

OIIOP 15 - Pemienue cTanAapTHBIX U
HECTaH/IAPTHBIX MPOGECCUOHATBHBIX
3a/1a4 1Mo o0ecrneyeHuio 0e30MacHOCTH
ceTelt CBSI3U.

OIIOP 18 - PabGoTta ¢ pa3nuuHbBIMU
MPOTrPaMMHO-AINMapaTHEIMH U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 uHHOBAIUI B
001aCTH IPOTPAMMHOTO 00eCIeueHHs,
Pa3BUTHS OTPACIIH.

MEXaHU3MOB U CPEICTB
JUIs1 TPOBEACHMS aHaIn3a
3alIUIICHHOCTH CETH.




3ananue 2.
Hnempykyus:

BuumarensHO npoanaﬁTe 3aJaHHuC.

Br1 MOkeTe mOJIb30BaThC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, Ckanep-BC 6, BM Astra_17_1.
PEKBH3UTHI YUETHOM 3alMCH aIMHHICTPATOpPa: JIOTUH — astra-admin, maposis — P@sswOrd; peKBU3HTBI YUETHBIX 3aIlH-
ceit monp3oBarenei Samba: noruasl Smb-userl, smb-user2 u smbadmin, mapomns — P@sswOrd.

TexkcT 3amanus:

ITpoBecTr KOHTPOJIb AMCKPEIHOHHBIX M MAaHAATHBIX MOJHOMOYHI JOCTYIA JOKAIBHBIX MMOJIb30BaTENCH K 00bheKTaM
¢atinosoii cuctemsl BM Astra_17 1.

[Ipenmer(pl) oLleHUBaHUS OOBexT(bI) Ilokazarenu oneHKn Kpurepun ouenku Bec
OIICHUBAHUS KpUTEP
ust

I1K 3.1. BeIBIATH Yrpo3bl U I'pamoTHO OIIOP 1 - YeTkoe NOHMMaHUE 1. Beinonxenue 20
YSI3BUMOCTH B CETECBOM MIPOBE/ICHHOE po6aeM UHOPMAIIOHHOM TpeOOBaHMIA 3aJaHUS 110
HHPPACTPYKTYpE C TECTHPOBAHHE 0€30IaCHOCTH B CHCTEMaX aHAITM3Y 3alUIICHHOCTH
HCTIONIb30BaHUEM CHCTEMBI JIUCKPELMOHHBIX | PaJHUOCBS3H, MOOMIBHON CBSI3H U BCEX YCTPOMCTB, Ha
aHaJIN3a 3aIIUICHHOCTH. 1 MaH/IaTHBIX TellepanOBeIIaHHS; KOTOPBIX paboTaoT
1K 3.2. Pa3pabarsiBaTh TIOJTHOMOYHI OIIOP 2 - I'paMOTHO BBISIBIIAITS, COTPYIHUKH KOMITAHHU.
KOMIUIEKC METOJIOB U CPEACTB JocTymna KJ1acCU(pUIMPOBaTh U aHATIM3UPOBaTh | 2. I'paMoTHOE BianeHue | 26
3amuUThl HHGOpPMAIIH B JIOKAJTBHBIX Yrpo3sl HHPOPMATHOHHOM CepBHCaMH,
cUcTeMax pajuocBs3H, 0JIb30BaTeNel 0e3011aCHOCTH U (POPMEI HX 00ecTIeuNBaIOIUMH
MOOMIIEHOH CBSI3U U MIPOSIBIICHUSE; IIpOBEJICHIE aHAIN3a
TeJlepaliOBEIaHuUs. OIIOP 3 - Boibop MexXaHU3MOB U 3aIIUIIEHHOCTH CETH.
K 3.3. OcymiecTBIsTh Cpe/CTB obecreueHus 3. 'paMOTHBII BBIOOD 16

TeKyllee aIMUHIUCTPUPOBAHHE
JUTSL 3aLIHUTHl CUCTEM
paanocBs3H, MOOWJIBHOM CBS3U
U TeJlepalioBENIaHus C
HCTIOJIb30BaHUEM
CHeHaTN3UPOBaHHOTO
MIPOrPaMMHOT0 00ecCIIeUeHHs U
000pyI0BaHUSL.

OK 01. Beibupathb crioco0sl
penieHus 3a1a4q
npodeccnoHanbHON
ACATCIIBHOCTHU, IPUMCHUTEIIBHO
K Pa3InYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHajlM3a U UHTEPIIPETALUU
uHpOpPMALIUH, U
nH(OPMAIOHHBIE TEXHOJIOTHH
JUTSL BBITIOJTHEHHS 32714
npo¢ecCHOHANBHON
JIeSITeTLHOCTH.

OK 09. INonb3oBaThCst
npodeccnoHanbHON
JIOKyMEHTalue Ha
TOCYIapCTBEHHOM U
HWHOCTPAHHOM S3bIKaXx.

nH(OpMaLOHHON

0e30macHOCTH (TPOTPaMMHBIX U
MIPOTrPaMMHO-aIIaPaTHBIX);

OIIOP 7 - Biranenue cepBucamu,
o0ecrneynBaoIMMU
HHPOPMAITMOHHYIO 0€301aCHOCTH B
cUCTeMax pajinoCBs3H, MOOMIIbHOM
CBSI3H U TellepaIroBeNIaHus;

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE
KOMIIETEHIIUH, YMEHUI U 3HAaHUMH,
IPHOOPETEHHBIX B PE3YJIbTATE
OCBOEHHSI TE€M, Pa3IeNoB, TUCIUILIMH,
MJK, monynei.

OIIOP 14 - Beibop 1 mpUMEHEHHE
METOJIOB U CIIOCOOOB PEIICHUS
npodeccroHaNbHEIX 337a4 B 00JIaCTH
oOecnieyeHus1 0€30MacCHOCTH ceTel
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX NPO(PECCHOHATBHBIX
3aJa4 1o 00ecreueHHI0 Oe30MacHOCTH
ceTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-aIIapaTHEIMUA U
NIPOTPAMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHain3 HHHOBAIUK B
00J1acTH IPOrpaMMHOT0 00ecIeUeHH,
Pa3BUTHS OTPACIIH.

MCXaHU3MOB U CPEACTB
U IPOBEICHUA aHAIM3a
3alIUIICHHOCTH CETHU.

3aganue 3.
Hnempyrkyus:

BHumatenbHO npouyuTaiiTe 3a1aHue.

BB1 MOXkeTe 10I630BaThCA:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, Ckaunep-BC 6, BM Astra_17_1.
PEKBHM3UTHI YYETHOM 3aIMCH aJMHUHICTpaTopa: JIoruH — astra-admin, mapois — P@sswOrd; peKBU3HTHI YIETHBIX 3aIlH-
ceif mosp3oBateneit samba: orunst SMb-userl, smb-user2 u smbadmin, maposas — P@sswOrd.

TexkcT 3amanusd:

IIpoBectn mpoBepky 3OPEKTUBHOCTH PaOOTHI

OCYIIECTBIISIONINX ONIEPAaTUBHOE ylaieHue JaHHbIX Ha BM Astra_17_1.

CPEICTB TapaHTHPOBAHHOTO YHUYTOXECHHS

uHbOpMaIIVH,




IIpenmer(bl) OLleHUBAHUS OOBeKT(bI) ITokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpHUTEP
ust

IIK 3.1. BeIABAATH yIpo3bl U I'pamotHO OIIOP 1 - YeTkoe noHMMaHUE 1. Brinonnexue 20
YSI3BUMOCTH B CETEBOU MPOBEICHHAS po6aeM UHGOPMAIIOHHOM TpeOOBaHUit 3aaHHUS 110
HHPPACTPYKTYpPE C HpOBEpKa 0e30IIaCHOCTH B CHCTEMaX [IPOBEACHUIO IIPOBEPKU
UCTIOJIb30BAHUEM CHUCTEMBI 3G GEKTUBHOCTH | PAIHOCBSI3U, MOOMIBLHOM CBS3H U 3¢ GEeKTHBHOCTH pabOThI
aHAJTH3a 3aIUIICHHOCTH. paboTEl CPEACTB | TelepaJHOBEIIaHYIS; CpPEACTB
TIK 3.2. Pa3pabatbiBath rapantupoBanHo | OIIOP 2 - I'paMOTHO BBISIBIISATS, rapaHTHPOBAHHOTO 26
KOMIIIEKC METOIOB M CPEIICTB IO YHUYTOXKEHHS | KIACCH(HUIUPOBATh U aHATM3UPOBATh | YHUUYTOXKCHHUS
3aIUTHl HHPOPMAIUH B HHPOpMAIIH yrpo3bl UHPOPMAITHOHHOH HHPOPMAITUH.
CHCTEMaX PaJHOCBsI3H, 0€30IacCHOCTH ¥ (POPMEI HX 2. I'paMoTHOE BiIaJIcHYE
MOOWIIBHOM CBSI3U U MIPOSIBIICHYSE; CepBHCaMH,
TeNnepaguoBEILaHus. OIIOP 3 - BoiOop MEXaHU3MOB U obecreunBaroIUMU 16

TIK 3.3. OcymecTBasaTh
TEKyIlee aIMHHUCTPUPOBAHIE
JUISL 3aIIUTHI CUCTEM
paarocBs3u, MOOMIBHOI CBSI3U
U TellepaioBeLIaHus C
UCIIOJIb30BaHUEM
CIeHaTN3UPOBAHHOTO
MPOrPaMMHOTO 00ECIICUCHUsSI U
000pyI0BaHHUS.

OK 01. Beibupats crocoOsl
penreHus 3ama4q
npodecCHOHABHON
JeATeTbHOCTH, TIPUMEHHUTEIHHO
K Pa3JIMIHBIM KOHTEKCTaM.

OK 02. Hcnonk3oBath
COBPEMEHHBIE CPEJICTBA ITOHCKA,
aHaM3a U MHTEPIPETAIUH
uHbOpMaLUH, U
UH()OPMAIOHHBIE TEXHOJIOTHH
JUTSL BBITTOJTHEHHS 327124
npodecCHOHAEHON
JEeSTEITLHOCTH.

OK 09. IMonb3oBaThes
podecCHOHATBHOM
JIOKyMEHTaIuei Ha
TOCY/IapCTBEHHOM U
HWHOCTPAaHHOM S3bIKax.

CpeCTB obecreueHus
nH(OpMaLMOHHOM

6e3omacHOCTH (IPOTPaMMHBIX U
MIPOrpaMMHO-aITIaPATHBIX);

OIIOP 7 - Biranenue cepBucamu,
o0ecrneynBaoIMMU
MHPOPMAITMOHHYIO 0€30MaCHOCTH B
CHCTEeMax pagroCBsI3H, MOOHIbHON
CBSI3H U TellepaIioBeLIaHus;

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE
KOMITETEHIIMH, YMEHUH U 3HaAHUH,
MIPUOOPETEHHBIX B PE3yNbTaTe
OCBOEHHSI T€M, Pa3IeNoB, TUCIUILIHH,
MJK, monynei.

OIIOP 14 - Beibop 1 npuMEHEHHE
METOJIOB M CIIOCOOOB PeIleHNUs
npo)eCCHOHANBHBIX 3324 B 00J1aCTH
obecnieyeHuns: 6€30MacHOCTH ceTel
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX NPO(PECCHOHATBHBIX
3aJa4 1o 00ecneueH0 Oe30MacHOCTH
ceTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOTpaMMHO-aIIapaTHEIMUA U
IIPOrpaMMHBIMH CPEJACTBAMH.

OIIOP 23 - Ananu3 UHHOBALUI B
00J1aCTH MTPOrPaMMHOT0 00eCTIeYeHHs,
Pa3BHUTHSI OTPACIIHL.

HpOBEICHHE TPOBEPKH
MEXaHU3Ma OYUCTKH
OTIepaTUBHON MTAMSITH.
3. I'paMOTHBII1 BEIOOD
MEXaHH3MOB U CPEJICTB
JULSL IPOBEJICHUS
HPOBEPKH MEXaHU3Ma
OUMCTKH OIIepaTUBHOM
HaMSATH.

3ananue 4.
Hncempykyus:

BaumarensHoO HpO‘fII/ITaI\/JITe 3aJJaHHuC.

BE1 MOXXeTe 1101530BaThCA:

O6opymosanmue, I1O: TIK. fstec.ru.

Bpewms Bemonnenus: 15 MuHyT.

TexcT 3amanus:

Ha npeanpusitun cBsi3u 00paboTka MHPOPMAIIMK OCYIIECTBISICTCS TPYIIION COTPYIHUKOB. B aBTOMaTH3MpOBaHHOMN
CUCTEMBI 00pabOTKH JIAaHHBIX pa0OTAIOT MOJIB30BATENN C OJIMHAKOBBIM YPOBHEM JlocTyma. Pecypchl, moyiexaiie
3alIuTe, ONpeAeNieHbl KaK OTPaHWYCHHBIE B JIOCTYNIE W HMMEIONIUE CTAaTyC KOH(HUACHIIUAIBHON WH(MOpPMAIUH.
Onpenenure TpeOyeMblid KIIAcC 3alIMIEHHOCTH aBTOMAaTH3UPOBAaHHOW cUCTeMbl o0paborku maHHbIX (ACO/]) Ha

MIPEOIPUSTHH.
IIpenmer(sl) oLleHUBaHUS OO6BeKT(bI) ITokazaTenn oneHKH Kpurepun onenku Bec
OILICHUBAHUS KpHUTEP
ust
TIK 3.1. BeIABIATH yrpo3sl U IIpaBunbHOCTH OIIOP 1 - Yerkoe noHuMaHue 1. BeinonHenue 20
YSI3BUMOCTH B CETEBOU orpeieNieHUs npo6iieM HHPOPMAIIHOHHOH TpeOOBaHUii 3aaHUs 110
MH(PACTPYKTYpE C KJacca 6€30MacHOCTH B CHCTEMax OTIpEIEIEeHHIO
HCIOJIb30BaHUEM CHCTEMBbI 3aLUIEHHOCTH pannocBs3y, MOOMIIBHON CBSI3U U MHHHUMAaJIBHOT'O COCTaBa
aHaNM3a 3aIUIIEHHOCTH. ABTOMAaTH3MPOBa | TeJIepaJHOBEIIaHus; HEOOXOIUMBIX
IIK 3.2. Pa3pabarbiBaTh HHOM  cuctembl | OIIOP 2 - 'paMOTHO BBISBIATD, MEXaHU3MOB 3aIlUTEl 1
KOMIIJICKC METOJIOB M CPE/CTB 00paboTKu KJaccuUIMPOBATh U aHAJIM3UPOBaTh | TpeOOBaHMUIt K
3alIMThl HHPOPMALUH B JTAaHHBIX, yrpo3bl ”HGOPMALMOHHOH COJIEPKAHUIO 3AIUTHBIX
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CHCTeMaxX paJuoCBsI3H,
MOOHIIEHOH CBSI3U U
TeJlepaiuOBeIaHus.

I1K 3.3. Ocy1iecTBIATh TEKYLIEE
aJIMPHUCTPUPOBAHUE IS
3aIUThl CHCTEM PaJUOCBSI3H,
MOOHIIEHOH CBSI3U U
TeJlepaTuoBeIIaHus C
HCIIONIB30BaHHEM
CHEIHATN3UPOBAHHOTO
MIPOrPaMMHOT0 00eCIICUCHHSI U
000opyIOoBaHMUS.

OK 01. Beibupath crioco0sbI
pelieHus 3a1a4
npodeCCHOHANBEHON
JIeSITeIbHOCTH, IPHMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBpPEMEHHBIE CPEACTBA MOUCKA,
aHaJM3a U MHTepIpeTalluu
uHPOpPMALIUH, U
HH(OPMAIHOHHBIE TEXHOJIIOTHU
JUTSL BBITIOJTHEHUS 3a/1a4
npo¢ecCHOHANBHON
JIeSTENbHOCTH.

OK 09. ITonb3oBaThCst
npodecCHOHANTBLHON
JOKyMeHTAInei Ha
rOCyIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

rpaMOTHOE
UCIIOJIb30BAHUE
HOPMAaTUBHBIX
JIOKyMEHTOB

6e3omacHOCTH U (HOPMBI UX
IIPOSIBIICHYS;

OIIOP 3 - Boibop MEXaHU3MOB U
CpeAcTB obecrieueHus
MHPOPMALTMOHHOH

6e30macHOCTH (IPOTPAMMHBIX U
MIPOrpaMMHO-AMINAPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMH,
o0ecneYnBalOIIMU
nH(OPMALMOHHYIO 0€30M1aCHOCTh B
CHCTEeMax pagroCBsI3H, MOOHIBHON
CBSI3H U TellepaoBeIIaHus;

OIIOP 13 - CBoeBpemeHHOE 1
KaueCTBEHHOE IPUMCHCHHUE
KOMITETEHIIN, yMEHUH U 3HAHHH,
IPHOOPETEHHBIX B Pe3yJIbTaTe
OCBOEHHSI T€M, Pa3IeNoB,
nucnumng, MK, mogynei.

OIIOP 14 - Beibop 1 pUMEHEHHE
METOIOB ¥ CIIOCOOO0B PEIICHHS
npo)eCCHOHANBHBIX 3a/1ad B 00J1aCTh
obecrieueHus 6€30IaCHOCTH ceTeit
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX MPO(hEeCCHOHATBHBIX
3a/1a4 10 00ECICYCHHIO
0€30MacCHOCTH CETEeH CBSI3M.

OIIOP 18 - PaboTa ¢ pa3muYHbIMU
MIPOTpaMMHO-aIIaPaTHEIMUA U
HPOrPaMMHBIMH CPEJICTBAMHL.

(yHKIMH KaX10ro U3
MEXaHH3MOB B KaXOM
U3 KJIACCOB CUCTEM.

2. IlpaBUbHOCTD
ompeeeHns Kiacca
3aIIUIEHHOCTH
aBTOMATH3HPOBAHHOMN
CHCTEMBI 00pabOTKH
JJAHHBIX, TPAMOTHOE
UCIIOIb30BAHUE
HOPMAaTHBHBIX
JIOKyMEHTOB

3. T'paMOTHBIN BBIOOD
KOHKPETHOTO HOAX0ja K
ONpeNieNIeHHI0  KIlacca
3aIIUIEHHOCTH
aBTOMATH3UPOBAHHOMN
CHUCTEMBI 00paboTku
JIAHHBIX.

20

16

3aganue 5.
HUncmpyxyus:

BHumatensHO IpoYuTaiTe 3a1aHue.

Bl MoOXeTe 1101b30BaThCS:

O6opynosanue, [10: TIK. fstec.ru.

Bpewms BoinonHenust: 15 MUHYT.

TexcT 3amanus:

Ha npennpusituu cBsizu 06paboTka nH(GOpPMALUU OCYIIECTBISETCS TPYNIION COTPYIHUKOB. B aBTOMaTH3MpOBaHHOI
cucTeMbl 00pabOTKH JaHHBIX pabOTalOT MOJIb30BATENN C OJMHAKOBBIM YPOBHEM JocTyma. Pecypcsl, momnexariyie
3allInTe, ONpeJieNieHbl KaK OrpaHUYeHHbBIE B JIOCTYIIE M UMEIOIINE CTaTyc KoH(puAeHIMaIpHoi nHdopmarmu. Kiace
sammmieHHoctd AC mpeanpustust onpeneneH kak 2A. Ompenenute TpeOyeMblll Kilace 3alUIIEHHOCTH CPEJCTB

BerauciutenbHor TexHuku (CBT) ACO/l npenmpusitus.
[penmer(bl) oLleHUBaHUS OO0BeKT(bI) [TokazaTenu oueHkH Kpurepun ouenku Bec
OLICHUBAHUS KpHTEp
ust
[IK 3.1. BeISIBIIATE yTpo36l 1 [IpaBunsHOCTD OIIOP 1 - YeTkoe moHNMaHWE 1. Bemonuenne 26
YSI3BUMOCTH B CETEBOU onpeiesIeHHs po6isieM HHPOPMAITMOHHOMH TpeboBaHui 3alaHus 110
nHppacTpyKType ¢ KJacca 0€30MMacHOCTH B CHCTEMax OIIPEACIICHHIO
UCTIONIb30BaHUEM CHCTEMBI 3aIUIIEHHOCTH pagrocBs3y, MOOMIBHOM CBS3U U OPOTPaAMMHBIX U
aHaJM3a 3alIUIICHHOCTH. CpPe/ICTB TeJlepaIuoBeIaHus; TEeXHUYIECKHUX YacTer
1K 3.2. Pa3pabatbiBaTh BeruucauTenabHoil | OIIOP 2 - I'paMOTHO BBIABIATS, cucTeM 00pabdoTKH
KOMILTEKC METOJIOB ¥ CPE/ICTB TEXHHKH, KIacCH(UIMPOBATh U aHATM3UPOBATh | JaHHBIX.
3aIIUTHI HH(OPMAIMK B CUCTEMaxX | TPaMOTHOE yrpo3b! HHPOPMAUOHHON 2. IIpaBunbHOCTD
PaIroCBs3M, MOOMJIBHOM CBSA3U M | MCHOJE30BaHHE 6e3omacHOCTH U (HOPMBI UX OIIpeICIICHUS KJlacca
TeJIepaliOBEIaHuUs. HOPMaTHUBHBIX MPOSIBICHUS; 3aIIUIIEHHOCTH CPEACTB
[IK 3.3. OcymiecTBisTh TEKyliee | JOKYMEHTOB OIIOP 3 - Bri6op MeXaHU3MOB U BBIYHCIUTEILHON
AIMHHUCTPUPOBAHUE IS 3AIUTHI CPEeACTB 00ecHeYeHNs TEXHHKH, rpaMOTHOE
CHCTEM PaJNOCBSI3H, MOOWITBHOM UH()OPMAITIOHHON HCIIONIb30BaHUE 26
CBSI3M U TeJIepaliOBELIaHus C 6e3omacHOCTH (IPOTPAMMHBIX U HOPMATHBHBIX
WCIIONIb30BaHUEM MPOrpaMMHO-AIIaPaTHEIX ); JOKYMEHTOB
CIICLIMAIIU3UPOBAHHOTO OIIOP 7 - Bnanenue cepBucamy, 3. T'paMoTHBIN BBIOOD
IPOrpaMMHOI0 00ECIIeUeHUs U o0ecreunBaroIUMU KOHKPETHOI'0 MOJIX0Ja K
000pya0BaHUsL. HHPOPMAIMOHHYIO 0€301TaCHOCTh B OTIPEICIICHUIO KJlacca
OK 01. Beibupath crioco0sbI cUCTEMax pajInOCBs3H, MOOHMIBHOM 3aIUIICHHOCTH CPEJICTB
pelieHus 3a1a4 CBSI3H U TellepaHOBEIIaHNS; BBIYHCITUTEIBHON
npodecCHOHANBLHON OIIOP 13 - CBoeBpemMeHHOE U TEXHUKH.
JIeATENbHOCTH, TPUMEHUTENIBHO K KaueCTBEHHOE IPUMECHEHHE 16
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Pa3IMYHBIM KOHTEKCTaM.
OK 02. Hcnonp3oBathb
COBPEMEHHBIC CPENICTBA ITOKCKA,
aHaIM3a U MHTEePIPETAlUH
UHPOPMAITHH, U
UH()OPMAIOHHBIE TEXHOJIOTHH
JUIS BBITTOJTHEHHS 327124
npodeccuoHaIbHON
JeATeTbHOCTH.

OK 09. IMonp30BaThCs
npodecCHOHATLHON
JOKyMEHTAllueH Ha
TOCYapCTBEHHOM U
MHOCTPaHHOM SI3BbIKaX.

KOMIIETEHIIWH, YMEHUN U 3HAHUH,
MpUOOPETEHHBIX B PE3yJIbTaTe
OCBOCHUS TE€M, Pa3/IelioB,
mucuumud, MJIK, moayneii.

OIIOP 14 - Beibop 1 npuMeHEHHE
METOJIOB ¥ CHOCOOOB PELICHUs
npo¢)eCCHOHANBHBIX 3a/lad B 00J1acTh
obOecnieueHus 6€30MMaCHOCTHU CeTel
CBSI3H.

OIIOP 15 - PemleHue craHJapTHBIX U
HECTaHJAaPTHBIX MPO(ECCUOHATBHBIX
3a1a4 1o 00eCIICYCHHUIO
0€30MMacCHOCTH CETEH CBS3M.

OIIOP 18 - PabGoTa ¢ pa3muYHbIMU
MIPOrpaMMHO-ANINAPATHBIMU U
MIPOTrPaMMHBIMH CPEJICTBAMU.

OIIOP 23 - Ananu3 nHHOBAIHI B
00JIacTH MPOrpaMMHOTO
o0ecreueHus], pa3BUTHUS OTPACIIH.

3ananue 6.
HUncempykyus:

BaumaTenbHO pouuTaiiTe 3a1aHueE.

Br1 MO2keTe mOJIb30BaTHC:

O6opynosanue, [10: TIK; www.ldeco.ru (Bxox yepe3 JIN4HbIi KaOUHET).
Bpewms Beimonnenus: 15 MUHYT.

TexkcT 3amanus:

ITpoBepHUTh 3aIUTY KOPIHOPATHBHON CeTH, HCMONB3ys TecTtupoBanue ldeco UTM: OTKpbITBIE TIOPTBI M OTBETHI
CEPBHCOB Ha BHEIIHEM MHTep(elice MHTePHET-III03a; ecTh Ju [P-aapec B 4€PHBIX CHHMCKaX 3apak€HHBIX XOCTOB;
BO3MOXKHOCTh TPOHUKHOBEHHS TECTOBBIX OOpAa3lOB BHPYCOB M OIKCIUIOWTOB; TOPPEHTHI, CKaYaHHBIE W3 CETH 3a
MOCIIETHUN MECSIIT, HAJTMYHEe MMapoJisl K TIOYTE B M3BECTHBIX 0a3ax TaHHBIX XaKepOB.

IIpeamer(s1) orieHUBaHUS O0BekT(bI) ITokazarenn oneHKH Kpurepun onenkn Bec
OLICHUBAHUS KpHUTEP
ust

TIK 3.1. BEISBIATE yTpo3sl I'pamoTHO OIIOP 1 - YeTtkoe moHMMaHUE 1. Bemmonuenwne 26
YSI3BUMOCTH B CETEBOM MIPOBEJICHHOE npo6eM HHPOPMaALMOHHOM TpeboBaHuii 3a1aHUs 110
HHPPaCTPYKType C TECTUPOBAHNE 0€30MacHOCTH B aHaIN3y 3aIIUIEHHOCTH
UCIIOJIb30BAaHUEM CUCTEMBI KOPIIOPaTUBHOHM | TEIEKOMMYHMKAIIMOHHBIX CHCTEMax U | BCEX YCTPOMCTB, Ha
aHaJM3a 3alIUIIEeHHOCTH. ceTu CeTsX CBA3N, KOTOPBIX paboTaroT
1K 3.2. Pa3pabaTbiBaTh OIIOP 2 - I'paMOTHO BBISIBIISITS, COTPYAHUKU KOMIIaHHU.
KOMIUIEKC METOJIOB M CPEJICTB KIacCU(OUIMPOBATh U aHATM3HUPOBAThH 2. I'pamoTHOe Branenue | 20
3aIUTHl HHpOpMaLUK B yrpo3bl HHGOPMALMOHHON CepBHCaMH,
CHCTEMaX paJfOCBsI3H, 0e30macHOCTH ¥ (HOPMBI UX obecrneynBaoIUMU
MOOUIIBHOI CBSI3U U IPOSIBICHHUS; [IPOBECHNE aHAIU3a
TeJepaanoOBEIIaHts. OIIOP 3 - Beibop MexaHU3MOB U 3aIMIIEHHOCTHA CETH
1K 3.3. OcyuiecTBisTh CpenCTB obecredeH s 3. I'paMOTHBIi BEIOOD 16

TeKyIlee aIMIHUCTPUPOBAHIE
TJIS 3aIUTEI CUCTEM
PaaHOCBA3U, MOOWIIBHOI CBS3U
U TeJlepaTHOBEIIaHHs C
HCTIONIb30BaHUEM
CIEIMATN3HPOBAHHOTO
MIPOTrPaMMHOTO 00ECTICUeHHUS U
000pyIOBaHMUS.

OK 01. Beibupats criocoObl
pemieHust 3a1a4
podecCHOHATBHOM
ACATCIBHOCTH, TPUMCHUTEIIBHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 02. Ucnomns3oBath
COBPEMEHHBIE CPEJICTBA ITOHCKA,
aHaJIN3a U UHTEPIPETALUN
UHPOPMAITHH, U
MH(GOPMALMOHHBIC TEXHOIOTUH
JUIS BBITTOJTHEHMS 3a/1a4
1po¢eCCHOHANBHOM
JeATeTbHOCTH.

OK 09. ITosnp30BaThCs

UHPOPMAITHOHHOM

6e3omacHOCTH (IPOTPaMMHBIX U
IIPOrpaMMHO-aIIaPATHBIX);

OIIOP 7 - Bnanenue cepucamu,
o0ecrieYrBaIOIIMU
MHPOPMALIMOHHYIO 0€30MaCHOCTh B
TEJIEKOMMYHHKAIIHOHHBIX CHCTEMAax U
CETSX CBS3H,

OIIOP 13 - CBoeBpeMeHHOE U
Ka4C€CTBCHHOC IPUMEHCHHUC
KOMIIETEHIUH, YMEHUI U 3HAaHUMH,
IIPUOOPETEHHBIX B PE3yNIbTaTe
OCBOCHHS T€M, Pa3eNoB, TUCIUILIHH,
MK, monymei.

OIIOP 14 - BeiGop 1 npuMeHeHHe
METOJIOB M CIIOCOOO0B PEIICHUS
npo¢)eCCHOHANBHBIX 3a/1ad B 00J1acTh
obecrnieyeHust 6e30MaCHOCTH CeTei
CBSI3H.

OIIOP 15 - PenieHue crangapTHBIX U
HECTaHAAPTHBIX NPOPECCHOHATBHBIX
3a7a4 00 00ecneuyeH 0 0e30IaCHOCTH

MEXaHU3MOB U CPEICTB
JUI1 TPOBEACHMS aHaIn3a
3alIUIICHHOCTH CETHU
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npogeccuoHaNIbHON
JIOKyMEHTAaIMeH Ha
rOCYIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

ceTeil CBA3U.

OIIOP 18 - Pabota ¢ pa3iu4HBIMH
MIPOrpaMMHO-aIIaPATHBIMU U
MPOrpaMMHBIMH CPEJCTBAMHU.

3apanue 7
Hncmpyxyus:

BHuMmaTenbHO IpoYUTaiTe 3a1aHUE.

BEI MOkeTe mOJIb30BaThC:
Ob6opynosanmue, [10: T1K.

Bpewms Beimonnenus: 15 MUHYT.

Texct 3amaHus:

3n0yMBIIIICHHUKHA  3ammdpoBann  (ailibl KOPIOPATHBHOTO KOMIIBIOTEpA TPOSHOM cemeiictBa Yanluowang.
3ammnppoBaHHBIC KPUTHUECKU BaXKHBIC JaHHBIC HEOOXOIMMO BOCCTAHOBHTH. lIpe/iokure alropuTM JSHCTBHUN B
YCIOBUSIX IPOU3OIIEAIIETO BUPYCO3aBUCUMOTO HHIIUCHTA.

[Mpenmer(bl) oLleHMBAaHUS OOBexT(bI) Ilokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBAHUS KpHUTEP
ust
I1K 3.1. BeIBIATH yIpoO3bl U Bri6op OIIOP 1 - Yetkoe nonuManue npodnem | 1. BemmonHeHue 20
YSI3BUMOCTH B CETEBOM MEXaHU3MOB U MHPOPMAITMOHHOM 0€30MaCHOCTH B TpeOOBaHHIA 3a1aHUS
uHdpacTpykType ¢ CpenCTB CHCTEeMax paJuoCBI3H, MOOMIbHON 10 00€eCTIeUeHHUIO
HCTIONI30BAaHUEM CHCTEMBI obecrieyeHust CBSI3H U TellepaIroBeNIaHus; 3aIIUIIEHHOCTH BCEX
aHaIn3a 3alUIICHHOCTH. uHpopmaronHoit | OITOP 2 - 'paMOTHO BBISBIIATD, YCTpOICTB, Ha
I1K 3.2. Pa3pabatbiBaTh 0e30macHOCTH KJaccu(UIMPOBATh U AaHATIM3UPOBATH KOTOPBIX pa0doTaroT
KOMIUIEKC METOJIOB M CPECTB | (IIPOrpaMMHBIX U yrpo3sl HH(POPMAMOHHO COTPYJIHUKH
3amuUThl HHGOPMAIIH B pOrpaMMHO- 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS; | KOMIIAHHH.
CHUCTEMax PaguoCBs3H, anrmaparHbIX); OIIOP 3 - Bri6op MeXaHU3MOB U 2. I'pamoTHOE 26
MOOHIILHOH CBSI3H U MOCTPOCHUE CpezcTB obecrieueHust HHPOPMAITHOHHON | BIIaJCHUE CEPBUCAMH,
TeJlepaliOBEIaHuUs. CHCTEMBI 6e3omacHOCTH (IIPOrPaMMHBIX U 00ecTIeUHBaIOIMMH
[IK 3.3. OcymecTBasTh aHTUBUPYCHOU MPOTPaMMHO-aIMaPaTHBIX); UHPOPMALTUOHHYIO
TeKylllee aAMUHUCTPUPOBAHUE | 3alUTHI B OIIOP 7 - Brnanenue cepBucamu, 0e30macHOCTh B
JUTSL 3aLIHUTHl CUCTEM TEJIEKOMMYHUKAIK | 00eCHeYHBAIOIIIMU HHPOPMAIMOHHYIO | TEJIEeKOMMYHHKAIMOHH
panuocBa3y, MOOMIbHON OHHBIX CUCT€MaxX U | 0€30IacCHOCTb B CUCTEMaX PaJUOCBsI3H, BIX CHCTEMaX M CeTsIX
CBSI3M U TEJICPATOBELIAHIS C | CETSX CBS3M. MOOMJIBHOH CBSI3W M TEJIEPaANOBEIIAHMS; | CBS3M.
UCTIOJIb30BaHUEM OIIOP 13 - CBoeBpeMeHHOE U 3. I'pamoTHBIi BEIGOD 16
CHEHaTN3UPOBAHHOTO Ka4eCTBEHHOE TIPHMEHEHHE MEXaHU3MOB H CPEJICTB

MPOrPaMMHOTO 00eCTIeUEeHHS
1 000pyoBaHus.

OK 01. Beibupats criocoOsI
penieHus 3a1a4q
npo¢ecCHOHANBEHON
JIeSITeIbHOCTH,
MPUMEHHUTENHHO K Pa3THIHBIM
KOHTEKCTaM.

OK 02. Ucnons3oBaTh
COBpPEMEHHBIE CPEJICTBA
TIOWCKa, aHAJIM3a 1
MHTEPIpETAIN HHPOPMAIINH,
1 MHQOpMALMOHHEIE
TEXHOJIOTHH ISl BBITTIOTHEHHSI
3aga4 npodhecCuoHaTbHON
JIeSITeTIbHOCTH.

OK 09. [Tonb3oBaThCst
npo¢ecCHOHANBLHON
JIOKyMEHTAIHeH Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

KOMIIETeHLIU), YMEHUH U 3HaHUH,
MIPUOOPETEHHBIX B PE3YIIBTaTe OCBOCHHUS
TeM, pazzenoB, nucuumminy, MK,
MOJYJICH.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB M CIIOCOOO0B PEIICHNUS
npodecCHOHANIBHBIX 33J1a4y B 001aCTH
obecniedeHust 0e30MaCHOCTH CETeH
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX MPO(PECCHOHATBHBIX
3aJa4 1o 00ecreueH0 6e30MacHOCTH
ceTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-aIIaPaTHEIMUA U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - AHain3 HHHOBAIUK B
00J1aCTH ITPOrPaMMHOT0 00eCTIeYeHHS,
Pa3BUTHS OTPACIIH.

JUTSI TOCTPOEHHUS
CHCTEMBI
AQHTUBHPYCHOM 3aIUTHI
B
TEJIEKOMMYHHUKAI[IOHH
BIX CUCTEMaX U CETAX
CBSI3U

3ananue 8.
Hnempyrkyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

Br1 MOkeTe 1101b30BaThCS:

O6opymosanue, I10: TIK, Dr.Web vxCube.
Bpewms BeimonHeHus: 15 MUHYT.

TexkcT 3amanusd:




B ceTu KOMIMaHUHU €CTh BaXKHBIC TOKYMEHTHI M KOH(HICHI[MAIbHbIC CBEACHHUS, a BbI BBISBHIIN MOA03PUTEIILHOE HE-
M3BECTHOE MPIIIOKEHHUE, HO HE YBEPEHBI B €70 BPEIOHOCHOCTH, a aHTUBHPYC CUUTAET (hailll «IUCTHIM», HO Y Bac
ecTb comHeHus. [IpeyioxuTe anropuTM ASUCTBUM B TaHHOM CUTYyaIUu.

IIpenmer(bl) OLICHUBAHUS OOBbeKT(bI) Iokazarenu oueHKH Kpurepuu oneHku Bec
OIICHUBAHUS KpUTEP
ust

IIK 3.1. BeIBAATH yrpo3bl U Bei6op OIIOP 1 - Yerkoe noHUMaHUE 1. Boinonnexue 20
YSI3BUMOCTH B CETEBOU MEXaHH3MOB npo6aeM HHHOPMAIIMOHHOM TpeOOBaHUit 3aaHUS 110
HHPPACTPYKTYPE C TECTHPOBAaHMS | OE30MACHOCTH B CHCTEMaxX PaJHOCBS3H, | 0OSCICYCHHIO
UCIIOJIb30BAaHUEM CHCTEMBI AQHTUBHPYCHOW | MOOMIBHOI CBSI3H U 3aIIUIIEHHOCTH BCEX
aHAJTH3a 3aIUIICHHOCTH. 3aIUTHI Telepa noBeIAHNUS; YCTPOICTB, Ha KOTOPBIX
TIK 3.2. Pa3pabatbiBath uapopmaion | OITOP 2 - 'paMOTHO BBISBIIATS, paboTarT COTPYAHUKU
KOMIIIEKC METOIOB M CPEIICTB HOI1 CHCTeMBI KJIacCH(UIMPOBATh U AHATM3UPOBATH KOMITAHUH.
3alUThl UHPOPMAIUK B CHCTEMAX Yrpo3bl HHPOPMAITUOHHOH 2. 'pamotHOe Bnagenue | 20
PaanoCBs3U, MOOMIBHOI CBS3U H 6e30macHOCTH U (POPMEI X CEepPBUCAMH,
TeNepaioBeIaHusL. MIPOSIBIICHHUS; o0ecneynBaoImUMU
1K 3.3. OcymiecTBIIATh TEKYLIEE OIIOP 3 - BbiOop MeXaHU3MOB U UH()OPMAILIOHHYIO
AJIMHHUCTPUPOBAHHE JUIS 3aIHTHI Cpe/CTB 00ecHeYeHUs 0e30MmacHOCTb B
CHCTEM PaJIOCBSI3H, MOOMILHON HUH(POPMAIOHHOI TEJICKOMMYHUKAIIMOHHBI
CBSI3H U TeNlepaIioBEeLIaHus C Oe3omacHOCTH (TIPOTPaMMHBIX U X CHCTeMaXx M CeTsX
HCIOJIb30BaHHEM HPOrpaMMHO-AIIaPATHBIX); CBSI3U.
CHETMaTU3UPOBAHHOTO OIIOP 7 - Bnanenue cepBucamu, 3. 'paMOTHBIH BBIOOD 16

MPOrPaMMHOTO 00ECIICUCHUsSI U
000pyI0BaHHUS.

OK 01. BeibupaTs crioco0sI
pelieHus 3ama4q
npoeCCUOHANBHOM
JIeATeIbHOCTH, IPUMEHUTEIBHO K
Pa3INYHBIM KOHTEKCTAM.

OK 02. Hcnonk3oBath
COBpPEMEHHBIE CPE/ICTBA MOKCKA,
aHaM3a U MHTePIPETaluH
uHpOpMaLUH, U
UH()OPMAIOHHBIE TEXHOJIOTHH
JUISL BBITIOJIHEHUSI 32124

npogecCHOHAEHON obecrieyeHus: 6€30MaCHOCTH CeTel
JEeSTEITLHOCTH. CBSI3ML.

OK 09. ITonb3oBaTbes OIIOP 15 - Pemenue craHaapTHBIX U
podecCHOHATBHOM HECTaHAAPTHBIX MPOQPECCHOHATBHBIX

JIOKyMEHTaIuei Ha
TOCYIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

obecreynBaOIMMU HHHOPMAITHOHHYIO
0e30MacHOCTh B CUCTEMaX PaHOCBsI3H,
MOOHIIBHOU CBSI3U U
TeJnepaaroBeIlaHms;

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE MIPUMEHEHUE
KOMIIETeHIINY, YMEHUH U 3HAHHH,
pUOOPETEHHBIX B PE3YJIbTaTe
OCBOEHUS TeM, Pa3AelioB, JUCIIUILINH,
MK, monyneil.

OIIOP 14 - Beibop 1 npuMeHEHHE
METOOB M CIIOCOOO0B PELICHUS
npodeCCHOHANBHBIX 33/1au B 00J1aCTH

3a7a4 1o 00ecreyeHu 0 0€30MacHOCTH
CeTeH CBS3H.

OIIOP 18 - PabGoTta ¢ pa3iuuHbBIMU
MPOTPaMMHO-ANMapaTHEIMH U
MPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHanu3 UHHOBALUH B
001acTH IPOTPaMMHOTO OOecreueHus,
pa3BUTHS OTPACIIH.

MEXaHM3MOB 1 CPEJICTB
JUI TECTUPOBAHUS
CHUCTEMBbl aHTUBUPYCHOU
3aIHUTHI B
TEIEKOMMYHHKAIIMOHHBI
X CUCTEMax M CeTsIX
CBSI3U

3ananwue 9.
Hncempykyus:

BaumarensHO npquTaﬁTe 3aJJaHuC.

BEI MOXeTe 1101630BaThCA:

O6opymosanue, I10: TIK. fstec.ru.

Bpewms Beimonnenus: 15 MuHYT.

TexcT 3amanus:

Hns 3amuthl  (u3ndeckol rpaHUlpl (mepumerpa) WHPOPMAIMOHHONW CHUCTEMBl TIPEANIPUSTHS, COAepKaIei
CBEJICHHS, OTHECEHHBIE K TOCYJapCTBEHHOHU TaifHe, MproOpenn MeXXceTeBOM 3KpaH 4-ro Kiiacca 3amuThl, Tpoduis b.
Heo6xonnmo npoeputh BeIOOp MO, chopmynrpoBaTh TpeOOBaHHS K CEPTUPHUIUPOBAHHBIM MEKCETEBBIM IKpaHaM
Y J1aTh PEKOMEHJAIMH 110 3aIUTe HHPOPMAIHH.

IIpenmer(bl) oLleHUBaHUS OO6beKT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OILICHUBAHUS KpHT
epust
TIK 3.1. BeisBnats yrpo3sl u I'pamoTHEIi OIIOP 1 - Yerkoe moHUMAaHHUE MPOOIIEM 1. Brimonnenwne 2
YA3BUMOCTH B CETEBOM BBIOOD MD, | undopmanoHHON 0€301aCHOCTU B TpeboBaHuUi 3a1aHUs
UHpaACTPYKTYypE C chopMynupoBaH | cHCTEMax pajiMOCBs3H, MOOMJIBHOM CBSA3U | 1O 00OCHOBAHHUIO
HCIOJIb30BaHUEM CHCTEMBbI Hble TPeOOBaHMS | U TeNepaJuoBEILaHNS; BbIOOpa MD.
aHaJIn3a 3allHUISHHOCTH. K OIIOP 2 - I'paMOTHO BBISIBIIATS, 2. Beinosinenue
T1K 3.2. Pa3zpabartbiBaTh cepTUGHIMPOBAH | KIACCU(PHUIIMPOBATH U aHAIU3UPOBATh TpeOOBaHUIt 3aaHUs 2
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TeJepaauoBeIlaHus.
[IK 3.3. OcymecTBasTh TEKyIIee
aJIMUHUCTPUPOBAHKE JJIS 3ALUTHI
CHCTEM PAJNOCBSI3H, MOOMIEHOM
CBSI3U U TeJIEPaHOBEIAHHS C

OK 01. Beibupath crioco0sbI
pelieHus 3a1a4q
npo¢ecCHOHANTBLHON
JeATETBHOCTH, TIPUMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBathb
COBPEMEHHBIE CPECTBA ITOUCKA,
aHaJM3a U MHTePIPETaIluU
nHPOPMALIUH, U
UH()OPMAITHOHHBIE TEXHOJIIOTHU
UL BBITIOJIHEHUS 3a/1a4

JOKyMEHTalleH! Ha
roCyJapCTBEHHOM U
WHOCTPAaHHOM S3bIKaX.

KOMILIEKC METOJIOB U CPELICTB HBIM yrpo3bl HHPOPMALUOHHOM
3aIUTH HHQOPMALIUH B CHCTEMAX | MEXKCETEBBIM 6e30macHOCTH U (POPMBI HX MPOSBICHUS;
panuocBsa3y, MOOMIBHOM CBA3U U | SKpaHaM OIIOP 3 - Bb1Oop MeXaHU3MOB U

cpeacTB obecneyeHust HHGOPMAOHHON
0e30macHOCTH (IIPOrpaMMHBIX U
MPOrPaMMHO-AIIAPATHEIX);

OIIOP 7 - Bnanenue cepBucamu,
obecreynBaoIMMU HHOPMAIIMOHHYIO

HCTIONIb30BaHUEM 0€e30MacHOCTh B CHCTEMAax PagHoCBs3y,
CIeNMAIN3UPOBAHHOTO MOOHMJILHOH CBSI3U U TeJepaIrOBeIIaHus;
MIPOrPaMMHOT0 00eCTICUCHHSI U OIIOP 13 - CBoeBpeMeHHOE U
000pyIOBaHMUSI. Ka4yeCTBEHHOE NIPUMEHEHUE

KOMIIETeHIINW, yMEHUH U 3HAHUH,
MPUOOPETEHHBIX B PE3YJIBTATE OCBOCHHUS
TeM, pa3nenoB, aucruiuimH, M/IK,
MOJyJIeH.

OIIOP 14 - Beibop 1 mpUMEHEHHUE
METOJIOB H CIIOCOOO0B PEeIICHUS
npodeCCHOHANBHBIX 33/]1au B 00J1aCTH
obOecreueHns 0€30MaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne ctaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a7a4 1o o0ecrneYeHnto 0e30I1acHOCTH

npo¢ecCHOHANBEHON ceTeil cBA3U.

e TeNbHOCTH. OIIOP 18 - PaboTa ¢ pa3auYHBIMH
OK 09. ITonb30oBathes pOrpaMMHO-aNapaTHEIMU U
npodeccrnoHanbHOM MPOrpaMMHBIMHU CPEICTBAMHU.

OITIOP 23 - AHann3 HUHHOBAILIUHA B
006J1aCTH MPOTrPaMMHOTO 00eCTICUeHNS,
Pa3BUTHS OTPACIH.

K cpeIcTBaM
obecrnieueHust
0€30MacHOCTH
uH(pOopMaLOHHON
CHCTEMBI
MPEANPHSITHS,
cozeprKamiei
CBEJICHHS,
OTHECEHHBIE K
roCcy/1apCTBEHHOM
TalHe.

3. PanMoHaJIbHOCTD
pacrpeneseHust
BPEMEHH Ha
OIMCaHNe
BBIOPaHHOTO
pelIeHHS.

3aganue 10.

HUncmpyxyus:

BHumatensHO IpoYuTaiTe 3a1aHue.
BbI MOX€ETE NTONB30BATHCS:
O6opynosanue, [10: TIK. fstec.ru.
Bpewms BoinonHenust: 15 MUHYT.
Tekct 3ananust:

JIsi aHTUBHPYCHOM 3aIMTHI CEPBEPOB B TOCYAAPCTBEHHON MH(OPMALIMOHHOW CUCTEME, ITPU OTCYTCTBUH CBEICHHH,
COCTaBIISIIOIINX TOCYJapCTBEHHYIO TaliHy, MPUOOPENN CPEJCTBO aHTUBHPYCHOW 3aIUTHI 6 Kilacca 3aliuThl, THI B.
Heo0xomumo nipoBepUTh BBIOOP CPENICTB aHTUBHPYCHOHN 3aIIUTHI, cHOPMYyIHpOBaTh TPEOOBAHUS K AHTUBUPYCHBIM

CPEJCTBAM M JaTh PEKOMEHIAINH TI0 3alTUTe HH(POPMAIIHH.

[penmer(bl) oLleHUBaHUS OOBexT(bI) ITokazarenu oneHKH Kpurepuu ouenku Bec
OLIEHUBAHUS KpUTep
us
I1K 3.1. BeiABAATE Yyrpo3sl U I'pamorHslii BeiOop | OITOP 1 - Yerkoe noHuMaHue mpodnem 1. Beinonxenue 2
YSI3BUMOCTH B CETEBOU CpencTB nH(OPMaMOHHOW 0€30MacHOCTH B TpeboBaHHIA
uHdpacTpykType ¢ AHTUBUPYCHOM CHCTEMax pagroCBsI3H, MOOMIBHON CBA3M | 3amaHUA II0
HCTIOJIb30BaHUEM CHUCTEMBI 3aILUTBL, U TeNepajuoBellaHus; 000CHOBAHUIO
aHaJIM3a 3aIUMIIECHHOCTH. chopMynupoBaHH OIIOP 2 - I'paMOTHO BBISIBIIAATS, BbIOOpaA CPEICTB
1K 3.2. Pa3pabarsiBaTh ple TpeOOBaHHs K | KIACCU(QHIMPOBATH M aHATN3UPOBAThH AQHTUBUPYCHOM
KOMINUIEKC METOJIOB U CPENICTB CepTUGHULIUPOBAHH | YTPO3bl HHPOPMAIUOHHOM 3AIIUTHL.
3aIlUThl HH(GOPMALUK B CUCTEMAX | BIM cpencTBaM | 0€30macHOCTH U ()OPMBI MX MPOsIBIICHUs; | 2. BeimonHeHue 2
PanuocBa3y, MOOMIBHON CBA3U U | aHTHUBHUPYCHOMN OIIOP 3 - Bribop MeXaHU3MOB U TpeboBaHui
TeJnepaauoBeIlaHus. 3aIIMTHI, cpencTB obecrieueHst ”HPOPMALMOHHON | 3alaHuA K
IIK 3.3. OcyuiecTBaATh TEKyllee | NOHUMAaHUE 6e3omacHOCTH (IPOTPaMMHBIX U cpencTBamM
aIMUHUCTPUPOBAHUE IJIS 3ALUTHI | Kiaccu(pUKaUN [IPOrpaMMHO-AMINaPATHBIX); obecrieueHus
CUCTEM PaJINOCBS3H, MOOUIBHOM CpencTB OIIOP 7 - Bnanenue cepBucamu, Oe3onmacHoCTH
CBSI3U U TEJIEPAHOBEIAHUS C AQHTUBUPYCHOM obecrieunBarOIUMU UHGOPMALIMOHHYIO “H(QOPMALUOHHBIX
UCTIONb30BaHUEM 3aIIUTHIL. 0€30MacHOCTb B CUCTEMAax PaJHOCBA3Y, TEXHOJIOTHH 110
CIEeUHaTU3UPOBAHHOIO MOOWJILHOH CBSI3M U TeJepajMOBELIaHus; | IPUMEHEHHIO
IIPOrpaMMHOT0 o0ecIieueHus u OIIOP 13 - CBoeBpeMeHHOE U CpEeICTB
000pyI0BaHMUS. Ka4eCTBEHHOE IIPMMEHEHHE aHTUBUPYCHOM
OK 01. Beibupath crioco0sbI KOMITETeHIINH, yMEHUH U 3HAHHH, 3aIUTHL.
pelieHus 3a1a4 IIPUOOPETEHHBIX B pe3yNbTaTe OCBOCHU | 3. PanuoHanbHOCTD 1
npodecCHOHANTBLHON TeM, paszenoB, nucruming, MK, pacnpeneneHus
JIESITENLHOCTH, IPUMEHUTEIBHO K Mopyneil. BpPEMEHU Ha
pa3IHMYHBIM KOHTEKCTaM. OIIOP 14 - BeiOop 1 npuMeHEHHE OTHMICaHHe
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OK 02. Hcnonb3oBathb
COBPEMEHHBIE CPEJICTBA ITONCKA,
aHaIM3a U MHTEePIPETAlUuH
uHpopMaLuy, 1
MH()OPMAIIIOHHBIE TEXHOJIOTHH
JUTSL BBITIOJTHEHHS 3214
npodecCHoOHATEHON
JIeATSITLHOCTH.

OK 09. ITonp30BaThCs
npodeccuoHaILHON
JIOKyMEHTaIiei Ha
TOCY/IapCTBEHHOM U
MHOCTPAaHHOM SI3BIKaX.

METO/IOB H CIIOCOOO0B PELICHUS
npo¢eCCHOHANBHBIX 3314 B 00J1aCTH

OIIOP 15 - Pemenue cTaHIapTHBIX U
HECTaH/aPTHBIX MPOPEeCCHOHATIBHBIX
3aj1a4 110 00eCIeYeH IO 0e30IIaCHOCTI
ceTeil CBS3H.

OIIOP 18 - PabGoTa ¢ pa3iuuHbBIMU
HPOrpaMMHO-AINAPaTHBIMU 1
HPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - AHanu3 MHHOBALUH B
00JIaCTH MPOrPAMMHOTO 00CCTICUEHH,
Pa3BUTHUSL OTPACIIH.

o0OecrieueHus1 0€30MacHOCTH CETEH CBS3HU.

BbIOpaHHOIO
pemreHus.

3aganue 11.
Hucmpyrkyus:

BuumartenbHO npoynTanTe 3aaHue.

BEbI MOXeTe MOJIB30BaTHCH:

O6opymosanue, I10: TIK, fstec.ru
Bpewms Beinmonnenus: 15 MuUHyT.

Texkct 3amanus:

Juis 3aIMTBl KOPIOPAaTUBHOM CETH W OOHAPY)KEHUS! MOMBITOK 3J0yMBIIUICHHUKOB MMPOHUKHYTh B CETh, BHIABICHHS
UX MPUCYTCTBHA B HMH(QPACTPYKTYpE MPEANpUATHA (HA TPEANPHATHH OTCYTCTBYIOT CBEICHHS, COCTABIIAIOIINE
TOCY/IapCTBEHHYIO TaifHy), IUIaHHpYeTCs NPHOOPECTH CHCTeMy OOHapy>KeHHs BTOpP)KEHHMH | Kiacca 3aluThl.
Heo6xomumo mpoBeputh BbiOOp C3U u copmynupoBath TpeOoBaHHMS K cUCTeMaM OOHApy:KEHHsI BTOPIKECHUIt
(ucmonp3oBaTh crenudukanuio npoduiei 3aumtel PCTOK Poccun).

IIpenmer(bl) OLIeHUBAHUS OOBeKT(bI) ITokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBaHHUS KpHTEp
st

TIK 3.1. BeIsBIATE yrpo3sl u I'pamoTHBIit OIIOP 1 - Yerkoe moHUMaHUE MPOOIIEM 1. Beimonuenwne 2
YSI3BUMOCTH B CETEBOM BBIOOp COB, | uHpopmMaMOHHOH 0€30MacHOCTH B TpeOOBaHUii 3aaHUs
HHPPACTPYKTYpE C chOpMYJIUPOBAaHH | CHCTEMax PaJHOCBA3U, MOOWILHOW CBSI3H | 10 00O0CHOBAHHIO
HCIOJIb30BaHUEM CHCTEMBI ble TpeOOBaHUS K | U TeJCPaJAUOBELIAHNUS; BbIOopa COB.
aHaJM3a 3alIUIIEeHHOCTH. cepruduuuposana | OITIOP 2 - 'paMOTHO BBISIBIISATD, 2. BeimonHenue 2
TIK 3.2. Pa3pabatbiBath BIM COB, | kmaccu(uIMpoBaTh U AaHATM3UPOBATH TpeboBaHUIT 3a1aHUs
KOMIUIEKC METOJIOB M CPE/ICTB MOHUMaHUe yrpo3bl HHGOPMALMOHHON K CpelcTBaM
3aIuTh HHPOpMaLUK B cnerduranuu 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS; | 0OeCHeYeHHs
cHCTeMax paJuoCBsI3Hy, npoduteit OIIOP 3 - Boibop MEXaHU3MOB U 6e3omacHOCTH
MOOMJIBHOH CBSI3U M 3aIIUTEI cpencts obecriedeHnss THOOPMAIMOHHON | MH(OPMAIIMOHHBIX
TenepaguoBeIlaHys. 6e3omacHOCTH (IPOTPAMMHBIX U TEXHOJIOTHH 110
TIK 3.3. OcymecTBusTh MPOTPaMMHO-aIMaPaTHBIX ), YPOBHIO JIOBEpHS,
TeKyllee a/IMUHUCTPUPOBAHHE OIIOP 7 - Brnanenue cepBucamu, tpeboBanus k COB
JUTSL 3aIIUTHI CUCTEM o0ecneYnBaOIIMU HHPOPMAITHOHHYIO BBIOPAHHOTO KJlacca
panuocBs3y, MOOMIBHOHN CBA3U 0€30MacHOCTb B CUCTEMAaX PaJHOCBA3Y, 3aIIUTHI
1 TeJepaJIMOBEIaHus C MOOMJIBHOH CBSI3W M TeJepaAnoBeIianus; | 3. PannoHaIbHOCTD 1

UCIIOJIb30BaHUEM
CIeHaTN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyIOBaHUS.

OK 01. Beibupats cnocoOsl
pelieHus 3ana4q
npodecCHOHATEHON
JeSTebHOCTH, TIPUMEHHUTEIHHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 02. HUcnonp3oBath
COBpPEMEHHbIE CPENICTBA MOUCKA,
aHaJIM3a W MHTEPIPETAlUH
uH(pOpMaIMH, U
MH(POPMALOHHBIE TEXHOJIOTHH
JUIsL BBITTOJTHEHUS 3a/1a4
podeCCHOHATBHOM
JIeSITEIBHOCTH.

OK 09. ITonb3oBaThCs
npodecCHOHATLHON
JIOKyMEHTaIei Ha
roCyJapCTBEHHOM U
MHOCTPAHHOM SI3BIKaX.

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE
KOMITETeHIINH, YMEHUH U 3HAHWH,
MIPUOOPETEHHBIX B PE3yJIbTaTe OCBOCHHUS
TeM, pazzenos, nucrummind, MK,
MOJyJICH.

OIIOP 14 - Bri6op 1 npuMeHeHHe
METOJIOB M CIIOCOOOB PEIICHNUS
npodeccroHanbHBIX 33734 B 00JaCTH
obecniedeHus 0E30MACHOCTH CETEH CBSI3H.
OIIOP 15 - Pemienue craHAapTHBIX U
HECTaHIAPTHBIX MPO(PECCHOHATBHBIX
3a7a4 0 00eCcIeueHHI0 0e3011aCHOCTH
CeTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOTrpaMMHO-aIIaPATHEIMUA U
NIPOTPAMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHanu3 HHHOBAIUK B
00J1acTH IPOrPaMMHOT0 00ecreueHHUs,
Pa3BUTHUSL OTPACIIH.

pacnpeneneHus
BpPEMEHH Ha
onucaHue
BbIOpaHHOTO
pelICHHS.
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3ananue 12.
Hnempykyus:

BuumarensHO HpO‘{HTaf’ITG 3aJaHuC.

Br1 MOkeTe mOJIb30BaThC:

O6opynosanwue, I[10: TIK, https://bdu.fstec.ru/calc.

Bpewms BeimonHeHus: 15 MUHYT.
Tekcr 3ananust:

[TpoBecTH OIEHKY YSI3BUMOCTH B BEO-TIPHIIOKEHHUH (YA3BHMOCTD, ITO3BOJISIET IPOBOIMTD aTaKy THIIA «ITOIEIKa
MEKCANTOBBIX 3aITpocoBy [Cross-site request forgery] B manemu agMuHHCTpPaTOpa, MO3BOJISIET JOOABUTH HOBOTO
MOJIb30BATENS, YIATUTH MMEIOLIErOCs MOJIb30BATENIs HIIM BOOOIIE BCEX MOJIb30BATEINEH ).

[Mpenmer(b1) oLleHMBAaHUS OOBexT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OLICHUBaHUS KpUTEp
ust

I1K 3.1. BeIBIATH Yrpo3bl U I'pamoTHOE OIIOP 1 - Uerkoe noHUMaHHe NPodIEM 1. Beinonxenue 20
YSI3BUMOCTH B CETECBOM WCTIOJIb30BaHKue | MH(OPMAIIMOHHOM O€30MacHOCTH B TpeOOBaHMiA
uHppacTpykType ¢ CpEICTB cUcTeMax paJuoCBsI3d, MOOMIBHOM CBA3U U | 3a7aHUA 110
HCIIONIB30BAHUEM CHCTEMBI aHANIM3a | OIEHKH TenepaanoBeIIaHus; peanusayn
3ALIUIIEHHOCTH. yA3BUMOCTEN OIIOP 2 - I'paMOTHO BBISBIIATS, OIIEHKH
1K 3.2. Pa3pabarsiBaTh KOMILIEKC KJaccu(HUIIMPOBATh U aHATM3UPOBATH YSI3BHUMOCTEH C
METOJIOB U CPE/ICTB 3aIUTEI yrpo3bl HHPOPMALUOHHON nomoinsto CVSS
HHPOPMAITUH B CHCTEMAX 0e30macHOCTH U (POPMBI HX TPOSBICHUS; 2.0
PanuocBA3U, MOOUIBHOM CBA3U U OIIOP 3 - BbiOop MeXaHU3MOB U CPEJICTB 2. I'pamoTHOE 20
TenepaauoBeIIaHus. obecrieueHIsT HH(POPMAIIMOHHON HCIIONB30BaHUE
1K 3.3. OcymiecTBIST TEKyLIee 6e3omacHOCTH (IPOTPaMMHBIX U 0a30BbIX METPHK.
aIMIHACTPUPOBAHHE IS 3aITUTHI MPOrpaMMHO-aNapaTHHIX ); 3. [IpaBWIbHOCTH 16

CHCTEM PaJUOCBSI3H, MOOUITBHOM
CBSI3M U TeJIepaliOBELIaHus C
HCTIOJIb30BaAHUEM
CHeHaTN3UPOBaHHOTO
MIPOrPaMMHOT0 O00ecCIIeUeHHs U
000pyI0BaHUSL.

OK 01. Beibupats crioco0sI
penieHus 3a1a4q
poheCCHOHANBHON JAEATEILHOCTH,
MPUMEHHUTENFHO K Pa3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHaINM3a U UHTEPIIPETALUU
uHpOpMaIUH, U HHHOPMAITUOHHBIC
TCXHOJIOTHUHU AJIA BBIIIOJIHCHUS
3ama4 npodheccuoHaTbHON
JIeSTEILHOCTH.

OK 09. [Toms30oBaThCs
npo¢ecCHOHANBEHON
JIOKyMeHTaImei Ha
rOCyIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

OIIOP 7 - BiasieHue cepBUCaMH,
o0ecreynBaoIMI HHPOPMAIIHOHHYIO
6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y,
MOOWIIFHOM CBSI3M U TeNepaaIiOBEIIaHuUs;
OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IPHMEHEHHE KOMITETSHIIHH,
yYMEHHH U 3HaHUM, IPUOOPETEHHBIX B
pe3ynbTaTe OCBOSHHS TEM, PA3/IENoB,
nuctumnud, MK, mogynei.

OIIOP 14 - Beibop 1 npuMeHEHHE
METOJIOB H CII0CO00B peIeHHUs
npodeccuoHanbHLIX 331a4 B 001aCTH
obecrieyeHus 0E30IIACHOCTH CETEH CBSI3M.
OIIOP 15 - Pemenue cTaHaapTHBIX U
HECTaHAaPTHHIX MPOPECCHOHANBHBIX 3a1a4
10 00ecre4yeHHIo 0e30MacCHOCTH CeTei
CBSI3ML.

OIIOP 18 - PabGoTta ¢ pa3iuuHBIMU
pOrpaMMHO-aMapaTHEIMU U
HPOrpaMMHBIMHU CPEJCTBAMU.

OIIOP 23 - AHanu3 HHHOBALUiA B 001aCTH
[POrPaMMHOT0 00eCIeUeHUs], Pa3BUTUS
OTpaciy.

UCTIOJIb30BaHUS
KaJlbKyJISTOpa
OLICHKH
YSI3BUMOCTEH.

3ananwe 13.
Hnempyrkyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

Br1 MOXkeTe 1101b30BaThCS:

O6opymosanue, I10O: TIK; Oracle VM VirtualBox; VM HKC.

Bpewms BeimonHeHus: 15 MUHYT.
TekcT 3aganus:

Hactpouts paboty Moayns «Fail2bany» ainst aHanm3a JIOroB aBTOpHU3aIiK B BeO-1104Te; MOYTOBOM cepBepe, SSH,
FTP. KonnuecTBo HEeyJauHbIX ONBITOK aBTOpu3auuidi — 3. IHTepBan HeyiauHbIX NOMBITOK aBTopu3anuii — 10
MuH. biiokupoBats Ha 15 munyT. 3abnokupyiire IP anpec: 192.168.1.101.

[Ipenmer(pl) oleHUBaHUS OO0bexT(bI) ITokazarenu oneHKH Kpurepun onenku Bec
OLICHUBaHHUS KpUTEP
ust

I1K 3.1. BeIBIATH yrpo3bl U Peannzanus OIIOP 1 - Uerkoe noHuMaHKe NpodIeEM 1. Brinonnexue 20
YSI3BUMOCTH B CETEBOM MOJIUTUKA UH(POPMAIMOHHOH 0€30MacHOCTH B TpeOOBaHUit 3aaHUs
uHdpacTpykType ¢ MDO. cUcTeMax pajuoCBsI3d, MOOUILHON CBSI3H U 0 peanu3anuu
HCIIONTB30BAHIEM CHCTEMEI TeJlepalioBeIaHus; NONMUTHKHA MD.
aHaJIU3a 3alUIICHHOCTH. OIIOP 2 - I'paMOTHO BBISBIISITD, 2. IlpaBUIBbHOCTD

11
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1K 3.2. Pa3pabaTbiBaTh
KOMIUIEKC METOJIOB M CPE/ICTB
3aIUTH HHQOPMALUK B CHCTEMaX
pangnocBs3u, MOOMIBHOI CBS3U U
TeNepaoBeIaHusL.

1K 3.3. Ocy1iecTBIATh TEKyIIEe
AJIMHHUCTPUPOBAHHE JUTS 3aIHTHI
CHCTEM PaJIOCBSI3H, MOOMILHON
CBSI3H U TeNlepaIoOBELIaHus C
HCHOJIB30BAHHEM
CIeMaNTN3UPOBAHHOTO
HPOTrpaMMHOTO OOecIIeYeHHs U
000pyI0BaHMUS.

OK 01. Bei6upats cocoOsl
penreHus 3a1a4d
npodeccuoHaILHON
JeATeIbHOCTH, TPUMEHHUTEIBHO K
Pa3INYHBIM KOHTEKCTaM.

OK 02. Hcnonp3oBath
COBpPEMCHHEIE CPE/ICTBA MOKCKa,
aHaJIN3a ¥ HHTEPIIPETAlUuH
uH(pOpMaIMH, U
“HGOPMAIMOHHBIE TEXHOJIOTHH
JULSL BBITIOJIHEHUS 3a/1a4
poeCCUOHANBHOM
JCATENBHOCTH.

OK 09. ITonp30BaThCs
npogecCHoOHAEHON
JIOKyMEHTaIei Ha
roCyJapCTBEHHOM U
MHOCTPAHHOM SI3BIKaX.

KJIacCU(UIMPOBATh U aHATU3HUPOBAThH
yrpo3bl UHPOPMAITHOHHO

0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS,
OIIOP 3 - BolOOp MEXaHU3MOB U CPEJCTB
obecrieueHust TH(OPMALIMOHHON
6e30macHOCTH (MIPOTPAMMHBIX U
MIPOTPaMMHO-aIIaPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMy,
obecreynBaroMMU HHYOPMAITUOHHYIO
0€30MacHOCTb B CUCTEMax PaJIHOCBA3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;
OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE
TIPIMEHEHNEe KOMIIETeHIINH, YMEHHUIA 1
3HAHUH, TPHOOPETCHHBIX B PE3YJIbTATE
OCBOEHUS TeM, pa3aenos, aucuurnina, MK,
MOAYJEH.

OIIOP 14 - Beibop 1 pUMEHEHHE METO/IOB
1 CIIOCO00B penieHus MpohecCHOHATBHBIX
3ama4 B 001aCTH o0ecredeH st 6e30MacHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3a/1a4
10 00ecTedeH 0 0E€30MACHOCTH CEeTeHl CBSI3H.
OIIOP 18 - PabGoTa ¢ pa3muYHbIMU
MIPOTPaMMHO-aIIaPaTHEIMUA U
MIPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHaiy3 WHHOBAIMH B 00J1aCTH
MPOTPAaMMHOTO 00ECTICUCHUSI, PA3BUTHS
OTpacIIy.

HACTPOUKU MOJYILS
Fail2ban.

3. I[IpaBuwiIbHOCTH
pelIeHNs 3a1aHus:
IIPU aBTOPU3ALUH
nociie 3 HeylauHbIX
MIOTIBITOK Y4eTHast

3aIUCh OJIOKUPYETCS.

20

16

3ananue 14.
HUncempykyus:

BaumarensHO HpO‘{HTafITC 3aJJaHuC.

BE1 MOXXeTe 110130BaThCA:

O6opymosanue, I10: TIK; Oracle VM VirtualBox; VM NKC.
Bpems BeimonHeHus 3a1anus — 15 MUHYT.

Texkct 3amanus:

HacTtpouts paboTy MexceTeBoro sKpaHa:
- ajpeca M MOJICETH, ¢ KOTOPBIX paspeiieH goctyn k ynpasienuto UKC uepes BeO-unrepdetic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAaKCHUMaJIbHOE KOJNYECTBO aKTUBHBIX coeanHenui - 10000;
- peskuM paboThl MEKCETEBOrO JKpaHa - ipfw -> pf.

Co3pats paspeniaronye npaBuiia: J0CTyIl K TOYTOBOMY cepBepy: paspemnTs TCP tpaduk, Bxomsmuii Ha UKC Ha
nopt SMTP(25), mopt IMAP(143), mopt POP3(110) yepe3 BHerHne HHTEPGEHCHI.

[penmer(bl) oLleHUBaHUS OO0BeKT(bI) [Tokazarenu oneHkH Kpurepun Bec
OLICHUBAHUS OLIEHKH KpUTep
ust
TIK 3.1. BBIBIATH yrpo3sl Peamuzanus | OIIOP 1 - Yerkoe noHumManue npooiem 1. BeimonHenue 16
YSI3BUMOCTH B CETEBOM MOJIUTUKU nH(OpMaOHHON 0€30IIaCHOCTH B cUcTeMax | TpeGoBaHuMit
HHOPACTPYKTYpE € UCTIONIb30BaHUEM | MD. panuocBa31, MOOMIIBHOHN CBSI3U U 3aJlaHus 110
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. TenepaaoBeLIaHus; peanuzanuu
TIK 3.2. Pa3zpabarbiBaTh KOMIUIEKC OIIOP 2 - I'paMOTHO BBISIBIIATS, MoJUTUKN MD.
METOJIOB U CPEJICTB 3aLUTHI KIacCU(UIMPOBATh U aHAIU3UPOBATh Yrpo3sl | 2. Brimonnenue 26
“HPOPMALIUH B CHCTEMAX MHPOPMALMOHHON TpeGoBaHMi
PpanuocBs3y, MOOMIIBHON CBS3U U 6e3omacHOCTH ¥ (HOPMBI X MPOSIBICHUS, 3aJjaHus 10
TeJIepaauoOBEIIAHHNS. OIIOP 3 - Bribop MexaHU3MOB U CPEACTB HaCTpolKe
TIK 3.3. Ocy1ecTBasTh TEKylIee obecnieyeHust ”HGOPMALIMOHHON aJlpecoB U
aJIMUHUCTPUPOBAHME /IS 3aLUThI 6e3onacHoCTH (IPOrPaMMHBIX U noJiceTei.
CHCTEM PaJUOCBSI3H, MOOMIBHOM IIPOrpaMMHO-AIIIAPATHBIX); 3. IIpaBupHOCTE | 26
CBSI3U U TeJEPaJUOBELIaHNS C OIIOP 7 - Bnanenue cepBucamu, CO3JaHus
UCTIOJIb30BAHUEM o0ecnevynBaroMMU HHPOPMAIIUOHHYIO HEOOXOTUMBIX
CIeLHaIU3UPOBAHHOTO 0€30MaCHOCTb B CUCTEMAX PaJUOCBA3Y, paBUI JJLs
IPOrPaMMHOTO 00EeCHICUEHUS U MOOHJIBHOH CBSI3U U TENEPAANOBEILAHNS; paspelieHus
000pyI0BaHuU. OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE JlocTymna K
OK 01. BeiGupaTh criocoObl perieHus TIPUMEHEHNE KOMIIETEHIINH, YMEHUHA 1 MMOYTOBOMY
3a7a4 npodeccuoHaIbHOM 3HaHUH, IPHOOPETEHHBIX B PE3yIbTaTe cepBepy.
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JIEATENLHOCTH, IPUMEHUTEIBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Hcnonb30BaTb COBPEMEHHBIE
CpEeACTBa MOKUCKA, aHAIU3a U
HUHTEpHpeTauu HHPOPManH, 1
nH()OPMALOHHBIE TEXHOIOTUU AT
BBINOJIHEHHUS 3a/1a4
npodeccuoHanbHON 1esTEeNbHOCTH.
OK 09. ITonp30BaThcs
po¢eCCHOHANBHON TIOKyMEHTalueH
Ha rocyJapCTBEHHOM U MHOCTPaHHOM
SI3bIKAX.

OCBOCHUS TeM, pa3zenoB, qucuuiiud, MJIK,
MOJyJEH.

OIIOP 14 - Br16op u IpuMeHEHHE METONOB U
Croco00B peleHus MPOo(eCcCHOHATBHBIX
3a/1a4 B 00acT obecriedeHns 6€30MacHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPO(GECCHOHATBHBIX 3314 110
obecrieueHn 0 0e30MaCHOCTH CETEH CBS3H.
OIIOP 18 - PabGoTa ¢ pa3nuuHbIMU
MIPOrpaMMHO-AMINAPATHBIMU U
MIPOTrPaMMHBIMH CPEJICTBAMU.

OIIOP 23 - AHanu3 MHHOBAIMI B 00JaCTH
MIPOTrPaMMHOTO 00ECIICUCHUSI, Pa3BUTHS
OTpPACIIH.

3amanue 15.

Hncmpyxyus:

BuuMarenbHO npoyuTanTe 3a1aHuE.
Br1 MOeTe M0JIb30BaThCS:

O6opymosanue, I10: IIK; Oracle VM VirtualBox; VM HKC.

Bpewmst BeinonHenus 3aganus — 15 MUHYT.
TekcT 3aganus:
HactpouTs paboTy MeKceTeBOro SKpaHa:

- aJipeca | MOJCETH, ¢ KOTOPHIX pa3pemeH noctyn k ynpasinennto UKC depes Be6-unTepdeiic u k cepepy UKC

no SSH - 192.168.17.206/24,

- MAKCUMAaJIbHOE KOJIUYECTBO aKTUBHBIX coeauHeHuii - 8000;
- pexUM pabOoThI MEKCETEBOT0 dKpaHa - ipfw -> pf.
Cozpnats pazpemaromue npaBuia: goctyn kK VPN-cepsepy: paszpemuts TCP tpaduk, Bxomsmuit Ha UKC Ha mopt

pptp (1723) yepe3 BHENIHUE HHTEPEHUCHI.

IIpeamer(s1) orieHUBaHUS OO0BeKT(BI) ITokazarenn oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpUTEp
us
I1K 3.1. BeiABAATE Yyrpo3sl U Peanuzanus OIIOP 1 - YeTkoe moHNMaHKE NPOOIEM 1. BeinonHenue 16
YSI3BUMOCTH B CETEBOU MTOJIUTUKH nH(OPMAOHHOW 0€30MaCHOCTH B CUCTEMaX TpeOoBaHUA
uHdpacTpykType ¢ MD. panuocBa3y, MOOUIBHOM CBA3U U 3aJaHus 10
HCTIOJIb30BaHUEM CHCTEMbI aHAJIN3a TeJIepaaoBeIaHNs; peanuzanuu
3aLIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIISITS, noJauTUKU MDO.
IIK 3.2. Pa3zpabaTsiBaTh KOMILIEKC KJaccu(UIMPOBATh U AaHAJIM3UPOBATH YTPO3bI 2. Brmonuenwue 26
METOJIOB Y CPEJCTB 3aILUThI UH(OPMAIIMOHHON TpeboBaHuii
nH(opMaK B cucTeMax 0e30macHOCTH ¥ (HOPMBI UX TIPOSIBICHUS, 3aJjaHus 110
PaxuocBa3y, MOOUIBHOM CBA3U U OIIOP 3 - Boibop MEXaHU3MOB U CPEICTB HacTpolike
TeJlepaliOBEIaHuUs. obecrnieueHust HHGOPMALMOHHON aZpecoB U
[IK 3.3. OcymiecTBisTh TEKyIIee 6e3omacHOCTH (MIPOTPAMMHBIX U moiceTei.
aMUHHCTPUPOBAHHE I 3aLIUTHI IpOrpaMMHO-aNNAaPaTHBIX); 3. IIpaBuisHOCTE | 26
CHCTEM PaJINOCBS3H, MOOWIBHOM OIIOP 7 - Biranenue cepBucamu, CO3J1aHUS
CBSI3U U TeJIEPaJUOBEILaHUs C obecrieunBaOmMUMH HHOOPMAIIMOHHYIO HEOOXOIUMBIX
UCIIOJIb30BAaHUEM 0€30MaCHOCTb B CUCTEMAX PAaJHOCBA3Y, IpaBI UL
CHELHATN3UPOBAHHOTO MOOHJIBHOH CBS3U U TENEPAANOBEINAHNS; paspeneHust
IIPOrpaMMHOT0 O00ecIieueHus U OIIOP 13 - CBoeBpeMEHHOE M Ka4YeCTBEHHOE nocryna k VPN
00opynoBaHHsI. IIPUMEHEHUE KOMIIETEHIIUM, YMEHUI U 3HAaHUH, | cepBepy.

OK 01. Beibupats criocoOsl
pelieHus 3aaa4y
npodeccnoHanbHON IeSITENFHOCTH,
MPUMEHHUTENHLHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBaTh
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHallu3a U UHTEPIIPETaIH
nHopManyH, 1 HHPOPMAIIMOHHEIE
TEXHOJIOTHH IS BHITTIOTHEHUSI
3aga4 npodhecCuoHaTbHON
JIeSITebHOCTH.

OK 09. ITonb3oBaThCst
npodecCHOHANBLHON
JIOKyMEHTAIHeH Ha
rOCYapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

MPHOOPETEHHBIX B PE3yJIbTATE OCBOCHHUS TEM,
paznenos, nucturuinH, M/IK, momxyneit.
OIIOP 14 - BeiGop 1 npuMeHeHHE METO/I0B U
Croco00B penieHus MpoeCCHOHANBHBIX 3a/1a4
B o0J1acTH o0OecrieueHus 0€30IaCHOCTH ceTel
CBSI3H.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJapTHBIX MPO(ECCHOHANBHBIX 3a]1a4 10
obecreueHnIo 0€30IMaCHOCTH CETEN CBS3H.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-AMMAPATHEIMU U
MIPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - Ananu3 MHHOBAIMH B 001aCTH
MIPOrPaMMHOTO 00ECIICUCHHSI, Pa3BUTHS
OTpaciH.
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3ananue 16.
HUncempyxyus:

BHumartenbHO npounTanTe 3aaHue.

BEbI MOXeTe MOJIB30BaTHCH:

O6opymosanue, I10: IIK; Oracle VM VirtualBox; VM UKC.
Bpewms BeimonHeHus 3agaHus — 15 MUHYT.

TexkcT 3amanus:

HactpouTs paboTy MexceTeBOro sKpaHa:
- azpeca ¥ MOJCETH, C KOTOPBIX paspemieH aoctyn k ynpasiennto UKC uepes BeO-unTepdetic u k cepepy UKC

o SSH - 192.168.17.206/24;

- MAKCUMAaJILHOE KOJNYECTBO aKTUBHBIX coequHenuii - 7000;
- peKUM paboThI MEKCETEBOrO dKpaHa - ipfw -> pf.
Coznats paspematomniue mpasmia: goctyn k WEB-cepsepy: pasperuts TCP tpaduk, Bxogsmmii Ha UKC Ha mopT

BeO-cepBepa (80) gepes BHeNTHNE HHTEP(EHCHL.

IIpenmer(b1) OLIeCHUBAHUS OOBeKT(bI) ITokazarenu oleHKH Kpurepun Bec
OLICHUBaHUS OLICHKU KpUTEp
ust
IIK 3.1. BeIBAATH yrpo3bl U Peannzanus OIIOP 1 - Yerkoe noHUMaHHE NPOOIEM 1. BeinosnHenue 16
YSA3BHMOCTH B CETEBOH TIOJIUTHKA nH(OpPMAIOHHON 6€30MacHOCTH B CHCTEMaX TpeOoBaHUIA
UH(PACTPYKTYpE ¢ MDO. PaguocBs3U, MOOUIBHOH CBS3U U 3aJjaHus 110
HCTIONIb30BaHUEM CHCTEMBI aHAITM3a TeJlepaIioBeaHus; peanu3anuu
3aIHAIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIATS, MOJIMTUKHA MD.
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC KJIacCU(UINPOBATh U AHATU3UPOBATh YIPO3bI 2. Brinonxenue 26
METOJIOB ¥ CPEJICTB 3AILUTHI nH()OPMATIOHHON TpeOoBaHUIA
UH(OpMAIMY B CUCTEMaX 6e30macHOCTH U (POPMBI UX TIPOSBICHUS; 3aJjaHus 110
pasnoCBA3U, MOOMIIBHOW CBSI3U U OIIOP 3 - Bi6op MeXaHU3MOB H CPEJCTB HACTpOiiKe
TellepaoBeLaHusL. obecrieyeHust UH(GOPMAILOHHOK aJIpecoB U
TIK 3.3. OcymecTBusTh TEKyIIee 6e30macHOCTH (ITPOTPaMMHBIX U moiceTei.
aJIMMHUCTPUPOBAHUE JUIS 3aL[UThI [IPOrpaMMHO-aMNaPaTHBIX); 3. IlpaBuipHOCTE | 26
CHCTEM paJInOCBA3H, MOOUIIbHOM OIIOP 7 - Bnanenue cepBucamu, CO3IaHUs
CBSI3U U TeJIepaIOBELIaHHs C o0ecreynBaOIUMU HHOPMALIMOHHYIO HEOOXOIUMBIX
HCIIONIb30BaHUEM 0€e301acHOCTh B CHCTEMAax PaJHOCBs3H, TPaBHII JUIS
CIeUaNU3UPOBAHHOTO MOOUIIEHOH CBSI3U U TeJlepaluOBeIaHus; paspeleHus
TPOTPAMMHOTO OOECTICYeHHS H OIIOP 13 - CBoeBpeMEeHHOE 1 KQ4eCTBEHHOE nmocryma k Web
000pyIOBaHHUSI. MIPUMEHEHUE KOMIIETEHIIMI, YMEHUH U 3HaHUH, | cepBepy.

OK 01. BeibupaTs crioco0sI
petieHus 3a1a4
poQeCCHOHATBLHOM AESTETbHOCTH,
MPUMEHHUTEITFHO K Pa3THIHBIM
KOHTEKCTaM.

OK 02. Mcnonb3oBaTh
COBPEMEHHBIE CPENICTBA ITOHCKA,
aHaIM3a U MHTePIPETaInH
uHpOopManuH, U HHHOPMAIIMOHHBIC
TEXHOJIOTHH JUTS BHITIOTHEHUSI
3a1a4 npodeccnoHambHOM
JIeSTEITLHOCTH.

OK 09. ITonp30BaThCs
npodecCHOHATEHON
JOKyMEHTalneH Ha
rOCY/IapCTBEHHOM ¥ HHOCTPAHHOM
SI3BIKAX.

MpUOOPETEHHBIX B PE3yJIbTaTe OCBOCHHUS TEM,
pazzenos, nucuuminH, MJIK, mogymei.
OIIOP 14 - Beibop 1 NpUMEHEHHE METO/IOB U
cnoco0oB peuieHus npoheCCHOHAIBHBIX 3a/1a4
B 001acTH oOecreueHns: 0€30IMaCHOCTH CETEH
CBSI3H.

OIIOP 15 - Pemenne ctaHmapTHBIX U
HECTaH/IapPTHBIX MPO(PECCUOHANBHBIX 3a/1a4 10
obecrieueHnI0 OE30IMaCHOCTH CETEH CBS3M.
OIIOP 18 - PabGoTta ¢ pa3iuuHbBIMU
MPOTPaMMHO-ANMapaTHEIMH U
MPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - Ananu3 uHHOBAIMH B 00J1aCTH
MPOTPaMMHOT0 00eCTieUeHH s, Pa3BUTHSI
OTpaCIIH.

3ananue 17.
Hncempykyus:

BHumaTenbsHO mpounTaiTe 3a1aHue.

BEI MOXeTe 1101630BaThCA:

O6opymosanue, ITO: TIK; Oracle VM VirtualBox; VM MKC.
Bpewms BeimonHeHus 3aganns — 15 MUHYT.

TexkcT 3amanus:

HacTtpouts paboTy MeXCeTeBOTO IKpaHa:
- aapeca | MOJICEeTH, ¢ KOTOPBIX pasperieH aoctym k ynpasiaennto MKC gepe3 BeO-unTepdeiic u k ceprepy MKC

no SSH - 192.168.17.206/24;

- MaKCHUMaJIbHOE KOJINYECTBO aKTUBHBIX coequHenuii - 5000;
- peskuM pabOTHI MeXCeTEBOTO 3Kkpana - ipfw -> pf.
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Cosznmate paspemarontue npasmia: 1octyn k FTP-cepepy: paspemmuts TCP Tpaduk, Bxogsmuii Ha UKC Ha mopt
FTP (21) uepe3 BHenHue HHTEPHEHUCHI.

IMpenmer(bl) OLIEHUBAHUS OO0BeKT(bI) IToka3zarenu oueHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHTEp
ust
[IK 3.1. BeisIBIIAATS yrpo3bl 1 Peammzamus OIIOP 1 - Yerkoe moHUMaHHUE MPOOIIEM 1. Brimonuenwue 16
YSI3BUMOCTH B CETEBOU TOJIUTHKH MH()OPMAIIMOHHOW 0€30MaCHOCTH B CUCTEMaX TpeOOoBaHUIA
HHPPACTPYKTYypE C MD. PpaanoCBs3H, MOOMJIBHOM CBA3U U 3aJ]aHus 110
HCTIONIb30BAHUEM CHCTEMbI aHAITH3a TeNepaJMOBeIaHus; peanuzanuu
3aIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJINTUKY MD.
1K 3.2. Pa3pabaTblBaTh KOMILIEKC KIacCU(UIUPOBATh U AHATM3UPOBATh YTPO3bI 2. Beinonxenue 20
METOJIOB ¥ CPE/ICTB 3aIlIUThI MHPOPMAITUOHHON TpeOoBaHMi
nH(OpMaIK B CHCTEMAax 6e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS; 3a71aHus 110
PaanOCBs3H, MOOWIIBHOM CBS3U U OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB HaCTpoiike
TelepaAnoBeIIaHH. obecredeHus HHPOPMAITHOHHOM aJipecoB
[IK 3.3. OcymecTBasTh TEKyIIee 6e3onacHoCTH (IPOTPaMMHBIX U nmojiceTei.
aJIMUHUCTPHUPOBAHUE JIJISI 3aIUThI MIPOrpaMMHO-aIIaPATHBIX); 3. IlpaBunbHOCTE | 26
CHCTEM PaJInOCBS3H, MOOMIBHOM OIIOP 7 - Bnagenue cepBucamu, CO3IaHUsA
CBSI3M H TeJICPaIMOBCIIaHUS C 00ecTieuyHBAIOINMH HH)OPMAIIHOHHYIO HEOOXOIUMBIX
HCIIONIb30BaHUEM 0€30MacHOCTh B CHCTEMAax PaJHOCBS3H, TIPaBHII UL
CIELHATN3UPOBAHHOTO MOOWIIBHOH CBSI3H U TeNepaHOBCIIAHNIS; pa3peleHus
MIPOrPaMMHOT0 00ECIICUCHHSI U OIIOP 13 - CBoeBpeMEHHOE M KaYECTBEHHOE nmocrymna k FTP
000pyIOBaHHUSI. IpYMEHCHUE KOMIICTCHIMH, YMECHHI 1 3HAHUMH, | cepBepy.

OK 01. Beibupath crioco0sbl
pelieHus 3a1a4
npodeccnoHanbHON IeSITENFHOCTH,
MPUMEHHUTENIFHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBaTh
COBpEMEHHBIE CPE/ICTBa ITOHCKA,
aHaJM3a U HHTepIpeTaluu
uHpOpMaIUH, U HHHOPMAITUOHHBIC
TEXHOJIOTHH JUISl BHITTIOTHEHUSI
3a1a4 npodeccroHanbHON
JIeSTEILHOCTH.

OK 09. INonb3oBaThCst
npodeccnoHanbHON
JIOKyMEHTalue Ha
TOCYIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

MIPUOOPETEHHBIX B PE3YNIbTaTe OCBOCHHS TEM,
pazznenos, nucuuiuinl, M/IK, moxyneit.
OIIOP 14 - Beibop 1 IpUMEHEHHE METOIOB U
Croco00B penreHus MpoeCCHOHANBHBIX 3a]1a4
B o0nacTu obecnedeHus 0e30IacHOCTH ceTei
CBSI3ML.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX POHECCHOHATBHBIX 3a/1a4 110
obecniedyeHNIo Oe30TIACHOCTH CETEH CBSI3H.
OIIOP 18 - PabGoTa ¢ pa3muuHbIMU
MIPOTPaMMHO-aIIaPATHEIMUA U
IIPOrpaMMHBIMH CPEJACTBAMH.

OIIOP 23 - AHanu3 WHHOBAIMIA B 00J1acTH
MIPOTPaMMHOTO 00ecTieueH s, pPa3BUTHS
OTpaciy.

3anmanue 18.
Hnempyxkyus:

BHumatensHO npoyuTaiTe 3a1aHue.

Bb1 MOXkeTe 0Ib30BaThCA:

O6opymosanue, I1O: TIK; Oracle VM VirtualBox; VM HKC.
Bpewms BeimonHenus 3aanus — 15 MUHYT.

Texct 3amanus:

HacTpouts paboTy MexkceTeBOro sKpaHa:
- ajpeca M MOJCETH, C KOTOPBIX pa3pelieH aoctyn k yrnpasienuto UKC depes Be6-untepdeiic u k cepsepy MKC

no SSH - 192.168.17.206/24,

- MAKCUMaJTbHOE KOJUYECTBO aKTHBHBIX coequHeHui - 6000;
- pexuM paboThl MEXKCETEBOr0 dKpana - ipfw -> pf.

Cosaath paspemaroriue npasuia: goctyn k DNS-cepsepy: paspemnts UDP Tpaduk, Bxomsmuit Ha UKC Ha mopt
dns (53) uepe3 BHemHUE HHTEPHEHCHI.

IIpeameT(sl) OLICHUBAHUS O0BexT(bI) INoxa3zarenu oueHku Kputepun Bec
OLICHUBAHUS OLIEHKU KpHTEp
ust

[1K 3.1. BeiBaATH Yyrpo3sl 1 Peamuzanus OIIOP 1 - Yerkoe moHUMaHHe TPOOIEM 1. BeinoniHeHue 16
YSI3BUMOCTH B CETE€BOU MOJUTHKH nH(OpPMAIIOHHON 0€30MacHOCTH B TpebGoBaHUi
HH(PPACTPYKTYpE C UCTIONB30BaHUEM | MD. cUCcTeMaX pajuoCBsI3H, MOOUIBLHOM CBSI3U U 3a7aHus 10
CHCTEMBI aHAJTH3a 3aIUIEHHOCTH. TenepaanoBeIIaHus; peannsanyuu
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISBIIATD, nonuTuku MO.
METOJIOB ¥ CPEJICTB 3aIIUTHI KJIaccu(UIMPOBATh U aHATU3UPOBATH 2. Brimonuenwue 26

nH(OpMaLH B cCUCTEMAaX yrpo3bl HHPOPMAUOHHOM TpeOoBaHUI
pPaanOCBs3H, MOOWJIBHOM CBSI3U U 0e30macHOCTH U (POPMBI HX MPOSIBICHUS; 3aJ]aHus 110
TeJIepagroBEIaHMs. OIIOP 3 - BriOop MeXaHU3MOB U CPEICTB HAaCTpoliKke
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IIK 3.3. Ocy1iecTBIATh TEKyLIEE
AJIMUHUCTPUPOBAHHE JUIS 3aIUTHI
CHCTEM PAJIUOCBSI3H, MOOUIIHHOM
CBSI3H U TeJIepaIOBELIAHMS C
UCIIOb30BaHUEM
CIEHAaTN3UPOBAHHOTO
MPOTPaMMHOT0 oOecreueHus U
000pyIOBaHMS.

OK 01. BeiGupaTh criocoObl perieHus
3a7a4 npodeccuoHaIbHON
JeATeTbHOCTH, TPUMEHHUTEIBHO K
Pa3IHYHBIM KOHTEKCTaM.

OK 02. Mcnonp30BaTh COBpeMEHHBIE
CpEJ/ICTBa MOKCKA, aHAIN3a U
MHTEpIpeTaNy HHPOPMALUH, H
UH()OPMAIIMOHHBIE TEXHOJIOTHHU JUIS
BBITIOJTHEHUS 33721
npodeccuoHaIbHON IESITEIbHOCTH.
OK 09. ITonb30BaThCs
podecCHOHANBHON TOKYMEHTaIen
Ha rOCy/IapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

obecnieyenust UHHOPMAMOHHON
6e3onacHoCTH (MPOTPaMMHBIX U
MIPOrpaMMHO-aIIaPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMy,
o0ecneynBaroMMU HHYOPMAITUOHHYIO
0€30MacHOCTh B CUCTEMAax PaJIMOCBA3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;
OIIOP 13 - CBOeBpeMEHHOE U Ka4eCTBEHHOE
TIPIMEHEHNEe KOMIIETeHIINH, YMEHHIA 1
3HAHUH, TPHOOPETEHHBIX B PE3yJIbTAaTE
OCBOEHUS TeM, pa3aeios, aucuuiutina, MK,
MOAYJEH.

OIIOP 14 - Beibop 1 npUMEHEHHE METO/I0B
1 CIIOCO00B penieHus MpohecCHOHATBHBIX
3ama4 B 0071acTH oOecredeHus 6e30MacHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3314
110 00ecredeH 0 0e30MaCHOCTH CETeH CBSI3H.
OIIOP 18 - PabGoTa ¢ pa3muyHbIMU
MIPOTrpaMMHO-aIIaPaTHEIMUA U
MIPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHaiu3 WHHOBAIWN B 00J1aCTH
MPOTPAMMHOTO 00ECTICUCHUSI, PAa3BUTHS
OTpacIIy.

aZlpecoB U
nojiceTei.

3. IlpaBUnbHOCTD
CO3/1aHHA
HEOOXOIUMBIX
TIPaBIJT IS
paspeneHust
JIoCTyma K
noutoBomy DNS
cepBepy.

20

3ananue 19.
HUnempykyus:

BaumaTenbHO poyuTaiiTe 3aaHuE.

Br1 Mo2keTe mOJIBb30BaTHC:

O6opymosanue, I1O: IIK; Oracle VM VirtualBox; VM UKC.
Bpewms BrinonHeHus 3agaHust — 15 MUHYT.

TexkcT 3amanus:

HacTtpouts paboTy MexceTeBoro sKpaHa:
- ajpeca M MOJCETH, ¢ KOTOPBIX paspemieH aoctyn k ynpasienuto MKC uepes BeO-unrepdetic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAKCUMAaJIbHOE KOJMYECTBO aKTUBHBIX coequHeHuil - 9500
- peskuM paboThl MEKCETEBOrO JKpaHa - ipfw -> pf.

Co3path paspeniaronie mpaBmia: JO0CTYI sl 3BOHKOB yepe3 ceprep |P-tenedonun: pazpeuts Tpaguk, BXOASIIHHA
Ha MKC na mopt IP-tenedonnu (5060), 5061, moptsr maist VOIP-coemunenwuii (10000-20000), mopt IAX (4569) yepes

BHEIITHUE WHTEP(EHCHL.

[Ipenmet(b1) orieHUBaHMS O0BekT(bI) ITokazarenn oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpUTEP
ust
TIK 3.1. BBIABIATE yrpo3sl U Peanuzanus OIIOP 1 - Yetkoe moHUMaHKE NPOOIEM 1. BeinonHenue 16
YA3BUMOCTHU B CETEBOI HOJIUTHKH nH(OpMALOHHON 0€30aCHOCTH B TpeboBaHuUi
MH(PACTPYKTYpE ¢ UCHOoNb30BanueM | MD. CHCTEeMax paJroCBs3H, MOOMIBHON CBA3U U 3aJ1aHus 110
CHCTEMBI aHAJIU3A 3AILUIEHHOCTH. TenepajuoBelaHus; peanuzanuu
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISBIISTS, noauTuku MO.
METOJIOB U CPEJCTB 3aIllUThI KJTacCU(pUINPOBATh U aHATU3UPOBAT 2. Brinonxenue 20
MH(OPMAIH B CHCTEMaX yrpo3bl HHGOPMALMOHHON TpeboBaHui
PaauOoCBs3U, MOOUIBHON CBSI3U U 0€30macHOCTH B (POPMEI X POSBIICHHS; 3a7aHus 10
TenepaguoBeIaHus. OIIOP 3 - Boibop MeXaHU3MOB U CPEICTB HacTpoiike
TIK 3.3. Ocy1ecTBisaTh TeKyliee obecnieyeHust ”HHOPMATHOHHON anpecoB 1
AJIMHUHUCTPUPOBAHKE JUIS 3aL[UTHI 6e3omacHOCTH (IPOTPaMMHBIX U HoZICeTeN.
CHCTEM paInOCBA3H, MOOMIIbHON [IPOrpaMMHO-AIINaPaTHBIX); 3. [IpaBuwibHOCTH | 26
CBSI3U U TElIepaJMOBEILIaHNs C OIIOP 7 - Bnanenue cepucamu, co3/1aHus
UCIIOIb30BaHUEM obecrieunBarOIUMU UHPOPMALIMOHHYIO HEOOXOIUMBIX
CIeLHaIu3UPOBaHHOTO 0€30MaCHOCTb B CUCTEMAX PAaJHOCBA3Y, paBUI IS
IPOrpaMMHOTO 00EeCHICUEHUS U MOOHJIBHOH CBS3U U TENEPaANOBEILAHNS; paspeneHust
000pyI0BaHUS. OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE | JOCTyIa K
OK 01. BeiGupaTh criocoObl perieHus MIPUMEHECHUE KOMIICTCHIIMH, YMEHUH U cepsepy IP-
3a7a4 npodeccuoHaIbHON 3HaHUH, IPUOOPETEHHBIX B PE3yIbTATE TesneQoHUN.

JeATebHOCTH, IPUMEHHUTEIBHO K
Pa3IM4HBIM KOHTEKCTAM.
OK 02. Mcnonp30BaTh COBpEMEHHBIE

OCBOEHUS TeM, pa3aeinos, aucuuiuiina, MK,
MOJyJIEH.
OIIOP 14 - Beibop 1 npUMEHEHHE METO/IOB
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CpeIcTBa IIOMCKa, aHaIk3a U
HHTEpHpeTauy HHPOPMaInH, U
MH(POPMALMOHHbBIE TEXHOJIOTHHU JJIs
BBINOJIHEHNUS 33/1a4
npodeccnoHanbHON AESTENEHOCTH.
OK 09. [Tonb3oBaThCst
po¢eCCHOHANBLHON JIOKyMEHTAIIUCH
Ha rocyJapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

1 CIIOCOOO0B pelIeHus MPOPeCcCHOHATBHBIX
3a7ia4 B o0stactr ooecrieueHnst 0€30MacHOCTH
ceTelt CBSI3U.

OIIOP 15 - Pemenue craHIapTHBIX U
HECTaH/IapPTHBIX MPO(GECCHOHATBHBIX 3a/1a4
M0 00eCIeUCHUIO OE30MaCHOCTH CETCH CBA3H.
OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrpaMMHO-AMMaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTpacIy.

3ananwue 20.

Hnempykyus:

BHuMaTenbHO IpOYUTANTE 3a1aHKE.
BrI MOXeTE ONB30BATHCS:

O6opynosanwe, I10: TIK; Oracle VM VirtualBox; VM HKC.

Bpewms BeimonHenus 3aganus — 15 MUHYT.
Texcr 3agaHus:
Hactpouts paboTy MexceTeBOro sKpaHa:

- aJpeca M MOJCETH, C KOTOPBIX pa3pelieH aocTymn k ynpasienuto UKC depes Be6-unTepdeiic u k cepsepy MKC

no SSH - 192.168.17.206/24,

- MAaKCHUMaJIbHOE KOJINYECTBO aKTUBHBIX coeanHeHui - 8000;
- pexUM paboThI MEKCETEBOTO dKpaHa - ipfw -> pf.
Co3nath pa3pemarolnime mpaBuia: JI0CTyl K BeO-apTopu3aiuu: paspemuts TCP tpaduk, Bxomsmuit Ha MKC ot

Jloxaneuete cetrt, DMZ cetn Ha UKC Ha nopt 82 yepe3 BHyTpenHue narepdeiicsl, VPN-unTepdeticer, DMZ.

TIpenmer(bl) OLIeHUBaHUS OO0BeKT(bI) Ilokazarenu oneHKH Kpurepun Bec
OLIEHUBAHUS OLIEHKH KpUTep
ust
[IK 3.1. BeISIBIIAT yTpO36I 1 Peammzarus OIIOP 1 - Yerkoe moHUMaHUE MPOOIIEM 1. Beimonuenwe 16
YA3BUMOCTHU B CETEBOH MOJIUTHKH nH(OpMaLOHHON 0€30IIaCHOCTH B CUCTEMaX TpeboBaHuUii
nHppacTpykType ¢ MD. panuocBs3y, MOOMIBHON CBS3U H 3aJjaHus 110
UCTIONIb30BAHUEM CHCTEMBI aHAIIM3a TenepaIioBeLaHus; peanuzanuu
3aIIMUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJIMTUKHA MD.
1K 3.2. Pa3pabaTbiBaTh KOMILIEKC K1accu(UIUPOBATh U aHATTM3UPOBAThH YTPO3bI 2. BeinonHenue 26
METOIOB M CPEJCTB 3aIlUThI “H()OPMAMOHHOM TpeOOoBaHUA
MHPOPMALMK B CHCTEMAX 0e3omacHOCTH U (POPMBI UX MPOSIBIICHUS; 3a/laHus 1o
PaanOCBs3H, MOOWJIBHOM CBA3U U OIIOP 3 - Beibop MexaHU3MOB U CPEJICTB HacTpoiike
TeJlepaliOBEIaHuUs. obecrnieueHust ”HGOPMALMOHHON aZpecoB U
[IK 3.3. OcymiecTBusTh TEKyIIee 6e3omacHOCTH (MPOTPAMMHBIX U moiceTei.
aIMUHHCTPUPOBAHKE I 3aLIUTHI IPOrpaMMHO-aNNAPATHBIX); 3. IIpaBuisHOCTE | 26
CHCTEM PaJUOCBSI3H, MOOMIBLHOM OIIOP 7 - BnaneHue cepBUcaMy, CO3JaHUs
CBSI3U U TJIEPAMOBEIAHNS C o0ecneynBalOIIMU HHPOPMAITMOHHYIO HEO0XOIMMBIX
UCTIONIb30BaHUEM 0€30MacHOCTb B CUCTEMAaX PaJHOCBA3Y, IIpaBUII IS
CIEeNMAIN3UPOBAHHOTO MOOHJIBHOH CBSI3U U TEJIEPaANOBEIIAHNS; paspeuieHus
IPOrpaMMHOT0 00ecIeueHus u OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE JIOCTyMa K BeO-
00opynoBaHUsL. IIPUMEHEHUE KOMIETEHIIMH, YMEHUH U 3HAaHUH, | aBTOpHU3aLUH

OK 01. Beibupath crioco0sbl
penieHus 3a1a4q
poeCCUOHANBLHON ACATEIILHOCTH,
MPUMEHHUTENFHO K PA3THIHBIM
KOHTCKCTaM.

OK 02. Ucnonb3oBatb
COBPEMEHHBIE CPE/ICTBA TTOKCKA,
aHaJM3a M MHTepIpeTaIuu
nHdopmary, 1 THHOPMaIUOHHEIE
TEXHOJIOTHH JUISI BBITIOJTHEHUSI
3aja4 npodeccruoHanbHON
JIeSITETbHOCTH.

OK 09. [Nonb3oBathest
npodeccnoHanbHON
JIOKyMEHTaIMeH Ha
rOCYyIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

MPpUOOPETEHHBIX B PE3yJIbTaTe OCBOCHHS TEM,
paznenos, muctwruiuH, MK, Mogymneii.
OIIOP 14 - Bri6op 1 IpuMeHEHHE METO0B U
Croco00B penreHus MpoheCCUOHANTBHBIX 3a1a4
B 00j1acTH o0ecreueHus: 0€30MacHOCTH CeTei
CBSI3U.

OIIOP 15 - Pemienue craHAapTHBIX U
HECTaHIapTHHIX MPO(eCcCHOHATBHBIX 3a/1a4 110
oOecrnedeHn 0 0e30MacCHOCTH CETEH CBS3H.
OIIOP 18 - Pabota ¢ pa3inu4HbIMU
MIPOrpaMMHO-ANMaPATHBIMH 1
MPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - Ananu3 vHHOBAIMI B 00JaCTH
MIPOTPaMMHOTO O0ECTICUCHHUSI, Pa3BUTH
OTpaciy.
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3ananwue 21.
Hncempykyus:

BuumarensHO HpO‘-IPITafITe 3aJaHHuC.

Br1 MoskeTe moJIb30BaThC:

O6opynosanwue, I10: TIK; Oracle VM VirtualBox; VM HKC.
BpeM}l BBIITOJIHCHUS 3aJaHUA — 15 MHHYT.

Texkct 3amanus:

HactpouTh paboTy MeKCeTeBOro dKpaHa:
- azpeca ¥ MOJCETH, ¢ KOTOPBIX pa3pemieH aoctyn k ynpasiernto MKC gepes Beb-unTepdeiic u k cepsepy UKC

no SSH - 192.168.17.206/24,

- MaKCHMaJbHOE KOJNYECTBO aKTUBHBIX coeauHenuii - 10000;
- peskuM pabOTHI MEXCETEBOTO 3Kpana - ipfw -> pf.

Co3natp paspenraroiine npaBuia: JOCTYH s PorpaMMbl aBTopu3anuu: paszpemmts TCP Tpaduk, BXxomsmmii Ha
UKC or Jlokanbubie cet, DMZ cetn na UKC Ha mopt Xauth (4888) uepes BHytpennue untepdeiicoi, VPN-

uHTepdeticer, DMZ.

[Ipenmer(bl) oLleHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHUTEP
ust
TIK 3.1. BeIsBIATE yrpo3sl u Peammzamus OIIOP 1 - Yerkoe moOHUMaHHUE MPOOIIEM 1. Beimonnenwne 16
YS3BUMOCTHU B CETEBOM HOJIUTHKH nH(OpPMALOHHON 0€30IacHOCTH B TpeboBaHuii
HHPPACTPYKTYpE C UCTIONIb30BaHUEM | MD. CHCTEMax PajinOCBs3H, MOOUIBHOM CBS3U U 3a/1aHus 10
CHCTEMBI aHAJIN3a 3AIUIEHHOCTH. TelepaoBeLaHus; peanuzanuu
TIK 3.2. Pa3zpabaTbiBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIIAITS, MOJIUTUKY MD.
METOJIOB U CPEJICTB 3aI[UThI KJIacCU(UIUPOBATh U aHAIN3UPOBATh 2. Beinonuenue 26
“HPOPMALIUH B CHCTEMAX Yrpo3bl HHGOPMALMOHHON TpeOoBaHMi
PaguocBs3U, MOOUIBHOH CBSI3U U 6e3onacHOCTH U (POPMBI UX NPOSIBICHUS,; 3aJjaHus 110
TeJepaanoOBEIIaHts. OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB HACTpOiiKe
1K 3.3. OcyuiecTBIsATh TEKyLIee obecnieueHust HH(GOPMALMOHHON aIpecoB U
aJIMHHUCTPUPOBAHHE JUTS 3aIHTHI 0e30macHOCTH (TPOTPaMMHBIX U TofIceTel.
CHCTEM PaJIuOCBSI3H, MOOMIBHOM IIPOrpaMMHO-AIIIAPATHBIX); 3. IlpaBuipHOCTE | 26
CBSI3M U TEJIEPaINOBEIIAHUS C OIIOP 7 - Branenue cepBucamu, CO3IaHUS
UCIIOIb30BaHUEM o0ecrieynBalOIUMU HHGOPMALUOHHYIO HEOOXOIUMBIX
CIeHaTN3UPOBAHHOTO 0€30MacHOCTh B CHCTEMAax PaJHOCBs3H, TPaBHII JUIS
IPOrpaMMHOTO 00eCHIeUEHUsI U MOOWJIBHOM CBSI3M U TeNepaJOBEIIaHus; paspelieHus
obopynoBaHUs. OIIOP 13 - CBoeBpeMeHHOE 1 KQUECTBEHHOE | JOCTYIIA ISt
OK 01. Beibupats crocoObl peleHns NPUMEHEHUE KOMIIETEHIIUH, YMEHU 1 [IPOTPaMMBI
3ama4 npodeccnoHaIbHON 3HAHUH, TPHOOPETEHHBIX B PE3YJIbTaTE ABTOPHU3ALUH

JIESITENbHOCTH, TPUMEHHUTEIIEHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Mcnonp30BaTh COBpeMEHHBIE
CpelcTBa IMOMCKA, aHAIHM3a U
HHTEPIPETay HHPOPMAIIIH, U
UH(OPMAIIOHHBIE TEXHOJIOTHHU JIJIsI
BBITIOJTHEHUS 3381
po¢eCCUOHAIBLHON ICATSIBHOCTH.
OK 09. ITonp30BaThCs
npo¢ecCHOHABHON TIOKYMEHTaIen
Ha rOCy/IapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

OCBOEHHUS TeM, pa3zeios, aucuuruing, MK,
MOJYJICH.

OIIOP 14 - Be1bop u mpruMeHEeHNEe METO/I0B
U croco0o0B peleHus npo(ecCHoHaIbHBIX
3a1a4 B 00JacTH obecrieueHus 6e30MacHOCTH
ceTeil cBs3u.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaH/IAPTHBIX MPOQPECCHOHANBHBIX 33a1a4
0 00eCTIeYeHNIO 0E30MTACHOCTH CETEH CBSI3H.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-AMMAaPaTHBIMU U
MIPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - AHan3 WHHOBAIMK B 00J1aCTH
MIPOrPaMMHOT0 00€CIICUEHHsI, Pa3BUTHS
OTpacIIH.

3ananue 22.
Hncempykyus:

BaumarensHO npquTaﬁTe 3aJaHHuC.

Brl MOXkeTe 1101b30BaThLCS .

O6opymosanue, ITO: TIK; Oracle VM VirtualBox; VM MKC.
Bpewms BeinosHeHus 3agaHus — 15 MUHYT.

TexcT 3amanus:

Hactpouts paboTy MeXCeTeBOro KpaHa:
- aJgpeca M MOACETH, ¢ KOTOPBIX paspelieH AocTyn K ynpasiaeHuio MKC uepes BeG-unrepdeiic u x cepepy MKC

no SSH - 192.168.17.206/24;

- MaKCHUMaJIbHOE KOJINYECTBO aKTUBHBIX coequHennii - 9000;
- peskuM pabOTHI MEXCETEBOTO 3Kkpana - ipfw -> pf.
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Co3naTh paspeliamlnye mnpaBuia; A0CTyn K JokaasHoMy DNS-cepBepy: paspemnts UDP Tpaduk, Bxomammii Ha
HUKC or Jlokaneubie cetn, DMZ cern ma MKC ma mopr dns (53) uepe3 Buyrpennme wunrepdeiicer, VPN-

unTepdeiicel, DMZ.

IMpenmer(bl) OLIEHUBAHUS OOBeKT(bI) [Tokazarenu oueHKH Kpurepun Bec
OIICHUBAHUS OLICHKU KpUTEP
ust
I1K 3.1. BeIBIATH yrpo3bl U Peanuzanus OIIOP 1 - YeTkoe noHUMaHKE NPOOIEM 1. BeinonHenue 16
YSI3BUMOCTH B CETECBOM otk MD. | nHOpMAIMOHHOM 0E€30aCHOCTH B TpeOoBaHMi
HH(PACTPYKTYpE C UCTIOTB30BAHUEM CHCTeMax PagloCBsI3H, MOOHIBHOW CBS3M M | 33/IaHHS IO
CHCTEMBI aHAIIM3a 3aIIUIIEHHOCTH. TenepanoBeIaHus; peannzanuu
1K 3.2. Pa3pabaTbiBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIISTS, nonuTuky MO.
METOJIOB ¥ CPEJICTB 3aIIUThI KJaccu(UIMPOBATh U AaHAJIM3UPOBATh 2. Brmmonuenue 26
nH(OpMaIK B CHCTEMAax yrpo3bl HHGOPMAITHOHHON TpeOoBaHUIA
PaanOCBsA3H, MOOWJIBHOM CBS3U U 0e30macHOCTH U (POPMBI HX MPOSBICHUS, 3aJ]aHus 110
TeJepagoBEIaHts. OIIOP 3 - Br16op MEXaHU3MOB H CPEACTB HaCTpOliKke
[IK 3.3. OcymecTBasTh TEKyIIee obecrieueHust TH(GHOPMALIMOHHON anpecoB 1
aJIMUHUCTPHUPOBAHUE JIJISI 3AIUTHI 6e30macHOCTH (MIPOTPAMMHBIX U HOJICEeTeH.
CHCTEM PaJInOCBS3H, MOOMIBHOM MIPOrpaMMHO-ATNAaPATHBIX); 3. IlpaBunbHOCTD | 20
CBSI3U U TeJIepaJuOBEIIaHus C OIIOP 7 - Bnanenue cepBucamu, CO3J1aHUs
HCTIOJIb30BaHUEM obecneunBaroMMU HH)OPMAITUOHHYIO HEOOXOTUMBIX
CIELHATN3UPOBAHHOTO 0€30MacHOCTb B CUCTEMAaX PaJHOCBA3Y, IpaBUII JUIS
MPOrpaMMHOTO o0ecTieueHus u MOOHJIBHOH CBSI3U U TENEPaANOBEIIAHNS; paspemenus
000pyIOBaHHUSI. OIIOP 13 - CBoeBpeMeHHOE U JIOCTYyIa K
OK 01. Beibupath crmoco0bl pereHust KauecTBEHHOE IPUMEHEHNE KOMITETEHIINHA, | JIOKAIEHOMY
3aa4 npodeccruoHanbHO YMEHHUH U 3HAHW, TPHOOPETCHHBIX B DNS cepgepy.

JIeATENEHOCTH, TPUMCHUTEIBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Hcnonb30BaTh COBPEMEHHBIE
Cpe/CTBa IOMCKA, aHAJIN3a 1
MHTEpIpeTaluy HHPOPMALUH, U
MH(POPMALOHHBIE TEXHOJIOTHH IS
BBITIOJTHEHUS 3a/1a4
npodhecCHOHANBHOMN ASSITEIbHOCTH.
OK 09. ITonb30BaThes
npodecCHOHaNBHOM OKyMeHTaleH
Ha TOCYIAPCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

pe3yabTaTe OCBOCHHS TEM, Pa3/IeiioB,
nuctumutud, MK, Mogymei.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB M CIIOCOOOB PEIICHUS
npo¢)eCCHOHANBHBIX 3aJ1a4 B 00J1acTh
obecniedeHust 0€30MACHOCTH CETEH CBSI3H.
OIIOP 15 - Pemtenue craHgapTHBIX U
HEeCTaHIAPTHBIX MPO(PECCHOHATBHBIX 3a/1a4
1o obecrneyeHn1o 6e30MacHOCTH ceTer
CBSI3H.

OIIOP 18 - PaboTa ¢ pa3muuHbIMU
MIPOTrpaMMHO-aIIapaTHEIMUA U
NPOTrPaMMHBIMH CPEJCTBAMH.

OIIOP 23 - Axann3 nHHOBALUI B 00/1aCTH
NpOrpaMMHOT0 00ecreueH s, pa3BUTHS
OTpaciIy.

3anmanue 23.
Hnempyxyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

BB1 MOXkeTe 0Ib30BaTHCS:

O6opymosanue, I10O: TIK; Oracle VM VirtualBox; VM MKC.
Bpewms BeimonHeHus 3aaanus — 15 MUHYT.

TexkcT 3amanus:

HacTpouts paboTy MexkceTeBOro sKpaHa:
- ajpeca M MOJCETH, C KOTOPBIX pa3pelieH aoctyn k yrnpasienuto UKC depes Be6-untepdeiic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAKCUMaJTbHOE KOJUYECTBO aKTHBHBIX coequHeHui - 5500;
- pexuM paboThl MEXKCETEBOr0 dKpana - ipfw -> pf.
Co3aath paspelmiarorniye mpasuia: goctyn o nporokony ICMP: paspemuts ICMP tpaduk, Bxoasammii Ha MKC Ha

BHEIIHUE UHTEPQEHCHI.

IIpeameT(sl) OLICHUBAHUS O0BeKT(bI) INoxa3zarenu oueHku Kputepun Bec
OLIEHMBAaHU OLIEHKH KpUTep
A us

[1K 3.1. BeiABasTE Yrpo3sl U Peanmzamm | OIIOP 1 - Yerkoe moHnMaHue npoodiaem 1. Beinonxenue 16
YSI3BUMOCTH B CE€TEBOU s TIOJIUTUKY | MH(POPMALUOHHON O0€30IaCHOCTU B TpeboBaHuii
HHPPACTPYKTYPE C UCTIOJIL30BAHUEM MD. CHUCTEMax paJInOCBS3H, MOOHUJIBHOM CBS3U U 3a/1aHus 0
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. TeJslepauoBeLaHus; peanuzanuu
1K 3.2. Pa3pabaTbiBaTh KOMIUIEKC OIIOP 2 - I'paMOTHO BBISIBIIATS, MOJINTUKN MD.
METOJIOB U CPEJCTB 3aIllUThI K1accu(UIUPOBATh U aHAIU3UPOBATh 2. Beinonxenue 20

nH(opMaLK B CUCTEMaX PaAUuOCBSI3H,

yYrpo3bl HHHOPMALTHOHHOHN

TpeOOBaHMi
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https://doc.a-real.ru/index.php?article=24#ssh

MOOMIIBHOH CBSI3H U
TeJepanoBeILaHH s

1K 3.3. Ocy1iecTBIATh TEKyLIEE
aIMAHHACTPUPOBAHNE JUIS 3aIHTHI

CHCTEM PaJHOCBsI3H, MOOMIBHON CBS3H

U TeJIepaJOBEIaHuUs C
UCIIOb30BaHUEM
CIICIUATN3UPOBAHHOTO IPOTrPAMMHOTO
obecriedeHust u 000PYIOBAHHMS.

OK 01. Bei6upats cocoObl peleHns
3a1a4 npodeccHoHaIbHON
JeATENBHOCTH, IPUMCHUTEIIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Mcnonb30BaTh COBPEMEHHBIE
CpeZCTBa IOKCKaA, aHAIN3a U
UHTEpIIPeTalul HHPOPMAIIH, 1
MH()OPMAIIOHHBIE TEXHOJIOTHH JUTS
BBITIOJIHCHUS 3a/1a4
npodeccuoHaIbHON IESITEIHOCTH.
OK 09. ITonb3oBaTbest
po)eCCUOHANBHON JOKyMEHTaIueH
Ha FOCY/IapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS,
OIIOP 3 - Bbi6op MEXaHU3MOB U CPEICTB
obecnieyeHust UHHOPMAMOHHON
0e30macHOCTH (MIPOrPaMMHBIX U
MIPOrpaMMHO-ATINAPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMy,
obecneynBaroMMU HH)OPMAITUOHHYIO
0€30MacHOCTh B CUCTEMax PaJIHOCBs3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;
OIIOP 13 - CBOeBpeMEHHOE U Ka4eCTBEHHOE
TIPIMEHEHNEe KOMIIETeHIINH, YMEHHIA 1
3HAHUH, TPHOOPETCHHBIX B PE3YJIbTATE
OCBOEHUS TeM, pa3aeios, aucuuiuiina, MK,
MOAYJIEH.

OIIOP 14 - Beibop 1 npUMEHEHHE METO/IOB
U CIIOCO00B penieHus MPohecCHOHATBHBIX
3a7a4 B 0071aCTH oOecredeHus 6e30MacHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3314
10 00ecrevYeH 0 0e30MaCHOCTH CETEH CBSI3H.
OIIOP 18 - PaboTa ¢ pa3muYHbIMU
MIPOTpaMMHO-aIIaPaTHEIMUA U
MPOTPAaMMHBIMH CPEICTBAMHU.

OIIOP 23 - AHaiu3 WHHOBAIMH B 00J1aCTH
MPOTPAMMHOTO 00ECTICUCHUSI, PA3BUTHS
OTpacIIy.

3a/IaHHs 110
HACTpOIiKe
aJlpecoB U
OJICETEH.

3. I[IpaBuiIbHOCTH
CO3JIaHUs
HEOOXOJMMBIX
TPaBHJT ISt
pasperieHus
JIOCTYyTA T10
MIPOTOKOITY
ICMP.

26

3ananue 24.
HUnempyrkyus:

BaumaTenbHO poyuTaiiTe 3a1aHue.

BsI MOXkeTe MOTB30BaThCS:

O6opymosanue, I1O: IIK; Oracle VM VirtualBox; VM UKC.
Bpems BeimonHeHus 3aganus — 15 MUHYT.

Texkct 3amanus:

Hactpouts paboty nerekTopa atak Suricata. J[Ji1 KOPpeKTHOTO MPUMEHEHHUs 0a3bl CUTHATYP MOYJISl YKAXKHUTE pac-
MOJIOKEHUE 00BEKTOB (CeTel, CEPBEPOB U ITOPTOB), MOJBEPIKEHHBIX ITPOBEPKE:

WnTepdeiicor:

BuyTtpennue cetu:

Buemnue cetu:

HTTP-nioptsr:

BHEIITHNE HHTEP(EHCHI;
JIOKaJIbHBIE CEeTH;

BHEIIIHUE TUANa30HbI aJpECOB;
noptsl cayx0 UKC;

SHELLCODE-noptsr: 180
Pesxxum paboTtsl nerektopa atak: IDS/IPS;
basnr mpasuit: «Emerging Threatsy, «Positive Technologies Open Rulesety, «Cruckun HKITKI.

Ipenmer(b1) oLleHUBaHUS OObeKT(bI) [TokazaTenu oueHkH Kpurepun Bec
OLICHUBAHHUSA OLIEHKH KpUTep
ust

TIK 3.1. BBIABIATD yrpo3sl U Peamuzanus OIIOP 1 - Yerkoe nmoHnManue npoodyiem 1. BeimonHenue 16
YSI3BUMOCTH B CETEBOM MOJUTUKU nH(OPMAIIMOHHON 6€30I1aCHOCTH B CHCTEMaX TpeboBaHui
UH(pACTPYKTYypE C IDS/IPS. paznoCBsA3U, MOOMIIBHOMW CBSI3U U 3aJaHus 10
HCIOJIb30BAaHIEM CHCTEMBI aHAJIN3a TenepagroBeIlaHys; peanuzanuu
3aIIUIICHHOCTH. OIIOP 2 - I'paMOTHO BBIABIIATS, noauTuku MO.
TIK 3.2. Pa3zpabarbiBaTh KOMIUIEKC KJ1accu(UIMPOBATh U aHATU3UPOBATH YTPO3bI 2. BeimonHenue 26
METO/0B U CPECTB 3aILUThI UH()OPMALTIOHHON TpeboBaHui
“HPOPMALIUH B CHCTEMAX 6e3omacHOCTH U (POPMBI HX MPOSIBICHUS; 3a7aHus 10
PpanuocBs3y, MOOMIBHON CBA3H U OIIOP 3 - BriOop MEXaHU3MOB U CPEJIICTB HacTpoiike
TeJepagioBeIaHMs. obecriedeHust HHHOPMALIMOHHOM JIETEKTOpa aTak.
TIK 3.3. Ocy1ecTBasTh TEKylIee 6e3omacHOCTH (IPOTPAMMHBIX U 3. IIpaBuipHOCTE | 26

aJIMHHUCTPUPOBAHHE JUTS 3aIHTHI
CHCTEM paIMOCBA3U, MOOUIIbHON
CBSI3H U TeJlepaliOBELIaHHs C
UCIIOIb30BaHUEM
CMEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyI0BaHUS.

OK 01. BeibupaTs crioco0bl
pelieHus 3ana4

pOrpaMMHO-AINAaPaTHBIX);

OIIOP 7 - Bnagenue cepBucamu,
00eCTIeuNBaIONIMH HH(POPMAIIHOHHYIO
6€30MacHOCTD B CHCTEMAaX PaJHOCBS3H,
MOOUIIBHOH CBSI3U U TeJepaJuOBEIlaHus;
OIIOP 13 - CBoeBpeMEHHOE 1 Ka4eCTBEHHOE
MPUMEHEHUE KOMIIETEHIIUI, YMEHUH U 3HAHUH,
HNPHOOPETEHHBIX B PE3yIIbTaTe OCBOCHUS TEM,
pazznenos, mucuuiuind, MJIK, moayneii.

KOPPEKTHOTO
MIPUMEHEHUS
6a3bl CUTHATYP
MOIYJISI.
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npodeccnoHanbHON ISSITENFHOCTH,
MIPUMEHHUTENIFHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBPEMEHHBIE CPE/ICTBA ITOHCKA,
aHaJM3a U MHTepIpeTaIllud
uHpOpMALUH, U HHHOPMAIIUOHHBIC
TEXHOJIOTHH JUTS BHITTOTHEHUSI
3aa4 npodeccruoHanbHON
JIeSITeIbHOCTH.

OK 09. [Tonp3oBaThCst
npodeccuoHaNbHON
JIOKyMEHTaIue Ha
rOCY/IapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

OIIOP 14 - Bri6op u nIpuMeHEHHE METOAOB U
CHoco00B penieHus MpoeCCUHOHANBHBIX 3a/1a4
B oOnacTu oOecrieueHus: 6€30MacHOCTH ceTei
CBSI3H.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPO(HECCHOHATBHBIX 3a/1a4 110
obecrieueHuto 6€30MacHOCTH CeTEH CBS3H.
OIIOP 18 - PabGoTa ¢ pa3nuuHbIMU
IIPOTrpaMMHO-aIIIAPATHEIMUA U
MIPOTrPaMMHBIMH CPEJICTBAMU.

OIIOP 23 - AHanu3 UHHOBAIHIA B 00J1aCTH
MIPOTrPaMMHOTO 00ECIICUCHUSI, Pa3BUTHS
OTpacIIy.

3ananwue 25.
WNHcTpykuus:

BuuMarenbHO npoyuTanTe 3a1aHuE.

Bl MokeTe 1101b30BaThCS:

O6opymosanue, I10O: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server.
Bpewmst BeinonHenus 3aganus — 15 MUHYT.

TekcT 3amanus:

[IpoBectn obOcnemoBaHue TMOJACHCTEMBI 3allUTHI CETEBHIX B3amMojneicTBuil (Penetration test) M aHamu3 HaHHBIX

cepBepa:

- CKaHUPOBAThH SEIVEr C eI ONPEAEICHHS CEPBHCOB;

- CKAHUPOBATH SEIVEr C LIEJIBbI0 IOUCKA BO3MOYKHBIX YUETHBIX 3alIMCEN HA KOHEYHOM XOCTE.

IIpeamer(s1) orieHUBaHUS OOBexT(bI) [TokazaTenu oneHKH Kpurepun Bec
OLICHUBaHHUS OLICHKU KpUTEp
ust

I1K 3.1. BeIBIATH yIpO3bl U CpexncrBa OIIOP 1 - Yetkoe moHUMaHKE NPOOIEM 1. Brsmosnnenue 26
YS3BUMOCTH B CETEBOM MOHUTOPHHTA U MHPOPMAITHOHHOM 0€30MaCHOCTH B TpeOOBaHMi
uHdpacTpykType ¢ aHanuza CHCTEMax paJloCBsI3U, MOOMIBHON CBA3U U | 3a/1aHMs o
HCIIONTB30BAHUEM CHCTEMBI aHAIN3a | JIOKATBHBIX TeIepaHoBeIlaHNs; 00cIIe10BaHUIO
3aLIUIIEHHOCTH. ceTell; OIIOP 2 - I'paMOTHO BBISIBIISITS, MOJICUCTEMBI
1K 3.2. Pa3pabaTbIBaTh KOMIUIEKC | TIPaBHIBHOCTH KJTacCH(pUIMPOBATh U aHATU3HPOBATH 3aIUTHl CETEBBIX
METOJIOB M CPE/ICTB 3AIUTHI UCIIOJIb30BAHUS yrpo3bl HHGOPMALMOHHON B3aUMOJICHCTBUI
nH(MOPMAIIHN B CHCTEMax TIPaBMJI YTHIIUTHL | 0€30MacHOCTH M (JOPMEI MX MPOSBICHHS; u aHAIN3Y
PaIuocBa3U, MOOUIBHOM CBA3U U HacTpauBaemoro | OITOP 3 - BeiGop MexaHU3MOB U CPEICTB JIaHHBIX cepBepa.
TenepaauoBeIaHus. CKaHMPOBaHUS obecrieueHNs HHPOPMAIIMOHHON 2. IIpaBUIBHOCTB 26
IK 3.3. OcymuiecTBIsTh TEKyLIEe Nmap. 0e3onacHoCTH (MPOrPaMMHBIX U CKaHUPOBaHUS
aIMAHHUCTPUPOBAHHUE JUIS 3aIIUTHI IPOrpaMMHO-aMIIaPaTHEIX); server c
CHCTEM PaAUOCBSI3H, MOOMIBLHOM OIIOP 7 - BnaneHnue cepBucamy, MIOMOIIIBIO
CBSI3M H TeJIepaMOBEIIaHNs C 00ecTIeunBaIONIMMH HH(POPMAIIHOHHYIO YTHIUTEI NMap ¢
UCTIONIb30BaHUEM 0€30MacHOCTb B CUCTEMAaX PaJHOCBA3Y, UCTIONIb30BAaHUEM
CHELNAIN3UPOBAaHHOTO MOOWIBHOM CBSI3M U TeNlepaJoBEIaHus; NSE cxpunros.
MIPOrPaMMHOT0 00ECIICUCHHSI U OIIOP 13 - CBoeBpemeHHOE U 3. [IpaBumpHOCTH 16
00opynoBaHHUSI. Ka4eCTBEHHOE IPIMEHEHNE KOMIECTCHINH, | MOUCKa

OK 01. Beibupats criocoOsl
pelieHus 3aaa4y
npodeccnoHanbHON IeSITENFHOCTH,
MPUMEHHUTENBHO K PA3TUYHBIM
KOHTEKCTaM.

OK 02. Ucnons3oBaTh
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHallu3a U UHTEPIIPETaIH
nHopManyH, 1 HHHOPMAIIMOHHEIE
TEXHOJIOTHH JJIS1 BHITIOJTHEHHS
3a7a4 npodeccroHanbHON
JIeSITeTIbHOCTH.

OK 09. ITonb3oBaThCst
npo¢ecCHOHANBEHON
JIOKYMEHTaIen Ha
rOCYIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

YMEHUi U 3HaHUH, TPHUOOPETEHHBIX B
pe3yabTaTe OCBOCHHS TEM, Pa3ZIeiioB,
nmuctumuinH, MK, Moxymei.

OIIOP 14 - Bri6op 1 npuMeHeHHe
METOJIOB ¥ CHOCOOOB PELICHUS
npodeccroHanbHBIX 33734 B 00JaCTH
obecrieueHus1 6e30MaCHOCTH CeTell CBA3H.
OIIOP 15 - Pemenue craHAapTHBIX U
HECTaHAAaPTHBIX NMPO(ECCHOHATIBHBIX 3a/1a4
110 obecredeH o 0e30MaCHOCTH CeTeH
CBSI3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-ANNapaTHBIMU U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - AHanu3 HHHOBAIMIA B 00J1aCTH
IIPOTrPaMMHOT0 00ecIeyeH s, Pa3BUTHUS
OTpaciy.

BO3MOXHBIX
Y4ETHBIX 3amuceit
Ha KOHEYHOM
Xocre.
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3ananue 26.
HHcTpykuus:

BuumarensHO HpO‘-IPITafITe 3aJaHHuC.

Br1 MoskeTe mmoJIb30BaThC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server.
BpeM}l BBIITOJIHCHUS 3aJaHUA — 15 MHHYT.

Texkct 3amanus:

IIpoBecTn oOciemoBaHHWE IOJCHCTEMBI 3alTUTHI CETEBHIX B3amMoaecTBHil (Penetration test) m aHamu3 JaHHBIX

cepsepa:

- moA00paTh Mapojb K aIMUHUCTPATUBHON y4€THOM 3amucu admin;

- TIOAKJIFOUNTRCS K CEPBEPY.

IIpenmer(sl) OLleHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpHUTEP
ust
TIK 3.1. BeIsBnats yrpo3sl u CpenctBa OIIOP 1 - Yetkoe moHUMaHue npodIieM 1. Beimonnenue | 2 6
yS3BUMOCTHU B CETEBOMH MOHHUTOPHHTIA U UH()OPMAOHHON 0€30IaCHOCTU B TpeboBaHui
UHDPACTPYKTYpE C aHaIM3a CHCTeMax paJfoCBsI3H, MOOMIBHOM CBSI3H | 3aJaHHs h(s)
UCIIOIb30BAHUEM CUCTEMBI JIOKQJIbHBIX U TellepalioBeaHus; 00cIeJ0BaHUI0
aHaJIM3a 3allUIIEHHOCTH. CceTeM. OIIOP 2 - I'paMOTHO BBISIBIISTS, MHOACUCTEMBI
1K 3.2. Pa3pabaTbiBaTh KIaccu(UIUPOBATh U AHAITM3UPOBATh 3alIUThl  CETEBBIX
KOMIUTEKC METOJIOB M CPEJICTB yrpo36l HHPOPMATMOHHON B3aUMOJICHCTBHH U
3aIIUTHl HHPOPMALUK B CUCTEMAX 6e3omacHOCTH U (POPMBI UX TIPOSIBICHNUS; aHalIu3y  JaHHBIX
pazuoCBsA3U, MOOMIIBHOW CBSI3U U OIIOP 3 - Bei6op MexaHU3MOB | CPEJICTB | cepBepa.
TeNnepaguoBeIlaHys. obecrieyeHust UH(GOPMAILOHHOK 2. IlpaBUNbHOCTD 26
1K 3.3. OcymiecTBIsATh TEKyLIee 6e3omacHOCTH (IPOTPaMMHBIX U CKaHUPOBaHUS
aJIMHHUCTPUPOBAHHE JUTS 3aIHTHI MPOrpaMMHO-aMIapaTHBIX ); Server c IoMoOIIbI0
CHCTEM PaJIuOCBSI3H, MOOMIBHOM OIIOP 7 - Bnanenue cepBucamy, YTHUIIUTBI
CBSI3M U TeJlepaHOBENIAHIS C 06eceYnBarOIIMH HHPOPMAIIMOHHYIO hydra/brutex.
UCIIOIb30BaHUEM 6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y, 3. BrinosiHenue 16
CHETMATN3UPOBAHHOTO MOOWIIFHOM CBSI3M U TeNepaTIuOBEIIaHuUs; TpeOOBaHMIA
IPOrpaMMHOTO 00eCIeYeHUs U OIIOP 13 - CBoeBpeMeHHOE U 3aJaHus 10
000pyIOBaHHSI. KaueCTBEHHOE IPHMEHEHHE KOMIIETSHINH, | TOAKIIOYSHHUIO K
OK 01. Beibupatb criocoOsl YMEHUH U 3HAaHUU, TPHOOPETECHHBIX B cepBepy ¢

pelieHus 3a1a4
npogecCHOHATEHON
JIESITEIIbHOCTH, TPUMEHHUTEIIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnonas30BaTh
COBpPEMEHHbIE CPENICTBA MOUCKA,
aHaj|3a U MHTEpIpeTaIii
uH(pOpMaIUH, U
MHGPOPMALMOHHBIC TEXHOJIOTHH
JIJ1s1 BBITIOJTHEHHUS 3a1a4
npoeCCUOHATBHOM
JIEATEILHOCTH.

OK 09. ITonb3oBarbes
npodecCHOHATEHON
JIOKyMEHTAIMel Ha
TOCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

pe3ysIbTaTe OCBOCHHUS TEM, Pa3fieiioB,
nucruminud, MK, mogynei.

OIIOP 14 - Beibop 1 MpUMEHEHHUE
METOJIOB U CIIOCOOOB peIICHUs
npodeCCHOHANBHBIX 33/1au B 00JaCTH
obecrieueHnst 0€30MaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaH/IaPTHBIX MPOPECCHOHATBHBIX
3a/1a4 1Mo 00eCIeYeHnI0 O€30IacCHOCTH
ceTeit CBSI3H.

OIIOP 18 - Pabora ¢ pa3nuaHBIMU
MPOTPaMMHO-AMIAaPaTHBIMH 1
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 uHHOBAIMI B 00J1aCTH
MPOTPaMMHOT0 00eCTICUCHH S, Pa3BUTHS
OTpaciu.

TTOMOIIIBIO YTUJIIUTBI
xfreerdp.

3apanue 27.
MNHuctpykuus:

BaumarensHO npquTaﬁTe 3aJaHHuC.

BEI MOXkeTe 110130BaThCS:

Oo6opymnosanue, 110: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server, Process monitor, Network Monitor,

StealerForEducation.exe.

Bpewms BrinonHeHus 3agaHust — 15 MUHYT.

Texkct 3amanus:

IpoBecTr aHa M3 BPEJAOHOCHOTO NEeWCTBHs Bupyca Tuma Stealer. IIpoananu3upoBaTh coctosHue Process monitor u
HaWTH Cpely BCeX IEHCTBHI JaHHOTO mporecca HHGopManuio o ¢aiiie, U3 KOTOPOro MPOUCXOAUT XHLIeHHe HHPOp-

Maluu JIIOOBIM U3 ABYX MCTOHOB:

- METO/I TTOCIIEI0BATEIILHOTO ITepedopa;
- pa30op aeiicTBHil porpaMmel Process monitor.
®aiin copepxut [TAPOJIN B otkpeiToM Buze. Haiitu ceteBrle aapeca (IP u URL), ¢ koTopsiMu B3aMOJCHCTBYET HC-

cJieyeMbIil mpoIiecc.
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IIpenmer(bl) oLleHUBaHUS OO0bexT(bl) [lokazaTenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHUTEP
ust
I1K 3.1. BeIBIATb yrpo3bl U CpencrBa OIIOP 1 - Uerkoe noHuUMaHHe IpodIEM 1. Bemmonnenue | 26
YSI3BUMOCTH B CETECBOM MOHUTOPHHTA | MH(QOPMAIIMOHHOW OE30MaCHOCTH B TpeOOBaHMii
HHPaACTPYKType ¢ U aHaNN3a CHUCTEMax paJInOCBA3H, MOOUJIBHOM CBS3U U 3aaHus o
WCTIONI30BAHNUEM CHCTEMBI aHANN3a | JIOKAIBHBIX TeJlepalioBeIaHus; o0cnenoBaHuIo
3al[UIICHHOCTH. CETeH. OIIOP 2 - I'paMOTHO BBIABIIATS, HOJCUCTEMBI
1K 3.2. Pa3pabarbiBaTh KOMILIEKC KJaccH(UIMPOBATh U aHAIU3UPOBATH 3aIUTHl CETEBBIX
METOJIOB U CPE/ICTB 3aIllUThI yrpo3bl HHPOPMALUOHHOM B3aUMOJICHCTBHH
HHPOPMAIIUH B CHCTEMAX 6e30macHOCTH U (POPMBI HX MPOSIBICHUS; u aHau3y
PaxuocBA3U, MOOUIBHOM CBA3U U OIIOP 3 - BbIOop MeXaHU3MOB U CPEJICTB JIaHHBIX.
TenepauoBeIIaHusL. obecrieyeHus1 HHHOPMAIIMOHHOM 2. IMpaBuneHOCTH | 26
I1K 3.3. OcyiiecTBISTh TEKyLIEe 6e3omacHOCTH (IIPOrPaMMHBIX U olpeeneHus
AIMUHUCTPUPOBAHUE /IS 3AIUTEI MPOrpaMMHO-AMIaPaTHEIX ); Gaiina, u3
CHCTEM paINOCBSA3H, MOOUIBHOM OIIOP 7 - Bnagenue cepBucamu, KOTOpOro
CBSI3H U TeJIepalOBELIaHus C o0ecreynBaoMy HHPOPMAILTHOHHYIO MPOUCXOTHUT
UCIIOJIb30BAaHUEM 6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y, XUIIEHNE
CHELHATN3UPOBAHHOTO MOOMIIEHOH CBSI3U U TeJIepaliOBEIaHuS; uHdopmMay H
IIPOrPaMMHOT0 00ecIIeUeHHs U OIIOP 13 - CBoeBpeMeHHOE U KaUeCTBEHHOE | cepBepe.
000pyI0BaHUSL. MPUMEHEHNE KOMITETEHINI, YMEHUN U 3. Bemonnenne 16
OK 01. BeiGupats crioco6bt 3HAHUH, IPHOOPETEHHBIX B PE3YJIbTATE TpeboBaHuii
peleHus 3a1a4 npoeCCUuOHANTBHOM OCBOEHUS TeM, pa3aenos, qucuumiud, MK, | 3amanus mo

JIeATENEHOCTH, TPUMCHUTEIIBHO K
Pa3IIMYHBIM KOHTEKCTaM.

OK 02. ’cnonb3oBaTh
COBpEMEHHBIE CPEe/ICTBA TIOHCKA,
aHaJM3a M MHTEePIPETAINI
uHdopmanyy, 1 UHGOPMaAILOHHbIE
TEXHOJIOTHH JUTS BHITIOJTHEHUS 33129
npodeccuoHanbHON NesTeNbHOCTH.
OK 09. [Tonp3oBaThCst
npogecCHOHANBEHON
JIOKYMEHTalnuen Ha
rocyJIapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

MoayJeH.

OIIOP 14 - Beibop 1 mpUMEHEHUE METOIOB
U CIIOCO0O0B peleHus MPoheCcCHOHATBHBIX
3a7a4 B 00J1acTH oOecrieyeHust 6e30IMacHOCTH
ceTel CBsI3U.

OIIOP 15 - Pemenue craHIapTHBIX U
HEeCTaHAAPTHHIX MPOPECCHOHANBHBIX 3a/1a4
1o obecreveH 0 0e30MaCHOCTH CEeTeH CBS3H.
OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrpaMMHO-AMMaPaTHEIMU U
MPOrpaMMHBIMHU CPEICTBAMHU.

OIIOP 23 - AHanu3 MHHOBaLUi B 001acTH
MPOTPaMMHOTO 00EeCTICUESHUS, Pa3BUTHS
OTpaci.

MOUCKY CETEBBIX
aapecos (IP u
URL), ¢
KOTOPBIMH
B3aUMOJICICTBYET
HCCIIEeTyeMBbIil
mporecc
(StealerForEduca
tion.exe).

3anmanue 28.
WNHcTpyknus:

BHumatensHO npoYuTaiTe 3a1aHue.

BB1 MOXkeTe 0Ib30BaThCA:

O6opynosanwue, I10: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Windows Server, Process monitor, Network

Monitor, StealerForEducation.exe.

Bpewmst BeinonHenus 3aganus — 15 MUHYT.

Texct 3amanus:

3a010KkMpOBATh BPEIOHOCHBIE JeicTBUs BUpyca Tuma Stealer. HyxHo caenaTh Tak, 4ToObl y mpoliecca He ObLIo ce-

TEBOI aKTUBHOCTH ITPH MOBTOPHOM 3aIlyCKe.
IIpenmer(bl) OLIeHUBAHUS OO0BeKT(bI) [TokazaTenu oneHkH Kpurepun ouenku Bec
OLICHUBAHUS KpHTEp
ust
[1K 3.1. BeiABasTE Yrpo3sl U CpencrBa OIIOP 1 - Yetkoe moHUMaHKE IPOOIEM 1. Brimosnnenune | 2 6
YSI3BUMOCTH B CE€TE€BOMI MOHHUTOPHHIA U nH(OpMaLOHHOH 0€30aCHOCTH B TpeboBaHUN 3aJaHus
uHdpacTpykType ¢ aHanM3a CHCTEeMax pagloCBI3H, MOOMIBHON CBA3U U | IO  0OCII€IOBAaHUIO
UCIIOJIb30BAHUEM CUCTEMBI JIOKaJIbHBIX TenepajuoBelaHus; HOJCUCTEMBI 3aIlUThI
aHaIN3a 3allUIICHHOCTH. ceTel; OIIOP 2 - I'paMOTHO BBISBIIATS, CETEBBIX
I1K 3.2. Pa3pabatbiBaTh HpPaBUIBHOCTD KJTacCU(pUINPOBATh U aHATU3UPOBAT B3aUMOJCHCTBUIA U
KOMILIEKC METOJIOB ¥ CPEACTB OTIpeAeneHns yrpo3bl HHGOPMALMOHHON aHaJIM3y JaHHBIX.
3aIiuThl HH(GOpMaLUK B HPU3HAKOB 0€30ImacHOCTH B (JOPMEI X POSBIICHHS; 2. Beinonuenue 20
CHUCTEMAaX PaguoOCBA3H, aTaku; OIIOP 3 - Boibop MeXaHU3MOB U CPEICTB TpeboBaHUi 3a1aHNs
MOOUIBHOH CBSI3U U HpPaBUIBHOCTD obecrieueHN HHPOPMATHOHHON IO TIOMCKY CETEBBIX
TeJlepaliOBEIaHuUs. HaCTPOEK 6e3omacHOCTH (IPOTPaMMHBIX U anpecos (IP u URL),
1K 3.3. OcyiiecTBIATh O6panamMayspa. IIPOrpaMMHO-AIIAPATHBIX); € KOTOPBIMHU
TEKyIee aAMIHICTPUPOBAHIE OIIOP 7 - Bnagenue cepBucamu, B3aNMOJEHCTBYET
JULSL 3aLIUTBL CUCTEM obecrieunBaroIUMU UHPOPMALUOHHYIO ucciaeayeMblit
PaIrOCBsI3H, MOOUIBHOH CBSI3H 0€30IacHOCTb B CHCTEMaX PaJHOCBSI3H, npouece
Y TeJlepauoBeLIaHus C MOOHJIBHOM CBSI3U M TEJIEPaANOBCIIAHNS; (StealerForEducation
HCIIOJIb30BaHNEM OIIOP 13 - CBoeBpeMeHHOE 1 .EXe).
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CIEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyI0BaHUS.

OK 01. Bei6upats crocoOsl
pernenus 3aiaq
npodecCuoHaIEHON
JeATeTbHOCTH, TPUMEHUTEIHHO
K pa3JIMYHbIM KOHTEKCTaM.

OK 02. Hcnonp3oBath
COBpPEMCHHEIE CPE/ICTBA MOKCKa,
aHaIM3a U MHTEPIPETaluH
uH(pOpMaIUH, U
MH()OPMAIIIOHHBIE TEXHOJIOTHH
JUTSL BBITTOJTHEHHS 32124
npodecCHOHATEHON
JIeATEITLHOCTH.

OK 09. ITonb30BaThCs
npodeccuoHaILHON
JIOKyMEHTaIiei Ha
TOCY/IapCTBEHHOM U
HMHOCTPAHHOM SI3BIKaX.

Ka4eCTBEHHOE PUMEHEHHE KOMITETCHIIHH,
YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B
pe3ylbTaTe OCBOCHHS TEM, Pa3/IeioB,
mucuuruind, MJIK, moxyrneit.

OIIOP 14 - BeiOop 1 mpUMEHEHUE
METOJIOB H CIIOCOOOB PEIICHUS
npo¢eCCHOHANBHBIX 33/1a4 B 00JIaCTH
obOecrieueHns 0€30MaCHOCTU CETCH CBA3H.
OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX NMPOPECCHOHANBHBIX 32124
1o obecrieueHn o 6€301MacHOCTH ceTei
CBSI3H.

OIIOP 18 - PaboTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMIaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - AHanu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
0Tpaciy.

3. IlpaBUnbHOCTD
HaCTPOEeK
O6panamMayspa B
pexuMe
HOBBIIIEHHON
6€30MacHOCTH.

16

3anmanue 29.
HUnempyrkyus:

BHumatensHO mpounTaiTe 3a1aHue.

Br1 Mo2keTe mOJIB30BATHCS:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client. DAC_MAC.

Bpewmst BeimonHeHust: 15 MUHYT.

Texkct 3amanus:

Asrtopusyiitech B cucteme BM Astra_Client DAC_MAC moj1 y4eTHO#H 3aluchio aMHHUCTpaTopa astra-admin ¢ BbI-
COKHMM YPOBHEM LIEJIOCTHOCTH U co3/iaiite B pacnionoxeruu "'/home/public" manky "documents”.
JUJ1st CO31aHHO# TMANKK YCTAaHOBHUTE CIICAYIOIINE CTaHIapTHBIC MPaBa J0CTYIA U JONOJHUTEIbHbIC aTprOyThI Linux:

- Brnanener — root, nwx;

- I'pyrma Bnazgensa — root, rwx;

- OcranbHble — -,
- sticky-owur.

ITpoBephbTe, UTO Mpapa I0CTyNa U aTpuOyThI manku "doCUMeENts" yctaHOBJIEHBI BEPHO.

IIpenmeT(s1) OlIEHUBAHUSA O0BexT(bl) IToka3arenu oueHkH Kputepun ouenku Bec
OLIEHUBAHUS Kpurep
us
TIK 3.1. BEISBIATE yTpo3sl Peanuzanus OIIOP 1 - Yerkoe monnManue mpobiaem 1. Brimonnenue 26
YSI3BUMOCTH B CETEBOM [IOJIMTUKH UH(OPMAIIMOHHOHN 0€30I1aCHOCTH B TpeOoBaHMit
I/IH(I)paCprKType C JUCKPEIIMOHH CHUCTEMAX paJuOCBA3H, MOOMIBHOM CBSI3H U 3aJIaHus 110
UCIIOJIb30BAHUEM CHUCTEMBI BIX IIPaB TeJepaaoBEIaHHS; HACTPOITKe
aHaJIM3a 3alUIIeHHOCTH. JIOCTYTIA. OIIOP 2 - I'paMOTHO BBISIBIIAITS, JACKPEIIMOHHBIX
1K 3.2. Pa3zpabaTbIBaTh K1accu(pUIUpoBaTh U aHATM3HPOBATH IpaB JOCTyIIA.
KOMIUIEKC METOJIOB M CPEJICTB Yrpo3sl HHPOPMAITMOHHOM 2. BhINonHeHHe 26
3aIIUTHl HHGOPMALIK B CHCTEMAX 6e3omacHOCTH ¥ (HOPMBI X MPOSIBICHUS, TpeGoBaHHii
pPaaroCBsI3u, MOOMIIBHOM CBS3H U OIIOP 3 - Bribop MexaHU3MOB U CPEACTB P—
TenepaguoBeIaHus. obecnieyeHust ”HGOPMALTMOHHON
TIK 3.3. Ocy1ecTBisaTh TeKyliee 6e3onacHoCTH (IPOTPaMMHBIX U YCTAHOBKE
aJIMUHUCTPHUPOBAHKE JIJIS 3aLUTHI MIPOrpaMMHO-AIMINaPATHBIX); CTaHNapTHLIX TpaB
CHCTEM PaJHUOCBSI3U, MOOMIILHOM OIIOP 7 - Bnanenue cepBucamu, AOCTyna n
CBSI3U U TelIepaJMOBEILaHNs C o0ecneynBaloIIMU HHGOPMAIHOHHYIO AOTIOHUTEIBHEIX
HCIIONIb30BaHUEM 0€30IaCHOCTh B CHCTEMAX PalUOCBSI3H, atpuOyr Linux.
CTIEIMATN3UPOBAHHOTO MOOHJIBHOM CBS3U U TEJIEPATNOBEIIAHNS; 3. llpaBUIBHOCTD
TPOTPAMMHOTO O0ECTICUSHHS 1 OIIOP 13 - CBoeBpemMeHHOE 1 NpoBEACHUA
000pyIOBaHMUS. KavueCTBEHHOE MPHUMEHEHIE KOMIETeHIHi, | IPOBEPKH IIPAB 10

OK 01. Beibupats crioco0bl
peluieHus 3aaa4
podeCcCHOHATHHOM
ACATCIBHOCTH, MTPUMCHUTEIIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnonp3oBathb
COBpPEMEHHbIE CPEJICTBA MTOUCKA,
aHaIM3a U UHTEPIPETaluy
UHPOPMAITIH, U

YMEHUi U 3HaHUH, TPHOOPETEHHBIX B
pe3yabTaTe OCBOCHHS TEM, Pa3ZIeiioB,
muctumuinH, MK, Moxymei.

OIIOP 14 - Bri6op u npuMeHeHne
METOJIOB ¥ CHOCOOOB PELICHUs
npo¢)eCCHOHANBHBIX 3a/1ad B 00J1acTh
obecrieueHus1 6€30MaCHOCTH CeTeil CBA3H.
OIIOP 15 - Pemenne cTanmapTHBIX U
HEeCTaHAAPTHBIX NPOEeCCHOHATBHBIX 33124

JIOCTyNa ¥ aTpuOyT
ITaIIKn1
"documents".
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MH()OPMAOHHBIE TEXHOJIOTHH
JUTS BBITTOJTHEHHS 337124
npogeccCuoHaNbHON
JIeSITEIbHOCTH.

OK 09. [Tonp3oBaThest
npodeccuoHaNbEHON
JIOKyMEHTaIuei Ha
rOCY/IapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX.

o o0ecIeyeHno 0€30MacHOCTH ceTel
CBSI3M.

OIIOP 18 - PabGoTa ¢ pa3nuuHbIMU
MPOrpaMMHO-aIIAPATHBIMU U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - Ananu3 wHHOBAIMI B 00JaCTH
MIPOrPaMMHOTO 00ECIICUCHHSI, PA3BUTHS
OTpaciy.

3aganue 30.
Hncmpyxyus:

BuuMarenbHO npoyuTanTe 3a1aHuE.

BEI MOXKeTe TTOJIB30BaThCS:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client DAC_MAC..

Bpewms Bemmonaenus: 10 MuHyT.
Tekcr 3ananust:

Asrtopusyiitech B cucteme BM Astra_Client DAC_MAC noj y4eTHO# 3amnucblo aMHUHUCTpaTopa astra-admin ¢ BbI-
COKHMM YPOBHEM IIEJIOCTHOCTH H co3/1aiite B pacrnonoxerud "/home/public” manky "documents™.
Jlns manku "/home/public/documents/" ycranoBute crnenyronme npasa noctyna POSIX ACL u Takue ke mpasa 1o

YMOJIYaHHUIO:

- JUIS TIOJIB30BaTelrs userl — rwx;
- JUTS TIOJIB30BaTEIIS USEr2 — rwx;

- quist rpymmbl "office” — r-x.

[poBepote, uro mpaBa goctyna POSIX ACL u cooTBeTcTBYyOLIME MpaBa MO yMOJTYaHUIO Ui mankd "documents”

YCTaHOBJICHBI BEPHO.

3aBepinTe ceaHc padOThl AIMUHUACTPATOPA, TIOCIEI0BATEIHHO 3apETUCTPUPYHUTECh B CUCTEME C YUETHBIMHU 3aIHCIMH
userl / user2 u yoeauTech, YTO TH IMOJIB30BATEIM MOTYT COBEPIIATh pa3pelIcHHbIC UM (DailjIoBbIC ONepalyy B Marke

"/home/public/documents/".

[Ipenmet(s1) OrIeHUBAaHUSA OO0BeKT(BI) [ToxasaTenn oneHKH Kpurepun onenkn Bec
OLICHHUBAHUS KpHUTep
us
[IK 3.1. BeISIBIIATE yTpo36l 1 Peanuzanus OIIOP 1 - Yerkoe moHnMaHue npodiiemMm 1. Brimonnenue 26
ySI3BUMOCTH B CETEBOU MOJIUTUKU UH(POPMAIIOHHOH 0€30MacHOCTH B TpeboBaHuii
HHPPaACTPYKTYypE C JMCKPELIHOHH CHCTEMaX paJuOCBs3H, MOOMIBHON CBSI3H M | 3a7qaHuUs 110
HCIIONIb30BAHHEM CHCTEMBI aHAIN3A | IX mpaB TeJlepaiuoBeIaHus; YCTaHOBKE MPaB
3aLIUIIEHHOCTH. JOCTYTIA. OIIOP 2 - I'paMOTHO BBISBIIATS, nocryma POSIX
IIK 3.2. Pa3zpabaTsiBaTh KOMILIEKC KJacCH(HUIIMPOBATh U aHATU3UPOBATH ACL u
METOJIOB ¥ CPE/ICTB 3AIUTHI yrpo3bl HHPOPMALTUOHHOH COOTBETCTBYIOIIN
nH(opMaK B cucTeMax 0e3omacHOCTH U (YOPMBI UX TIPOSBIICHNS; X TpaB 1o
PaIuocBa3U, MOOUIBHOM CBA3U U OIIOP 3 - Bb10op MeXaHU3MOB U CPEJICTB
TeJlepaliOBEIaHusl. obecrnieyeHust ”HPOPMALTOHHON YMOTHAHMIO AU
K 3.3. OcymiecTBIsATh TEKYIIEE 6e3omacHoCTH (IIPOTPaMMHBIX U },Tam(n .
aJIMUHUCTPHUPOBAHUE JIJIS 3AIUTHI MPOrpaMMHO-aIIapaTHEIX ); /homE/E ublic/doc
CHCTEM PAJUOCBSI3H, MOOMILHOM OIIOP 7 - BraseHue cepBUcamy, uments/”.
CBSI3M U TeJlepalioBENIaHus C obecreynBaoMMA HHPOPMAIIHOHHYIO 2. lpasuibrocts | 26
UCIIOJIB30BaHUEM 0€30MacCHOCTh B CHCTEMAX PaIUOCBA3H, IpOBENCHNA
CICIUATN3UPOBAHHOTO MOOGHIILHOM CBSI3H U TeJepaiOBEIIaHuS; MPOBCPKHU IpaB
MIPOrPaMMHOT0 00eCIIeUeHHs U OIIOP 13 - CBoeBpeMeHHOE U nocryna POSIX
000pyIOBaHHsI. KauecTBEHHOE puMeHeHue komnerenmuii, | ACL u
OK 01. Beibupats crioco0bt YMEHUH 1 3HaHUH, TPUOOPETEHHBIX B COOTBETCTBYIOIIU
penieHus 3a1a4q pe3ylbTaTe OCBOCHHS TEM, Pa3/IeNoB, X IIpaB 110
npodeccnoHanbHON AESTENFHOCTH, nucuumuind, MJIK, monysneit. YMOJIYAaHHIO IS
MPUMEHHATEIBHO K PA3INIHBIM OIIOP 14 - Beibop u npuMeHeHUe nanku
KOHTEKCTaM. METOOB M CLIOCOOOB PELICHUS "documents".
OK 02. Ucnonb3oBaThb npo¢hecCHOHANBHBIX 33/1ad B 00TaCTH 3. IpaBUIBHOCTH 16
COBPEMEHHBIE CPE/ICTBA TTOKCKA, obecrieyeHus 6€30MACHOCTH CETEH CBSI3H. TPOBEICHNUS

aHaJM3a M MHTepIpeTaIuU
nHdopmary, 1 THHOPMAIUMOHHEIE
TEXHOJIOTHH JUTS BBHITTOTHEHUSI
3aja4 npodeccruoHanbHON
JIeATENbHOCTH.

OK 09. [Tonp3oBaThest
npodeccuoHaNbHON
JOKyMEHTaIueH Ha
rOCYyapCTBEHHOM ¥ HHOCTPaHHOM
SI3bIKAX.

OIIOP 15 - Pemenne cTtaHIapTHBIX U
HECTaH/IapPTHBIX MPOPECCUOHANBHBIX 3a]1a4
1o o0ecIeueHnI0 0€30IaCHOCTH CeTel
CBSI3U.

OIIOP 18 - PaboTa ¢ pa3iuuHbBIMU
MPOTPaMMHO-AINMAPATHBIMH U
MIPOTPaMMHBIMH CPEJCTBAMHU.

OIIOP 23 - Ananu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTIeUeHH S, Pa3BUTHS

OTpaciin.

MIPOBEPKHU TIPaB
JIoCcTyma Jist
YYETHBIX 3amuceit
userl, user2.
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3agannme 31.

Hncempykyus:

BaumarensHo mpouuTaiiTe 3a1aHue.
BEI MOKeTe TONIB30BaTHC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms Beimonnenus: 10 MUHYT.
Tekcr 3ananus:

Asrtopusyiitech B cucteme BM Astra_Client_ SNLSP mos y4ueTHoi 3amichio aaMUHACTpaTopa astra-admin ¢ BRICOKHM
YpPOBHEM I1eI0CTHOCTH, 3amyctute "[lanens bezonacHoctn Secret Net LSP™.
[IpoBepsTe, 4TO MUCKpenMOHHOE yrpaBieHue noctynoM B SN LSP BkiroueHo.
Cpencreamu SN LSP co3naiite HOBOTo MOJIL30BATENS CO CICAYIONMMHU aTPHOYTAMH:

- Mms one3oBarests — USEer3;

- I'maBnas rpynmna — office;
- O6onouka — /bin/bash;

- mapoJib / moarBepxaerne — P@ssword,;
- YHCIIO JTHEH, IOCIIe KOTOPBIX CPOK JEHCTBUS mapoiist uerekaet — 60.
V6emurecs, 4To MONL30BATEND MTOSBUIICS B CUCTEME.

IIpenmer(bl) OLIeHUBAHUS OO0BeKT(bI) ITokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OIICHKH KpHTEp
ust
I1K 3.1. BeiaBiATb yrpo3sl U ysi3BUMOCTH | Peanuzarus OIIOP 1 - YeTkoe oHUMaHKE NPOOIEM 1. BeinosnHenue 26
B CETEBOW HH(DpACTPYKType € MTOJTUTUKH MHPOPMAITMOHHOMN 0€30MaCHOCTH B TpeOoBaHMi
UCIIOJIb30BAHUEM CUCTEMBI aHAIN3a JUCKPEIMOHH | CHCTeMaX paJuoCBsI3H, MOOMIBHOM CBSI3U | 3afaHus IO
3aIUIIEHHOCTH. BIX TIPaB 1 TelepaguoBeIlaHus; YCTaHOBKE TIpaB
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC JoCTyna. OIIOP 2 - I'paMOTHO BBISIBIISTS, Joctyna B Secret
METOJIOB U CPEJICTB 3allIUThI KJaccu(UIMPOBATh U AHATTM3HUPOBATH Net LSP.
UH(OPMAIMU B CUCTEMaX PaJUOCBSI3H, yrpo3bl HHGOPMALMOHHON 2. IlpaBuipHOCTE | 26
MOOMITBHO CBSI3H H TENePaHOBEIIaHIS. 0e30macHOCTH B (POPMBI HIX HPOSBICHHS; | MCIOIb30BAHHS
1K 3.3. OcymiecTBIATh TEKyLIEe OIIOP 3 - Boibop MEXaHU3MOB U cpexacts SN LSP
aMAHHACTPUPOBAHNE JUIS 3aIHTHI cpencTB obecrieueHNs HHPOPMAIIMOHHON | JUIs
CHCTEM PaJOCBI3U, MOOUILHON CBSA3U U 6e3omacHOCTH (IIPOrPaMMHBIX U YCTaHOBJICHUS
TelepaaHoBEIIaHus C UCIIONB30BaHUEM IpOrpaMMHO-aNIIaPATHBIX); IpaB IOCTYyIIA
CIIELUAIM3UPOBAHHOIO IIPOTPAMMHOI0 OIIOP 7 - Bnapenue cepBucamu, JUIS TIAIIKK
obecriedeHust 1 000PyJOBAHNUS. obecreunBaroMMU HHPOPMAITUOHHYIO "documents".
OK 01. Beibupats crocoObl peleHns 0€30MacHOCTb B CUCTEMAaX PaJHOCBA3Y, 3. IlpaBuipHOCTE | 16
3ama4 npodeccHoHaNBHON MOOUITBHOH CBSI3H U TEJICPAUOBEIIAHNS; | MPOBEICHHS
JIEATENBbHOCTH, IPUMEHHUTENIBHO K OIIOP 13 - CBoeBpeMeHHOE U MIPOBEPKHU TIpaB
Pa3IMIHBIM KOHTEKCTaM. KauecTBEHHOE TPUMCHEHNUE JOCTyMa JUIs

OK 02. Mcnonb30BaTh COBPEMEHHBIE
Cpe/ICTBa ITOKCKA, aHAIN3a U
UHTEpIpeTaluy HHPOpMaLuy, 1
MHQOPMALMOHHBIE TEXHOIOTUH IS
BBINOJTHEHUS 33/1a4 TPOPECCHOHANBHON
JEeSTEITLHOCTH.

OK 09. ITonb3oBaTbes
podecCHOHATBHOM JOKYMEHTAIeH Ha
roCyIapCTBEHHOM U HHOCTPaHHOM
SA3bIKAX.

KOMIIETeHLU), YMEHUH U 3HaHUH,
MIPUOOPETEHHBIX B PE3YJIBTaTe OCBOCHHUS
TeM, pazzenoB, nucuumminy, MK,
MOJYyJICH.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB M CIIOCOOO0B peLIeHUs
npodeccuoHabHBIX 33/1a4 B 0071aCTH
obecniedeHust 0E30MACHOCTH CETEH CBSI3H.
OIIOP 15 - Pemntenue craHgapTHBIX U
HECTaHAAPTHBIX NPO(HECCHOHATBHBIX
3aJa4 1o 00ecreyeHnIo 0e30MacHOCTH
ceTel CBA3H.

OIIOP 18 - Pabora ¢ pa3nu4yHbIMU
MIPOrpaMMHO-ANNapaTHBIMU U
IIPOrpaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - Ananu3 WHHOBAIIW B
o0JacTi IporpaMMHOTo obecneyeHus,
Pa3BUTHL OTPACIIH.

YUETHBIX 3aIucei
userl, user3.

3ananue 32.

Hncempykyus:

BHumaTensHO pounTaiiTe 3a1aHue.
Bsl MoXkeTe mosb30BaThC:

Oo6opynosanue, [10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms BemonaeHu: 10 MUHYT.
TexkcT 3amanus:

Asropusyiitech B cucteme BM Astra_Client_SNLSP non y4eTHo# 3amichkio aqMuHACTpaTopa astra-admin ¢ BEICOKHM
YPOBHEM IIeJI0CTHOCTH, 3arryctuTe "[lanens Besomacuoctu Secret Net LSP™.
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B pacronoxennu "/home/public” coznaiite manky "documents" u cpeacrBamu SN LSP ycraHOBHUTE IS HEe CIIEIyIO-
IIKE MpaBa J0CTyIIa:

Branemerr — root, rwx;

T'pymma Bnazgensliia — root, r-x;
OcTtanbHbIE — X;

sticky-our.

JI7IS TIOJIE30BATENst USEr2 — rwx;
JUTA TIOJB30BaTeNs USEr3 — rwx;
nuist rpyrmel "office” — r-x.

[ToceoBaTeNbHO 3aperHCTPUPYITECh B CHCTEME C Y4YeTHbIMH 3amucsmu USerl / user3 u yOemurech, 4TO MpaBa
noctyna K namnke "/home/public/documents/" y aTux nons3oBateneii pasHble.

IIpenmer(sl) OLIeHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpHTEp
ust

[IK 3.1. BeisIBIIAATS yrpo3bl 1 Peammzarus OIIOP 1 - Yetkoe moHnMaHue npodsiemMm 1. Bemmonnenwne 26
YS3BUMOCTH B CETEBOH JIMCKPELHOHH | MH(OpPManMoOHHO 6e301macHOCTH B TpeOoBaHUH
HHQPACTPYKTYpE C UCIIOIb30BAHUEM | BIX IpaB CHCTeMaXx paJfoCBsI3H, MOOMIBHOM CBSI3H M | 3aaHHS 10
CHCTEMBI aHAJTH32 3aIUICHHOCTH. JIOCTYIIA B TelepaanoBeIIaHuS; YCTaHOBKE TIPaB
1K 3.2. Pa3pabarsiBaTh KOMILIEKC Secret Net OIIOP 2 - I'paMOTHO BBISIBIIST, nmoctyma B Secret
METOJIOB Y CPEJCTB 3aIlUThI LSP KIaccu(UIUPOBATh U AHAITM3UPOBAThH Net LSP. 20
nHpopMaK B cucremMax yrpo36! HHPOPMATUOHHOH 2. IlpaBUIBEHOCTB
PaIMOCBsI3U, MOOMIIBHO CBSI3H 6e301acHOCTH U (POPMBI MX MPOSBICHUS; HCIOJIL30BAHUS
TenepaauoBeIIaHusL. OIIOP 3 - Bri6op MeXaHU3MOB H CPE/CTB cpencts SN LSP
1K 3.3. OcymiecTBISITh TEKyLIee obecrieueHust UH(GOPMALOHHOK JUISL YCTaHOBIICHUS
AJIMAHHCTPUPOBAHHUE JUIS 3aIIUTHI 6e30macHOCTH (POrpaMMHEIX U HpaB IOCTyIIa JJIs
CHCTEM PaJInOCBS3H, MOOUIBHOM MPOrpaMMHO-aNapaTHHIX ); TTaITKH 16

CBSI3H U TeJlepaTuoOBEIIaHus C
HCTIONIb30BaHUEM
CHEIHATN3UPOBAHHOTO
MIPOrPaMMHOT0 00ECIICUCHHSI U
000pya0BaHUsL.

OK 01. Beibupath crmoco0bl pereHust
3a71a4 MpodecCHOHAIBHOMI
JIeSITeNTbHOCTH, TIPAMEHHUTETBHO K
Ppas3inIHbIM KOHTCKCTaM.

OK 02. Ucnons30BaTh COBpEMEHHBIE
CpeICTBa MIOKCKA, aHANIU3a U
WHTEpIpeTauy HHPOPMAIUH, U
I/IHCpopMaLll/lOHHI)IC TCXHOJIOTHUHU OJIA
BBITIOJTHEHHMS 3324
poheCCHOHANBHON ACATEIILHOCTH.
OK 09. [Toms3oBaThCs
po¢eCCHOHANBHON TIOKyMEHTAILIUeH
Ha TOCYIapCTBEHHOM ¥ HHOCTPaHHOM
SI3BIKAX.

OIIOP 7 - BiasieHue cepBUCaMH,
00ecreYrBaoIMMU HHYOPMAIIMOHHYIO
6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y,
MOOWIIEHOH CBSI3U U TeJepaIHOBEIaHuS;
OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IPHMEHEHHE KOMITETSHIIHH,
yYMEHHH U 3HaHUM, IPUOOPETEHHBIX B
pe3ylbTaTe OCBOSHHS TEM, Pa3/IeNoB,
nuctumnud, MK, mogynei.

OIIOP 14 - Beibop 1 mpUMEHEHHUE
METOJIOB U CIIOCOOOB peIICHUs
npodeccnoHanbHBIX 33134 B 00JIacTH
obecrieyeHust 6€30MaCHOCTH CETEH CBSI3U.
OIIOP 15 - Pemenne ctaHIapTHBIX U
HECTaH/IapPTHBIX MPOECCHOHANBHBIX 3a]1a4
1o o0ecreyeHnI0 0e30MMaCHOCTH CeTe
CBSI3U.

OIIOP 18 - PaboTa ¢ pa3auyHBIMU
MPOTPaMMHO-AINIMapaTHBIMH U
MPOrpaMMHBIMHU CPEICTBAMH.

OIIOP 23 - AHanu3 MHHOBaLUi B 001acTH
MPOrPaMMHOTO 00ECTICYECHYSI, PA3BUTH
OTpaciu.

"documents".

3. [IpaBuiIbHOCTH
MIPOBEICHHS
MIPOBEPKH TIpaB
JOCTyMa Jyist
YYeTHBIX 3aMuceit
userl, user3.

3aganue 33.
Uncmpyxyus:

BaumarensHO npquTaﬁTe 3aJaHHuC.

Bl MOXeTe 1101b30BaThCS:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms Beimonnenus: 10 MUHYT.
Tekcr 3ananns:

Asropusyiitech B cucteme BM Astra_Client_SNLSP nox y4eTHO# 3amichio aqMuHACTpaTopa astra-admin ¢ BRICOKHM

YPOBHEM LIETIOCTHOCTH.

Hactpoiite xypHan coObrruii SN LSP, CBSI3aHHBIX ¢ M3MEHEHHSMH JIOCTYNa K OOBEKTaM (halijioBOW CTPYKTYPBHI.

IToctpoiite oTyeT.

IIpenmer(bl) oLleHUBaHUS OO0bexT(bl) Ilokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBAHHUS KpHTEp
ust
[IK 3.1. BeisiBisATS yrpo3bl 1 Hacrpoiika OIIOP 1 - Yerkoe moHnManue npooyiem 1. Bemmonnenune 26
YSI3BUMOCTH B CETEBOM XKypHaia MH(OPMAaIIOHHOH 0€3011acCHOCTH B TpeGoBaHMi
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HHQPACTPYKTYpE C
HCIOJIb30BAHIEM CHCTEMBI aHAIM3a

3aIIUIIECHHOCTH.
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC
METOJIOB M CPEJICTB 3AIUTHI
UH(DOpPMAIMH B CUCTEMaX
PaguocBs3u, MOOMIIEHOH CBSI3U U
TeNepaTuoBeIIaHusL.

TIK 3.3. OcymecTBasTh TEKyIIee
aJIMUHUCTPUPOBAHHE JUTS 3aIHTHI
CHCTEM PaJIUOCBSI3H, MOOMIHHOM
CBSI3H U TeNIepaTHOBELIAHUS C
UCIIOTb30BaHUEM
CMEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecrieueHus U
000pyIOBaHMS.

OK 01. BeibupaTs crioco0bI
pelieHus 3ama4q
npodeccnoHaIbHON IeSITeFHOCTH,
MPUMEHHUTEITBHO K Pa3IMIHBIM
KOHTEKCTaM.

OK 02. Hcnons3oBath
COBpEMEHHBIE CPENICTBA ITOHCKA,
aHaM3a U MHTePIPETalUH
uHpopManuH, 1 HHHOPMAIIMOHHBIC
TEXHOJIOTHH ISl BBIMOTHEHHS
3a7a4 npohecCHOHATbHOM
JIeATSITLHOCTH.

OK 09. ITonp30BaThCA
npogecCHOHAEHON
JIOKyMEHTaIei Ha
rOCY/IapCTBEHHOM Y HHOCTPAHHOM
SI3BIKAX.

COOBITHH
Secret Net LSP

CHCTEMaX PaJHOCBSI3H, MOOMIBHOMN CBSI3H U
TenepanoBeIaHus;

OIIOP 2 - I'paMOTHO BBISIBIISTS,
KJIacCU(DUIIMPOBAThH U aHATU3HUPOBATH
yrpo3bl UHPOPMAITHOHHO

0€30IaCHOCTH M (POPMEI X HPOSBICHHS;
OIIOP 3 - Bribop MeXaHU3MOB U CPE/CTB
obecrieueHNs HHPOPMAITHOHHOM
6e3omacHOCTH (IPOTPaMMHBIX U
MIPOrpaMMHO-aITIaPATHBIX);

OIIOP 7 - Biranenue cepBucamu,
obecneYnBaroIMMU HHPOPMAIIHOHHYTO
0€30MacHOCTb B CUCTEMAax PaJHOCBA3H,
MOOWJIBHOM CBSI3U U TENEPaANOBCIIAHNS;
OIIOP 13 - CBoeBpemeHHOE U
KaueCTBEHHOE NIPUMEHEHHE KOMIIETCHIUH,
YMEHUi U 3HaHUH, TPUOOPETECHHBIX B
pe3yJbTaTe OCBOEHUS TEM, Pa3fIeioB,
npuctumuiud, MK, Mmoxysei.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB ¥ CIIOCOOOB PEIICHUS
npodeccroHanbHBIX 33a4 B 00J1aCTH
obecniedeHust 0€30MaCHOCTH CETEH CBSI3H.
OIIOP 15 - PemteHue craHgapTHBIX U
HEeCTaHIAPTHBIX MPO(MECCHOHATBHBIX 32124
110 obecredeH o 0e30MaCHOCTH ceTei
CBSI3H.

OIIOP 18 - PaboTa ¢ pa3muYHbIMU
MIPOTpaMMHO-aIIapPaTHEIMUA U
HPOTPAMMHBIMH CPEJICTBAML.

OIIOP 23 - AHaiu3 WHHOBAIMN B 00J1aCTH
IIPOrpaMMHOI'0 00ECIeUEeHUs, Pa3BUTUS
OTpaCIIH.

3aJaHus 110
HacTpolKke
XKypHalia coObITUi
Secret Net LSP.

2. IIpaBunbHOCTH
HCTIOJIb30BaHUSA
cpencts SN LSP
JUISl yCTAHOBJICHHS
IapamMeTpoB:
"I'pynna
cooOmeHui" —
"VpaBneHue
KOHTpPOJIEM
pocryna”.

3. BeinonHenue
TpeGoBaHMiA
3aaHus 110
IIOCTPOEHUIO
OT4eTa.
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3ananue 34.
HUncempykyus:

BHumarensHO mpounTaiTe 3a1aHue.

BrEI MOXkeTe 1101630BaThCA:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17 1.
PEKBH3UTHI YYETHOH 3alMCH aJMHHKICTpaTOpa: JIOTHH — astra-admin, mapons — P@sswOrd; peKBU3NTHI y4EeTHBIX 3aIlki-
ceil mosp3oBaresnei samba: oruaer SMb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Beinonnenus: 10 MUHYT.
Texcr 3amanus:

Cdopmupyiite npaBuiaa QuIbTpalMy Tak, YyTOObI OBUIM pa3pellieHbl BXOASLIME COSAMHEHMs Ho mpotokory SMB
(TCP/139, 445, UDP/137, 138) ¢ OTCIIe)KHBaHHEM COCTOSIHHSI COETMHEHUS M OJIOKHpOBaH Bech octaiapHoi TCP/UDP-

TpadUK C JJIOTMPOBAHUEM COOBITHIA.

IIpoBeputh AeiCTBHE ITPABUIL

(

0

[192.168.254.23

<

‘192.168.254.230 Q

SR

Astra_17_1 Astra_17
Puc. 1 CereBas cpeia o yclIOBUIO 33JjaHHS
IMpeameT(bl) OLIEHUBAHUS O0BexT(bl) IToxaszarenu oueHku Kpurepun Bec
OLICHUBAHUS OLICHKU KpHTEp
ust

TIK 3.1. BBIABIATD yrpo3sl U Peamzanus OIIOP 1 - Yerkoe nmoHnManue npoodsiem 1. BeimonHenue 16
YSI3BUMOCTH B CETEBOM IIpaBuiIa nH(OpMAIIOHHOH 0€30MacHOCTH B TpeboBaHui
HHQPACTPYKType C UCTIONb30BaHuEeM | (UIIbTpanu, CHCTeMaX paTvoCBsI3H, MOOMIBHOW CBSI3M M | 33JIaHHS I10
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. paspemaroniee | TeJiepaIroBEIIaHus; peannzanuu
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC BXOJALIUE OIIOP 2 - I'paMOTHO BBISBIIATD, nonuTuky MO.
METOJIOB M CPEJICTB 3AIUTHI COEAMHEHNS 10 | KIacCH(HUINPOBATh U aHAM3UPOBATH 2. IlpaBuipHOCTE | 26
“H(pOpMALUK B CUCTEMAX IIPOTOKOILY yrpo3bl HHPOPMALUOHHOM paBuia
PaanoCBs3H, MOOHMIIBHOM CBA3U U SMB 6e30macHOCTH U (POPMBI HX TPOSIBIICHUS; (unpTpanum,
TeJIepaarOBEIIAHNS. (TCP/139, 445, | OTIOP 3 - Bbibop MEXaHU3MOB H CPEJICTB paspemaronee
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I1K 3.3. Ocy1iecTBIATh TEKYLIEE
AIMHHUCTPHUPOBAHUE IS 3AIUTHI
CHCTEM paJIMOCBA3H, MOOUIBHOM
CBSI3U U TEJIEPAHOBEIAHUS C
HCTIONb30BaHUEM
CIEeNMAIN3UPOBAHHOTO
MIPOrPaMMHOT0 00ECTICUCHHSI U
00opya0BaHUsL.

OK 01. Beibupath criocoObl pereHust
3aja4 npodeccruoHaIbHOM
JIeITeNbHOCTH, TPAMEHNUTETBHO K
Pa3IHYHBIM KOHTEKCTaM.

OK 02. Ucnonp30BaTh COBpEMEHHBIE
Cpe/ICTBA TMOKCKA, aHAIN3A U
HHTEpIpeTauy HHPOPMaIUH, U
MH()OPMAIIOHHBIE TEXHOIOTHH JIJIS
BBITIOJTHEHHUS 3aa4
po¢heCCUOHANBHON AEATEIILHOCTH.
OK 09. [Tonp3oBaThest
npo¢eCCHOHANBHON TOKyMEHTalueH
Ha TOCYIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

UDP/137, 138)
C
OTCJIC)KUBAHHEC
M COCTOSIHUA
COCAUHCHUSI.

obecrieyeHns1 UHPOPMAMOHHOH
6e3onacHoCTH (POTPaMMHBIX U
IPOrpaMMHO-aIIaPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMH,
o0ecrneyrBarIMMIA HH)OPMAITHOHHYIO
0€30MacHOCTb B CUCTEMax PaJIHOCBA3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;
OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE IIPHMEHEHIE KOMIIETeHIIHH,
YMEHUI U 3HaHUH, IPUOOPETEHHBIX B
pe3ysbTaTe OCBOCHHS TEM, Pa3IeyoB,
nqucnumng, MK, mogynei.

OIIOP 14 - Beibop 1 mpUMEHEHHE
METOJIOB M CIIOCOOOB PEIICHNUS
po¢)eCCHOHANBHBIX 3a/lad B 00J1acTh
obecnieyeHuns: 6€30MaCHOCTH CeTel CBS3H.
OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3214
110 obecrevyeH o 0e30MaCHOCTH CeTeH
CBSI3H.

OIIOP 18 - PaGota ¢ pa3inYHBIMH
MPOTPaMMHO-aIIAPATHBIMU U
MIPOTPAaMMHBIMH CPECTBAMHU.

OIIOP 23 - AHanu3 HHHOBAIMi B 00J1aCTH
MIPOTPaMMHOTO 00ecIiedeH s, pa3BUTHS
oTpaciu.

BXOJISIINE
COEIMHEHHS 110
npotokoiry SMB
(TCP/139, 445,
UDP/137,138) ¢
OTCIIe)KUBAHHEM
COCTOSTHHS
COCJTMHCHHS

3. [IpaBunpHOCTH
6JI0KUpOBaHUS
TCP/UDP-
Tpaduk ¢
JIOTHPOBAHUEM
coObITHIL.
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3ananue 35.
HUncmpyxyus:

BaumatensHO IpoYuTaiTe 3a1aHue.

Bl MokeTe 1101b30BaThCS:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBH3UTHI YYETHOH 3alMCH aJMUHHICTpaTopa: JIOTHH — astra-admin, napons — P@sswOrd; peKBU3UTHI Y4ETHBIX 3aIH-

ceit mosp3oBaresnei Samba: noruast Smb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Boinonnenust: 10 MUHYT.
Texct 3amanus:

- Ha BM Astra_17_1 npoBeputs goctyn k BM Astra_17 no SMB, o SSH, npocmoTpeTs cBefieHust 00 YCTaHOBIIEHHBIX

COCINHCHUSIX.

- Ha BM Astra_17 npocMoTpeTs 3anicH CHCTEMHOT0 JKypHAJIa O 3a0JI0KHPOBAHHBIX MOIKIIOUCHHUSIX.

(

)

h92.168.254.23

<

|192.168.254.230 Q

3 Q

Astra_17_1 Astra_17
Puc. 1 CereBas cpema 1o YCIOBHIO 3aTaHUS
IIpenmer(sl) oLleHUBaHUS OO0bexT(bI) ITokazaTenu oneHKH Kputepun Bec
OLICHUBaHHUS OLICHKU KpUTEP
ust
I1K 3.1. BeiABasTE Yrpo3sl U Iposepka neit- | OITOP 1 - YeTkoe moHuMaHue podiIeM 1. Beinonxenue 16
YSI3BUMOCTH B CETEBOU CTBUSl HACTPO- | MH(GOPMALMOHHOW 0E30TIIaCHOCTH B TpeboBaHuUi
UHQPACTPYKTYype C UCIIOIb30BAHUEM | €HHBIX MPaBWI | CHCTEMax pagloCBsS3H, MOOMIBHON CBSA3U M | 33/1aHMA 110
CHCTEMBI aHaJIM3a 3alIUIICHHOCTH. MC3: Ha BM | TenepanuoBerianus; peanuzanuu
K 3.2. Pa3pabarbiBaTh KOMILIEKC Astra_17_1 - | OIIOP 2 - 'paMOTHO BBISIBJIAITS, MOJINTUKY MD.
METOIOB ¥ CPEJCTB 3aIlUThI noctyn kK BM | ximaccupuuupoBaTh U aHATH3HPOBATH 2. IlpaBuneHOCTH | 26
nH(opMaIy B cucTeMax Astra_17  mo | yrpo3sl HH)OPMAIIMOHHOMH MIPOBEPKU
paanocBs3y, MOOWUIIBHOM CBSA3U U SMB, o SSH. | 6e3omacHOCTH U (POPMBI HX MIPOSIBICHUS; TEUCTBUS
TeJIEPagOBEIIAHMNS. OIIOP 3 - Boibop MeXaHU3MOB U CPEICTB HACTPOCHHBIX
1K 3.3. OcymiecTBasTh TEKyLIee obecnieyeHust ”HHOPMATHOHHON npasuwt MCO: Ha
AIMUHHUCTPUPOBAHUE IS 3aLIUTHI 6e3onacHocTH (MPOrPaMMHBIX U BM Astra_17_1 -
CHCTEM PaJUOCBS3H, MOOUIBLHOM [IPOrpaMMHO-aNINaPaTHBIX); noctyn k BM
CBSI3M U TEJIEPAANOBEIIAHUS C OIIOP 7 - Bnanenue cepBucamu, Astra_17 no
HCIIOJIb30BaHUEM o0ecreunBaOmUMy HHOOPMAIIMOHHYIO SMB, o SSH.
CIIEIAIN3UPOBAHHOTO 0€30I1aCHOCTh B CUCTEMaX PaJHOCBsI3H, 3. IlpaBunbHOCTH | 20

MIPOrPaMMHOT0 00eCTIeUeHHSI U
000py0BaHusL.

MOOHJIBHOM CBSI3U U TEJIEPaAHOBELIAHHNS;
OIIOP 13 - CBOeBpeMEHHOE U

ayauTa 3amnmucu
CHUCTCMHOI'O
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OK 01. Bei6upats cocoObl peleHus
3aa4 npodeccruoHanbHON
JIeSITEeNIbHOCTH, IPUMEHHUTENIBHO K
pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnonp30BaTh COBpeMEHHBIE
CpeZCTBa IIOMCKA, aHAJIU3a U
MHTEpIpeTaMy HHPOPMALUH, 1
UH(OPMAIIOHHbIE TEXHOJIOTUHU JUIS
BBITIOJTHEHUS 33721
npodecCuoHaIbHON 1ESITEIbHOCTU.
OK 09. ITonp30BaThCs
podecCHOHABHON TOKYMEHTaIen
Ha TOCYJIapCTBEHHOM M HHOCTPAaHHOM
SI3BIKaX.

Ka4eCTBEHHOE IPUMEHEHHE KOMITETCHIIHH,
YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B
pe3ylbTaTe OCBOCHHS TEM, Pa3/IeiioB,
mucuuruind, MJIK, moxyrneit.

OIIOP 14 - BeiOop 1 mpUMEHEHUE
METOJIOB H CIIOCOOO0B PEeIICHUS
npodecCHOHANBHBIX 33/1a4 B 00J1aCTH
obOecreueHns 0€30MaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHANTBHBIX 3124
1o obecrieueHn o 6€301MacCHOCTH ceTei
CBSI3H.

OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMIaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 HHHOBALMH B 001aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTpAaCIH.

JKypHana o
320JIOKMPOBAHHBI
X TIOAKITFOYCHUSIX

3aganue 36.
Hucmpyrkyus:

BHumarensHO mpounTaiTe 3a1aHue.

Br1 Mo2keTe mOJIB30BATHCS:

O6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBH3UTHI YYETHOH 3alKCH aMHHHUCTpATOpa: JIOTHH — astra-admin, mapons — P@sswOrd; pekBU3UTHI y4EeTHBIX 3aIlH-

cell monp3oBarenei sSamba: moruael Smb-userl, smb-user2 u smbadmin, mapomns — P@sswOrd.

Bpewms Beimonnenus: 10 MUHYT.
Tekcr 3amanus:

HacTpouTh aBTOMaTHUYECKYIO 3arpy3Ky npaBwi GuiabTparmu npu 3arpy3ke OC na BM Astra_17:
- co3nath (hain Uit COXpaHEeHUS TIPaBILT,
- OTpaHUYUTh UTeHHUe (aiina 1Jis MpeAOTBPAIICHHS aTaK C UCTIOIh30BAHUEM OTKPBITHIX IOPTOB;
- BBITPY3UTh TEKYyIIUE NpaBa iptables B ¢aiin;
- CO3/1aTh CIICHAPUI JIIsl BBIMOJHECHUSI B @BTOMAaTHYECKOM PEXUME Tiepe]] BKIIOUCHHUEM CeTeBOro murepdeiica u cre-

J1aTb q)af/'m CliCHapus UCIIOJIHACMBIM.

( 0

|
[192.168.254.23 Q 192.168.254.230Q

<

Astra_17_1

Astra_17

Puc. 1 CereBas cpea o yCIOBHIO 33a/1aHUS

[Ipenmer(v1) orieHUBaHMS OO0BbexT(bI) ITokazarenn oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKH KpHUTEP
us
TIK 3.1. BBIABIATE yrpo3sl U Hacrpoiika OIIOP 1 - Yerkoe noHUMaHHE NPOOIEM 1. BeinonHenue 16
YSI3BUMOCTH B CETEBOU aBTOMAaTHYECKO | MH(DOPMAIMOHHOW 0€30MacHOCTH B TpeGoBaHM
UH(PACTPYKTYpE C UCIONb30BaHUEM | H 3arpy3KH | CHCTeMaXx paJHOCBsI3H, MOOMIBHOM CBSA3M M | 3aIaHMS 110
CHCTEMBI aHaJIM3a 3aIUIIEHHOCTH. TIPaBUII TeJnepagroBeIlaHms; peanuzanuu
TIK 3.2. Pa3zpabarbiBaTh KOMIUIEKC GbuIbTpann OIIOP 2 - I'paMOTHO BBIABIIATS, noJUTUKN MO.
METOZOB U CPEICTB 3aLLUTHI Ipu  3arpy3ke | KIacCUQHUUIMPOBATh U aHAIM3UPOBATh 2.Peanuzarus 26
“HPOPMALIUH B CHCTEMAX OC na BM | yrpo3s! uaopmMannoHHON ¢aiima i co-
PpaxuocBs3y, MOOMIBHON CBS3U U Astra_17. 6e3omacHOCTH U (POPMBI UX TIPOSIBIICHNS; XpaHeHMs] TpaBHJII
TeJIepaauoOBEIIAHHNS. OIIOP 3 - Bri60op MexaHU3MOB H CPEICTB (dunpTpanyy,
TIK 3.3. Ocy1ecTBasTh TEKylIee obecnieyeHust ”HGOPMAILTIOHHOK OorpaHH4eHNe
aJIMUHUCTPUPOBAHME /ISl 3aLIUThI 6e3omacHOCTH (IIPOTPaMMHBIX U YTEHUSA ¢aiina
CHCTEM PaSUOCBSI3H, MOOMIBHOM MPOrpaMMHO-AMIMaPATHBIX); JUIl  TIPEeROTBpa-
CBSI3U U TeJEpaJUOBELIaHNs C OIIOP 7 - Bnanenue cepBucamu, IMEHUS aTaKk ¢
UCII0JIb30BaHUEM obecreynBaOIMU HHOPMALIMOHHYIO UCTIOJIb30BaHUEM
CHEeIUAIU3UPOBAHHOTO 0e3011acHOCTh B CUCTEMaX PaaroCBsI3Y, OTKPBITBIX  TOp-
IPOrpaMMHOTO 00EeCHICUEHUS U MOOMIIEHOH CBSI3U U TeJIepallOBEIaHus; TOB.
000pyI0BaHUS. OIIOP 13 - CBoeBpeMeHHOE U 3. Beirpyska npa- | 26
OK 01. BeiGupaTh criocoObl perieHus Ka4yeCTBEHHOE MPUMEHEHNE KOMIIETeHIIMM, | Bua  iptables B
3a7a4 npodeccuoHaIbHON YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B (aiin, co3manue
JIESTENbHOCTH, IPUMEHUTENIBHO K pe3ysbTaTe OCBOCHUS TEM, Pa3fIeiioB, creHapus JuIs
Pa3IM4YHBIM KOHTEKCTAM. mucuuruind, MJIK, moxyneii. BBIIIOJIHEHUS B
OK 02. Mcnonp30BaTh COBpeMEHHBIE OIIOP 14 - BeiOop 1 mpUMEHEHHUE ABTOMaTHYECKOM
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CpeIcTBa IIOMCKa, aHaIk3a U
HMHTEpHpeTayy HHPOPMaInH, 1
MH(POPMALMOHHbBIE TEXHOJIOTHHU JJIs
BBINOJIHEHNUS 33/1a4
npodeccnoHanbHON AESTENEHOCTH.
OK 09. [Tonb3oBaThCst
po¢eCCHOHANBLHON JIOKYMEHTAIIUCH
Ha rocyJapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

METOJIOB M CIIOCOOOB PEIICHNUS
npo¢)eCCHOHANBHBIX 3a/1a4 B 00J1aCTh
obecrieueHus1 6€30MaCHOCTH CeTeil CBA3H.
OIIOP 15 - Pemienue cravJapTHBIX U
HEeCTaHAAPTHBIX NPOPECCHOHATBHBIX 3a1a4
110 oOecredeHnIo 6e30MMacHOCTH ceTeit
CBSI3H.

OIIOP 18 - PabGoTa ¢ pa3nuuHbIMU
IIPOTrpaMMHO-aIIIAPATHEIMUA U
MPOTrPaMMHBIMH CPEJICTBAMU.

OIIOP 23 - Ananu3 HHHOBALMI B 001acTu
MIPOTrPaMMHOTO 00ECIICUCHUSI, Pa3BUTHS
OTpACIIH.

pexuMe  Tepen
BKJIFOYCHHEM
CETeBOr0  UHTEP-
¢eiica.

3ananue 37.
HUncmpyxyus:

BuuMarenbHO npoyuTaiTe 3a1aHUE.

BEI MOXKeTe TTOJIB30BaThCS:

Ob6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17 1.
PEKBU3UTHI YYETHOW 3aIMCH aJIMUHICTpATOpa: JIOTHH — astra-admin, mapons — P@sswOrd; peKBU3UTHI yIETHBIX 3aITH-

ceit monp3oBarenei Samba: noruaet Smb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Beimonnenus: 10 MuUHYyT.
TekcT 3ananus:

Ha BM Astra_17 nactpouts npaBuiza MCD B Secret Net LSP: chopmupoBats npaBuna GUIBTpaIin TaK, YTOOB! OBLTH
paspelieHsl BXOJSIINE COequHEHHs 1Mo mpotokoay SMB (TCP/139, 445, UDP/137, 138) u OGnokupoBaH BeCh
octanproi TCP/UDP-Tpaduk ¢ TOrupoBaHueM COOBITHIA.

[IpoBeputs neiicTBre npaBuil.

(

)

h92.168.254.23

<

Astra_17_1

|192.168.254.230 Q

Astra_17

W

Puc. 1 CereBas cpena 1o yCiaoBHIO 3aJJaHUs

IIpeamer(s1) orieHUBaHUS OO0BeKT(bI) [TokazaTenu oneHKH Kpurepun Bec
OIICHUBAHHUS OLICHKH KpHUTEP
us
[1K 3.1. BeIBASITE Yrpo3sl 1 Hactpoiixka OIIOP 1 - Yerkoe nmoHUMaHUE MPOOIIEM 1. BeimosineHue 10
YSI3BUMOCTH B CETEBOH paspelaomux | MHQOPMaHOHHOM 6€301MacCHOCTH B TpeboBaHuit
I/IH(l)paCprKType C HCIIOJIb30BAaHUECM TIpaBUI MCD | cucTtemax pagdocBs3u, MOOUIHLHOU CBSI3U U 3a7aHus 110
CHCTEMBI aHAJIN3a 3aIIUIEHHOCTH. B Secret Net | TelaepaauoBeIaHus; peanu3amym
IIK 3.2. Pa3zpabaTsiBaTh KOMILIEKC LSP. Ilposep- OIIOP 2 - I'paMOTHO BBISIBIIAATS, HOIHTHEE M.
METOJIOB M CPE/ICTB 3AILUTHI Ka  JeicTBHS K1accu(pUIUPOBaTh U aHATM3UPOBATH 2 Peammsanus 26
nHdopmanuy B cHcTeMax npapwt. MCD | YTPo3bl MH)OPMAMOHHOM npaBuIa GUIHT-
PaIuocBa3y, MOOUIBHOM CBA3U U B Secret Net Oe3onacHOCTH U (HOPMBI UX MPOSIBICHUS, patmm,  paspe-
TeJlepaguOBEILIaHHs. LSP. OIIOP 3 - Beibop MexaHU3MOB U CPEJICTB MAIOMIEX  BXO-
K 3.3. OcymecTBasTh TEKylIee obecnieyenust ”HGOPMALIOHHON
aJIMAHUCTPUPOBAHKE JJIS 3aLUThI 6e3onacHOCTH (IPOrPaMMHBIX U JUILIIC - COCIIHMHC-
CHCTEM PAANOCBSI3H, MOOMIBLHOM IIPOrpaMMHO-aIIIAPATHBIX); HIGL 11O TPOTOXO-
CBSI3U U TEJIEPAIUOBEILAHUS C OIIOP 7 - Bnanenue cepBucamu, 1y SMB
HCIIOJIb30BAaHUEM o0ecnevynBarMMU HHYOPMALIMOHHYIO (TCP/139, ~ 445,
CHEeNNAIN3UPOBAHHOTO 0e301acHOCTh B CUCTEMAX PaJHOCBsI3H, UDP/137, 138) u
IPOrpaMMHOTO 00eCTIeYeHHS 1 MOOWITBHOH CBSI3H U TENepaHOBCIIAHNS; GroknpoBanme
obopyaoBaHusl. OIIOP 13 - CBoeBpeMeHHOE U TCP/UDP-
OK 01. BeiGupats crioco0bl perieHus KauyeCTBEHHOE NMPUMEHEHHE KoMIeTeHmii, | TPahuKk ¢ Joru-
3aja4 npodeccuoHaIbHOM YMEHUi U 3HaHUH, TPHUOOPETEHHBIX B poBaHHEM COOBI- | 20

JIeATENbHOCTH, TPUMEHUTENBHO K
Pa3INYHBIM KOHTEKCTaM.

OK 02. Mcnonb3oBaTh COBpEMEHHBIE
CpeIcTBa MIOMCKa, aHaJIM3a U
UHTEpHpeTayu HHPOPMaInH, 1
MH(POPMALMOHHbBIE TEXHOJIOTHHU JJIs
BBINOJIHEHHUS 3a/1a4
npodeccuoHanbHON AesTENbHOCTH.
OK 09. [Tonp3oBaThest
npo¢ecCHOHAIBLHON TIOKyMEHTaluen

pe3ysibTaTe OCBOCHHS TEM, Pa3IesioB,
nmuctumuinH, MK, Moxymei.

OIIOP 14 - Bri6op 1 npuMeHeHHe
METOJIOB ¥ CIIOCOOOB PEIICHUS
npo¢)eCCHOHANBHBIX 3a/1a4 B 00J1aCTh
obOecrieueHUs 6€30MACHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne cTannapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3214
1o obecreueHno 0€30MacHOCTH CeTei
CBSI3H.

THH.

3. ITpoBepka
JecTBUA  TIpa-
Bwi1. MCD B Se-
cret Net LSP.
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Ha rocyJapCTBEHHOM 1 HHOCTPAaHHOM
sA3BIKax.

OIIOP 18 - PaGoTa ¢ pa3luuHbIMU
MPOTPaMMHO-AMMaPaTHBIMH U
MIPOTPaMMHBIMH CPEJCTBAMHU.

OIIOP 23 - Ananu3 uHHOBAIMH B 00J1aCTH
MPOTPaMMHOT0 00eCTieUeHH S, Pa3BUTHS
OTpaciH.

3ananwe 38.
HUnempykyus:

BHumarensHo mpounTanTe 3aiaHue.

Br1 MoskeTe oJIb30BaThHC:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17_1.
PEKBH3UTHI YYETHOH 3alKCH aIMHUHHICTpaTopa: JIOTHH — astra-admin, mapons — P@sswOrd; pekBU3UTHI y4EeTHBIX 3aIlH-

ceif momp3oBaTeseii samba: orunsr Smb-userl, smb-user2 u smbadmin, mapoas — P@ssword.

Bpewms Bemonaenus: 10 MuHYT.
Tekcr 3ananus:

Ha BM Astra_17 nactpouts npasuina MCD B Secret Net LSP: chopmupoBaTh mpasuiia GUIBTPAIMU TaK, 9TOOBI OBLTH
paspeleHbl BXOMIHE COoemuHeHnst 1o mpoTtokony SMB (TCP/139, 445, UDP/137, 138) u OnokupoBaH Bech
ocranproi TCP/UDP-Tpaduk ¢ TorupoBaHreM COOBITHIA.

IIpoBeputs AelicTBHE IPaBUIL.

(

0

[192.168.254.23

<

‘192.168.254.230 Q

SR

Astra_17_1 Astra_17
Puc. 1 CereBas cpena o yCIOBUIO 33JaHHS
[Ipenmer(b1) oLIeHUBAHUS OObeKT(bI) ITokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHTEp
st
TIK 3.1. BBISBISITH yrpo3bl U Hacrpoiika OIIOP 1 - Yerkoe moHUMaHue npodIieM 1. Brimonnenue 16
YSI3BUMOCTH B CETEBOM 3ampenaninux | MHGOpMalMoHHOMH 6€30MacHOCTH B TpeGoBaHuit
MH(PACTPYKTYPE C UCTIONB30BAHUEM | mipapun MCD | CHCTEMax paavoOCBs3d, MOOWIBHOM CBA3H M | 3a7aHUs 110
CHCTEMBI aHAJIN3a 3AIUIEHHOCTH. B Secret Net | TelepaguoBelaHus; peanu3amum
TIK 3.2. Pa3zpabarbiBaTh KOMILIEKC LSP. Ilposep- OIIOP 2 - I'paMOTHO BBISIBIIATS, HOIUTHKE M.
METOJIOB U CPEJICTB 3aIUThI Ka  JeifctBus | KTACCH(HIMPOBATH 1 aHAM3UPOBATH 2 Peammsamus 26
“H)OpPMALIUH B CHCTEMAxX npasm1. MCD | YTPO3HI HH)OPMATMOHHOM NpaBna GHIBT-
PaanoCBs3H, MOOHMIIBHOM CBA3U U B Secret Net Oe3omacHOCTH U (POPMBI HX MPOSIBICHUS; paunm,  3ampe-
TelepaTuoBeIIaHusL. LSP. OIIOP 3 - Bribop MeXaHU3MOB H CPEJIICTB MAlomIX  BXO-
1K 3.3. OcyuiecTBiIsTh TEKyLIee obecrnieueHust UH(GOPMAILOHHON
aJIMMHUCTPUPOBAHUE JUIS 3aL[UThI 6e3omacHOCTH (IPOTPaMMHBIX U JUILIIE - COCIIHHC-
CHCTEM PaIUOCBSI3H, MOOMIIHLHOM MPOrpaMMHO-aIIapaTHEIX ); HIGL TIO TPOTOXO-
CBSI3U U TeJIepaJOBELIaHus C OIIOP 7 - Bnanenue cepBucamy, a1y SMB
HCIIONIb30BaHUEM obecreynBaoMMI HHPOPMAIIHOHHYIO (TCP/139, 445,
CIEUaNIU3UPOBAHHOTO 6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y, UDP/137, 138). 26
MIPOTrPaMMHOTO O0ECTICUeHHUS U MOOMIIEHO¥ CBSI3U U TeJepaIuOBEIIaHus; 3. Hposepka
000pyIOBaHHUS. OIIOP 13 - CBoeBpeMeHHOE U AeficTBuA  mpa-
OK 01. BeiOupaTh criocoObl perieHus KAueCTBEHHOE NPUMEHeHHe KommeTennuii, | Bl MCD B Se-
3a1a4 Ipo(eCCHOHATBHON YMEHMIi U 3HAHUH, TPHOOPETEHHBIX B cret Net LSP.

JeSTeIbHOCTH, TIPUMEHHUTEIHHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnionp30BaTh COBpEMEHHBIE
CpelcTBa MOMCKA, aHAIM3a U
HMHTEpIpPETaliy HHPOPMAIIIH, U
UH(OPMAIIOHHBIC TEXHOJIOTHHU JIJIsI
BBITIOJTHEHUS 33084
MpoQeCCUOHAILHON ICATSIBHOCTH.
OK 09. ITonp30BaThCs
npo¢eCcCHOHANBHON TIOKYMEHTAIen
Ha rOCY/IapCTBEHHOM U HHOCTPaHHOM
S3BIKAX.

pe3ysIbTaTe OCBOCHHUS TEM, Pa3jieiioB,
nuctumue, MK, mogynei.

OIIOP 14 - Beibop 1 npuMeHeHue
METOJIOB U CIIOCOOO0B peIICHUS
npodeCcCHOHANBHBIX 33/1au B 00J1aCTH
obOecrieueHnst 0€30MaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaH/IapPTHBIX MPO(ECCHOHANBHBIX 3a/1a4
o o0ecrieyeHn0 6€30IaCHOCTH CeTeil
CBSI3U.

OIIOP 18 - PaboTa ¢ paziau4HBIMH
MPOTPaMMHO-ANMAPaTHBIMH U
MPOrpaMMHBIMU CPEJCTBAMHU.

OIIOP 23 - Ananu3 nHHOBAIMI B 00J1aCTH
[IPOTPaMMHOr0 oOecrieueH s, Pa3BUTHS
OTpaci.
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3ananwue 39.
Hnempykyus:

BuumarensHO npoanaﬁTe 3aJaHHuC.

Br1 MOkeTe mOJIb30BaThC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PCKBU3UTELL yquHoﬁ 3allMCU aIMUHUCTpPATOpPA: JIOTUH — astra-admin, napoJjib — P@SSWOI‘d; PCKBU3UTHI YUCTHBIX 3aIlU-

ceit monp3oBarenei Samba: noruasl Smb-userl, smb-user2 u smbadmin, mapomns — P@sswOrd.

Bpewms Bemmonaenus: 10 MuHyT.
Tekcr 3ananus:

B xxypnane SN LSP naiinute coObiTus, csizanuble ¢ padotoit [IMD SN LSP:
- COOBITHSI CHCTEMHOTO JKypHaia 06 yrpaeneanu [IMO;

- COOBITHS XKypHaIa ayauTa o cpabaTsiBaHH TpaBmit [IMD.

[IpoBeaute 3anuck B ¢aitn mpasun [IMD.
Y6enutecs, 4TO apXUBHBIN (aiin pe3epBHON Konuu coxpaneH ("<umst_Qaiina>.tar.gz").

[penmer(bl) oLleHMBAHUS OOBexT(bI) [TokazaTenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHUTEP
ust
1K 3.1. BeISABIATE yTpoO3bl U Anamuz co0pl- | OIIOP 1 - Yetkoe nmoHMMaHKe TpodIeM 1. Brimonnenue 16
yA3BUMOCTH B CETEBOIf THH  cucTeM- | MHGOPMAIOHHOH OE30I1aCHOCTH B Tpe6GoBanmii
MH(PACTPYKTYpPE € UCHIONB30BAHUEM | HOTO jKypHana | CUCTEMAaX PaaMOCBsA3U, MOOWILHOW CBA3U M | 3amaHus 110
CHCTEMBbI aHAJTH32 3aIUIICHHOCTH. 06  ympapie- | Te/CPaJMOBEILAHNS; peanusamuu
1K 3.2. Pa3pabaTbiBaTh KOMILIEKC HHH [IM?D, | OHOP 2 - I'paMOTHO BEISBIIATE, momuTrKE MD.
METOJIOB M CPEJICTB 3AIIUTEI AHAIM3 CcOObI- | KTACCHOHUIMPOBATL M aHATU3UPOBATH 2. TlpaswibHOCTS | 26
nH(bOpMaIHH B (éI/ICTeMaVX THIt  KypHATa %FpOSLI HUH(OPMALOHHOM NPOBEPKH  cOGHI-
PaIroCBs3N, MOOMIBHOH CBS3U H ayyuTa 0 cpa- | OS30TACHOCTH I (OPMBI HIX MIPOSIBICHHSL; i CHCTEMHOLO
TenepaguoBeIlaHus. OIIOP 3 - BoiOop MeXaHU3MOB U CPEJCTB
OaThIBAaHUU . JKypHaJIa 00
TIK 3.3. OcyiiecTBIsTh TEKyIIee obecrnieueHust nHGOPMAITMOHHON
npasuia [IMD. YIpaBJICHUU
AJIMAHHUCTPUPOBAHHUE JUIS 3aIUTHI 6e301acHOCTH (IPOTPaMMHBIX U .
o . IIMD u coObIThiA
CHCTEM PAJNOCBSI3H, MOOMIIBHOM IIPOrpaMMHO-aIIaPATHBIX);
XKypHajla ayauTa
CBSI3U U TeJIEPaJUOBEIaHUs C OIIOP 7 - BnaneHue cepBucaMy, 5
HCIIOb30BaHHEM obecreyHBarOIIMI HHPOPMALHOHHYIO 0 cpabaTbIBaHnK
CNEUUATU3UPOBAHHOTO 0€30MacHOCTh B CHCTEMAX PaJHOCBSI3H, npasu [IMO.
MPOrpaMMHOTO o0OecTieueHus u MOOHJIBHOH CBSI3U U TENEPaANOBEIIAHNS; 3. Coznannue 26
000pyaOBaHUsL. OIIOP 13 - CBoeBpeMEHHOE U pe3CpBHOU
OK 01. BerbupaTs crmocoOsI pemeHust KauyecTBEHHOE TIPUMEHEHE KOMITETeHIN, | KOIIHH
3a1a4 npohecCUOHATBHON YMEHMH U 3HAHUH, TPUOOPETEHHBIX B ApXUBHOTO
JIeSITeNbHOCTH, IPAMEHHUTETBHO K pe3yabTaTe OCBOCHHS TEM, Pa3eioB, ¢aiina.

Pa3UYHBIM KOHTEKCTaM.
OK 02. Ucnons30BaTh COBpEMEHHBIE
CpeICTBa TIOMCKA, aHaJIk3a U
WHTEpIpeTauy HHPOPMAIUH, U
WH(POPMAMOHHBIE TEXHOJIOTHHU IS
BBITIOJTHEHHS 3324
poeCCUOHANBHON ACATEIILHOCTH.
OK 09. ITonp3oBaThCst
poeCCHOHANBLHON TIOKYMEHTalueH
Ha TOCYIapCTBEHHOM ¥ HHOCTPaHHOM
S3BIKAX.

nucuuminud, MK, moxynei.

OIIOP 14 - Beibop 1 mpUMEHEHHE
METOJIOB U CIIOCOOOB PEIICHUS
npodeccroHaNbHEIX 337a4 B 00JIaCTH
oOecrnieyeHns1 0€30MaCHOCTH CETEH CBS3H.
OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaH/IaPTHBIX MPOQPECCUOHANBHBIX 3a1a4
o o0ecreYeH0 0Ee30MaCHOCTH CeTei
CBSI3U.

OIIOP 18 - PaGota ¢ pa3in4HBIMU
MIPOrpaMMHO-ANNaPATHBIMH 1
MIPOTrPaMMHBIMH CPEICTBAMHU.

OIIOP 23 - AHanu3 WHHOBAIMIA B 00J1aCTH
MIPOrPaMMHOT0 00ECIICUEHHsI, PA3BUTHS
OTpaciy.

3aganue 40.
Uncmpyxyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

Bl MOXeTe 1101b30BaThCS:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client SNLSP.

Bpewms Beimonnenus: 10 MUHYT.
Texcr 3ananns:

Asropusyiitech B cucteme BM Astra_Client_SNLSP mox y4eTHO# 3amichio aqMuHACTpaTopa astra-admin ¢ BRICOKHM

YPOBHEM LIETTOCTHOCTH.

Hacrtpoiite xypHan coObituii SN LSP, CBsI3aHHBIX ¢ M3MEHCHHMSIMH JIOCTyNa K OOBEKTaM (haljoBOW CTPYKTYpBHI.

ITocTpotite oTuer.

Ipeamer(bl) OLIeHUBAHUS

OGbekT(pl) |

TlokazaTenu OleHKU

| Kpurepun onenxu |

Bec
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OLICHUBAHHS KpHTEp
ust

TIK 3.1. BeisBnats yrpo3sl u Hacrpoiika OIIOP 1 - Yerkoe moHnManue npoosiemMm 1. Bemonnenne 26

YA3BUMOCTH B CETEBOI KypHaIa HUH(POPMAIMOHHOH O€30I1aCHOCTH B TpeOoBaHUH

HHOPACTPYKTYPE C UCIONB30BAHNEM | COOBITHI CHCTEMaX PaJHOCBs3H, MOOMIIBHOM CBSI3H | 3aaHMSA IO

CHCTEMBI aHAJIH3a 3aIUIICHHOCTH. Secret Net U TeJlepanoBeIaHu; HacTpoiike

TIK 3.2. Pa3zpabarbiBaTh KOMILIEKC LSP OIIOP 2 - I'paMOTHO BBISBIISTS, JKypHasa COOBITHI

METOZOB H CPEJCTB 3aILUThI K1accu(UIUPOBATh U aHAITM3UPOBATh Secret Net LSP.

UH(QOPMAIH B CHCTEMAaX Yrpo3bl HHPOPMAITUOHHOH 2. [IpaBunbHOCTH 26

PaanoCBs3n, MOOMIBHOI CBS3U H 6e30macHOCTH U ()OPMBI MX MPOSBICHYIS; HCIIONB30BAHUS

TeJepaguoOBEIAHMS. OIIOP 3 - Bribop mexanu3moB u cpencts | cpencts SN LSP

1K 3.3. Ocy1iecTBIATh TEKyIIEe obecrieueHust UH(GOPMALMOHHOM JUISl yCTaHOBIIEHUS

aMAHHACTPUPOBAHNE JUIS 3aI[HTHI 6e30macHOCTH (IPOrPaMMHEIX U TapaMeTpoB:

CHCTEM PaJIuOCBSI3H, MOOUILHOM [pOrpaMMHO-AMINaPaTHBIX); "I'pymina

CBSI3H U TEJIePaINOBEIIaHuUs C OIIOP 7 - Bnanenue cepBucamu, cooOmieHui" —

UCIIOJIb30BAHAEM o0ecreunBaroIUMU HHGOPMALIMOHHYIO "VpaBneHue

CTIeINATN3HPOBAHHOTO 6€30MacHOCTh B CHCTEMAaX PaJHOCBS3H, KOHTpOJIEM

HPOTrPaMMHOTO 00eCIICYCHHS 1 MOOWIIBHOM CBSI3M U TeJIepaIMOBCIaHHs; Jocryma'.

000pyI0BaHMUS. OIIOP 13 - CBoeBpeMEHHOE U 3. BeimosHeHue 16

OK 01. Beibupats cocoObl peleHns KaueCTBEHHOE NIPUMEHEHNE KOMIIETeHIUN, | TpeOoBaHUI

3a7a4 npohecCHOHATBHOM YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B 3a/1aHus 110

JICATEINBHOCTH, IPUMCHUTEIIBHO K pe3ylibTaTe OCBOSHHUS TEM, Pa3/ENoB, HOCTPOCHUIO

Pa3IHYHBIM KOHTEKCTaM. nmuctuminH, MK, Mmomymnei. oT4eTa.

OK 02. Mcnonb30BaTh COBPEMEHHBIE
Cpe/CTBa ITOHCKa, aHAIN3a U
UHTEpIpeTaluy nHGopMaLuy, 1
MHQOPMAMOHHBIE TEXHOJIOTUH IS
BBITIOJTHEHUS 38181
npodeccuoHaIbHON 1eSITeIbHOCTH.
OK 09. ITonp30BaThCs
npo¢ecCHOHANBHON TOKYMEHTaIen
Ha rOCy/IapCTBEHHOM U HHOCTPaHHOM
A3BIKAX.

OIIOP 14 - Bei6op 1 npuMeHeHe
METOJIOB M CIIOCOOOB PEIICHUS
npodeccHoHanbHBIX 33734 B 00J1acTH
obecrieuennst 0€30MMacCHOCTH CeTel CBA3H.
OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a7a4 1o o0ecrneYeHnto 0e30I1acHOCTH
ceTeit CBSI3U.

OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AIMapPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OITOP 23 - Ananu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUCHHSI, Pa3BUTHS
OTpaciH.

3ananue 41.
HUnempyxkyus:

BaumarensHO npounTaiiTe 3agaHue.

BEI MOkeTe MOJIb30BaThCA:

O6opynosanue, [10: TTK, VMware Workstation; crena ATIKII "KonTuneHT".
Bpewms BemonHenus: 15 MuHyT.

TexkcTt 3amanus:

Hactpouts mpaBuio ¢uiubTpanuu, pasperiaroiiee MpoxoxkaeHue Tpaduka MeXIy KOMIBIOTEpaMH U3
BHYTPCHHUX CeTeﬁ, 3alIIIACMbIX Pa3HBIMH KPUIITOLIIO3aMHU.
AIMUHUCTpATOPy HEOOXOIUMO O00ECTeYUTh BO3MOXKHOCTH TMOJKIIOUAThCS TMOJB30BATENI0 W3 OJHOMN
3alMINaeMol CeTH K BeO-cepBepy, KOTOPBIA HaXOAUTCs B 3ammimaeMon cetu 3a Apyrum KIII. Ha yae6HOM
CTeH/ie poib BeO-cepBepa OyAeT BHIMOIHATH BUpTyalnbHas mamuHa ARM, a pons moms3oBatens — BM

WSI1 (cwm. puc. 1).

ARM

I Lt

Cus

«l 19611552 1

Router KSH-main

Puc. 1 CereBas cpcaa 1o YCJIIOBUIO 3aJaHU

W51

[Ipenmer(pl) oleHMBaHUS OO6bexT(bI) ITokazaTenn oneHKH Kpurepun onenku Bec
OLIEHUBAHMS KpUTEp
ust
TIK 3.1. BeisBnars yrpo3sl u Peanmzarus OIIOP 1 - Yetkoe moHNMaHNe 1. Bemonnenue 16
YSI3BUMOCTH B CETEBOU npaBuia npobsieM HHPOPMAIIMOHHOH TpeboBaHHI
UH(pACTPYKTYypE C (unpTpaum, 0e30MacHOCTH B CUCTEMaX 3aJJaHus 10
WCIOJIb30BaHUEM CHCTEMbI aHAJIM3a | paspeliaroriee PaIroCBs3U, MOOMIBHOM CBSI3U U peanu3anuu

SAIUINCHHOCTH.

npoxoxjaenue [P

TCICPAONOBCIIAHUS

MOJUTHKH MD.
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I1K 3.2. Pa3pabaTblBaTh KOMILIEKC
METOZIOB ¥ CPEJICTB 3aII[UTHI
nH(pOPMAINU B CHCTEMax
PaxuocBsA3y, MOOUIBHOMU CBA3U U
TenepaauoBeIaHus.

1K 3.3. OcyiiecTBISTh TEKyLIEe
aJIMAHHUCTPUPOBAHHUE JUIS 3aIIUTHI
CHCTEM PaJUOCBS3H, MOOUILHOM
CBSI3M M TeJIepaMOBEIIaHNs C
UCIIOJIb30BaHUEM
CTIeNNAM3UPOBAHHOTO
IPOrpaMMHOI0 00€CIICUeHUS U
000pyI0BaHUsL.

OK 01. Beibupats crioco6bl
pelIeHus 3a1a4q
npodeccuoHanbHON 1esITENbHOCTH,
HIPHMEHUTEIBHO K PA3TNIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBaTh
COBPEMEHHBIE CPE/ICTBA IIOUCKA,
aHAIIN3a ¥ HHTEPIPETalN
uHdopmayy, 1 UHGOPMaAIMOHHbIE
TEXHOJIOTHH JUIS BBITIOTHEHHS
3a1a4 npoeccuoHaIbHON
JeATEeNbHOCTH.

OK 09. ITons30BaThCA
npodecCHOHANTBLHON
JIOKyMeHTaluel Ha
TOCYIapCTBEHHOM U HHOCTPaHHOM
SI3bIKAX.

Tpaduka Mex1y
XOCTaMH,
HaXOAALIUMHUCS B
CErMEHTax CeTH,
3aIAIIAEMBIX
pa3sHbIMU
KPUNTOILTIO3aMH

OIIOP 2 - I'paMOTHO BBISBIIATD,
KIacCU(UINPOBAThH U aHATM3UPOBAThH
yrpo3bl HHPOPMAUOHHOH
6e3omacHOCTH U (POPMBI UX
MPOSIBIICHUS;

OIIOP 3 - Bb1Oop MeXaHU3MOB U
cpencTB obecTieueHHs
UH()OPMAILIOHHON

Oe3omacHOCTH (IIPOTPaMMHBIX U
MPOrPaMMHO-AIIAPATHBIX);

OIIOP 7 - Branenue cepBucamu,
o0ecrieynBaOIIMMU
HHPOPMAIIMOHHYIO 0€301TaCHOCTh B
CHCTeMaX paTuoCBsI3H, MOOHIbHON
CBSI3H U TelleparoBEIaH s

OIIOP 13 - CBoeBpeMEHHOE U
KaueCTBEHHOE IPHMEHEHHE
KOMIIETEHIINH, YMEHUH U 3HAHUH,
MPUOOPETEHHBIX B pE3yNbTaTe
OCBOCHHS TE€M, Pa3/IeiioOB, JUCIUILTHH,
MK, moxynei.

OIIOP 14 - Bei6op u npuMeHeHue
METOIOB M CIIOCOOOB PEIICHUS
npodeccHoHanbHBIX 33734 B 00J1acTH
obecrieyeHus HE30IMacHOCTH ceTeit
CBSI3H.

OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a7a4 1o o0ecrneYeHuto 0e30IacHOCTH
ceTeil cBA3M.

OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrpaMMHO-AIMaPaTHEIMU U
MPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - Ananu3 UHHOBAaIUH B
00J1aCTH MPOTrPaMMHOTO 00eCIICUeHNS,
Pa3BHTHS OTPACIIH.

2. IlpaBUNbHOCTb
IIpaBUiIa
¢upTpanuy,
o0ecreunBaoIEero
npoxoxaenue [P
Tpaduka 1o
poToKouTy http ot
WS1 x ARM.

3. [IpaBmiibHOCTD
TIPOBEICHUS
IIPOBEPKH
MOAKITIOYCHUS U3
OJTHOMU
3aIUIIAEMOI CeTH
K BeO cepBepy B
Apyroi
3aIIUIIAeMO CETH.
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3aganue 42.
HUncmpyxyus:

BaumarensHO npquTaﬁTe 3aJaHHuC.

Bl MOXeTe 1101b30BaThCS:

O6opynosanue, [10: TIK, VMware Workstation; crenn ATIKII "KonTuHeHT".

Bpewms BoinonHenust: 15 MUHYT.
Texcr 3aganns:

AIMHUHHCTpATOpY HEOOXOJMMO OpraHHu30BaTh
HaxXoJSIIUMHCS B

IIOJIB30BAaTCIIsIMU,

3aIMIIAEMBIX

VPN-coenunenue
CceTAaX

4yepe3  ceTh

0o0IIero  JoCTyna MEXIy
32  pasHBIMH KPUITONUIIO3aMH sl 0oOMeHa

KoH(UCHIIMAIbHONH uHpopMalmed. Ha TecToBoM cTeHne ponu mosb3oBatenedd 3a pasHbiMu KII BBITOIHSIOT
BUpTyaibHbIe MamHbl ARM u WS1, a ponu kpunronumo3os — Buptyanbable MamuHsl CUS u KSH_main (cMm. puc.

1).

S

ARM

)
\

\R/ 19511592 1

N S
N615:. \3;} 10.02.200

cus

196.115.90.254 -

JH621592. 254 0o21 %

Router KSH-main Ws1

Puc. 1 CereBas cpc€aa 1o yCJIOBUIO 3alaHUA

IIpenmeT(s1) OrIeHUBAHUSA O6BexT(5I) IToka3arenu oueHkH Kpurepuu onenku Bec
OILICHUBAaHHSA KpUTEP
us

[1K 3.1. BeiBasATH Yyrpo3sl 1 Opranm3anust | OIIOP 1 - Yerkoe moHmMaHue pobieM 1. Beinonnexnue 16
YS3BUMOCTH B CETEBOM L3VPN MHPOPMAIMOHHOH 0€30MacHOCTH B TpeGoBaHui
HHPPACTPYKTYpE C CHCTEMaX PaJMOCBSA3H, MOOMIBHOU CBA3U U | 3a1aHUS 10
HCIIOJIBb30BAHUECM CHUCTCMBI aHAJIN3a TCICPAOUOBCIIAHUSA, oprasusanuu
3alIMIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISBIIATD, L3VPN.
K 3.2. Pa3pabarbiBaTh KOMILIEKC KJaccu(UIMPOBATh U aHAIU3UPOBATh 2. TIpaBHIBHOCT 16
METOZIOB ¥ CPECTB 3AIUTHI YIpO3bI HHPOPMAIIMOHHON HAMHCAHMS
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nH(OPMAINH B CHCTEMaX
PaguoCBsI3M, MOOUIBHOI CBS3U H
Telepa HoBeIaHNUs.

IIK 3.3. Ocy1iecTBIATh TEKyLIEE
aMUHHACTPUPOBAHNE JUIS 3aIHTHI
CHCTEM PaJIOCBSI3H, MOOWILHON
CBS3U U TeNePaANOBEIIaHHS C
UCHOJIB30BAHHEM
CTIeINATN3HPOBAHHOTO
HPOTrPaMMHOTO 00ECIICUCHHS 1
000pyI0BaHHUS.

OK 01. Bei6upats cocoOsl
peIIeHus 3a1a4
HIpo(heCCHOHANBEHON IeITeIBHOCTH,
HIPHMEHHTEIBHO K Pa3INIHBIM
KOHTEKCTaM.

OK 02. Mcnonb3oBaTh
COBpPEMCHHEIE CPE/ICTBA MOKCKa,
aHAIIN3a ¥ HHTEPIPETaluH
uH(OpMaIMHU, U UHPOPMALIUOHHbIE
TEXHOJIOTHH IS BHITIOTHEHUS
3a7a4 npodeccuoHaIbHON
JeATENFHOCTH.

OK 09. ITonb3oBaTbes
poeCCUOHANTBHOM
JOKyMEHTaluel Ha
TOCYJapCTBEHHOM U HHOCTPaHHOM
A3BIKaX.

obecreueHust HHPOPMAITHOHHOH
0€30IacCHOCTH (IIPOTPaMMHEIX U
MIPOrpaMMHO-ATINAPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMH,
obecneynBaroMMU HH)OPMAITUOHHYIO
0€30I1aCHOCTb B CHCTEMaX PaHOCBSI3H,

OIIOP 13 - CBoeBpeMeHHOE U

YMEHMH U 3HaHUMH, IPUOOPETEHHBIX B
pe3ynbTaTe OCBOSHHS TEM, Pa3ZelioB,
nucnumng, MK, mogynei.

OIIOP 14 - Beibop 1 pUMEHEHHE
METOJIOB U CIIOCOOO0B PEIICHUS
npo)eCCHOHANBHBIX 3a/lad B 00JIacTh

OIIOP 15 - Pemenne cTanmapTHBIX U

0 obecnedeHno 6e30MacHOCTH ceTei
CBSI3ML.

OIIOP 18 - Pabota ¢ pa3inYHBIMH
MPOTPaMMHO-AIIAPATHBIMU 1
[IPOrPaMMHBIMH CPEICTBAMH.

MIPOTPaMMHOTO 00ecedeH s, pa3BUTHS
oTpaciu.

0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS,
OIIOP 3 - Bbi6op MEXaHU3MOB U CPEICTB

MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;

Ka4€CTBCHHOC NPUMECHCHHNEC KOMHGTCHHI/Iﬁ,

obecrnieueHus: 0€30IaCHOCTH CETEM CBSI3H.

HECTAaHAAPTHBIX HpO(i)eCCI/IOHaJ'H)HBIX 3ajJga4

OIIOP 23 - AHanu3 HHHOBAIMK B 00J1acTH

MpaBuIIa
(dunpTpanumy,
paspernaonero
MIPOXOXKICHUE
Tpaduka MeKIY
BUPTYaJIbHBIMH
mamuHamu ARM
u WSI.

3. IIpaBUnbHOCTH
HaCTpPOMKHU CBSI3U
MEXIY
KPHIITOIITIO3aMHU
CUS un
KSH_main.

4. [IpaBWIBHOCTH
MIPOBEACHNUS
TIPOBEPKH
nepegaun
TpaduKa MeKIY
KI ¢ HYC u
KSH_main.
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3ananue 43.
Hucmpyrkyus:

BHumarensHO mpounTaiTe 3a1aHue.

Brl MOkeTe 1101b30BaThLCS:

O6opynosanwue, I10: TIK, VMware Workstation; crenx ATTKII "Koxtusent".

Bpewms Beinonnenus: 15 MuHyT.

Texkct 3amanus:

YroOrl 0becnieuuTh 0OMEH MHGpOpPMALEed MEXIy AByMs YAAJCHHBIMU CETMEHTaMH OJIHOW CETH aIMHHHUCTPATOpy

HeO6XO,Z[I/IMO OpraHu3oBaThb

3alUIIEHHOE

COCIUHCHUEC MCKAY

aumu. Ha

yaeOHOM

CTEHJIE

poiu

kpunrokommyTtaropoB "Kontunent" BeimonHsroT BUpTyanbHble Mammbbl KK1 m KK2. Kanan ummdpoBanus
npoBepsieTcss MyTeM Tmepepadn Tpaduka Mexay BHpPTyalbHbIMH MamuHamMu AP u WSI1. Pabouee wmecto
aamuaHCcTpaTopa — BM ARM (cwm. puc. 1).

Puc. 1 CereBas cpcaa 1o YCJIIOBUIO 3aJaHU

[IpeameTt(s1) oleHUBaHUA OOBeKT(Bl) INoxa3zarenu oueHKH Kpurepuu onenku Bec
OLICHUBAHUS KpUTep
us

I1K 3.1. BeIABAATH yrpo3sl U Opranmanu | OIIOP 1 - Yetkoe moHUMaHHE TPoOIEM 1. Beimonxenue 16
YSA3BUMOCTH B CETEBOI 1 L2VPN nH()OPMAITMOHHON 06€30IacHOCTH B TpeOoBaHMit
UH(PACTPYKTYpE ¢ CHCTEeMax paJroCBs3H, MOOMIBHON CBA3U U 3a1aHu 0
HCIIONB30BaHUEM CHCTEMBI TelepaauoBeIIaHus; OpraHu3aInn
aHaJIM3a 3alUIIEeHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIAITS, L2VPN.
IIK 3.2. Pa3zpabarbiBaTh KJ1accu(UIMPOBATH U aHAM3HPOBATh 2. TIpaBHIbHOCTD 26
KOMIUIEKC METOJIOB M CPE/ICTB yrpo3bl HHGOPMAMOHHON OpraHH3aIHn
3aIUTH HHQOPMALUK B CHCTEMAaX 0€30IMaCHOCTH M (POPMEI X HPOSBICHHS; 3AMUIIEHHOTO

PpanuocBs3y, MOOMIBHON CBS3U H
TeNepaJioBeIaHMs.

OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB
obecrieueHus1 HHPOPMALMOHHOM

COCANUHCHUSA MCIKIY
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I1K 3.3. Ocy1iecTBIATh TEKYLIEE
AJIMAHHCTPUPOBAHHUE ISl 3aIUTHI
CHCTEM PaJNOCBSI3H, MOOUITBHOM
CBSI3U U TellepaTioBELIaHus C
HCIIOJIB30BAHHEM
CHEIHATN3UPOBAHHOTO
MIPOrPaMMHOT0 00eCIICUCHHSI U
00opya0BaHUsL.

OK 01. Beibupath crioco0sbI
pelieHus 3a1a4
npodecCHOHANTBLHON
JIeSITeIbHOCTH, IPHMEHUTETBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBaTh
COBpPEMEHHBIE CPEACTBA IMOUCKA,
aHaJM3a U MHTepIpeTaluu
uHPOpPMALIUH, U
MH(OPMAIIOHHBIE TEXHOJIIOTHU
JUTSL BBITIOJTHEHUS 3a/1a4
npogecCuoHaNBHON
JIeSTEbHOCTH.

OK 09. ITonb3oBaThCst
npodecCHOHANTBLHON
JOKyMeHTaIuei Ha
rOCyIapCTBEHHOM U
MHOCTPAHHOM SI3bIKaX.

6e3omacHOCTH (IIPOrPaMMHBIX U
MPOTPaMMHO-AIIAPATHBIX);

OIIOP 7 - BnaneHue cepBucamy,
obecreynBaOIMMU HHHOPMALIMOHHYIO
6€e30MacHOCTb B CHCTEMAax PaJHoCBs3y,
MOOMJILHOH CBSI3U U TeJepaIroBeIIaHus;
OIIOP 13 - CBoeBpeMeHHOE U Ka4eCTBEHHOE
MPUMEHEHUE KOMIIETEHIIUH, YMEHUH U
3HaHUH, TPHOOPETEHHBIX B Pe3yabTaTe
OCBOEHUS TeM, pa3aenos, qucuuming, MK,
MOJIyIIEH.

OIIOP 14 - Bei6op 1 npuMeHEHHE METOA0B
U CII0OCOOO0B pelieHus TpodecCHoHATBHBIX
3a/a4 B 00sacTu obecrieueHust 6e30MacHOCTH
ceTel CBs3U.

OIIOP 15 - Pemenue craHIapTHBIX U
HECTaHAAPTHBIX MPOECCHOHANBHBIX 3a/1a4
10 00ecre4yeH 0 0e30aCHOCTH CEeTeH CBA3H.
OIIOP 18 - PaboTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMIAPaTHEIMU U
MPOrpaMMHBIMHU CPEICTBAMHU.

OIIOP 23 - AHanu3 MHHOBALUi B 001acTH
MPOrPaMMHOTO 00eCTIeUeHUs, Pa3BUTHS
OTpaciu.

JIBYMsI CETMEHTaMH
CETU U HACTPOUKHU
KaHalla

U poBaHUs
MEKAy HUMH.

3. [IpaBunbHOCTH
MIPOBECHUS
NIPOBEPKH KaHasa
muppoBaHus C
TIOMOIIBIO YTHITUTHI
ping Mexmy
BUPTYaJIbHBIMH
MamHaMu AP u
WSI1.
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3ananue 44.
HUncmpyxyus:

BaumatensHO IpoYuTaiTe 3a1aHue.

Bl MokeTe 1101b30BaThCS:

O6opynosanue, I10: TIK, VMware Workstation; ctenx ATIKII "KontuaeHt".
Bpewms Beimonnenus: 15 MUHYT.

Texct 3amanust:

AJMUHHCTpaTOPY HEOOXOAMMO opraHu3oBaTh VPN-kaHam ajist JoCTyIa yIaleHHOTO IOJb30BaTeNs K BeO-cepBepy,
KOTOpBIN HaxoxuTes B 3amumaemoid cetu 3a KIII. Ha yueOHOM cTeHze poiib yAaIeHHOTO MOJIb30BATENS BBITOIHICT
BM AP, a pons Be6-cepsepa — BM ARM (cm. puc. 1).

ARM

Router

Puc. 1 CereBas cpcaa 1o yCJIOBUIO 3alaHUA

[IpeameT(p1) oleHMBaHUSA OOBexT(bl) INoxa3zarenu oneHKH Kpurepuu ouenku Bec
OLICHUBAHMS KpUTep
us
[1K 3.1. BeiBasTh yrpo3sl 1 Opranuzanus OIIOP 1 - Yerkoe nmoHUMaHue npoodsiemMm 1. BeinonHexnue 16
YSI3BEMOCTH B CETEBOMN VPN-kanana MH(OPMALIMOHHON 6e3011aCHOCTH B TpeboBanuii
nHppacTpyKType ¢ JUISL IOCTYTIa CHCTEMaX PaJHOCBSI3H, MOOMIIBHOMN CBSI3H 3aaHus 1Mo
HCIIOJIB30BAHUEM CHCTEMBI yIAJIEHHOTO TeJIepaAHOBCIIAHNS; OpraHu3anuu
aHaIM3a 3alUIICHHOCTH. OJTE30BATES OIIOP 2 - I'paMOTHO BBISIBIIATS, VPN-kanana mis
I1K 3.2. Pa3pabatbiBaTh KJTacCH(pUINPOBAThH U aHATU3UPOBAT J0CTyMa
KOMILIEKC METOJIOB M CPEJICTB yrpo3sl HHGOPMAIMOHHOMH YIaJIEHHOTO
3aIUTH HHOOPMAIUH B 0€30macHOCTH B (JOPMEI X HMPOSBIICHHS; L
CHCTEMAaX PAIUOCBA3H, OIIOP 3 - Bri6op MEXaHU3MOB H CPEICTB 2. TIpaBHIBHOCTS 26
MOOMITBHOH CBSI3H H obecreueHUst HHPOPMAITHOHHOH ) .
HACTPOUKH

TeepaanoBeILIAHMS.
K 3.3. OcymiecTBusTh
TEeKyllee aAMHHHCTPHPOBAHHE
JUTS 3aLIHUTHI CUCTEM
PaaroCBsI3, MOOMIBHOM CBSI3H
Y TeJlepauoBeLIaHus C
HCIIOJIb30BAHHEM

6e3omacHOCTH (IPOTPaMMHBIX U
MIPOrpaMMHO-aIIaPATHBIX);

OIIOP 7 - Bnagenue cepBucamu,
obecreunBaoUMU HHGOPMALILOHHYIO
0€30MacHOCTb B CUCTEMAaxX PaJHOCBA3H,
MOOUJIBHOM CBSA3U U TeNEPaJuOBEILaHNUS;
OIIOP 13 - CBoeBpeMEHHOE B KaueCTBEHHOE

cepBepa JoCcTymna
u VPN-kanana
IUTS IOCTyIa
YIaJCHHOTO
TTOJTE30BATEIS K
BeO-cepBepy B

37




CIEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyI0BaHUS.

OK 01. Bei6upats crocoOsl
pernenus 3aiaq
npodecCuoHaIEHON
JeATeTbHOCTH, TPUMEHUTEIHHO
K pa3JIMYHbIM KOHTEKCTaM.

OK 02. Ucnonp3oBatb
COBpPEMCHHEIE CPE/ICTBA MOKCKa,
aHaIM3a U MHTEPIPETaluH
uH(opMaIuH, U
MH()OPMAIIIOHHBIE TEXHOJIOTHH
JUTSL BBITTOJTHEHHS 32124
npodecCHOHATEHON
JIeATEITLHOCTH.

OK 09. ITonb30BaThCs
npodeccuoHaILHON
JIOKyMEHTaIiei Ha
TOCY/IapCTBEHHOM U
HMHOCTPAHHOM SI3BIKaX.

MPUMEHEHUE KOMICTSHIMH, YMEHUN 1
3HaHUI, TIPUOOPETCHHBIX B PE3YJILTATE
OCBOEHHS TeM, pa3zenoB, qucuumuind, MJIK,
MOAYyJIEH.

OIIOP 14 - BeiOop 1 mpUMEHEHUE METOAOB
U CIIOCOOO0B pelIeHus MPOheCCHOHATBHBIX
3a1a4 B obsactu obecreueHns 6€30MacHOCTH
ceTelt CBSI3U.

OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX NMPOPECCHOHANBHBIX 32124
1o obecreyeHnIo 6€30IMaCHOCTH CETEMN CBS3H.
OIIOP 18 - PabGoTa ¢ pa3iuuHbBIMU
MPOTPaMMHO-AINMAPATHBIMH U
MPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - Ananu3 nHHOBAIMI B 00J1aCTH
MPOrPaMMHOTO 00ECIICYCHUSI, PA3BUTHUSI
OTpaciu.

3aIUIIaeMON CETH
3a KIII ¢ [IYCowm.
3. [IpaBUIBHOCTH
MO IKTFOYEHUS
YIaJeHHOTO
M0JIE30BAaTENs K
3alUIaeMOK
CeTH.
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3ananue 45.
HUnempykyus:

BaumaTenbHO poyuTaiiTe 3a1aHueE.

Br1 Mo2keTe mOJIb30BaTHC:

Oo6opynoranue, I10: TIK, Oracle VM VirtualBox; VM Server, daiin-nemudparopa.
Bpewms BrinonHeHus 3agaHus — 15 MUHYT.

TexkcT 3amanus:

[Mpoananu3upoBats cTpyKTYpy Paiina Crypt.py (ImgpoBaIbIINK) U ONPEACTHUTS:
- (baiin (*.txt), 3ammppOBaHHBIN STUM aJITOPUTMOM.

- B KaKOM MecTe aiiia pacroaokKeH KU s paciiru(pOBKH;

- KaKUM JITOpUTMOM IrppoBanus 3ammdpoBaH Qai.

Ucnonp3oBath ckpunt (Qaiin-gemmdparop) i paciiudpoBku Qaiina, ¢ 1eIblo MOMYyYSHUS «Aapoisy, HaXOSIIETocs

B HEM.
IIpenmeT(s1) OlIEHUBAHUSA O0BexT(bl) IToka3arenu oueHkH Kpurepuu onenku Bec
OLIEHUBAHUS Kpurep
us
TIK 3.1. BBISBIATE yrpo3sl 1 Opranuza- OIIOP 1 - Yerkoe nmoHnMaHue npoodsiem 1. I'pamoTHBII 16
YS3BHMOCTH B CETEBOH uus moucka | MHQOpMaIMoHHON 6€30MacHOCTH B AHAJIM3 CTPYKTYPhI
UH(paACTPYKTypE C BPEIOHOCHO- | CHCTEMAaX PajHOCBs3H, MOOUJIBHOM CBSI3U U ¢aiina crypt.py..
HUCTIONIE30BaHUEM CHCTEMBI aHAMM3A | 19 [10, mo- | TEMEPaTHOBEIIAHNS; 2. IpaBuneHOCTH | 26
3aIUIEHHOCTH. ek  wmctou- | OIHOP 2 - I'paMOTHO BBIABIIATS, OTIpe/IeIIeHHS
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC HUKA ~ 3apa- KIacCcU(UIUPOBATH U aHa/M3HPOBATD T1apoIst JuLst
METOJIOB ¥ CPEJICTB 3AILUTHI e — B | YTPO3BI HHGOPMAMOHHOK pacmdpoBKH
UH(OpMAIMY B CUCTEMaX Jorax 6e3omacHOCTH U (POPMBI UX TIPOSIBICHNUS; dbaiina n
pPaaroCBsI3u, MOOMIIBHOM CBS3H U OIIOP 3 - Bri6op MexaHU3MOB H CPEZICTB paciIbpoBaHHOTo
TeJepaAuoBEIIaHNs. obecrieyeHus: HHHOPMAIIMOHHOM HADOISE
TIK 3.3. Ocy1ecTBiusaTh TeKyIiee 6e3omacHOCTH (IIPOTPaMMHBIX U DOJIA.
aJIMUHUCTPUPOBAHKE JIJIS 3aLUTHI MPOTPaMMHO-AIIAPaTHBIX); 3. llpasumHocts | 26
CHUCTEM PaJHUOCBSI3U, MOOMIILHOM OIIOP 7 - Bnanenue cepBucamu, OTpEACICHHA
CBSI3M U TeJIepaIMOBEIaHuUs C o0ecrneynBaoIMMU HHOOPMAIIMOHHYIO «CCKpPETHOrO»
HCIIONIb30BaHUEM 6€30I1aCHOCTD B CHCTEMAX PaJHOCBS3H, COOOMICHHS,
CIEIMATN3HPOBAHHOTO MOOMITEHOH CBSI3U U TEJIEPaTHOBEIIAHNS; nepeaBacMoro
[IPOrPaAMMHOTO 00ECTICUECHHS OIIOP 13 - CBoeBpeMeHHOe 1 KadecTBenHoe | Malware.exe npu
000pyIOBaHHUS. [IPUMEHEHUE KOMIIETEHIIUM), YMEHUH 1 YCTaHOBJICHUA
OK 01. Beibupats criocoObl 3HaHHH, TPHOOPETEHHBIX B pe3yJbTaTe TIOAKJIFOYCHUA K
peleHus 3axa4 OCBOEHHUS TeM, pa3zaenos, aucuuring, MK, control.exe

podecCUOHAIBHOM AESTENbHOCTH,
HNPUMEHHUTENBHO K Pa3INIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBats
COBPEMEHHBIE CPEJICTBA ITOUCKA,
aHAIIN3a ¥ HHTEPIPETaliH
uHopManuy, 1 UHGOPMaLMOHHbIE
TEXHOJIOTHH ISl BBITIOJTHEHNUS

MOJYJIEH.

OIIOP 14 - Bei6op 1 npuMeHEeHHEe METOI0B
U cr1oco00B pereHus NpodeccHoHaTbHBIX
3a7ia4 B o0sractr ooecrieueHnst 0€30MacHOCTH
ceTelt CBSI3U.

OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX 3a1a4
1o obecreyeHnio 6€30IMacCHOCTH CETEM CBSI3H.
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3aaa4 npodhecCuoHaIbHON
JIeSITeTbHOCTH.

OK 09. ITonb3oBaThCst
npogeccuoHaNIbHON
JIOKyMEHTAaIuel Ha
rOCY/IapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

OIIOP 18 - PabGoTa ¢ pa3nuyHbIMU
MIPOrpaMMHO-ANNAaPATHBIMU U
MIPOrPaMMHBIMH CPEICTBAMU.

OIIOP 23 - Ananu3 nHHOBAIMI B 00JaCTH
MIPOrPaMMHOTO 00ECIICUCHHsI, PA3BUTHS
OTpaciy.
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