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KOMIUIEKT OLIEHOYHBIX CPEJICTB ITO IIPOMEXY TOYHOM ATTECTALIUA
(OK3AMEHY KBAJIMOUKALIMOHHOMY)
1o npogeccuonanbhomy mMoysto 1TM.03
O6ecreyenyie MH(GOPMALMOHHOH 6E30MACHOCTH CHCTEM PaiMOCBA3H, MOOWILHOMN CBA3M U TeNepajMoBelaHms
Crieumansroctb 11.02.18 CucteMb! paiuocBsi3i, MOOWILHOM CBSI3M M TeJepaiMOBEIaH s

OksaMeH KBaTU(QUKALMOHHBIA SBNSETCS WIOTOBOHM (HOPMOH KOHTPONA IO NpoecCHOHATBHOMY MOMYIIO M
TNPOBEPSET TOTOBHOCTb CTYJEHTA K BBIIOJHEHHMIO YKA3aHHOIO BHJA TPO(ECCHOHATIBHON IEATETBHOCIH,
c(hOPMHUPOBAHHOCTH y HEr0 KOMIETSHIMH, ONpe/eiieHHbIX B pasjeie «TpeGosanus Kk pesysbTaraM OCBOSHHS
[IIICC3» ®I'OC CIIO.

[Ipy BBINONHCHMH 3a/laHMM CTYACHTbI MOTYT MOJB30BaThCS PA3IMYHBIM OGOPYIOBAHMEM M HATJISHBIMH
nocoOWsAMY, MaTepuajiaMd CIPaBOYHOTO XapaKicpa, HOPMATHBHBIMM JIOKYMEHTAMH M pasIM4HbIMH 00pasiamu,
KOTOpbIE paspellieHbl K HCIOJIB30BAHMIO HA HK3aMeHe KBATM(DHKALMOHHOM M YKa3aHbl B Ouiere B pasjele
MHCIPYKIHS.

PesynbTaThl dK3aMeHa KBaIM(QUKAIMOHHOTO OTPEENNOICS Ha OCHOBAHHM OLIGHOYHOW BEJJOMOCTH W/WMIH
Pe3yJIbT4aTOB pelieHHsT NMPO(ECCHOHANBHBIX 3aad OLCHKAMH «OTIHYHO», «XOPOLIOY, «YAOBIETBOPUIEILHOY,
(HEYJIOBIICIBOPUTENLHOY, BHOCATCS B HTOIOBYIO BEIOMOCIH JK3aMEHa KBATM(HUKALMOHHOIO AaTTECTalMOHHON
KOMMCCHH U OOBSBIISIOLCS B TOT JKE [CHb.

Pemienve  arrectalMOHHOM — KOMHCCMM 00  OKOHYATEJLHOM  OLGHKE  CTYAGHTAa IO  JK3aMCHY
KBA/IMDUKALMOHHOMY TIPUHMMAETCS HAa 3aKpbI1OM 3aCeaHHM IPOCTHIM  OOJBUIMHCTBOM TOTOCOB  WICHOB
aTTeC 1aLMOHHOM KOMHUCCHY, YYaCTBYIOIIUX B 3acelaHuu. [Ipu paBHOM YKCIIe FONIOCOB FONOC Mpe/ICeAaTesis ABIAETCS
PEIIAIONAM.

KpuTepuu oLeHKH 9K3aMeHa KBAIM(PUKALMOHHOIO

Ouenka Kpurepun
S «OTIIMYHOY Ob1ee konudectBo HabpaHHBIX GaTOB (T10 BECY KPUTEpHs) 110 BCEM JIBYM
3ajtanusm 6unera 9-10.
4 «xoporo» Obmee konudectBo HabpaHHBIX OaJUTOB (TI0 BECY KPUTEPHS) 110 BCEM JIBYM
3ajanusmM bunera 7-8.
3 «y[LOBJICTBOPUTEIILHOY Obiee konuyec1Bo HabpaHHBIX GayuioB (10 BeCy KPUTEpHs) 110 BCEM JIBYM
3a/1aHusM buiera 5-6.
2 «HEYHOBJICTBOPUTEIBHON Obuee konuuectBo HabpaHHBIX OalIoB (IO BECy KPUTEPHS) 1O BCEM JIBYM
3aanusM Ouieta Mexee S.

Ok3aMeH 1o NpodecCMOHAIBHOMY MOJYIIO HPOBOIMICS B ycrHo# dopme mo Oumeram. Buier comepixur jsa
NPaKTHYECKUX 3a/1aHus [T IPOBEPKM OCBOCHHBIX Npodeccuonanbhblx komneteHmit (ITK) u obumx komnerenmi
(OK):
Kox Hanmenoanue npodecCHOHAIBHBIX U 00ILMX KOMITCTEHIIUH

[IK 3.1 | BeistBnstth Yrpo3sl ¥ yS3BUMOCTH B CETEBOH HH(PACIPYKTYpPE C UCHIONB30BAHMEM CHCIEMbI aHaIn3a
3QLIMIICHHOCTH.
IIK 3.2 | Pa3paGarbiBaTh KOMIUICGKC METOOB U CPEICTB 3aIUTEl HHGOPMALIUY B CUCTEMAX PaJMOCBSI3H,
MOOWILHOM CBSI3M U TeIEPaHOBCIaHHUS.
IIK 3.3 | OcymecTBisitb TeKylee aJIMAHKC IPHPOBAHKE JUTS 3AIUTBI CUCTEM PaIMOCBS3H, MOOMIILHOM CBSI3U U
TENePaJMOBEIIAHMS C UCIIONB30BAHUEM CIICLMAIM3HPOBAHHOI0 [POrPAaMMHOI0 obecTieyeH s 1
ofopynoBaHusi.
OK 01 | Boibupats criocobbl pereHus 3a1a4 mpodecCHOHATBHOM JASATENBHOCTH, IPUMEHHTEIBHO K
Pa3/IMYHBIM KOHTEKCIaM.
OK 02 | Hcnosnb3oBaTh COBpeMEHHBIE Cpe/ICTBa MTOMCKA, aHAIM3A U MH [EpPIIPE alii HH(POPMALUH, 1
HH(OPMALIOHHbIE TEXHONOIHHU JUIsSl BBIOJIHEHHS 33/124 NPO(eCCHOHATLHOM JAeSTEeBHOCTH.
OK 03 | ITnanupoBarh ¥ peayM30BBIBATL COOCTBEHHOE MPOGECCHOHAIEHOS U TMUHOCTHOE Pa3BUTHE,
TIPe/IPUHUMATENBCKYIO IESATEIbHOCTD B IIPO(GECCHOHAIRHOM chepe, UCTONB30BaTh 3HAHMUS 110
(MHAHCOBOW rPaMOTHOCTH B Pa3/IMYHBIX JKM3HCHHBIX CUTYAIIHSX.
OK 04 | OddexrusHo B3auMOJIcHCTBOBATD U pabotarh B KOJUIEKTHBE M KOMaHIe.
OK 05 | OcyuiectBisTh yCIHYIO M IMCBMEHHYIO KOMMYHMKALIMIO HA rocyfaperBentom s3bike Poccuiickoit




QDenepanny ¢ y9€TOM 0COOEHHOCTEH COIMAIbHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 06

MOBEICHUS.

[IposBAAT rpa’kJaHCKO-TATPHOTHIECKYIO MO3UIIHIO, IEMOHCTPHUPOBATH OCO3HAHHOE TTOBEICHHE Ha
OCHOBE TPAJAMIIMOHHBIX O0IICUEIIOBEYECKUX IICHHOCTEH, B TOM YHCIIE C YY4ETOM TapMOHHU3AIUN
MEXHAIIMOHALHBIX ¥ MEKPEITUTHO3HBIX OTHOIICHUH, MPUMEHSTH CTAaHIaPTHl AHTUKOPPYIIIIUOHHOTO

OK 07

CopnelicTBOBaTh COXPAHEHUIO OKPYIKAOIIEH CPEbI, pecypcocOepekeHrI0, IPUMEHITh 3HAaHUS 00
M3MEHCHUU KJIMMATa, IPUHIIUIIBI OEPEKIIMBOTO MPOU3BOICTBA, 3((EKTUBHO JICHCTBOBATH B
YpEe3BBIYAMHBIX CUTYAIUSIX.

OK 09

[Tomp30BaThCs TpodeccHOHATFHON JOKYMEHTANNEH Ha TOCYTApPCTBEHHOM W WHOCTPAHHOM SI3BIKAX.

KpuTtepun oneHuBanusi 3K3aMeHANUOHHOT0 32/1aHUSI.
Dk3aMeH 10 MPOo(eCCHOHAIBHOMY MOJYIIIO MPOBOAMTCS B YCTHOH ¢opme 1o Owmieram. buiier comepxuT nBa
MPAKTHYECKUX 3a/IaHU ISl IPOBEPKH OCBOSHHBIX MPO(ECCHOHATHHBIX KOMIIETSHIINH.

3ananme 1.
Hucmpyrkyus:

BuumartenbHO npounTanTe 3aaHue.

Brl MOkeTe 1101b30BaThCS:

O6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, Ckanep-BC 6, cepBep tomcat.
PEKBHU3UTHI YUETHOM 3aIMCH JIMHHICTPATOpA;: JIOTHH — astra-admin, maposs — P@ssword.
Bpewmst BeimonHeHust: 15 MUHYT.

TexkcT 3apanus:

IIpoBecTu ananus ysi3BUMocTel cepBepa tomcat ¢ momounpto Ckanep-BC 6 mo pe3ynprataM ceTeBOro CKaHUpPOBaHUS

1 MHBCHTAapHU3alllu.

IIpenmer(bl) OLIeHUBAHUS OOBeKT(bI) [TokazaTenu oueHKH Kpurepun ouenku Bec
OLICHUBAHUS KpHTED
ust

I1K 3.1. BeIBIATH yrpo3bl U I'pamotHO OIIOP 1 - Yerkoe noHUMaHHE NPOOIEM 1. BeinosiHeHue 26
YA3BHMOCTHU B CETEBOH IPOBEACHHOE UH(POPMAIMOHHOH 0€30IIaCHOCTH B TpeOOBaHUI 3aJaHUS 110
UH(PACTPYKTYpE C TECTUPOBAHHE | CHCTEMax paJuoCBs3H, MOOMIbHON aHaIM3y 3aIUIEHHOCTH
HCIIOJIb30BAHUEM CHCTEMBI cepsepa CBSI3H U TellepaJHOBELIaHNs; BCEX YCTPOMCTB, Ha
aHaIn3a 3alUIEHHOCTH. OIIOP 2 - I'paMOTHO BBISBIISATS, KOTOPBIX paboTaIoT
IIK 3.2. Pa3zpabaTbIBaTh KIacCH(QUIMIPOBAT U aHATU3UPOBATH COTPYJHUKU KOMIIAaHHU.
KOMIUIEKC METOJIOB U CPENICTB yrpo3b! HHPOPMALUOHHON 2. I'pamoTHOE Branenue | 20
3aIUTH HHQOPMaNuH B 6e30macHOCTH U (POPMEBI HIX IPOSBICHHS; | CepBHCAMU,
cucTeMax pajinoCBA3H, OIIOP 3 - Bb10op MexaHU3MOB U obecreynBaroIUIMu
MOOMJIBHOH CBA3U U cpencTB obecreueHUst HHPOPMAIIMOHHON | TPOBEICHHE aHAIN3a
TeNepaoBeLaHusL. 6e3omacHOCTH (IPOTPaMMHBIX U 3aIIUIIEHHOCTH CETH.
TIK 3.3. OcymecTBisTh MPOrpaMMHO-aNIapaTHBIX ); 3. I'pamoTHEII1 BEIOOD 16

TCKylIe€ aIMUHUCTPUPOBAHUC
JUTSL 3aIIHATHI CUCTEM
PaanocBs3H, MOOHMIIBHOM CBA3M
1 TeNepaJIMOBeIaHus ¢
UCIIOJIb30BaHUEM
CIEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyIOBaHUS.

OK 01. Beibupats cocoOsl
pelieHus 3ana4q
npodecCHOHATEHON
JeSTeTbHOCTH, IPUMEHHUTEITHHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBaTh
COBPEMEHHBIE CPENICTBA ITOKCKA,
aHajau3a U UHTEePIpETaluu
nHpOpMaLUH, U
MH()OPMAIIIOHHBIE TEXHOJIOTHH
JUTSL BBITTOJTHEHHS 327124
npodecCHOHATEHON
JIeSTEIILHOCTH.

OK 09. INonb3oBaThes
1po¢eCCHOHANBHON
JIOKyMEHTaIei Ha
roCyJapCTBEHHOM U
MHOCTPAaHHOM SI3BIKaX.

OIIOP 7 - Brnanenue cepBucamy,
obecrneynBaoMMA HHPOPMAIIHOHHYIO
0e30MacHOCTh B CUCTEMaX PaaroCBsI3y,
MOOWIIEHOM CBSI3U U TeJlepaiOBeIIaHus;
OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IIPHMECHEHHE
KOMIIETeHIIUH, YMEHUH U 3HAHUH,
MPUOOPETEHHBIX B PE3YIIBTATE OCBOCHHUS
TeM, pa3zenoB, aucruiuind, M/JIK,
MOJYJIEH.

OIIOP 14 - Bri6op 1 npuMeHeHne
METOJIOB H CII0COOO0B peIIeHUS
npodeccnoHanbHBIX 33134 B 00JacTH
obecrieyeHus: 6€30MaCHOCTH CeTel
CBSI3HL.

OIIOP 15 - Pemienue cTanAapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATEHBIX
3a/1a4 1o o0ecreueHH0 6e30MacHOCTH
CeTel CBSI3U.

OIIOP 18 - PaboTta ¢ pa3nuuHbBIMU
MpOrpaMMHO-AMMapaTHEIMU U
MPOrpaMMHBIMHU CPEICTBAMHU.

OI1OP 23 - AHanu3 WHHOBAIW B
001aCTH IPOTPAMMHOTO 0OecreueHHs,
Pa3BHUTHS OTPACIIH.

MCXaHU3MOB U CPEACTB
JJI1 IPOBCACHU aHAJIn3a
3alIMIICHHOCTU CCTH.




3ananue 2.
Hnempykyus:

BuumarensHO npoanaﬁTe 3aJaHHuC.

Br1 MOkeTe mOJIb30BaThC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, Ckanep-BC 6, BM Astra_17_1.
PEKBH3UTHI YUETHOM 3alMCH aIMHHICTPATOpPa: JIOTUH — astra-admin, maposis — P@sswOrd; peKBU3HTBI YUETHBIX 3aIlH-
ceit monp3oBarenei Samba: noruasl Smb-userl, smb-user2 u smbadmin, mapomns — P@sswOrd.

TexcT 3agaHuA:

[TpoBecTH KOHTPOIIb AUCKPEIHOHHBIX ¥ MaHIATHBIX MOJHOMOYHI JOCTYIA JOKAIBHBIX MMOJIb30BaTENICH K 00BhEKTaM
¢atinosoii cuctemsl BM Astra_17 1.

[Ipenmer(pl) oLleHUBaHUS OOBexT(bI) Ilokazarenu oneHKn Kpurepun ouenku Bec
OIICHUBAHUS KpUTEP
ust

I1K 3.1. BeIBIATH Yrpo3bl U I'pamoTHO OIIOP 1 - YeTkoe MOHMMaHUE 1. Beinonxenue 20
YSI3BUMOCTH B CETECBOM MIPOBE/ICHHOE po6aeM UHOPMAIIOHHOM TpeOOBaHMIA 3aJaHUS 110
uHppacTpykType ¢ TECTHPOBAHHE 0€30IaCHOCTH B CHCTEMaX aHAITM3Y 3alUIICHHOCTH
HCTIONIb30BaHUEM CHCTEMBI JIUCKPELMOHHBIX | PaJHUOCBS3H, MOOMIBHON CBSI3H U BCEX YCTPOMCTB, Ha
aHaJM3a 3alUIICHHOCTH. 1 MaH/IaTHBIX TellepanOBeIIaHHS; KOTOPBIX paboTaoT
1K 3.2. Pa3pabarsiBaTh TIOJTHOMOYHI OIIOP 2 - I'paMOTHO BBISIBIIAITS, COTPYIHUKH KOMITAHHU.
KOMIUIEKC METOJIOB U CPEACTB JocTymna KIacCU(UIMPOBATh U aHANU3UpOBaTh | 2. I'paMoTHOe BiageHue | 20
3amuUThl HHGOpPMAIIH B JIOKAJTBHBIX Yrpo3sl HHPOPMATHOHHOM CepBHCaMH,
cUcTeMax pajuocBs3H, 0JIb30BaTeNel 6e3omacHOCTH U (HOPMBI UX obecrieynBaOIMU
MOOMIIEHOH CBSI3U U MIPOSIBIICHUSE; IIpOBEJICHIE aHAIN3a
TenepaguoBeIlaHus. OIIOP 3 - Boibop MeXaHU3MOB U 3aLIUIEHHOCTH CETH.
K 3.3. OcymiecTBIsTh CpeCTB oOecrieueHHs 3. 'paMOTHBII BBIOOD 16

TeKyllee aIMUHIUCTPUPOBAHHE
JUTSL 3aLIHUTHl CUCTEM
paanocBs3H, MOOWJIBHOM CBS3U
U TeJlepalioBENIaHus C
HCTIOJIb30BaHUEM
CHeHaTN3UPOBaHHOTO
MIPOrPaMMHOT0 00ecCIIeUeHHs U
000pyI0BaHUSL.

OK 01. Beibupathb crioco0sl
penieHus 3a1a4q
npodeccnoHanbHON
ACATCIIBHOCTHU, IPUMCHUTEIIBHO
K Pa3InYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHajlM3a U UHTEPIIPETALUU
uHpOpPMALIUH, U
nH(OPMAIOHHBIE TEXHOJIOTHH
JUTSL BBITIOJTHEHHS 32714
npo¢ecCHOHANBHON
JIeSITeTLHOCTH.

OK 09. INonb3oBaThCst
npodeccnoHanbHON
JIOKyMEHTalue Ha
TOCYIapCTBEHHOM U
HWHOCTPAHHOM S3bIKaXx.

nH(OpMaLOHHON

0e30macHOCTH (TPOTPaMMHBIX U
MIPOTrPaMMHO-aIIaPaTHBIX);

OIIOP 7 - Biranenue cepBucamu,
o0ecrneynBaoIMMU
HHPOPMAITMOHHYIO 0€301aCHOCTH B
cUCTeMax pajinoCBs3H, MOOMIIbHOM
CBSI3H U TellepaIroBeNIaHus;

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE
KOMIIETEHIIUH, YMEHUI U 3HAaHUMH,
IPHOOPETEHHBIX B PE3YJIbTATE
OCBOEHHSI TE€M, Pa3IeNoB, TUCIUILIMH,
MJK, monynei.

OIIOP 14 - Beibop 1 mpUMEHEHHE
METOJIOB U CIIOCOOOB PEIICHUS
npodeccroHaNbHEIX 337a4 B 00JIaCTH
oOecnieyeHus1 0€30MacCHOCTH ceTel
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX NPO(PECCHOHATBHBIX
3aJa4 1o 00ecreueHHI0 Oe30MacHOCTH
ceTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-aIIapaTHEIMUA U
NIPOTPAMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHain3 HHHOBAIUK B
00J1acTH IPOrpaMMHOTo oOecneueHus,
Pa3BUTHS OTPACIIH.

MCXaHU3MOB U CPEACTB
U IPOBEICHUA aHAIM3a
3alIUIICHHOCTH CETHU.

3apanmue 3.
Hnempyrkyus:

BHumatenbHO npouyuTaiiTe 3a1aHue.

BB1 MOXkeTe 10I630BaThCA:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, Ckaunep-BC 6, BM Astra_17_1.
PEKBHM3UTHI YUETHOM 3alMCH aJMHUHICTpaTopa: JIoruH — astra-admin, mapois — P@sswOrd; peKBU3HTHI YIETHBIX 3aIlH-
ceif mosp3oBateneit samba: orunst SMb-userl, smb-user2 u smbadmin, maposas — P@sswOrd.

TexcT 3a7aHuA:

IIpoBectn mpoBepky 3OPEKTUBHOCTH PaOOTHI

OCYIIECTBIISIONINX ONIEPAaTUBHOE ylaieHue JaHHbIX Ha BM Astra_17_1.

CPEICTB TapaHTHPOBAHHOTO YHHUYTOXECHHS

uHbOpMaIIVH,




IIpenmer(bl) OLleHUBAHUS OOBeKT(bI) ITokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpHUTEP
ust

IIK 3.1. BeIABAATH yIpo3bl U I'pamotHO OIIOP 1 - YeTkoe noHMMaHUE 1. Brinonnexue 20
YSI3BUMOCTH B CETEBOU MPOBEICHHAS po6aeM UHGOPMAIIOHHOM TpeOOBaHUit 3aaHHUS 110
HHPPACTPYKTYpPE C HpOBEpKa 0e30IIaCHOCTH B CHCTEMaX [IPOBEACHUIO IIPOBEPKU
UCIIOJIb30BAHUEM CHUCTEMBI 3G GEKTUBHOCTH | PAIHOCBSI3U, MOOMIBLHOM CBS3H U 3¢ GEeKTHBHOCTH pabOThI
aHAJTH3a 3aIUIICHHOCTH. paboTEl CPEACTB | TelepaJHOBEIIaHYIS; CpPEACTB
TIK 3.2. Pa3pabatbiBath rapantupoBanHo | OIIOP 2 - I'paMOTHO BBISIBIISATS, rapaHTHPOBAHHOTO 26
KOMIIIEKC METOIOB M CPEIICTB IO YHUYTOXKEHHS | KIACCH(HUIUPOBATh U aHATM3UPOBATh | YHUUYTOXKCHHUS
3aIUTHl HHPOPMAIUH B HHPOpMAIIH yrpo3bl UHPOPMAITHOHHOH HHPOPMAITUH.
CHCTEMaX PaJHOCBsI3H, 0€30IacCHOCTH ¥ (POPMEI HX 2. I'paMoTHOE BiIaJIcHYE
MOOWIIBHOM CBSI3U U MIPOSIBIICHYSE; CepBHCaMH,
TeNnepaguoBEILaHus. OIIOP 3 - BoiOop MEXaHU3MOB U obecreunBaroIUMU 16

TIK 3.3. OcymecTBasaTh
TEKyIlee aIMHHUCTPUPOBAHIE
JUISL 3aIIUTHI CUCTEM
paarocBs3u, MOOMIBHOI CBSI3U
U TellepaoBeLIaHus C
UCIIOJIb30BaHUEM
CIeHaTN3UPOBAHHOTO
MPOrPaMMHOTO 00ECIICUCHUsSI U
000pyI0BaHHUS.

OK 01. Beibupats crocoOsl
penreHus 3ama4q
npodecCHOHABHON
JeATeTbHOCTH, TIPUMEHHUTEIHHO
K Pa3JIMIHBIM KOHTEKCTaM.

OK 02. Hcnonk3oBath
COBPEMEHHBIE CPEJICTBA ITOHCKA,
aHaM3a U MHTePIpETaluH
uHbOpMaLUH, U
UH()OPMAIOHHBIE TEXHOJIOTHH
JUTSL BBITTOJTHEHHS 327124
npodecCHOHAEHON
JEeSTEITLHOCTH.

OK 09. IMonb3oBaThes
podecCHOHATBHOM
JIOKyMEHTaIuei Ha
TOCY/IapCTBEHHOM U
HWHOCTPAaHHOM S3bIKax.

CpeCTB obecrieueHHs
nH(OpMaLMOHHOM

6e3omacHOCTH (IPOTPaMMHBIX U
MIPOrpaMMHO-aITIaPATHBIX);

OIIOP 7 - Biranenue cepBucamu,
o0ecrneynBaoIMMU
MHPOPMAITMOHHYIO 0€30MaCHOCTH B
CHCTEeMax pagroCBsI3H, MOOHIbHON
CBSI3H U TellepaIioBeLIaHus;

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE
KOMITETEHIIMH, YMEHUH U 3HaAHUH,
MIPUOOPETEHHBIX B PE3yNbTaTe
OCBOEHHSI T€M, Pa3IeNoB, TUCIUILIHH,
MJK, monynei.

OIIOP 14 - Beibop 1 npuMEHEHHE
METOJIOB M CIIOCOOOB PeIleHNUs
npo)eCCHOHANBHBIX 3324 B 00J1aCTH
obecnieyeHuns: 6€30MacHOCTH ceTel
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX NPO(PECCHOHATBHBIX
3aJa4 1o 00ecneueH0 Oe30MacHOCTH
ceTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOTpaMMHO-aIIapaTHEIMUA U
IIPOrpaMMHBIMH CPEJACTBAMH.

OIIOP 23 - Ananu3 UHHOBALUI B
00J1aCTH MTPOrPaMMHOT0 00eCTIeYeHHs,
Pa3BHUTHSI OTPACIIHL.

HpOBEICHHE TPOBEPKH
MEXaHU3Ma OYUCTKH
OTIepaTUBHON MTAMSITH.
3. I'paMOTHBII1 BEIOOD
MEXaHH3MOB U CPEJICTB
JULSL IPOBEJICHUS
HPOBEPKH MEXaHU3Ma
OUMCTKH OIIepaTUBHOM
HaMSATH.

3aganue 4.
Hncempykyus:

BaumarensHoO HpO‘fII/ITaI\/JITe 3aJJaHHuC.

BE1 MOXXeTe 1101530BaThCA:

O6opymosanue, I10: TIK. fstec.ru.

Bpewms Bemonnenus: 15 MuHyT.

TekcT 3aganu:

Ha npeanpusitun cBsi3u 00paboTka MHPOPMAIIMK OCYIIECTBISICTCS TPYIIION COTPYIHUKOB. B aBTOMaTH3MpOBaHHOMN
CUCTEMBI 00pabOTKH JIAaHHBIX pa0OTAIOT MOJIB30BATENN C OJIMHAKOBBIM YPOBHEM JlocTyma. Pecypchl, mojuiexaniue
3alIuTe, ONpeAeNieHbl KaK OTPaHWYCHHBIE B JIOCTYNIE W HMMEIONIUE CTAaTyC KOH(HUACHIIUAIBHON WH(MOpPMAIUH.
Onpenenure TpeOyeMblid KIIAcC 3alIMIEHHOCTH aBTOMAaTH3UPOBAaHHOW cUCTeMbl o0paborku maHHbIX (ACO/]) Ha

MIPEOIPUSTHH.
IIpenmer(sl) oLleHUBaHUS OO6BeKT(bI) ITokazaTenu oneHKH Kpurepun onenku Bec
OILICHUBAHUS KpHUTEP
ust
TIK 3.1. BeIABIATH yrpo3sl U IIpaBunbHOCTH OIIOP 1 - Yerkoe noHuMaHue 1. BeinonHenue 20
YSI3BUMOCTH B CETEBOU orpeieNieHUs npo6iieM HHPOPMAIIHOHHOH TpeOOBaHUii 3aaHUs 110
MH(PACTPYKTYpE C KJacca 6€30MacHOCTH B CHCTEMax OTIpEIEIEeHHIO
HCIOJIb30BaHUEM CHCTEMBbI 3aLUIEHHOCTH pannocBs3y, MOOMIIBHON CBSI3U U MHHHUMAaJIBHOT'O COCTaBa
aHaNM3a 3aIUIIEHHOCTH. ABTOMAaTH3MPOBa | TeJIepaJHOBEIIaHus; HEOOXOIUMBIX
IIK 3.2. Pa3pabarbiBaTh HHOM  cuctembl | OIIOP 2 - 'paMOTHO BBISBIATD, MEXaHU3MOB 3aIlUTEl 1
KOMIIJICKC METOJIOB M CPE/CTB 00paboTKu KJaccuUIMPOBATh U aHAJIM3UPOBaTh | TpeOOBaHMUIt K
3alIMThl HHPOPMALUH B JTAaHHBIX, yrpo3bl ”HGOPMALMOHHOH COJIEPKAHUIO 3AIUTHBIX
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CHCTeMaxX paJuoCBsI3H,
MOOHIIEHOH CBSI3U U
TeJlepaiuOBeIaHus.

I1K 3.3. Ocy1iecTBIATh TEKYLIEE
aJIMPHUCTPUPOBAHUE IS
3aIUThl CHCTEM PaJUOCBSI3H,
MOOHIIEHOH CBSI3U U
TeJlepaTuoBeIIaHus C
HCIIONIB30BaHHEM
CHEIHATN3UPOBAHHOTO
MIPOrPaMMHOT0 00eCIICUCHHSI U
000opyIOoBaHMUS.

OK 01. Beibupath crioco0sbI
pelieHus 3a1a4
npo¢eCCHOHANBHON
JIeSITeIbHOCTH, IPHMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBpPEMEHHBIE CPEACTBA MOUCKA,
aHaJM3a U MHTepIpeTalluu
uHPOpPMALIUH, U
HH(OPMAIHOHHBIE TEXHOJIIOTHU
JUTSL BBITIOJTHEHUS 3a/1a4
npo¢ecCHOHANBHON
JIeSTENbHOCTH.

OK 09. ITonb3oBaThCst
npo¢eCCHOHANBHON
JOKyMeHTAInei Ha
rOCyIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

rpaMOTHOE
UCIIOJIb30BAHUE
HOPMAaTUBHBIX
JIOKyMEHTOB

6e3omacHOCTH U (HOPMBI UX
IIPOSIBIICHYS;

OIIOP 3 - Boibop MEXaHU3MOB U
CpeacTB obecrieueHus
MHPOPMALTMOHHOH

6e3omacHOCTH (IPOTPAMMHBIX U
MIPOrpaMMHO-AMINAPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMH,
o0ecneYnBalOIIMU
nH(OPMALMOHHYIO 0€30M1aCHOCTh B
CHCTEeMax pagroCBsI3H, MOOHIBHON
CBSI3H U TellepaoBeIIaHus;

OIIOP 13 - CBoeBpemeHHOE 1
KaueCTBEHHOE IPUMCHCHHUE
KOMITETEHIIN, yMEHUH U 3HAHHH,
IPHOOPETEHHBIX B Pe3yJIbTaTe
OCBOEHHSI T€M, Pa3IeNoB,
nucnumng, MK, mogynei.

OIIOP 14 - Beibop 1 pUMEHEHHE
METOIOB ¥ CIIOCOOO0B PEIICHHS
npo)eCCHOHANBHBIX 3a/1ad B 00J1aCTh
obecrieueHus 6€30IaCHOCTH ceTeit
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX MPO(pECCHOHATBHBIX
3a/1a4 10 00ECICYCHHIO
0€30MacCHOCTH CETEeH CBSI3M.

OIIOP 18 - PaboTa ¢ pa3muYHbIMU
MIPOTpaMMHO-aIIaPaTHEIMUA U
HPOrPaMMHBIMH CPEJICTBAMHL.

(yHKIMH KaX10ro U3
MEXaHH3MOB B KaXOM
U3 KJIACCOB CUCTEM.

2. IlpaBUbHOCTD
ompeeeHns Kiacca
3aIIUIEHHOCTH
aBTOMATH3HPOBAHHOMN
CHCTEMBI 00pabOTKH
JJAHHBIX, TPAMOTHOE
UCIIOIb30BAHUE
HOPMAaTHBHBIX
JIOKyMEHTOB

3. T'paMOTHBIN BBIOOD
KOHKPETHOTO HOAX0ja K
ONpeNieNIeHHI0  Kilacca
3aIIUIEHHOCTH
aBTOMATH3UPOBAHHOMN
CHUCTEMBI 00paboTku
JIAHHBIX.

20

16

3ananme 5.
HUncmpyxyus:

BHumatensHO IpoYuTaiTe 3a1aHue.

Bl MoOXeTe 1101b30BaThCS:

O6opynosanue, [10: TIK. fstec.ru.

Bpewms BoinonHenust: 15 MUHYT.

TexkcT 3apanusa:

Ha npennpusituu cBsizu 06paboTka nH(GOpPMALUU OCYIIECTBISETCS TPYNIION COTPYIHUKOB. B aBTOMaTH3MpOBaHHOI
cucTeMbl 00pabOTKH JaHHBIX pabOTalOT MOJIb30BATENN C OJMHAKOBBIM YPOBHEM JocTyma. Pecypcsl, momnexariyie
3allInTe, ONpeJieNieHbl KaK OrpaHUYeHHbBIE B JIOCTYIIE M UMEIOIINE CTaTyc KoH(puAeHIMaIpHoi nHdopmarmu. Kiace
sammmieHHoctd AC mpeanpustust onpeneneH kak 2A. Ompenenute TpeOyeMblll Kilace 3alUIIEHHOCTH CPEJCTB

BerauciutenbHor TexHuku (CBT) ACO/l npenmpusitus.
[penmer(bl) oLleHUBaHUS OO0BeKT(bI) [TokazaTenu oueHkH Kpurepun ouenku Bec
OLICHUBAHUS KpHTEp
ust
[IK 3.1. BeISIBIIATE yTpo36l 1 [IpaBunsHOCTD OIIOP 1 - YeTkoe moHNMaHWE 1. Bemonuenne 26
YSI3BUMOCTH B CETEBOU onpeiesIeHHs po6isieM HHPOPMAITMOHHOMH TpeboBaHui 3alaHus 110
nHppacTpyKType ¢ KJacca 0€30MMacHOCTH B CHCTEMax OIIPEACIICHHIO
UCTIONIb30BaHUEM CHCTEMBI 3aIUIIEHHOCTH pagrocBs3y, MOOMILHOM CBS3U U OPOTPaAMMHBIX U
aHaJM3a 3alIUIICHHOCTH. CpPe/ICTB TeJlepaIuoBeIaHus; TEeXHUYIECKHUX YacTer
1K 3.2. Pa3pabatbiBaTh BeruucauTenabHoil | OIIOP 2 - I'paMOTHO BBIABIATS, cucTeM 00pabdoTKH
KOMILTEKC METOJIOB ¥ CPE/ICTB TEXHHKH, KIacCH(UIMPOBATh U aHATM3UPOBATh | JaHHBIX.
3aIIUTHI HH(OPMAIMK B CUCTEMaxX | TPaMOTHOE yrpo3b! HHPOPMAUOHHON 2. IIpaBunbHOCTD
PaIroCBs3M, MOOMJIBHOM CBSA3U M | MCHOJE30BaHHE 6e3omacHOCTH U (HOPMBI UX OIIpeICIICHUS KJlacca
TeJIepaliOBEIaHuUs. HOPMaTHUBHBIX MPOSIBICHUS; 3aIIUIIEHHOCTH CPEACTB
[IK 3.3. OcymiecTBisTh TEKyliee | JOKYMEHTOB OIIOP 3 - Bri6op MeXaHU3MOB U BBIYHCIUTEILHON
AIMHHUCTPUPOBAHUE IS 3AIUTHI CpeACTB 00eceyeHuUs TEXHHKH, rpaMOTHOE
CHCTEM PaJNOCBSI3H, MOOWITBHOM UH()OPMAITIOHHON HCIIONIb30BaHUE 26
CBSI3M U TeJIepaliOBELIaHus C 6e3omacHOCTH (IPOTPAMMHBIX U HOPMATHBHBIX
WCIIONIb30BaHUEM MPOrpaMMHO-AIIaPaTHEIX ); JOKYMEHTOB
CIICLIMAIIU3UPOBAHHOTO OIIOP 7 - Bnanenue cepBucamy, 3. T'paMoTHBIN BBIOOD
IPOrpaMMHOI0 00ECIIeUeHUs U o0ecreunBaroIUMU KOHKPETHOI'0 MOJIX0Ja K
000pya0BaHUsL. HHPOPMAIMOHHYIO 0€301TaCHOCTh B OTIPEICIICHUIO KJlacca
OK 01. Beibupath crioco0sbI cUCTEMax pajInOCBs3H, MOOHMIBHOM 3aIUIICHHOCTH CPEJICTB
pelieHus 3a1a4 CBSI3H U TellepaHOBEIIaHNS; BBIYHUCITUTEIBHON
npodecCHOHANBLHON OIIOP 13 - CBoeBpemMeHHOE U TEXHUKH.
JIeATENbHOCTH, TPUMEHUTENIBHO K KaueCTBEHHOE IPUMECHEHHE 16
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Pa3IMYHBIM KOHTEKCTaM.
OK 02. Hcnonp3oBathb
COBPEMEHHBIC CPENICTBA ITOKCKA,
aHaIM3a U MHTEePIPETAlUH
UHPOPMAITHH, U
UH()OPMAIOHHBIE TEXHOJIOTHH
JUIS BBITTOJTHEHHS 327124
npodeccuoHaIbHON
JeATeTbHOCTH.

OK 09. IMonp30BaThCs
npodecCHOHATLHON
JOKyMEHTallueH Ha
TOCYapCTBEHHOM U
MHOCTPaHHOM SI3BbIKaX.

KOMIIETEHIIWH, YMEHUN U 3HAHUH,
MpUOOPETEHHBIX B PE3yJIbTATE
OCBOCHUS TE€M, Pa3/IelioB,
mucuumud, MJIK, moayneii.

OIIOP 14 - Beibop 1 npuMeHEHHE
METOJIOB ¥ CHOCOOOB PELICHUs
npo¢)eCCHOHANBHBIX 3a/lad B 00J1acTh
obOecnieueHus 6€30MMaCHOCTHU CeTel
CBSI3H.

OIIOP 15 - PemleHue craHJapTHBIX U
HECTaHJAaPTHBIX MPO(ECCUOHATBHBIX
3a1a4 1o 00eCIICYCHHUIO
0€30MMacCHOCTH CETEH CBS3M.

OIIOP 18 - PabGoTa ¢ pa3muYHbIMU
MIPOrpaMMHO-ANINAPATHBIMU U
MIPOTrPaMMHBIMH CPEJICTBAMU.

OIIOP 23 - Ananu3 nHHOBAIHI B
00JIacTH MPOrpaMMHOTO
o0ecreueHus], pa3BUTHUS OTPACIIH.

3aganue 6.
HUncempykyus:

BaumaTenbHO pouuTaiiTe 3a1aHueE.

Br1 MO2keTe mOJIb30BaTHC:

O6opynosanue, [10: TIK; www.ldeco.ru (Bxox yepe3 JIN4HbIi KaOUHET).
Bpewms Beimonnenus: 15 MUHYT.

TekcT 3aganus:

ITpoBepHUTh 3aIIUTY KOPIHOPATHBHON CeTH, HCMOB3ys TecTtupoBanue ldeco UTM: OTKpbITBIE TIOPTBI M OTBETHI
CEPBHCOB Ha BHEIIHEM MHTep(elice MHTePHET-III03a; ecTh Ju [P-aapec B 4€PHBIX CHHMCKaX 3apak€HHBIX XOCTOB;
BO3MOXKHOCTh TPOHUKHOBEHHS TECTOBBIX OOpAa3lOB BHPYCOB M OIKCIUIOWTOB; TOPPEHTHI, CKaYaHHBIE W3 CETH 3a
MOCIIETHUN MECSIIT, HAJTMYHe MMapoJisl K TTIOYTE B U3BECTHBIX 0a3ax TaHHBIX XaKepOB.

IIpeamer(s1) orieHUBaHUS O0BekT(bI) ITokazarenn oneHKH Kpurepun onenkn Bec
OLICHUBAHUS KpHUTEP
ust

TIK 3.1. BEISBIATE yTpo3sl I'pamoTHO OIIOP 1 - YeTtkoe moHMMaHUE 1. Bemmonuenwne 26
YSI3BUMOCTH B CETEBOM MIPOBEJICHHOE npo6ieM HHPOPMAIMOHHOM TpeboBaHuii 3a1aHUs 110
HHPPaCTPYKType C TECTUPOBAHNE 0€30MacHOCTH B aHaIN3y 3aIIUIEHHOCTH
UCIIOJIb30BAaHUEM CUCTEMBI KOPIIOPaTUBHOHM | TEIEKOMMYHMKAIIMOHHBIX CHCTEMax U | BCEX YCTPOMCTB, Ha
aHaJM3a 3alIUIIEeHHOCTH. ceTu CeTsX CBA3N, KOTOPBIX paboTaroT
1K 3.2. Pa3pabaTbiBaTh OIIOP 2 - I'paMOTHO BBISIBIISITS, COTPYAHUKU KOMIIaHHU.
KOMIUIEKC METOJIOB M CPEJICTB KIacCU(OUIMPOBATh U aHATM3HUPOBAThH 2. I'pamoTHOe Branenue | 20
3aIUTHl HHpOpMaLUK B yrpo3bl HHGOPMALMOHHON CepBHCaMH,
CHCTEMaX paJfOCBsI3H, 0e30macHOCTH ¥ (HOPMBI UX obecrneynBaoIUMU
MOOUIIBHOI CBSI3U U IPOSIBICHHUS; [IPOBECHNE aHAIU3a
TeJepaanoOBEIIaHts. OIIOP 3 - Beibop MexaHU3MOB U 3aIMIIEHHOCTHA CETH
1K 3.3. OcyuiecTBisTh CpenCTB o0ecredeH s 3. I'paMOTHBIi BEIOOD 16

TeKyIlee aIMIHUCTPUPOBAHIE
TJIS 3aIUTEI CUCTEM
PaaHOCBA3U, MOOWIIBHOI CBS3U
U TeJlepaTHOBEIIaHHs C
HCTIONIb30BaHUEM
CIEIMATN3HPOBAHHOTO
MIPOTrPaMMHOTO 00ECTICUeHHUS U
000pyIOBaHMUS.

OK 01. Beibupats criocoObl
pemieHust 3a1a4
podecCHOHATBHOM
ACATCIBHOCTH, TPUMCHUTEIIBHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 02. Ucnomns3oBath
COBPEMEHHBIE CPEJICTBA ITOHCKA,
aHaJIN3a U UHTEPIPETALUN
UHPOPMAITHH, U
MH(POPMALMOHHBIC TEXHOIOTHH
JUIS BBITTOJTHEHMS 3a/1a4
1po¢eCCHOHANBHOM
JeATeTbHOCTH.

OK 09. ITosnp30BaThCs

HHPOPMAITHOHHOH

6e3omacHOCTH (IPOrPaMMHBIX U
IIPOrpaMMHO-aIIaPATHBIX);

OIIOP 7 - Bnanenue cepucamu,
o0ecrieYrBaIOIIMU
MHPOPMALIMOHHYIO 0€30MaCHOCTh B
TEJIEKOMMYHHKAIIHOHHBIX CHCTEMAax U
CETSX CBS3H,

OIIOP 13 - CBoeBpeMeHHOE U
Ka4C€CTBCHHOC IPUMEHCHHUC
KOMIIETEHIUH, YMEHUI U 3HAaHUMH,
IIPUOOPETEHHBIX B PE3yNbTaTe
OCBOCHHS T€M, Pa3eNoB, TUCIUILIHH,
MK, monymei.

OIIOP 14 - BeiGop 1 npuMeHeHHe
METOJIOB M CIIOCOOO0B PEIICHUS
npo)eCCHOHANBHBIX 3324 B 00J1aCTH
obecrnieyeHust 6e30MaCHOCTH ceTeit
CBSI3H.

OIIOP 15 - PenieHue crangapTHBIX U
HECTaHAAPTHBIX NPOPECCHOHATBHBIX
3a7a4 0o 00ecneuyeH 0 6e30MaCHOCTH

MEXaHU3MOB U CPEICTB
JUI1 TPOBEACHMS aHaIn3a
3alIUIICHHOCTH CETHU
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npogeccuoHaNIbHON
JIOKyMEHTAaIMeH Ha
rOCYIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

ceTeil CBA3U.

OIIOP 18 - Pabota ¢ pa3iu4HBIMH
MIPOrpaMMHO-aIIaPATHBIMU U
MPOrpaMMHBIMH CPEJCTBAMHU.

3apanue 7
Hncmpyxyus:

BHuMmaTenbHO IpoYUTaiTe 3a1aHUE.

BEI MOkeTe mOJIb30BaThC:
Ob6opynosanmue, [10: T1K.

Bpewms Beimonnenus: 15 MUHYT.

TexkcT 3apanua:

3n0yMBIIIICHHUKHA  3ammdpoBann  (ailibl KOPIOPATHBHOTO KOMIIBIOTEpA TPOSHOM cemeiictBa Yanluowang.
3ammnppoBaHHBIC KPUTHUECKU BaXKHBIC JaHHBIC HEOOXOIMMO BOCCTAHOBHTH. lIpe/iokure alropuTM JSHCTBHUN B
YCIOBUSIX IPOU3OIIEAIIETO BUPYCO3aBUCUMOTO HHIIUCHTA.

[Mpenmer(bl) oLleHMBAaHUS OOBexT(bI) Ilokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBAHUS KpHUTEP
ust
I1K 3.1. BeIBIATH yIpoO3bl U Bri6op OIIOP 1 - Yetkoe nonuManue npodnem | 1. BemmonHeHue 20
YSI3BUMOCTH B CETEBOM MEXaHU3MOB U MHPOPMAITMOHHOM 0€30MaCHOCTH B TpeOOBaHHIA 3a1aHUS
uHdpacTpykType ¢ CpenCTB CHCTEeMax paJuoCBI3H, MOOMIbHON 10 00€eCTIeUeHHUIO
HCTIONI30BAaHUEM CHCTEMBI obecrieyeHust CBSI3H U TellepaIroBeNIaHus; 3aIIUIIEHHOCTH BCEX
aHaIn3a 3alUIICHHOCTH. uHpopmaronHoit | OITOP 2 - 'paMOTHO BBISBIIATD, YCTpOICTB, Ha
I1K 3.2. Pa3pabarbiBath 0e30macHOCTH KJaccu(UIMPOBATh U AHATTM3UPOBATH KOTOPBIX pa0doTaroT
KOMIUIEKC METOJIOB M CPECTB | (IIPOrpaMMHBIX U yrpo3bl HHGOPMALMOHHON COTPYJIHUKH
3amuUThl HHGOPMAIIH B pOrpaMMHO- 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS; | KOMIIAHHH.
CHUCTEMax PaguoCBs3H, anrnaparHbIX); OIIOP 3 - Bri6op MeXaHU3MOB U 2. I'pamoTHOE 26
MOOMIIEHOH CBSI3U U MOCTPOCHHUE cpencTB obecriedeHust THQOPMAIIOHHON | BIIAJICHHE CEPBUCAMH,
TeJlepaliOBEIaHuUs. CHCTEMBI 6e3omacHOCTH (IIPOrPaMMHBIX U obecrieyBaOIIMU
[IK 3.3. OcymecTBasTh aHTUBUPYCHOU MPOTPaMMHO-aIMaPaTHBIX); UHPOPMALTUOHHYIO
TeKylllee aAMUHUCTPUPOBAHUE | 3alUTHI B OIIOP 7 - Brnanenue cepBucamu, 0e30macHOCTh B
JUTSL 3aLIHUTHl CUCTEM TEJIEKOMMYHUKAIK | 00eCHeYHBAIOIIIMU HHPOPMAIMOHHYIO | TEJIEeKOMMYHHKAIMOHH
panuocBa3y, MOOMIbHON OHHBIX CUCT€MaxX U | 0€30IaCHOCTb B CUCTEMaX PaJUOCBsI3H, BIX CHCTEMaX M CeTsIX
CBSI3M U TEJICPATOBELIAHIS C | CETSX CBS3M. MOOMJIBHOH CBSI3W M TEJIEPaANOBEIIAHMS; | CBS3M.
UCTIOJIb30BaHUEM OIIOP 13 - CBoeBpeMeHHOE U 3. I'pamoTHBIi BEIGOD 16
CHEHaTN3UPOBAHHOTO Ka4eCTBEHHOE TIPHMEHEHHE MEXaHU3MOB H CPEJICTB

MPOrPaMMHOTO 00eCTIeUEeHHS
1 000pyoBaHus.

OK 01. Beibupats criocoOsI
penieHus 3a1a4q
npo¢ecCHOHANBEHON
JIeSITeIbHOCTH,
MPUMEHHUTENHHO K Pa3THIHBIM
KOHTEKCTaM.

OK 02. Ucnons3oBaTh
COBpPEMEHHBIE CPEJICTBA
TIOWCKa, aHAJIM3a 1
MHTEPIpETAIN HHPOPMAIINH,
1 MHQOpMALMOHHEIE
TEXHOJIOTHH ISl BBITTIOTHEHHSI
3aga4 npodhecCuoHaTbHON
JIeSITeTIbHOCTH.

OK 09. [Tonb3oBaThCst
npo¢ecCHOHANBLHON
JIOKyMEHTAIHeH Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

KOMIIETeHLIU), YMEHUH U 3HaHUH,
MIPUOOPETEHHBIX B PE3YIIBTaTe OCBOCHHUS
TeM, pazzenoB, nucuumminy, MK,
MOJYJICH.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB M CIIOCOOO0B PEIICHNUS
npodecCHOHANIBHBIX 33J1a4y B 001aCTH
obecniedeHust 0e30MaCHOCTH CETeH
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX MPO(PECCHOHATBHBIX
3aJa4 1o 00ecreueH0 6e30MacHOCTH
ceTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-aIIaPaTHEIMUA U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - AHain3 HHHOBAIUK B
00J1aCTH ITPOrPaMMHOT0 00eCTIeYeHHS,
Pa3BUTHS OTPACIIH.

JUTSI TOCTPOEHHUS
CHCTEMBI
AQHTUBHPYCHOM 3aIUTHI
B
TEJIEKOMMYHHUKAI[IOHH
BIX CUCTEMaX U CETAX
CBSI3U

3ananue 8.
Hnempyrkyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

Br1 MOkeTe 1101b30BaThCS:

O6opymosanue, I10: TIK, Dr.Web vxCube.
Bpewms BeimonHeHus: 15 MUHYT.

TexkcT 3amanusd:




B ceTu KOMIMaHUU €CTh BaXKHBIC TOKYMEHTBI M KOH(HICHI[MAIbHbIC CBEACHHUS, a BBl BBISBHIIN MOA03PUTEIILHOE HE-
M3BECTHOE MPIIIOKEHHUE, HO HE YBEPEHBI B €70 BPEIOHOCHOCTH, a aHTUBHPYC CUUTAET (hailll «IUCTHIM», HO Y Bac
ecTb comHeHus. [IpeyioxuTe anropuTM ASUCTBUM B TaHHOM CUTYyaIUu.

IIpenmer(bl) OLICHUBAHUS OOBbeKT(bI) Iokazarenu oueHKH Kpurepuu oneHku Bec
OIICHUBAHUS KpUTEP
ust

IIK 3.1. BeIBAATH yrpo3bl U Bei6op OIIOP 1 - Yerkoe noHUMaHUE 1. Boinonnexue 20
YSI3BUMOCTH B CETEBOU MEXaHH3MOB npo6aeM HHHOPMAIIMOHHOM TpeOOBaHUit 3aaHUS 110
HHPPACTPYKTYPE C TECTHPOBAaHMS | OE30MACHOCTH B CHCTEMaxX PaJHOCBS3H, | 0OSCICYCHHIO
UCIIOJIb30BAaHUEM CHCTEMBI AQHTUBHPYCHOW | MOOMIBHOI CBSI3H U 3aIIUIIEHHOCTH BCEX
aHAJTH3a 3aIUIICHHOCTH. 3aIUTHI Telepa noBeIAHNUS; YCTPOICTB, Ha KOTOPBIX
TIK 3.2. Pa3pabatbiBath uapopmaion | OITOP 2 - 'paMOTHO BBISBIIATS, paboTarT COTPYAHUKU
KOMIIIEKC METOIOB M CPEIICTB HOI1 CHCTeMBI KIacCH(UIMPOBATH U AHATM3UPOBATH KOMITAHUH.
3alUThl UHPOPMAIUK B CHCTEMAX Yrpo3bl HHPOPMAITUOHHOH 2. 'pamoTHOe Bnanenue | 20
PaanoCBs3U, MOOMIBHOI CBS3U H 6e30macHOCTH U (POPMEI X CEepPBUCAMH,
TeNepaioBeIaHusL. MIPOSIBIICHHUS; o0ecneynBaoImUMU
1K 3.3. OcymiecTBIIATh TEKYIIEE OIIOP 3 - BbiOop MeXaHU3MOB U UH()OPMAILIOHHYIO
AJIMHHUCTPUPOBAHHE JUIS 3aIHTHI CpeCcTB o0ecneyeHust 0e30MmacHOCTb B
CHCTEM PaJIOCBSI3H, MOOMILHON HUH(POPMAIOHHOI TEJICKOMMYHUKAIIMOHHBI
CBSI3H U TeNlepaIioBEeLIaHus C Oe3omacHOCTH (TIPOTPaMMHBIX U X CHCTeMaXx M CeTsX
HCIOJIb30BaHHEM HPOrpaMMHO-AIIaPATHBIX); CBSI3U.
CHETMaTU3UPOBAHHOTO OIIOP 7 - Bnanenue cepBucamu, 3. 'paMOTHBIH BBIOOD 16

MPOrPaMMHOTO 00ECIICUCHUsSI U
000pyI0BaHHUS.

OK 01. BeibupaTs crioco0sI
pelieHus 3ama4q
npoeCCUOHANBHOM
JIeATeIbHOCTH, IPUMEHUTEIBHO K
Pa3INYHBIM KOHTEKCTAM.

OK 02. Hcnonk3oBath
COBpPEMEHHBIE CPE/ICTBA MOKCKA,
aHaM3a U MHTePIPETaluH
uHpOpMaLUH, U
UH()OPMAIOHHBIE TEXHOJIOTHH
JUISL BBITIOJIHEHUSI 32124

npogecCHOHAEHON obecrieyeHus: 6€30MaCHOCTH CeTel
JEeSTEITLHOCTH. CBSI3ML.

OK 09. ITonb3oBaTbes OIIOP 15 - Pemenue craHaapTHBIX U
podecCHOHATBHOM HECTaHAAPTHBIX MPOQPECCHOHATBHBIX

JIOKyMEHTaIuei Ha
TOCYIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

obecreynBaOIMMU HHHOPMAITHOHHYIO
0e30MacHOCTh B CUCTEMaX PaHOCBsI3H,
MOOHIIBHOU CBSI3U U
TeJnepaaroBeIlaHms;

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE MIPUMEHEHUE
KOMIIETeHIINY, YMEHUH U 3HAHHH,
pUOOPETEHHBIX B PE3YJIbTaTe
OCBOEHUS TeM, Pa3AelioB, JUCIIUILINH,
MK, monyneil.

OIIOP 14 - Beibop 1 npuMeHEHHE
METOOB M CIIOCOOO0B PELICHUS
npodeCCHOHANBHBIX 33/1au B 00J1aCTH

3a7a4 1o 00ecreyeHu 0 0€30MacHOCTH
CeTeH CBS3H.

OIIOP 18 - PabGoTta ¢ pa3iuuHbBIMU
MPOTPaMMHO-ANMapaTHEIMH U
MPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHanu3 UHHOBALUH B
001acTH IPOTPaMMHOTO OOecreueHus,
pa3BUTHS OTPACIIH.

MEXaHM3MOB 1 CPEJICTB
JUI TECTUPOBAHUS
CHUCTEMBbl aHTUBUPYCHOU
3aIHUTHI B
TEIEKOMMYHHKAIIMOHHBI
X CUCTEMax M CeTsIX
CBSI3U

3ananue 9.
Hncempykyus:

BaumarensHO npquTaﬁTe 3aJJaHuC.

BEI MOXeTe 1101630BaThCA:

O6opymosanue, I10: TIK. fstec.ru.

Bpewms Beimonnenus: 15 MuHYT.

Tekcr 3aganus:

Hns 3amuthl  (u3ndeckol rpaHulpl (mepuMmerpa) WHPOPMAIMOHHONW CHUCTEMBl TIPEANIPUSTHS, COAepKaIei
CBEJICHHS, OTHECEHHBIE K TOCYJapCTBEHHOHU TaifHe, MproOpenn MeXXceTeBOM 3KpaH 4-ro Kiiacca 3amuThl, Tpoduis b.
Heo6xonnmo npoeputh BeIOOp MO, chopmynrpoBaTh TpeOOBaHHS K CEPTUPHUIUPOBAHHBIM MEKCETEBBIM IKpaHaM
Y J1aTh PEKOMEHJAIMH 110 3aIUTe HHPOPMAIHH.

IIpenmer(sl) oLleHUBaHUS OO6beKT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OILICHUBAHUS KpHT
epust
TIK 3.1. BeisBnats yrpo3sl u I'pamoTHEIi OIIOP 1 - Yerkoe moHUMAaHHUE MPOOIIEM 1. Brimonnenwne 2
YA3BUMOCTH B CETEBOM BBIOOD MD, | undopmanOHHON 0€301aCHOCTU B TpeboBaHuUi 3a1aHUs
UHpaACTPYKTYypE C chopMynupoBaH | cHCTEMax pajiMOCBs3H, MOOMJIBHOM CBSA3U | 1O 00OCHOBAHHUIO
HCIOJIb30BaHUEM CHCTEMBbI Hble TPeOOBaHMS | U TeNepaJuoBEILaHNS; BbIOOpa MD.
aHaJIn3a 3allHUISHHOCTH. K OIIOP 2 - I'paMOTHO BBISIBIIATS, 2. Beinosinenue
T1K 3.2. Pa3zpabartbiBaTh cepTUGHIMPOBAH | KIACCU(PHUIIMPOBATH U aHAIU3UPOBATh TpeOOBaHUIt 3aaHUs 2
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TeJepaauoBeIlaHus.
[IK 3.3. OcymecTBasTh TEKyIIee
aJIMUHUCTPUPOBAHKE JJIS 3ALUTHI
CHCTEM PAJNOCBSI3H, MOOMIEHOM
CBSI3U U TeJIEPaHOBEIAHHS C

OK 01. Beibupath crioco0sbI
pelieHus 3a1a4q
npo¢ecCHOHANTBLHON
JeATETBHOCTH, TIPUMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Ucnonb3oBathb
COBPEMEHHBIE CPECTBA ITOUCKA,
aHaJM3a U MHTePIPETaIluU
nHPOPMALIUH, U
UH()OPMAITHOHHBIE TEXHOJIIOTHU
UL BBITIOJIHEHUS 3a/1a4

JOKyMEHTalleH! Ha
roCyJapCTBEHHOM U
WHOCTPAaHHOM S3bIKaX.

KOMILIEKC METOJIOB U CPELICTB HBIM yrpo3bl HHPOPMALUOHHOM
3aIUTH HHQOPMALIUH B CHCTEMAX | MEXKCETEBBIM 6e30macHOCTH U (POPMBI HX MPOSBICHUS;
panuocBsa3y, MOOMIBHOM CBA3U U | SKpaHaM OIIOP 3 - Bb1Oop MeXaHU3MOB U

cpencTB obecniedeHus! HHPOPMAMOHHON
0e30macHOCTH (IIPOrpaMMHBIX U
MPOrPaMMHO-AIIAPATHEIX);

OIIOP 7 - Bnanenue cepBucamu,
obecreynBaoIMMU HHOPMAIIMOHHYIO

HCTIONIb30BaHUEM 0€e30MacHOCTh B CHCTEMAax PagHoCBs3y,
CIeNMAIN3UPOBAHHOTO MOOHMJILHOH CBSI3U U TeJepaIrOBeIIaHus;
MIPOrPaMMHOT0 00eCTICUCHHSI U OIIOP 13 - CBoeBpeMeHHOE U
000pyIOBaHMUSI. Ka4yeCTBEHHOE NIPUMEHEHUE

KOMIIETeHIINW, yMEHUH U 3HAHUH,
MPUOOPETEHHBIX B PE3YJIBTATE OCBOCHHUS
TeM, pa3nenoB, aucruiuimH, M/IK,
MOJyJIeH.

OIIOP 14 - Beibop 1 mpUMEHEHHUE
METOJIOB H CIIOCOOO0B PEeIICHUS
npodeCCHOHANBHBIX 33/]1au B 00J1aCTH
obOecreueHns 0€30MaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne ctaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a7a4 1o o0ecrneYeHnto 0e30I1acHOCTH

po¢ecCHOHANBHON ceTeil cBA3U.

e TeNbHOCTH. OIIOP 18 - PaboTa ¢ pa3auYHBIMH
OK 09. ITonb30oBathes pOrpaMMHO-aNapaTHEIMU U
npodeccrnoHanbHOM MPOrpaMMHBIMHU CPEICTBAMHU.

OITIOP 23 - AHann3 HUHHOBAILIUHA B
006J1aCTH MPOTrPaMMHOTO 00eCTICUeHNS,
Pa3BUTHS OTPACIH.

K cpeIcTBaM
obecrnieueHust
0€30MacHOCTH
uH(pOopMaLOHHON
CHCTEMBI
MPEANPHSITHS,
cozeprKamiei
CBEJICHHS,
OTHECEHHBIE K
roCcy/1apCTBEHHOM
TalHe.

3. PanMoHaJIbHOCTD
pacrpeneseHust
BPEMEHH Ha
OIMCaHNe
BBIOPaHHOTO
pelIeHHS.

3ananue 10.
HUncmpyxyus:

BHumatensHO IpoYuTaiTe 3a1aHue.
BbI MOX€ETE NTONB30BATHCS:
O6opynosanue, [10: TIK. fstec.ru.
Bpewms BoinonHenust: 15 MUHYT.
Teker 3aganus:

JInsi aHTUBHPYCHOM 3alMTHI CEPBEPOB B TOCYAAPCTBEHHON MH(OPMALIMOHHOW CUCTEME, ITPU OTCYTCTBUH CBEICHHH,
COCTaBIISIIOIINX TOCYJapCTBEHHYIO TaliHy, MPUOOPENN CPEJCTBO aHTUBHPYCHOW 3aIUTHI 6 Kilacca 3aliuThl, THI B.
Heo0xomumo nipoBepUTh BBIOOP CPENICTB aHTUBHPYCHOHN 3aIIUTHI, cHOPMYyIHpOBaTh TPEOOBAHUS K AHTUBUPYCHBIM

CPEJICTBAM M JaTh PEKOMEHIAIUY 110 3alUTe HHPOPMAIIHIH.

[penmer(bl) oLleHUBaHUS OOBexT(bI) ITokazarenu oneHKH Kpurepuu ouenku Bec
OLIEHUBAHUS KpUTep
us
I1K 3.1. BeiABAATE Yyrpo3sl U I'pamorHslii BeiOop | OITOP 1 - Yerkoe noHuMaHue mpodnem 1. Beinonxenue 2
YSI3BUMOCTH B CETEBOU CpencTB nH(OPMaMOHHOW 0€30MacHOCTH B TpeGoBaHMA
uHdpacTpykType ¢ AHTUBUPYCHOM CHCTEMax pagroCBsI3H, MOOMIBHON CBA3M | 3amaHUA II0
HCTIOJIb30BaHUEM CHUCTEMBI 3aIIMTHI, U TeNepajuoBellaHus; 000CHOBAHUIO
aHaJIM3a 3aIUMIIECHHOCTH. chopMynupoBaHH OIIOP 2 - I'paMOTHO BBISIBIIAATS, BbIOOpaA CPEICTB
1K 3.2. Pa3pabarsiBaTh ple TpeOOBaHHs K | KIACCU(QHIMPOBATH M aHATN3UPOBAThH AQHTUBUPYCHOM
KOMINIEKC METOJIOB U CPEJCTB CepTUGHULIUPOBAHH | YTPO3bl HHPOPMAIUOHHOM 3AIIUTHL.
3aIlUThl HH(GOPMALUK B CUCTEMAX | BIM cpencTBaM | 0€30MacHOCTH M ()OPMBI MX MPOsIBIICHUs; | 2. BeimonHeHue 2
PanuocBa3y, MOOMIBHON CBA3U U | aHTHUBHUPYCHOMN OIIOP 3 - Bribop MeXaHU3MOB U TpeboBaHui
TeJnepaauoBeIlaHus. 3aIIMTHI, CpencTB obecriedeH st ”HQOPMAITMOHHON | 3aJaHus K
IIK 3.3. OcyuiecTBasATh TEKyllee | NOHUMAaHUE 6e3omacHOCTH (IPOTPaMMHBIX U cpencTBamM
aIMUHUCTPUPOBAHUE IJIS 3ALUTHI | Kiaccu(pUKaUN [IPOrpaMMHO-AMINaPATHBIX); obecrieueHus
CUCTEM PaJINOCBS3H, MOOUIBHOM CpencTB OIIOP 7 - Bnanenue cepBucamu, Oe3onmacHoCTH
CBSI3U U TEJIEPAHOBEIAHUS C AQHTUBUPYCHOM o0ecre4ynBaroMMU HHPOPMALIMOHHYIO “H(QOPMALUOHHBIX
UCTIONb30BaHUEM 3aIIUTHIL. 0€30MacHOCTb B CUCTEMAax PaJHOCBA3Y, TEXHOJIOTHH 110
CHEeNMAIN3UPOBAHHOTO MOOWJIBHOH CBSI3M U TeJepajMOBELIaHus; | IPUMEHEHHIO
IIPOrpaMMHOT0 o0ecIieueHus u OIIOP 13 - CBoeBpeMeHHOE U CpEeICTB
000pyI0BaHMUS. Ka4eCTBEHHOE IIPMMEHEHHE aHTUBUPYCHOM
OK 01. Beibupath crioco0sbI KOMITETeHIINH, yMEHUH U 3HAHHH, 3aIUTHL.
pelieHus 3a1a4 IIPUOOPETEHHBIX B pe3yNbTaTe OCBOCHU | 3. PanuoHanbHOCTD 1
npodecCHOHANTBLHON TeM, paszenoB, nucruming, MK, pacnpeneneHus
JIESITENLHOCTH, IPUMEHUTEIBHO K Mopyneil. BpPEMEHU Ha
pa3IHMYHBIM KOHTEKCTaM. OIIOP 14 - BeiOop 1 npuMeHEHHE OTHMICaHHe
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OK 02. Hcnonb3oBathb
COBPEMEHHBIE CPEJICTBA ITONCKA,
aHaIM3a U MHTEePIPETAlUuH
uHpopMaLuy, 1
MH()OPMAIIIOHHBIE TEXHOJIOTHH
JUTSL BBITTOJTHEHHS 32714
npodecCHoOHATEHON
JIeATSITLHOCTH.

OK 09. ITonp30BaThCs
npodeccuoHaILHON
JIOKyMEHTaIiei Ha
TOCY/IapCTBEHHOM U
MHOCTPAaHHOM SI3BIKaX.

METO/IOB H CIIOCOOO0B PELICHUS
npo¢)eCCHOHANBHBIX 3a/1a4 B 00J1aCTH

OIIOP 15 - Pemenue cTaHIapTHBIX U
HECTaH/aPTHBIX MPOPEeCCHOHATIBHBIX
3aj1a4 110 00eCIeYeH IO 0e30IIaCHOCTI
ceTeil CBS3H.

OIIOP 18 - PabGoTa ¢ pa3iuuHbBIMU
HPOrpaMMHO-AINAPaTHBIMU 1
HPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - AHanu3 MHHOBALUH B
00JIaCTH MPOrPAMMHOTO 00CCTICUEHH,
Pa3BUTHUSL OTPACIIH.

o0OecrieueHus1 0€30MacHOCTH CETEH CBS3HU.

BbIOpaHHOIO
pemreHus.

3ananue 11.
Hucmpyrkyus:

BuumartenbHO npoynTanTe 3aaHue.

BEbI MOXeTe MOJIB30BaTHCH:

O6opymosanue, I10: TIK, fstec.ru
Bpewms Beinmonnenus: 15 MuHyT.

TexkcT 3apanus:

Juis 3aIMTBl KOPIOPAaTUBHOM CETH W OOHAPY)KEHUS! MOMBITOK 3J0yMBIIUICHHUKOB MMPOHUKHYTh B CETh, BHIABICHHS
UX MPUCYTCTBHA B HMH(QPACTPYKTYpE MPEANpUATHA (HA TPEANPHATHH OTCYTCTBYIOT CBEICHHS, COCTABIIAIOIINE
TOCY/IapCTBEHHYIO TaifHy), IUIaHHpYeTCs NPHOOPECTH CHCTeMy OOHapy)KeHHs BTOpP)KEHHMH | Kiacca 3aluThl.
Heo6xomumo mpoBeputh BbiOOp C3U u copmynupoBath TpeOoBaHHMS K cUCTeMaM OOHApy:KEHHsI BTOPIKECHUIt
(ucmonp3oBaTh crenudukanuio npoduiei 3aumtel PCTOK Poccun).

IIpenmer(bl) OLIeHUBAHUS OOBeKT(bI) ITokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBaHHUS KpHTEp
st

TIK 3.1. BeIsBIATE yrpo3sl u I'pamoTHBIit OIIOP 1 - Yerkoe moHUMaHUE MPOOIIEM 1. Beimonuenwne 2
YSI3BUMOCTH B CETEBOM BBIOOp COB, | uHpopmMaMOHHOH 0€30MacHOCTH B TpeOOBaHUii 3aaHUs
HHPPACTPYKTYpE C chOpMyYIIMPOBaHH | CHCTEMax PaJHOCBA3U, MOOWILHOW CBSI3H | IO 00OCHOBAHHIO
HCIOJIb30BaHUEM CHCTEMBI ble TpeOOBaHUS K | U TeJCPaJAUOBELIAHNUS; BbIOopa COB.
aHaJM3a 3alIUIIEeHHOCTH. cepruduuuposana | OITIOP 2 - 'paMOTHO BBISIBIISATD, 2. BeimonHenue 2
TIK 3.2. Pa3pabatbiBath BIM COB, | kmaccu(uIMpoBaTh U AaHATM3UPOBATH TpeboBaHUIT 3a1aHUs
KOMIUIEKC METOJIOB M CPE/ICTB MOHUMaHUe yrpo3bl HHGOPMALMOHHON K CpelcTBaM
3aIuTh HHPOpMaLUK B cnerduranuu 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS; | 0OeCHeYeHHs
cHCTeMax paJuoCBsI3Hy, npoduteit OIIOP 3 - Boibop MEXaHU3MOB U 6e3omacHOCTH
MOOHJIBHOH CBSI3U M 3aIIUTEI cpencTs obecriedeHust ”HQOPMAITMOHHOH | MH(OPMAIIMOHHBIX
TenepaguoBeIlaHys. 6e3omacHOCTH (IPOTPaMMHBIX U TEXHOJIOTHH 110
TIK 3.3. OcymecTBusTh MPOTPaMMHO-aIMaPaTHBIX ), YPOBHIO JIOBEpHS,
TeKyllee a/IMUHUCTPUPOBAHHE OIIOP 7 - Brnanenue cepBucamu, tpeboBanus k COB
JUTSL 3aIIUTHI CUCTEM o0ecneYnBaOIIMU HHPOPMAITHOHHYIO BBIOPAHHOTO KJlacca
panuocBs3y, MOOMIBHOHN CBA3U 0€30MacHOCTb B CUCTEMAaX PaJHOCBA3Y, 3aIIUTHI
1 TeJepaJIMOBEIaHus C MOOMJIBHOH CBSI3W M TeJepaAnoBeIianus; | 3. PannoHaIbHOCTD 1

UCIIOJIb30BaHUEM
CIeHaTN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyIOBaHUS.

OK 01. Beibupats cnocoOsl
pelieHus 3ana4q
npodecCHOHATEHON
JeSTebHOCTH, TIPUMEHHUTEIHHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 02. HUcnonp3oBath
COBpPEMEHHbIE CPENICTBA MOUCKA,
aHaJIM3a W MHTEPIPETAlUH
uH(pOpMaIMH, U
MH(POPMALOHHBIE TEXHOJIOTHH
JUIsL BBITTOJTHEHUS 3a/1a4
podeCCHOHATBHOM
JIeSITEIBHOCTH.

OK 09. ITonb3oBaThCst
npodecCHOHATLHON
JIOKyMEHTaIei Ha
roCyJapCTBEHHOM U
MHOCTPAHHOM SI3BIKaX.

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE
KOMITETeHIINH, YMEHUH U 3HAHWH,
MIPUOOPETEHHBIX B PE3yJIbTaTe OCBOCHUS
TeM, pazzenos, nucrummind, MK,
MOJyJICH.

OIIOP 14 - Bri6op 1 npuMeHeHHe
METOJIOB M CIIOCOOOB PEIICHNUS
npodeccroHanbHBIX 33734 B 00JaCTH
obecniedeHus 0E30MACHOCTH CETEH CBSI3H.
OIIOP 15 - Pemienue craHAapTHBIX U
HECTaHIAPTHBIX MPO(PECCHOHATBHBIX
3a7a4 o 00ecIeueH 0 0e3011aCHOCTH
CeTel CBA3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOTrpaMMHO-aIIaPATHEIMUA U
NIPOTPAMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHanu3 HHHOBAIUK B
00J1acTH IPOrPaMMHOT0 00ecreueHHUs,
Pa3BUTHUSL OTPACIIH.

pacnpeneneHus
BpPEMEHH Ha
onucaHue
BbIOpaHHOTO
pelICHHS.
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3ananme 12.
Hnempykyus:

BuumarensHO HpO‘{HTaf’ITG 3aJaHuC.

Br1 MOkeTe mOJIb30BaThC:

O6opynosanwue, I[10: TIK, https://bdu.fstec.ru/calc.

Bpewms BeimonHeHus: 15 MUHYT.

TexkcT 3apanua:

[TpoBecTH OIEHKY YS3BUMOCTH B BEO-TIPHIIOKEHHUH (YA3BHMOCTD, ITO3BOJISIET IPOBOIUTD aTaKy THIIA «ITOIEIKa
MEKCANTOBBIX 3aITpocoBy [Cross-site request forgery] B manemu agMuHHCTpPaTOpa, MO3BOJISIET JOOABUTH HOBOTO
MOJIb30BATENS, YIATUTH MMEIOLIErOCs MOJIb30BATENIs HIIM BOOOIIE BCEX MOJIb30BATEINEH ).

[Mpenmer(b1) oLleHMBAaHUS OOBexT(bI) Ilokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBaHUS KpUTEp
ust

I1K 3.1. BeIBIATH Yrpo3bl U I'pamoTHOE OIIOP 1 - Uerkoe noHUMaHHe NPodIEM 1. Beinonxenue 20
YSI3BUMOCTH B CETECBOM WCTIOJIb30BaHKue | MH(OPMAIIMOHHOM O€30MacHOCTH B TpeOOBaHMiA
uHppacTpykType ¢ CpEICTB cUcTeMax paJuoCBsI3d, MOOMIBHOM CBA3U U | 3a7aHUA 110
HCIIONIB30BAHUEM CHCTEMBI aHANIM3a | OIEHKH TenepaanoBeIIaHus; peanusayn
3ALIUIIEHHOCTH. yA3BUMOCTEN OIIOP 2 - I'paMOTHO BBISBIIATS, OIIEHKH
1K 3.2. Pa3pabarsiBaTh KOMILIEKC KJaccU(HUIMPOBATh U aHATM3UPOBATH YSI3BHUMOCTEH C
METOJIOB U CPE/ICTB 3aIUTEI yrpo3bl HHPOPMALUOHHON nomoinsto CVSS
HHPOPMAITUH B CHCTEMAX 0e30macHOCTH U (POPMBI HX TPOSBICHUS; 2.0
PanuocBA3U, MOOUIBHOM CBA3U U OIIOP 3 - BbiOop MeXaHU3MOB U CPEJICTB 2. I'pamoTHOE 20
TenepaanoBeIaHus. obecrieueHIsT HHPOPMATHOHHON HCIIONB30BaHUE
1K 3.3. OcymiecTBIST TEKyLIee 6e3omacHOCTH (IPOTPaMMHBIX U 0a30BbIX METPHK.
aIMIHACTPUPOBAHHE IS 3aITUTHI MPOrpaMMHO-aNapaTHHIX ); 3. [IpaBmIIbHOCTD 16

CHCTEM PaJUOCBSI3H, MOOUITBHOM
CBSI3M U TeJIepaliOBELIaHus C
HCTIOJIb30BaAHUEM
CHeHaTN3UPOBaHHOTO
MIPOrPaMMHOT0 O00ecCIIeUeHHs U
000pyI0BaHUSL.

OK 01. Beibupats crioco0sI
penieHus 3a1a4q
poheCCHOHANBHON JAEATEILHOCTH,
MPUMEHHUTENFHO K Pa3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHaINM3a U UHTEPIIPETALUU
uHpOpMaIUH, U HHHOPMAITUOHHBIC
TCXHOJIOTHUHU AJIA BBIIIOJIHCHUS
3ama4 npodheccuoHaTbHON
JIeSTEILHOCTH.

OK 09. [Toms30oBaThCs
npo¢ecCHOHANBEHON
JIOKyMeHTaInei Ha
rOCyIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

OIIOP 7 - BiasieHue cepBUCaMH,
o0ecrneynBaoMI HHPOPMAITHOHHYIO
6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y,
MOOWIIFHOM CBSI3M U TeNepaaIiOBEIIaHuUs;
OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IPHMEHEHHE KOMITETSHIIHH,
yYMEHHH U 3HaHUM, IPUOOPETEHHBIX B
pe3ynbTaTe OCBOSHHS TEM, PA3/IENoB,
nuctumnud, MK, mogynei.

OIIOP 14 - Beibop 1 npuMeHEHHE
METOJIOB H CII0CO00B peIeHHUs
npodeccuoHanbHLIX 331a4 B 001aCTH
obecrieyeHus 0E30IIACHOCTH CETEH CBSI3M.
OIIOP 15 - Pemenue cTaHaapTHBIX U
HECTaHAaPTHHIX MPOPECCHOHANBHBIX 3a1a4
10 00ecre4yeHHIo 0e30MacCHOCTH CeTei
CBSI3ML.

OIIOP 18 - PabGoTta ¢ pa3iuuHBIMU
pOrpaMMHO-aMapaTHEIMU U
HPOrpaMMHBIMHU CPEJCTBAMU.

OIIOP 23 - AHanu3 HHHOBALUiA B 001aCTH
[POrPaMMHOT0 00eCIeUeHUs], Pa3BUTUS
OTpaciy.

UCTIOJIb30BaHUS
KaJlbKyJISTOpa
OLICHKH
YSI3BUMOCTEH.

3aganue 13.
Hnempyrkyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

Br1 MOXkeTe 1101b30BaThCS:

O6opymosanue, I1O: TIK; Oracle VM VirtualBox; VM MKC.

Bpewms BeimonHeHus: 15 MUHYT.
TekcT 3aganus:

Hactpouts paboty Moayns «Fail2bany» ainst aHanm3a JIOroB aBTOpHU3aIiK B BeO-1104Te; MOYTOBOM cepBepe, SSH,
FTP. KonnuecTBo HEeyJauHbIX ONBITOK aBTOpu3auuidi — 3. IHTepBan HeyiauHbIX NOMBITOK aBTopu3anuii — 10
MuH. biiokupoBats Ha 15 munyT. 3abnokupyiire IP anpec: 192.168.1.101.

[Ipenmer(pl) oleHUBaHUS OO0bexT(bI) ITokazarenu oneHKH Kpurepun onenku Bec
OLICHUBaHHUS KpUTEP
ust

I1K 3.1. BeIBIATH yrpo3bl U Peannzanus OIIOP 1 - Uerkoe noHuMaHKe NpodIeEM 1. Brinonnexue 26
YSI3BUMOCTH B CETEBOM MOJIUTUKA UH(POPMAIMOHHOH 0€30MacHOCTH B TpeOOBaHUit 3aaHUs
uHdpacTpykType ¢ MDO. cUcTeMaX pajuoCBsI3d, MOOUILHOM CBSI3U U 0 peanu3anuu
HCIIOJIb30BAHUEM CHCTEMBI TenepagoBeIlaHms; NONMUTHKHA MD.
aHaJIM3a 3aLUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISBIISITD, 2. [IpaBrIIBHOCTB
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1K 3.2. Pa3pabaTbiBaTh
KOMIUIEKC METOJIOB ¥ CPE/ICTB
3aIUTH HHQOPMALUK B CHCTEMaX
pangnocBs3u, MOOMIBHOI CBS3U U
TeNepaoBeIaHusL.

1K 3.3. Ocy1iecTBIATh TEKyIIEe
AJIMHHUCTPUPOBAHHE JUTS 3aIHTHI
CHCTEM PaJIOCBSI3H, MOOMILHON
CBSI3H U TeNlepaIoOBELIaHus C
HCHOJIB30BAHHEM
CIeMaNTN3UPOBAHHOTO
HPOTrpaMMHOTO OOecIIeYeHHs U
000pyI0BaHMUS.

OK 01. Bei6upats cocoOsl
penreHus 3a1a4d
npodeccuoHaILHON
JeATeIbHOCTH, TPUMEHHUTEIBHO K
Pa3INYHBIM KOHTEKCTaM.

OK 02. Hcnonp3oBath
COBpPEMCHHEIE CPE/ICTBA MOKCKa,
aHaJIN3a ¥ HHTEPIIPETAlUuH
uH(pOpMaIMH, U
“HGOPMAIMOHHBIE TEXHOJIOTHH
JULSL BBITIOJIHEHUS 3a/1a4
poeCCUOHANBHOM
JCATENBHOCTH.

OK 09. ITonp30BaThCs
npogecCHoOHAEHON
JIOKyMEHTaIei Ha
roCyJapCTBEHHOM U
MHOCTPAHHOM SI3BIKaX.

KJIacCU(UIMPOBATh U aHATU3HUPOBAThH
yrpo3bl UHPOPMAITHOHHO

0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS,
OIIOP 3 - BolOOp MEXaHU3MOB U CPEJCTB
obecrieueHus: HH(HOPMALIMOHHOM
6e30macHOCTH (MIPOTPAMMHBIX U
MIPOrpaMMHO-ATIAPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMy,
obecreynBaroMMU HHYOPMAITUOHHYIO
0€30MacHOCTb B CUCTEMax PaJIHOCBA3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;
OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE
TIPIMEHEHNEe KOMIIETeHIINH, YMEHHUIA 1
3HAHUH, TPHOOPETCHHBIX B PE3YJIbTATE
OCBOEHUS TeM, pa3zaenos, aucuurmina, MK,
MOAYJEH.

OIIOP 14 - Beibop 1 pUMEHEHHE METO/IOB
1 CIIOCO00B penieHus MpohecCHOHATBHBIX
3ama4 B 001aCTH o0ecredeH st 6e30MacHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3a/1a4
10 00ecTeYeH 0 0Ee30MACHOCTH CEeTeHl CBSI3H.
OIIOP 18 - PabGoTa ¢ pa3muYHbIMU
MIPOTPaMMHO-aIIaPaTHEIMUA U
MIPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHaiy3 WHHOBAIMH B 00J1aCTH
MPOTPAaMMHOTO 00ECTICUCHUSI, PA3BUTHS
OTpacIIy.

HACTPOHKU MOTYIS
Fail2ban.

3. IIpaBunbHOCTH
pCIICHUS 3aJaHHS:
IIPU aBTOPU3ALUH
nociie 3 HeylauHbIX
MIOTIBITOK Y4eTHast

3aIUCh OJIOKUPYETCS.

26

16

3ananue 14.
HUncempykyus:

BaumarensHO HpO‘{HTafITC 3aJJaHuC.

BE1 MOXXeTe 110130BaThCA:

O6opymosanue, I10: TIK; Oracle VM VirtualBox; VM NKC.
Bpems BeimonHeHus 3a1anus — 15 MUHYT.

Texkct 3amanus:

HacTtpouts paboTy MexceTeBoro sKpaHa:
- ajpeca M MOJICETH, ¢ KOTOPBIX paspeiieH goctyn k ynpasienuto UKC uepes BeO-unrepdetic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAaKCHUMaJIbHOE KOJNYECTBO aKTUBHBIX coeauHenui - 10000;
- peskuM paboThl MEKCETEBOrO JKpaHa - ipfw -> pf.

Co3pats paspeniaronye npaBuiia: J0CTyIl K TOYTOBOMY cepBepy: paspemnTs TCP tpaduk, Bxomsmuii Ha UKC Ha
nopt SMTP(25), mopt IMAP(143), mopt POP3(110) yepe3 BHerHne HHTEPGEHCHI.

Ipenmer(bl) oLleHUBaHUS OO0BeKT(bI) [Tokazarenu oneHkH Kpurepun Bec
OLICHUBAHUS OLIEHKH KpUTep
ust
TIK 3.1. BBIBIATH yrpo3sl Peamuzanus | OIIOP 1 - Yerkoe noHumManue npooiem 1. BeimonHenue 16
YSI3BUMOCTH B CETEBOM MOJIUTUKU nH(OpMaOHHON 0€30IIaCHOCTH B cUcTeMax | TpeGoBaHuMit
HHOPACTPYKTYpE € UCTIONIb30BaHUEM | MD. panuocBa31, MOOMIIBHOHN CBSI3U U 3aJlaHus 110
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. TenepaaoBeLIaHus; peanuzanuu
TIK 3.2. Pa3zpabarbiBaTh KOMIUIEKC OIIOP 2 - I'paMOTHO BBISIBIIATS, MoJUTUKN MD.
METOJIOB U CPEJICTB 3aLUTHI KIacCU(UIMPOBATh U aHAIM3UPOBATh Yrpo3sl | 2. Brimonnenue 26
“HPOPMALIUH B CHCTEMAX MHPOPMALMOHHON TpeGoBaHMi
PpanuocBs3y, MOOMIIBHON CBS3U U 6e3omacHOCTH ¥ (HOPMBI X MPOSIBICHUS, 3aJjaHus 10
TeJIepaauoOBEIIAHHNS. OIIOP 3 - Bribop MexaHU3MOB U CPEACTB HaCTpolKe
TIK 3.3. Ocy1ecTBasTh TEKylIee obecnieyeHust ”HGOPMALMOHHON aJlpecoB U
aJIMUHUCTPUPOBAHME /IS 3aLUThI 6e3onacHoCTH (IPOrPaMMHBIX U noJiceTei.
CHCTEM PaJUOCBSI3H, MOOMIBHOM IIPOrpaMMHO-AIIIAPATHBIX); 3. IIpaBunpHOCTE | 26
CBSI3U U TeJEPaJUOBELIaHNS C OIIOP 7 - Bnanenue cepBucamu, CO3JaHus
UCTIOJIb30BAHUEM o0ecnevynBaroMMU HHPOPMAIIUOHHYIO HEOOXOTUMBIX
CIeLHaIU3UPOBAHHOTO 0€30MaCHOCTb B CUCTEMAX PaJUOCBA3Y, TIPaBUII JJIs
IPOrPaMMHOTO 00EeCHICUEHUS U MOOHJIBHOH CBSI3U U TENEPAANOBEILAHNS; paspelieHus
000pyI0BaHHUS. OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE JlocTymna K
OK 01. BeiGupaTh criocoObl perieHus TIPUMEHEHNE KOMIIETEHIINH, YMEHUHA 1 MMOYTOBOMY
3a7a4 npodeccuoHaIbHOM 3HaHUH, IPHOOPETEHHBIX B PE3yIbTaTe cepBepy.
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JIEATENLHOCTH, IPUMEHUTEIBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Hcnonb30BaTb COBPEMEHHBIE
CpEeACTBa MOKUCKA, aHAIU3a U
HUHTEpHpeTauu HHPOPManH, 1
nH()OPMALOHHBIE TEXHOIOTUU AT
BBINOJIHEHHUS 3a/1a4
npodeccuoHanbHON AesTEeNbHOCTH.
OK 09. ITonp30BaThcs
po¢eCCHOHANBHON TIOKyMEHTalueH
Ha rocyJapCTBEHHOM U MHOCTPaHHOM
SI3bIKAX.

OCBOCHUS TeM, pa3zienoB, qucuuiiut, M/IK,
MOJyJEH.

OIIOP 14 - Br16op u IpuMeHEHHE METONOB U
Croco00B peleHus MPOo(eCcCHOHATBHBIX
3a/1a4 B 00acT obecriedeHns 6€30MacHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPO(GECCHOHATBHBIX 3314 110
obecrieueHn 0 0e30MaCHOCTH CETEH CBS3H.
OIIOP 18 - PabGoTa ¢ pa3nuuHbIMU
MIPOrpaMMHO-AMINAPATHBIMU U
MIPOTrPaMMHBIMH CPEJICTBAMU.

OIIOP 23 - AHanu3 MHHOBAIMI B 00JaCTH
MIPOTrPaMMHOTO 00ECIICUCHUSI, Pa3BUTHS
OTpPACIIH.

3apanme 15.
Hncmpyxyus:

BuuMarenbHO npoyuTanTe 3a1aHuE.
Br1 MOeTe M0JIb30BaThCS:

O6opymnosanue, I10: IIK; Oracle VM VirtualBox; VM HKC.

Bpewmst BeinonHenus 3aganus — 15 MUHYT.
TekcT 3aganus:
HactpouTs paboTy MeKceTeBOro SKpaHa:

- aJipeca | MOJCETH, ¢ KOTOPHIX pa3pemeH noctyn k ynpasinennto UKC depes Be6-unTepdeiic u k cepepy UKC

no SSH - 192.168.17.206/24,

- MAKCUMAaJIbHOE KOJUYECTBO aKTUBHBIX coeauHeHuii - 8000;
- pexUM paboThI MEKCETEBOTO dKpaHna - ipfw -> pf.
Coznatp pazpemaromue npaBuia: noctyn kK VPN-cepsepy: paszpemuts TCP tpaduk, Bxomsmuit Ha UKC Ha mopt

pptp (1723) yepe3 BHENIHUE HHTEPEHUCHI.

IIpeamer(s1) orieHUBaHUS OO0BeKT(BI) ITokazarenn oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpUTEp
us
I1K 3.1. BeiABAATE Yyrpo3sl U Peanuzanus OIIOP 1 - YeTkoe moHNMaHKE NPOOIEM 1. BeinonHenue 16
YSI3BUMOCTH B CETEBOU MTOJIUTUKH nH(OPMAOHHOW 0€30MaCHOCTH B CUCTEMaX TpeOoBaHUA
uHdpacTpykType ¢ MD. panuocBa3y, MOOUIBHOM CBA3U U 3aJaHus 10
HCTIOJIb30BaHUEM CHCTEMbI aHAJIN3a TeJIepaaoBeIaHNs; peanuzanuu
3aLIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIISITS, noJauTUKU MDO.
IIK 3.2. Pa3zpabaTsiBaTh KOMILIEKC KJaccu(UIMPOBATh U AaHATIM3HUPOBATH YTPO3bI 2. Bemonuenue 20
METOJIOB Y CPEJCTB 3aILUThI UH(OPMAIIMOHHON TpeboBaHuii
nH(opMaK B cucTeMax 0e30macHOCTH ¥ (HOPMBI UX TIPOSIBICHUS, 3aJjaHus 110
PanuocBa3y, MOOMIBHOMN CBA3U U OIIOP 3 - Boibop MEXaHU3MOB U CPEICTB HacTpolike
TeJlepaliOBEIaHuUs. obecrnieueHust ”HPOPMALUOHHOM aZpecoB U
[IK 3.3. OcymiecTBusTh TEKyIIee 6e3omacHOCTH (MIPOTPAMMHBIX U moiceTei.
aJIMUHUCTPUPOBAHKE AJIS 3ALUTHI IpOrpaMMHO-aNNAaPaTHBIX); 3. IlpaBuneHOCTE | 26
CHCTEM PaJINOCBS3H, MOOWIBHOM OIIOP 7 - Biranenue cepBucamu, CO3J1aHUS
CBSI3U U TeJIEPaJUOBEILaHUs C obecreunBaOIUMU HHGOPMAIIMOHHYIO HEOOXOIUMBIX
UCIIOJIb30BAaHUEM 0€30MaCHOCTb B CUCTEMAX PAaJHOCBA3Y, IpaBI UL
CHELHATN3UPOBAHHOTO MOOHJIBHOH CBS3U U TENEPaANOBEILAHNS; paspeneHust
IIPOrpaMMHOT0 O00ecIieueHus U OIIOP 13 - CBoeBpeMEHHOE M Ka4YeCTBEHHOE nocryna k VPN
00opynoBaHHsI. IIPUMEHEHUE KOMIIETEHIIUM, YMEHUI U 3HAaHUH, | cepBepy.

OK 01. Beibupats criocoOsl
pelieHus 3a1a4y
npodeccnoHanbHON IeSITENFHOCTH,
MPUMEHHUTENLHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBaTh
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHallu3a U UHTEPIIPETaIH
nHopManyH, 1 HHPOPMAIIMOHHEIE
TEXHOJIOTHH IS BHITTIOTHEHUSI
3aga4 npodhecCuoHaTbHON
JIeSITebHOCTH.

OK 09. ITonb3oBaThCst
npodecCHOHANBLHON
JIOKyMEHTAIHeH Ha
rOCYIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

MPHOOPETEHHBIX B PE3yJIbTATE OCBOCHHUS TEM,
paznenos, nucturuinH, M/IK, momxyneit.
OIIOP 14 - BeiGop 1 npuMeHEeHHE METO/I0B U
CHoco00B penieHus MpoeCCHOHANBHBIX 3a/1a4
B o0J1acTH o0OecrieueHus 0€30IaCHOCTH ceTel
CBSI3H.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJapTHBIX MPO(ECCHOHANBHBIX 3a]1a4 10
obecreueHnIo 0€30IMaCHOCTH CETEN CBS3H.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-AMMAPATHEIMU U
MIPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - Ananu3 nHHOBAIMI B 00JaCTH
MIPOrPaMMHOTO 00ECIICUCHHSI, Pa3BUTHS
OTpaciH.
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3ananue 16.
HUncempyxyus:

BHumartenbHO npounTanTe 3aaHue.

BEbI MOXeTe MOJIB30BaTHCH:

O6opymosanue, I10: TIK; Oracle VM VirtualBox; VM HKC.
Bpewms BeimonHeHus 3agaHus — 15 MUHYT.

TexkcT 3amanus:

HactpouTs paboTy MeKceTeBOro sKpaHa:
- azpeca ¥ MOJCETH, C KOTOPBIX paspemieH aoctyn k ynpasiennto UKC uepes BeO-unTepdetic u k cepepy UKC

o SSH - 192.168.17.206/24;

- MAKCUMAaJILHOE KOJNYECTBO aKTUBHBIX coequHenuii - 7000;
- peKUM paboThI MEKCETEBOrO dKpaHa - ipfw -> pf.
Coznats paspematomniue mpasmia: goctyn k WEB-cepsepy: pasperuts TCP tpaduk, Bxogsammii Ha MKC Ha mopt

BeO-cepBepa (80) gepes BHeNTHNE HHTEP(EHCHL.

IIpenmer(b1) OLIeCHUBAHUS OOBeKT(bI) ITokazarenu oleHKH Kpurepun Bec
OLICHUBaHUS OLICHKU KpUTEp
ust
IIK 3.1. BeIBAATH yrpo3bl U Peannzanus OIIOP 1 - Yerkoe noHUMaHHE NPOOIEM 1. BeinosnHenue 16
YSA3BHMOCTH B CETEBOH TIOJIUTHKA nH(OpPMAIOHHON 6€30MacHOCTH B CHCTEMaX TpeOoBaHUIA
UH(PACTPYKTYpE ¢ MDO. PaguocBs3U, MOOUIBHOH CBS3U U 3aJjaHus 110
HCTIONIb30BaHUEM CHCTEMBI aHAITM3a TeJlepaIioBeaHus; peanu3anuu
3aIHAIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIATS, MOJIMTUKHA MD.
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC KJIacCU(UINPOBATh U AHATU3UPOBATh YIPO3bI 2. Beinonuenue 20
METOJIOB ¥ CPEJICTB 3AILUTHI nH()OPMATIOHHON TpeOoBaHUIA
UH(OpMAIMY B CUCTEMaX 6e30macHOCTH U (POPMBI UX TIPOSBICHUS; 3aJjaHus 110
pasnoCBA3U, MOOMIIBHOW CBSI3U U OIIOP 3 - Bi6op MeXaHU3MOB H CPEJCTB HACTpOiiKe
TellepaoBeLaHusL. obecrieyeHust HH(GOPMALOHHON aJIpecoB U
TIK 3.3. OcymecTBusTh TEKyIIee 6e30macHOCTH (ITPOTPaMMHBIX U moiceTei.
aJIMMHUCTPUPOBAHUE JUIS 3aL[UThI [IPOrpaMMHO-aMNaPaTHBIX); 3. IlpaBuipHOCTE | 26
CHCTEM paJInOCBA3H, MOOUIIbHOM OIIOP 7 - Bnanenue cepBucamu, CO3IaHUs
CBSI3U U TeJIepaIOBELIaHHs C o0ecreynBaOIUMU HHOPMALIMOHHYIO HEOOXOIUMBIX
HCIIONIb30BaHUEM 0€e301acHOCTh B CHCTEMAax PaJHOCBs3H, TPaBHII JUIS
CIeUaNU3UPOBAHHOTO MOOUIIEHOH CBSI3U U TeJlepaluOBeIaHus; paspeleHus
TPOTPAMMHOTO OOECTICYeHHS H OIIOP 13 - CBoeBpeMEeHHOE 1 KQ4eCTBEHHOE nmocryma k Web
000pyIOBaHHUSI. MIPUMEHEHUE KOMIIETEHIIMI, YMEHUH U 3HaHUH, | cepBepy.

OK 01. BeibupaTs crioco0sI
petieHus 3a1a4
poQeCCHOHATBLHOM AESTETbHOCTH,
MPUMEHHUTEITFHO K Pa3THIHBIM
KOHTEKCTaM.

OK 02. Mcnonb3oBaTh
COBPEMEHHBIE CPENICTBA ITOHCKA,
aHaIM3a U MHTePIPETaInH
uHpOopManuH, U HHHOPMAIIMOHHBIC
TEXHOJIOTHH JUTS BHITIOTHEHUSI
3a1a4 npodeccnoHambHOM
JIeSTEITLHOCTH.

OK 09. ITonp30BaThCs
npodecCHOHATEHON
JOKyMEHTalneH Ha
rOCY/IapCTBEHHOM ¥ HHOCTPAHHOM
SI3BIKAX.

MpUOOPETEHHBIX B PE3yJIbTaTe OCBOCHHUS TEM,
pazzenos, nucuuminH, MJIK, mogymei.
OIIOP 14 - Beibop 1 NpUMEHEHHE METO/IOB U
cnoco0oB peuieHus npoheCCHOHAIBHBIX 3a/1a4
B 001acTH oOecreueHns: 0€30IMaCHOCTH CETEH
CBSI3H.

OIIOP 15 - Pemenne ctaHmapTHBIX U
HECTaH/IapPTHBIX MPO(PECCUOHANBHBIX 3a/1a4 10
obecrieueHnI0 OE30IMaCHOCTH CETEH CBS3M.
OIIOP 18 - PabGoTta ¢ pa3iuuHbBIMU
MPOTPaMMHO-ANMapaTHEIMH U
MPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - Ananu3 uHHOBAIMH B 00J1aCTH
MPOTPaMMHOT0 00eCTieUeHH s, Pa3BUTHSI
OTpaCIIH.

3ananue 17.
Hncempykyus:

BHumaTenbsHO mpounTaiTe 3a1aHue.

BEI MOXeTe 1101630BaThCA:

O6opymosanmue, I1O: TIK; Oracle VM VirtualBox; VM NKC.
Bpewms BeimonHeHus 3aganns — 15 MUHYT.

TexkcT 3amanus:

HacTtpouts paboTy MeXCeTeBOTO IKpaHa:
- aapeca | MOJICEeTH, ¢ KOTOPBIX pasperieH aoctym k ynpasiaennto MKC gepe3 BeO-unTepdeiic u k ceprepy MKC

no SSH - 192.168.17.206/24;

- MaKCHUMaJIbHOE KOJINYECTBO aKTUBHBIX coequHenuii - 5000;
- peskuM pabOTHI MeXCeTEBOTO 3Kkpana - ipfw -> pf.
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Cosznmate paspermarornue mpasmia: goctyn k FTP-cepsepy: paspemuts TCP Tpaduk, sxomsmmii Ha UKC Ha mopt
FTP (21) uepe3 BHenHue HHTEPHEHUCHI.

IMpenmer(bl) OLIEHUBAHUS OO0BeKT(bI) IToka3zarenu oueHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHTEp
ust
[IK 3.1. BeisIBIIAATS yrpo3bl 1 Peammzarus OIIOP 1 - Yerkoe moHUMaHHUE MPOOIIEM 1. Brimonuenwue 16
YSI3BUMOCTH B CETEBOM TOJIUTHKH nH(OPMAIIMOHHOW OE30MaCHOCTH B CUCTeMaX | TpeboBaHMit
HHPPACTPYKTYypE C MD. PpaanoCBs3H, MOOMJIBHOM CBA3U U 3aJ]aHus 110
HCTIONIb30BAHUEM CHCTEMbI aHAITH3a TeNepaJMOBeIaHus; peanuzaiuu
3aIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJINTUKY MD.
1K 3.2. Pa3pabaTblBaTh KOMILIEKC KIacCU(UIUPOBATh U AHATM3UPOBATh YTPO3bI 2. Beinonuenue 26
METOJIOB ¥ CPE/ICTB 3aIlIUThI MHPOPMAITUOHHON TpeOoBaHMi
nH(OpMaIK B CHCTEMAax 6e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS, 3a71aHus 110
PaanOCBs3H, MOOWIIBHOM CBS3U U OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB HaCTpoiike
TelepaAnoBeIIaHH. obecredeHUst HHPOPMAIHOHHOM aJipecoB
[IK 3.3. OcymecTBasTh TEKyIIee 6e3omacHOCTH (TIPOTPAMMHBIX U nmojiceTei.
aJIMUHUCTPHUPOBAHUE JIJISI 3AIUTHI MIPOrpaMMHO-aIIaPATHBIX); 3. IlpaBunbHOCTE | 26
CHCTEM PaJInOCBS3H, MOOMIBHOM OIIOP 7 - Bnagenue cepBucamu, CO3IaHUsA
CBSI3M H TeJICPaIMOBCIIaHUS C 00ecTieuyHBAIOINMH HH)OPMAIIHOHHYIO HEOOXOIUMBIX
HCIIONIb30BaHUEM 0€30MacHOCTh B CHCTEMAax PaJHOCBS3H, TIPaBHII UL
CIELHATN3UPOBAHHOTO MOOWIIBHOH CBSI3H U TeNepaHOBCIIAHNIS; pa3peleHus
MIPOrPaMMHOT0 00ECIICUCHHSI U OIIOP 13 - CBoeBpeMEHHOE M KaYECTBEHHOE nmocrymna k FTP
000pyIOBaHHUSI. IpYMEHCHUE KOMIICTCHIMH, YMECHHI 1 3HAHUMH, | cepBepy.

OK 01. Beibupath crioco0sbl
pelieHus 3a1a4
npodeccnoHanbHON IeSITENFHOCTH,
MPUMEHHUTENIFHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBpEMEHHBIE CPE/ICTBa ITOHCKA,
aHaJM3a U HHTepIpeTaluu
uHpOpMaIUH, U HHHOPMAITUOHHBIC
TEXHOJIOTHH JUISl BHITTIOTHEHUSI
3a1a4 npodeccroHanbHON
JIeSTEILHOCTH.

OK 09. INonb3oBaThCst
npodeccnoHanbHON
JIOKyMEHTalue Ha
TOCYIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

MIPUOOPETEHHBIX B PE3YNIbTaTe OCBOCHHS TEM,
pazznenos, nucuuiuinl, M/IK, moxyneit.
OIIOP 14 - Beibop 1 IpUMEHEHHE METOIOB U
Croco00B penreHus MpoeCCHOHANBHBIX 3a]1a4
B o0nacTu obecnedeHus 0e30IIacHOCTH ceTeit
CBSI3ML.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJapPTHBIX POHECCHOHATBHBIX 33124 TI0
obecniedyeHNIo Oe30TIACHOCTH CETEH CBSI3H.
OIIOP 18 - PabGoTa ¢ pa3muuHbIMU
MIPOTPaMMHO-aIIaPATHEIMUA U
IIPOrpaMMHBIMH CPEJACTBAMH.

OIIOP 23 - AHanu3 WHHOBAIMIA B 00J1acTH
MIPOTPaMMHOTO 00ecTiedeH s, pPa3BUTHS
OTpaciy.

3aganue 18.
Hnempyxkyus:

BHumatensHO npoyuTaiTe 3a1aHue.

BB1 MOXkeTe 110I630BaThCS:

O6opymosanue, I1O: TIK; Oracle VM VirtualBox; VM MKC.
Bpewms BeimonHenus 3aanus — 15 MUHYT.

Texct 3amanus:

HacTpouts paboTy MexkceTeBOro sKpaHa:
- ajpeca M MOJCETH, C KOTOPBIX pa3pelieH aoctyn k ynpasienuto UKC depes Be6-untepdeiic u k cepsepy MKC

no SSH - 192.168.17.206/24,

- MAKCUMaJTbHOE KOJUYECTBO aKTHBHBIX coequHeHui - 6000;
- pexuM paboThl MEXKCETEBOr0 dKpana - ipfw -> pf.

Cosnath paspemaroriue npabuia: goctyn k DNS-cepsepy: paspemuts UDP tpaduk, Bxomsmuit Ha UKC Ha mopt
dns (53) uepe3 BHemHUE HHTEPHEHCHI.

IIpeameT(sl) OLICHUBAHUS O0BexT(bI) INoxa3zarenu oueHku Kputepun Bec
OLICHUBAHUS OLICHKH KpHTEp
ust

[1K 3.1. BeiBaATH Yyrpo3sl 1 Peamuzanus OIIOP 1 - Yerkoe moHUMaHHe TPOOIEM 1. BeinoniHeHue 16
YSI3BUMOCTH B CETE€BOU MOJUTHKH nH(OpPMAIIOHHON 0€30MacHOCTH B TpebGoBaHUi
HH(PPACTPYKTYpE C UCTIONB30BaHUEM | MD. CHCTEMaX PaJHOCBSI3H, MOOMILHON CBSA3H U 3a7aHus 10
CHCTEMBI aHAJTH3a 3aIUIEHHOCTH. TenepaanoBeIIaHus; peannsanyuu
I1K 3.2. Pa3pabaTblBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISBIIATD, nonuTuku MO.
METOJIOB ¥ CPE/ICTB 3aIIUThI KJaccu(UIMPOBATh U aHAJIM3UPOBATh 2. Beinonnenue 20

nH(OpMaLH B cCUCTEMAaX yrpo3bl HHPOPMAUOHHOM TpeOoBaHUI
paanoCBs3H, MOOWIIBHOM CBA3U U 0e30macHOCTH U (POPMBI HX MPOSIBICHUS; 3aJ]aHus 110
TeJIepagroBEIaHMs. OIIOP 3 - BriOop MeXaHU3MOB U CPEICTB HAaCTpoliKke
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IIK 3.3. Ocy1iecTBIATh TEKyLIEE
AJIMUHUCTPUPOBAHHE JUIS 3aIUTHI
CHCTEM PAJIUOCBSI3H, MOOUIIHHOM
CBSI3H U TeJIepaIOBELIAHMS C
UCIIOb30BaHUEM
CMeHAaTN3UPOBAHHOTO
MPOTPaMMHOT0 oOecreueHus U
000pyIOBaHMS.

OK 01. BeiGupaTh criocoObl perieHus
3a7a4 npodeccnoHaIbHON
JeATeTbHOCTH, TPUMEHHUTEIBHO K
Pa3IHYHBIM KOHTEKCTaM.

OK 02. Mcnonp30BaTh COBpeMEHHBIE
CpEJ/ICTBa MOKCKA, aHAIN3a U
MHTEpIpeTaNy HHPOPMALUH, H
UH()OPMAIIOHHBIE TEXHOJIOTHH JUTS
BBITIOJTHEHUS 33721
npodeccuoHaIbHON IESITEIbHOCTH.
OK 09. ITonb30BaThCs
podecCHOHANBHON TOKYMEHTaIen
Ha rOCy/IapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

obecnieyeHust UHHOPMATHOHHON
6e3onacHoCTH (MPOTPaMMHBIX U
MIPOrpaMMHO-aIIaPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMy,
o0ecneynBaroMMU HHYOPMAITUOHHYIO
0€30MacHOCTh B CUCTEMAax PaJIMOCBA3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;
OIIOP 13 - CBOeBpeMEHHOE U Ka4eCTBEHHOE
TIPIMEHEHNEe KOMIIETeHIINH, YMEHHIA 1
3HAHUH, TPHOOPETCHHBIX B PE3YJIbTATE
OCBOEHUS TeM, pa3aeios, aucuuiutina, MK,
MOAYJEH.

OIIOP 14 - Beibop 1 IpUMEHEHHE METO/IOB
1 CIIOCO00B penieHus MpohecCHOHATBHBIX
3ama4 B 0071acTH oOecredeHus 6e30MacHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3314
110 00ecredeH 0 0e30MaCHOCTH CETEH CBSI3H.
OIIOP 18 - PabGoTa ¢ pa3muyHbIMU
MIPOTrpaMMHO-aIIaPaTHEIMUA U
MIPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHaiu3 WHHOBAIWN B 00J1aCTH
MPOTPAMMHOTO 00ECTICUCHUSI, PAa3BUTHS
OTpacIIy.

aJIpecoB H
nojiceTei.

3. IIpaBuBHOCTD
CO3JIaHusl
HEOOXOIUMBIX
TPaBHUII ST
pa3pereHus
JIOCTYTIA K
noutoBomy DNS
cepaepy.

20

3ananue 19.
HUnempykyus:

BaumaTenbHO poyuTaiiTe 3aaHuE.

Br1 MO2keTe mOJIb30BaTHC:

O6opymosanue, I10: TIK; Oracle VM VirtualBox; VM NKC.
Bpewms BrinonHeHus 3agaHust — 15 MUHYT.

TexkcT 3amanus:

HacTtpouts paboTy MexceTeBoro sKpaHa:
- ajpeca M MOJCETH, ¢ KOTOPBIX paspemieH aoctyn k ynpasienuto MKC uepes BeO-unrepdetic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAKCUMAaJIbHOE KOJMYECTBO aKTUBHBIX coequHeHuil - 9500
- peskuM paboThl MEKCETEBOrO JKpaHa - ipfw -> pf.

Co3path paspeniaronie mpaBmia: J0CTyI sl 3BOHKOB uepe3 ceprep |P-tenedonun: pazpemuts Tpaguk, BXOASIHHA
Ha MKC na moprt IP-tenedonun (5060), 5061, mopter mis VOIP-coequnennii (10000-20000), mopt IAX (4569) uepes

BHEIITHUE WHTEP(EHCHL.

[Ipenmer(v1) orieHUBaHUS O0BekT(bI) ITokazarenn oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpUTEP
ust
TIK 3.1. BBIABIATE yrpo3sl U Peanuzanus OIIOP 1 - Yetkoe moHUMaHKE NPOOIEM 1. BeinonHenue 16
YA3BUMOCTHU B CETEBOI HOJIUTHKH nH(OpMaLOHHON 0€30aCHOCTH B TpeboBaHuUi
UH(PACTPYKTYpE ¢ UCHOoNb30BanueM | MD. CHCTEeMax paJroCBs3H, MOOMIBHON CBA3U U 3aJ1aHus 110
CHCTEMBI aHAJIU3A 3AIUIEHHOCTH. TenepajuoBelaHus; peanuzanuu
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISBIIATS, noauTuku MO.
METOJIOB U CPEJCTB 3aIllUThI KJTacCU(pUINPOBATh U aHATU3UPOBAT 2. BeinonHenue 20
MH(OPMAIK B CHCTEMaX yrpo3bl HHGOPMALMOHHON TpeboBaHui
PaauOoCBs3U, MOOUIBHON CBSI3U U 0€30macHOCTH B (POPMEI X POSBIICHHS; 3a7aHus 10
TenepaguoBeIaHus. OIIOP 3 - Boibop MeXaHU3MOB U CPEICTB HacTpoiike
TIK 3.3. Ocy1ecTBisaTh TeKyliee obecrieueHust UH(HOPMALMOHHON anpecoB U
AJIMHUHUCTPUPOBAHKE JUIS 3aL[UTHI 6e3omacHOCTH (IPOTPAMMHBIX U HoZICeTeN.
CHCTEM PaJIuOCBSI3H, MOOUIIBHOM IIPOrpaMMHO-AIIAPATHBIX); 3. IIpaBuneHOCTE | 20
CBSI3U U TElIepaJMOBEILIaHNs C OIIOP 7 - Bnanenue cepucamu, co3/1aHus
UCIIOIb30BaHUEM obecrieunBaroIUMU UHGOPMALILOHHYIO HEOOXOIUMBIX
CIeLHaIu3UPOBaHHOTO 0€30MaCHOCTb B CUCTEMAX PAaJHOCBA3Y, paBHUII IS
IPOrpaMMHOTO 00EeCHICUEHUS U MOOHJIBHOH CBS3U U TENEPaANOBEILAHNS; paspeneHust
000pyI0BaHUS. OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE | JOCTyIa K
OK 01. BeiGupaTh criocoObl perieHust MIPUMEHECHUE KOMIICTCHIIMH, YMEHUH U cepsepy IP-
3a7a4 npodeccuoHaIbHON 3HaHUH, IPHOOPETEHHBIX B PE3yIbTaTe TesneQoHUN.

JeATebHOCTH, IPUMEHHUTEIBHO K
Pa3IM4HBIM KOHTEKCTAM.
OK 02. Mcnonp30BaTh COBpEMEHHBIE

OCBOEHUS TeM, pa3aeinos, aucuuiuiina, MK,
MOJyJIEH.
OIIOP 14 - Beibop 1 npUMEHEHHE METO/IOB
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CpeIcTBa IIOMCKa, aHaIk3a U
HMHTEpHpeTayy HHPOPMaInH, 1
MH(POPMALMOHHbBIE TEXHOJIOTHHU JJIs
BBINOJIHEHNUS 33/1a4
npodeccnoHanbHON AESTENEHOCTH.
OK 09. [Tonb3oBaThCst
po¢eCCHOHANBLHON JIOKyMEHTAIIUCH
Ha rocyJapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

1 CIIOCOOO0B pelIeHus MPOPeCcCHOHATBHBIX
3a7ia4 B o0stactr ooecrieueHnst 0€30MacHOCTH
ceTelt CBSI3U.

OIIOP 15 - Pemenue craHIapTHBIX U
HECTaH/IapPTHBIX MPO(GECCUOHANBHBIX 3a/1a4
M0 00eCIeUCHUIO OE30MaCHOCTH CETCH CBA3H.
OIIOP 18 - PaboTa ¢ pa3nu4YHBIMH
MPOrpaMMHO-AMMaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTpacIy.

3ananmne 20.

Hnempykyus:

BHuMaTenbHO IpOYUTANTE 3a1aHHE.
BrI MOXeTE ONB30BATHCS:

O6opynosanwe, I10: TIK; Oracle VM VirtualBox; VM HKC.

Bpewms BeimonHenus 3aganus — 15 MUHYT.
Texcr 3agaHus:
Hactpouts paboTy MexceTeBOro sKpaHa:

- aJpeca M MOJCETH, C KOTOPBIX pa3pelieH aocTymn k ynpasienuto UKC depes Be6-untepdetic u k cepepy MKC

no SSH - 192.168.17.206/24,

- MAaKCHUMaJIbHOE KOJINYECTBO aKTUBHBIX coeamnHeHui - 8000;
- pexUM paboThI MEKCETEBOTO dKpaHa - ipfw -> pf.
Co3nath pa3pemaronime mpaBuia: I0CTyl K BeO-apTopu3aiuu: paspemuts TCP tpaduk, Bxomsmuit Ha MKC ot

Jloxaneuete cetr, DMZ cetn Ha UKC Ha nopt 82 yepe3 BHyTpennue narepdeiicsl, VPN-unTepdeticer, DMZ.

TIpenmer(bl) OLIeHUBaHUS OO0BeKT(bI) Ilokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHTEp
ust
[IK 3.1. BeISIBIIAT yTpO36I 1 Peammzarus OIIOP 1 - Yerkoe moHUMaHUE MPOOIIEM 1. Beimonuenwe 16
YA3BUMOCTHU B CETEBOH MOJIUTHKH nH(OpMaLOHHON 0€30IIaCHOCTH B CUCTEMaX TpeboBaHuUii
nHppacTpykType ¢ MD. pamuocBs3H, MOOMIBHOHN CBS3U H 3a7aHus 10
UCTIONIb30BAHUEM CHCTEMBI aHAIIM3a TenepaIioBeLaHus; peanuzanuu
3aIIMUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJIMTUKHA MD.
1K 3.2. Pa3pabaTbiBaTh KOMILIEKC K1accu(UIUPOBATh U AHATM3UPOBATH YTPO3bI 2. BeinonHenune 20
METOJIOB M CPEJICTB 3aIIUTEI “H()OPMAMOHHOM TpeOOoBaHUA
MHPOPMALMK B CHCTEMAX 0e3omacHOCTH U (POPMBI UX MPOSIBIICHUS; 3a/laHus 1o
PaanOCBs3H, MOOWIIBHOM CBA3U U OIIOP 3 - Beibop MexaHU3MOB U CPEJICTB HacTpoiike
TeJlepaliOBEIaHuUs. obecrieueHust ”HPOPMALMOHHOM aZpecoB U
[IK 3.3. OcymiecTBusTh TEKyIIee 6e3omacHOCTH (MPOTPAMMHBIX U moiceTei.
aJMUHUCTPUPOBAHKE AJIS 3ALUTHI IpOrpaMMHO-aNNAPATHBIX); 3. IlpaBunpHOCTE | 26
CHCTEM PaJUOCBSI3H, MOOMIBLHOM OIIOP 7 - BnaneHue cepBUcaMy, CO3JaHUs
CBSI3M U TeJlepalioBENIaHus C o0ecneynBalOIIMU HHPOPMAITMOHHYIO HEOOXOIUMBIX
UCTIONIb30BaHUEM 0€30MacHOCTb B CUCTEMAaX PAaJHOCBA3Y, IIpaBUII IS
CHeHaTN3UPOBAHHOTO MOOHJIBHOH CBSI3U U TEJIEPaANOBEIIAHNS; paspereHus
IIPOrpaMMHOI0 00ECIICUeHUS U OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE JIOCTyMa K BeO-
00opynoBaHUsL. IIPUMEHEHUE KOMIETEHIIMH, YMEHUH U 3HAaHUH, | aBTOpHU3aLUH

OK 01. Beibupath crioco0sbl
penieHus 3a1a4q
po(heCCUOHANBHOMN ACATEILHOCTH,
MPUMEHHUTENFHO K PA3THIHBIM
KOHTCKCTaM.

OK 02. Ucnonb3oBatb
COBPEMEHHBIE CPE/ICTBA TTOKCKA,
aHaJM3a M MHTepIpeTaIuu
nHdopmary, 1 THHOPMaIUOHHEIE
TEXHOJIOTHH JUTS BBHITTOTHEHUSI
3aja4 npodeccruoHanbHON
JIeSITETbHOCTH.

OK 09. [Nonb3oBathest
npodeccrnoHaTbHOM
JIOKyMEHTaIMeH Ha
rOCYyIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

MpUOOPETEHHBIX B PE3yJIbTaTe OCBOCHHUS TEM,
paznenos, muctwruiuH, MK, Mogymneii.
OIIOP 14 - Bri6op 1 IpuMeHEHHE METOA0B U
Croco00B penreHus MpoheCCUOHANTBHBIX 3a1a4
B 00j1acTH o0ecreueHus: 0€30MacHOCTH CeTei
CBSI3U.

OIIOP 15 - Pemienue craHAapTHBIX U
HECTaHIapTHHIX MPO(eCcCHOHATBHBIX 3a/1a4 110
oOecrniedeHn 0 0e30MacCHOCTH CETEH CBS3H.
OIIOP 18 - Pabota ¢ pa3inu4HbIMU
MIPOrpaMMHO-ANNAapaTHBIMU U
MPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - Ananu3 vHHOBAIMI B 00JaCTH
MIPOTPaMMHOTO O0ECTICUCHHUSI, Pa3BUTH
OTpaciy.
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3aganue 21.
Hncempykyus:

BuumarensHO HpO‘-IPITafITe 3aJaHHuC.

Br1 MoskeTe moJIb30BaThC:

O6opynosanwue, I10: TIK; Oracle VM VirtualBox; VM HKC.
BpeM}l BBIITOJIHCHUS 3aJaHUA — 15 MHHYT.

Texkct 3amanus:

HactpouTh paboTy MeKCeTeBOro dKpaHa:
- azpeca ¥ MOJCETH, ¢ KOTOPBIX pa3pemieH aoctyn k ynpasiernto MKC gepes Beb-unTepdeiic u k cepsepy UKC

no SSH - 192.168.17.206/24,

- MaKCHMaJbHOE KOJMYECTBO aKTUBHBIX coeanHenuii - 10000;
- peskuM pabOTHI MEXCETEBOTO 3Kpana - ipfw -> pf.

Co3natpk paspenraroiuye npaBuia: JOCTYI s MPorpaMMbl aBTopu3anuu: paszpemmts TCP Tpaduk, BXomsmmii Ha
UKC or Jlokanbusie cet, DMZ cetn na UKC Ha mopt Xauth (4888) uepes BHytpennue untepdeiicol, VPN-

uHTepdeticer, DMZ.

[Ipenmer(bl) oLleHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHUTEP
ust
TIK 3.1. BeIsBIATE yrpo3sl u Peammzamus OIIOP 1 - Yerkoe moOHUMaHHUE MPOOIIEM 1. Beimonnenwne 16
YS3BUMOCTHU B CETEBOM HOJIUTHKH nH(OpPMALOHHON 0€30IacHOCTH B TpeboBaHuii
HHPPACTPYKTYpE C UCTIONIb30BaHUEM | MD. CHCTEMax pajInOCBs3H, MOOUIIBHOM CBSI3U U 3a/1aHus 10
CHCTEMBI aHAJIN3a 3AIUIEHHOCTH. TelepaoBeLaHus; peanuzanuu
TIK 3.2. Pa3zpabaTbiBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIIAITS, MOJIUTUKY MD.
METOJIOB U CPEJICTB 3aI[UThI KJIacCU(UIMPOBAThH U aHAIU3UPOBATh 2. Beinonuenue 20
“HPOPMALIUH B CHCTEMAX Yrpo3bl HHGOPMALMOHHON TpeOoBaHMi
PaguocBs3U, MOOUIBHOM CBSA3U U 6e3onacHOCTH U (POPMBI UX NPOSIBICHUS,; 3aJjaHus 110
TeJepaanoOBEIIaHts. OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB HACTpOiiKe
1K 3.3. OcyuiecTBIsATh TEKyLIee obecnieyeHust HHGOPMALMOHHON aIpecoB U
aJIMHHUCTPUPOBAHHE JUTS 3aIHTHI 0e30macHOCTH (TPOTPaMMHBIX U TofIceTel.
CHCTEM PaJIuOCBSI3H, MOOMIBHOM IIPOrpaMMHO-AIIIAPATHBIX); 3. IlpaBunbHOCTE | 26
CBSI3M U TEJIEPaINOBEIIAHUS C OIIOP 7 - Branenue cepBucamu, CO3IaHUS
UCIIOIb30BaHUEM obecrieynBaroIUMU UHGOPMAIMOHHYIO HEOOXOIUMBIX
CIeHaTN3UPOBAHHOTO 0€30MacHOCTh B CHCTEMAax PaJHOCBs3H, TPaBHII JUIS
IPOrpaMMHOTO 00eCHIeUEHUsI U MOOWJIBHOM CBSI3M U TeNepaJOBEIIaHus; paspelieHus
obopynoBaHUs. OIIOP 13 - CBoeBpeMeHHOE 1 KQUECTBEHHOE | JOCTYIIA ISt
OK 01. Beibupats crocoObl peleHns NPUMEHEHUE KOMIIETEHIIUH, YMEHU 1 [IPOTPaMMBI
3ama4 npodeccnoHaIbHON 3HAHUH, TPHOOPETEHHBIX B PE3YJIbTaTE ABTOPHU3ALUH

JIESITENbHOCTH, TPUMEHHUTEIIEHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Mcnonp30BaTh COBpeMEHHBIE
CpelcTBa IMOMCKA, aHAIHM3a U
HHTEPIPETay HHPOPMAIIIH, U
UH(OPMAIIOHHBIE TEXHOJIOTHHU JIS
BBITIOJTHEHUS 3381
po¢eCCUOHAIBLHON ICATSIBHOCTH.
OK 09. ITonp3oBaThCs
npo¢ecCHOHABHON TIOKYMEHTaIen
Ha rOCy/IapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

OCBOEHUS TeM, pa3zeios, aucuuruing, MJIK,
MOJYJICH.

OIIOP 14 - Be1bop u mpruMeHeHHE METOI0B
U croco0o0B peleHus npo(ecCHoHaIbHBIX
3a1a4 B 00JacTH obecrieueHus 6e30MacHOCTH
ceTeil cBs3u.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaH/IAPTHBIX MPOQPECCHOHANBHBIX 33a1a4
0 00eCTIeYCHUIO OE30MACHOCTH CETEH CBSI3H.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-AMMAaPaTHBIMU U
MIPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - AHan3 WHHOBAIMK B 00J1aCTH
MIPOrPaMMHOT0 00€CIICUEHHsI, Pa3BUTHS
OTpacIIH.

3ananue 22.
Hncempykyus:

BaumarensHO npquTaﬁTe 3aJaHHuC.

Brl MOXkeTe 1101b30BaThCS:

O6opymosanue, I1O: TIK; Oracle VM VirtualBox; VM NKC.
Bpewms BeinosHeHus 3aaaHus — 15 MUHYT.

TexcT 3amanus:

Hactpouts paboTy MeXCeTeBOro KpaHa:
- aJgpeca M MOACETH, ¢ KOTOPBIX paspelieH AocTyn K ynpasiaeHuio MKC uepes BeG-unrepdeiic u x cepepy MKC

no SSH - 192.168.17.206/24;

- MaKCHUMaJIbHOE KOJINYECTBO aKTUBHBIX coequHennii - 9000;
- peskuM pabOTHI MEXCETEBOTO 3Kkpana - ipfw -> pf.
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Co3nath paspeliamlnye mnpaBuiIa: A0CTyn K JokaisHoMy DNS-cepBepy: paspemnts UDP tpaduk, BXxomdmmi Ha
HUKC or Jlokaneubie cetn, DMZ cern ma MKC ma mopr dns (53) uepe3 Buyrpennme wunTrepdetice, VPN-

unTepdeiicel, DMZ.

IMpenmer(bl) OLIEHUBAHUS OOBeKT(bI) [Tokazarenu oLeHKH Kpurepun Bec
OIICHUBAHUS OLICHKU KpUTEP
ust
I1K 3.1. BeIBIATH yrpo3bl U Peanuzanus OIIOP 1 - YeTkoe noHUMaHKE NPOOIEM 1. BeinonHenue 16
YSI3BUMOCTH B CETECBOM nosuTukd MD. | nHOpMAIMOHHO 0E€30IaCHOCTH B TpeOoBaHMi
HH(PACTPYKTYpE C UCTIOTB30BAHUEM CHCTEMax PaIroCBsI3H, MOOHIBHOW CBSA3U M | 3a/IaHHS IO
CHCTEMBI aHAIIM3a 3aIIUIIEHHOCTH. TenepanoBeIaHus; peannzanuu
1K 3.2. Pa3pabaTblBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIISTS, nonuTuky MO.
METOJIOB ¥ CPE/ICTB 3aIlIUThI KJaccu(UIMPOBATh U AaHATTM3HUPOBAThH 2. BeimonHenue 20
nH(OpMaIK B CHCTEMAax yrpo3bl HHGOPMAITHOHHON TpeOoBaHUIA
PaanoOCBs3H, MOOWJIBHOM CBS3U U 0e30macHOCTH U (POPMBI HX MPOSBICHUS, 3aJ]aHus 110
TeJepagoBEIaHts. OIIOP 3 - Br16op MEXaHU3MOB H CPEACTB HaCTpOliKke
[IK 3.3. OcymecTBasTh TEKyIIee obecrnieueHus1 HH(HOPMAIIMOHHOM anpecoB 1
aJIMUHUCTPHUPOBAHUE JIJISI 3AIUTHI 6e30macHOCTH (MIPOTPAMMHBIX U HOJICEeTeH.
CHCTEM PaJInOCBS3H, MOOMIBHOM MIPOrpaMMHO-ATINAPATHBIX); 3. IlpaBuneHOCTL | 26
CBSI3U U TeJIepaJuOBEIIaHus C OIIOP 7 - Bnanenue cepBucamu, CO3J1aHUs
HCTIOJIb30BaHUEM obecneunBaroMMU HH)OPMAITUOHHYIO HEOOXOTUMBIX
CICIMAIM3UPOBAHHOTO 0€30I1aCHOCTb B CHCTEMaX PaIHOCBI3H, HPaBUI JULS
MPOrpaMMHOTO o0ecTieueHus u MOOHJIBHOH CBSI3U U TENEPaANOBEIIAHNS; paspemenus
000pyIOBaHHUSI. OIIOP 13 - CBoeBpeMeHHOE U JIOCTYyIa K
OK 01. Beibupath crmoco0bl pereHust KauecTBEHHOE IPUMEHEHNE KOMITETEHIINHA, | JIOKAIEHOMY
3aa4 npodeccruoHanbHON YMEHHUH U 3HAHW, TPHOOPETCHHBIX B DNS cepgepy.

JIeATENEHOCTH, TPUMCHUTEIBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Hcnonb30BaTh COBPEMEHHBIE
Cpe/CTBa IOMCKA, aHAJIN3a 1
MHTEpIpeTaluy HHPOPMALUH, U
MH(POPMALOHHBIE TEXHOJIOTHH IS
BBITIOJTHEHUS 3a/1a4
npodhecCHOHANBHOMN ASSITEIbHOCTH.
OK 09. ITonb30BaThes
npodeccHOHaNbHOM JOKyMeHTaleH
Ha TOCYIAPCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

pe3yabTaTe OCBOSHHS TEM, Pa3ZeiioB,
nuctumutud, MK, Mogymei.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB U CIIOCOOOB PEIICHHUS
npo¢)eCCHOHANBHBIX 3aJ1a4 B 00J1acTh
obecniedeHust 0€30MACHOCTH CETEH CBSI3H.
OIIOP 15 - Pemtenue craHgapTHBIX U
HEeCTaHIAPTHBIX MPO(PECCHOHATBHBIX 3a/1a4
1o obecrneyeHn1o 6e30MacHOCTH ceTer
CBSI3H.

OIIOP 18 - PaboTa ¢ pa3muuHbIMU
IPOTrpaMMHO-aIIapaTHEIMUA U
NPOTrPaMMHBIMH CPEJCTBAMH.

OIIOP 23 - Axann3 nHHOBALUI B 00/1aCTH
NpOrpaMMHOT0 00ecreueH s, pa3BUTHS
OTpaciIy.

3aganue 23.
Hnempyxyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

BB1 MOXkeTe 0Ib30BaTHCS:

O6opymosanue, I1O: TIK; Oracle VM VirtualBox; VM HKC.
Bpewms BeimonHeHus 3aaanus — 15 MUHYT.

TexkcT 3amanus:

HacTpouts paboTy MexkceTeBOro sKpaHa:
- ajpeca M MOJCETH, C KOTOPBIX pa3pelieH aoctyn k yrnpasienuto UKC depes Be6-untepdeiic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAKCUMaJTbHOE KOJUYECTBO aKTHBHBIX coequHeHui - 5500;
- pexuM paboThl MEXKCETEBOr0 dKpana - ipfw -> pf.
Co3nath paspelmiarorniye mpasuia: goctyn o nporokoiny ICMP: paspemuts ICMP tpaduk, Bxoasammii Ha MKC Ha

BHEIIHUE UHTEPQEHCHI.

IIpeameT(sl) OLICHUBAHUS O0BeKT(bI) INoxa3zarenu oueHku Kputepun Bec
OLIEHMBAaHU OLIEHKH KpUTep
A us

[1K 3.1. BeiABasTE Yrpo3sl U Peanmzamm | OIIOP 1 - Yerkoe moHnMaHue npoodiaem 1. Beinonxenue 16
YSI3BUMOCTH B CETEBOH s IOJIUTUKY | MH(POPMALUOHHON O€301aCHOCTU B TpeboBaHuii
HHPPACTPYKTYPE C UCTIOJIL30BAHUEM MD. CHUCTEMax paJInOCBS3H, MOOHUJIBHOM CBS3U U 3a/1aHus 0
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. TeJslepauoBeLaHus; peanuzanuu
1K 3.2. Pa3pabaTbiBaTh KOMIUIEKC OIIOP 2 - I'paMOTHO BBISIBIIATS, MOJINTUKN MD.
METOJIOB U CPEJCTB 3aIllUThI K1accu(UIUPOBATh U aHAITM3UPOBATh 2. Beinonuexue 26

nH(opMaLK B CUCTEMaX PaAUuOCBSI3H,

yYrpo3bl HHHOPMALTHOHHOHN

TpeOOBaHMi
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https://doc.a-real.ru/index.php?article=24#ssh

MOOMIIBHOH CBSI3H U
TeJepanoBeIaHH s

1K 3.3. Ocy1iecTBIATh TEKyLIEE
aIMAHHACTPUPOBAHNE JUIS 3AIHTHI

CHCTEM PaJHOCBsI3H, MOOMIBHON CBS3H

U TeJIepaJOBEIaHuUs C
UCIIOb30BaHUEM
CIICIUATN3UPOBAHHOTO IPOTrPAMMHOTO
obecriedeHust u 000PYIOBAHHMS.

OK 01. Bei6upats cocoObl peleHns
3aa4 npodeccruoHanIbHON
JeATENBHOCTH, IPUMCHUTEIIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Mcnonb30BaTh COBPEMEHHBIE
CpeZCTBa IOKCKaA, aHAIN3a U
UHTEpIIPeTalul HHPOPMAIIH, 1
MH()OPMAIIOHHBIE TEXHOJIOTHH JUTS
BBITIOJIHCHUS 3a/1a4
npodeccuoHaIbHON IESITEIHOCTH.
OK 09. ITonb3oBaTbest
po)eCCHOHANBHON JOKyMEHTAIIUCH
Ha FOCY/IapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS,
OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB
obecnieyeHust UHHOPMATMOHHON
0e30macHOCTH (MIPOrPaMMHBIX U
MIPOrpaMMHO-ATINAPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMy,
obecneynBaroMMU HH)OPMAITUOHHYIO
0€30MacHOCTh B CUCTEMax PaJIHOCBA3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEIIAHNS;
OIIOP 13 - CBoeBpeMEHHOE U Ka4eCTBEHHOE
TIPIMEHEHNEe KOMIIETeHIINH, YMEHHIA 1
3HAHUH, TPHOOPETCHHBIX B PE3YJIbTATE
OCBOEHUS TeM, pa3aeios, aucuuiuiina, MK,
MOAYJIEH.

OIIOP 14 - Beibop 1 npUMEHEHHE METO/IOB
1 CIOCO00B penieHus MpohecCHOHATBHBIX
3ama4 B 0071acTH obecnedeHus 6e30macHOCTH
ceTel CBA3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3314
10 00ecrevYeH 0 0e30MaCHOCTH CETEH CBSI3H.
OIIOP 18 - PaboTa ¢ pa3muYHbIMU
MIPOTpaMMHO-aIIaPaTHEIMUA U
MIPOTPaMMHBIMH CPEICTBAMHU.

OIIOP 23 - AHaiu3 WHHOBAIMH B 00J1aCTH
MPOTPAaMMHOTO 00ECIICUCHUS, Pa3BUTHS
OTpacIIy.

3a1aHus 110
HACTpOIiKe
aJlpecoB U
OJICETEH.

3. IIpaBunbHOCTH
CO3aHus
HEOOXOJMMBIX
TPaBHJT ISt
pasperieHus
JIOCTYyTA T10
MIPOTOKOITY
ICMP.
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3ananue 24.
HUnempyrkyus:

BaumaTenbHO poyuTaiiTe 3a1aHue.

BsI MOXkeTe MOTB30BaThCS:

O6opymosanue, I10: TIK; Oracle VM VirtualBox; VM HKC.
Bpems BeimonHeHus 3aganus — 15 MUHYT.

Tekct 3amanus:

Hactpouts paboty nerekropa arak Suricata. J{s KOppeKTHOIO MPUMEHEHHs 0a3bl CUTHATYpP MOJYJISl YKaKUTE pac-
MOJIOXKEHHE 0OBEKTOB (CeTel, cCepBEepOB U MOPTOB), MOJBEPKEHHBIX MTPOBEPKE:

WnTepdeiicor:

BuyTtpennue cetu:

Buemnue cetu:

HTTP-nioptsr:

BHEIITHNE HHTEP(EHCHI;
JIOKaJIbHBIE CEeTH;

BHEIIIHUE TUANa30HbI aJpECOB;
noptsl cayx0 UKC;

SHELLCODE-noptsr: 180
Pesxxum paboTtsl nerektopa atak: IDS/IPS;
basnr mpasuit: «Emerging Threatsy, «Positive Technologies Open Rulesety, «Cruckun HKITKI.

Ipenmer(b1) oLleHUBaHUS OObeKT(bI) [TokazaTenu oueHkH Kpurepun Bec
OILICHUBAaHHUSA OLIEHKH KpUTep
ust

TIK 3.1. BeIBIATD yrpo3sl U Peamuzanus OIIOP 1 - Yerkoe nmoHnManue npoodyiem 1. BeimonHenue 16
YSI3BUMOCTH B CETEBOM MOJUTUKU nH(OPMAIIMOHHON 6€30I1aCHOCTH B CHCTEMaX TpeboBaHui
UH(pACTPYKTYypE C IDS/IPS. paznoCBsA3U, MOOMIIBHOMW CBSI3U U 3aJaHus 10
HCIOJIb30BAaHIEM CHCTEMBI aHAJIN3a TenepagroBeIlaHys; peanuzanuu
3aIIUIICHHOCTH. OIIOP 2 - I'paMOTHO BBIABIIATS, noauTuku MO.
TIK 3.2. Pa3zpabarbiBaTh KOMIUIEKC KJ1accu(UIMPOBATh U aHATU3UPOBATH YTPO3bI 2. BeinonHenue 26
METO/0B U CPECTB 3aILUThI UH()OPMALTIOHHON TpeboBaHui
“HPOPMALIUH B CHCTEMAX 6e30macHOCTH U (POPMBI UX IPOSBICHHUS; 3a7aHus 10
PpaxuocBs3y, MOOMIBHON CBS3U U OIIOP 3 - BriOop MEXaHU3MOB U CPEJIICTB HacTpoiike
TeJepagioBeIaHMs. obecrnieyeHust THPOPMALOHHON JIETEKTOpa aTak.
TIK 3.3. Ocy1ecTBasTh TEKylIee 6e3omacHOCTH (IPOTPAMMHBIX U 3. IIpaBunpHOCTE | 26

aJIMHHUCTPUPOBAHKE JUTS 3AIUTHI
CHCTEM paIMOCBA3U, MOOUIIbHON
CBSI3H U TeJlepaliOBELIaHHs C
UCIIOIb30BaHUEM
CMEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyI0BaHUS.

OK 01. BeibupaTs crioco0bl
pelieHus 3ana4d

pOrpaMMHO-AINAaPaTHBIX);

OIIOP 7 - Bnagenue cepBucamu,
00eCIIeuNBaIONIMH HH(POPMAIIHOHHYIO
6€30MacHOCTD B CHCTEMAaX PaJHOCBS3H,
MOOUIIBHOH CBSI3U U TeJepaJuOBEIlaHus;
OIIOP 13 - CBoeBpeMEHHOE 1 Ka4eCTBEHHOE
MPUMEHEHUE KOMIIETEHIIUI, YMEHUH U 3HAHUH,
HNPHOOPETEHHBIX B PE3yIIbTaTe OCBOCHUS TEM,
pazznenos, mucuuiuind, MJIK, moayneii.

KOPPEKTHOTO
MIPUMEHEHUS
6a3bl CUTHATYP
MOIYJISI.
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npodeccnoHanbHON ISSITENFHOCTH,
MIPUMEHHUTENIFHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. Ucnonb3oBatb
COBPEMEHHBIE CPE/ICTBA ITOHCKA,
aHaJM3a U MHTepIpeTaIllud
uHpOpMALUH, U HHHOPMAIIUOHHBIC
TEXHOJIOTHH JUTS BHITTOTHEHUSI
3aa4 npodeccruoHanbHON
JIeSITeIbHOCTH.

OK 09. [Tonp3oBaThCst
npodeccuoHaNbHON
JIOKyMEHTaIue Ha
rOCY/IapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

OIIOP 14 - Bpi6op u nIpuMeHEHHE METONOB U
CHoco00B penieHus MpoeCCUHOHANBHBIX 3a/1a4
B oOnacTu o0ecrieyeHus1 0€30MacHOCTH ceTel
CBSI3H.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPO(HECCHOHATBHBIX 3a/1a4 110
obecrie4yeHNIo 0e30TACHOCTH CETEH CBSI3H.
OIIOP 18 - PabGoTa ¢ pa3nuuHbIMU

MIPOTPAMMHO-aIIaPATHEIMUA U
MIPOTrPaMMHBIMH CPEJICTBAMU.

OIIOP 23 - Ananu3 WHHOBAIMHI B 00JaCTH
MIPOTrPaMMHOTO 00ECIICUCHUSI, Pa3BUTHS
OTpacITy.

3apanme 25.
WNHcTpykuus:

BuuMarenbHO npoyuTanTe 3a1aHuE.

Bl MokeTe 1101b30BaThCS:

O6opymosanue, I10O: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server.
Bpewmst BeinonHenus 3aganus — 15 MUHYT.

TexcT 3a7aHuA:

IIposectu o0clieqoBaHUe IMOJACUCTEMBI 3AIUTHI CETEBBIX B3aUMOIEHCTBUN (Penetration test) M aHaJIu3 JaHHBIX

cepBepa:

- CKaHUPOBAThH SEIVEr C eI ONPEAEICHHS CEPBHCOB;

- CKAHUPOBATH SEIVEr C LIEJIbI0 IOUCKA BO3MOYKHBIX YUETHBIX 3alIMCEN HA KOHEYHOM XOCTE.

IIpeamer(s1) orieHUBaHUS OOBexT(bI) [TokazaTenu oneHKH Kpurepun Bec
OLICHUBaHHUS OLICHKU KpUTEp
ust

I1K 3.1. BeIBIATH yIpO3bl U CpexncrBa OIIOP 1 - YeTkoe oHUMaHKE NPOOIEM 1. Brsmosnnenue 26
YS3BUMOCTH B CETEBOM MOHUTOPHHTA U MHPOPMAITHOHHOM 0€30MaCHOCTH B TpeOOBaHMi
uHdpacTpykType ¢ aHanuza CHCTEMax paJloCBs3H, MOOMIBHON CBA3U U | 3a/1aHUs o
HCIIONTB30BAHUEM CHCTEMBI aHAIN3a | JIOKATBHBIX TeIepaHoBeIlaHNs; 00cIIe10BaHUIO
3aLIUIIEHHOCTH. ceTell; OIIOP 2 - I'paMOTHO BBISIBIISITS, MOJICUCTEMBI
1K 3.2. Pa3pabaTbIBaTh KOMIUIEKC | TIPaBHIBHOCTH KJTacCH(pUIMPOBATh U aHATU3HPOBATH 3aIUTHl CETEBBIX
METOJIOB ¥ CPE/ICTB 3AIUTHI UCIIOJIb30BAHUS yrpo3bl HHGOPMALMOHHON B3aUMOJICHCTBUI
nH(MOPMAIIHN B CHCTEMax TIPaBMJI YTHIIUTHL | 0€30MacHOCTH M (JOPMEI MX MPOSBICHHS; u aHAIN3Y
PaIuocBa3U, MOOUIBHOM CBA3U U HacTpauBaemoro | OITOP 3 - BeiGop MexaHH3MOB U CPEACTB JIaHHBIX cepBepa.
TenepaauoBeIaHus. CKaHMPOBaHUS obecrieueHNs HHPOPMAIIMOHHON 2. IIpaBUIBHOCTB 26
IK 3.3. OcymuiecTBIsTh TEKyLIEe Nmap. 0e3onacHoCTH (MPOrPaMMHBIX U CKaHUPOBaHUS
aIMAHHUCTPUPOBAHHUE JUIS 3aIIUTHI IpOrpaMMHO-aMIIapaTHEIX); server c
CHCTEM PaAUOCBSI3H, MOOMIBLHOM OIIOP 7 - BnaneHnue cepBucamy, MIOMOIIIBIO
CBSI3M H TeJIepaMOBEIIaHNs C 00ecTIeunBaIONIMMH HH(POPMAIIHOHHYIO YTHIUTEI NMap ¢
UCTIONIb30BaHUEM 0€30MacHOCTb B CUCTEMAaX PaJHOCBA3Y, UCTIONIb30BAaHUEM
CHELNAIN3UPOBAaHHOTO MOOWIBHOM CBSI3M U TeNlepaJoBEIaHus; NSE cxpunros.
MPOTPAMMHOTO 00ECTICUeHHSI 1 OIIOP 13 - CBoeBpemeHHOE U 3. [IpaBumpHOCTH 16
00opynoBaHHsI. Ka4eCTBEHHOE IIPMMEHEHHE KOMIIETCHIMH, | MOUCKa

OK 01. Beibupats criocoOsl
pelieHus 3aaa4y
npodeccnoHanbHON IeSITENEHOCTH,
MPUMEHHUTENBHO K PA3TUYHBIM
KOHTEKCTaM.

OK 02. Ucnons3oBaTh
COBpEMEHHBIE CPEJICTBA ITOKCKA,
aHallu3a U UHTEPIIPETaIH
nHopManyH, 1 HHHOPMAIIMOHHEIE
TEXHOJIOTHH JJIS1 BHITIOJTHEHHS
3aga4 npodhecCuoHaTbHON
JIeSITeTIbHOCTH.

OK 09. ITonb3oBaThCst
npo¢ecCHOHANBEHON
JIOKYMEHTaIen Ha
rOCYIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

YMEHUi U 3HaHUH, TPHUOOPETEHHBIX B
pe3yabTaTe OCBOCHHS TEM, Pa3JIeiioB,
nmuctumuinH, MK, Moxymei.

OIIOP 14 - Bri6op 1 npuMeHeHHe
METOJIOB ¥ CHOCOOOB PELICHUS
npodeccroHanbHBIX 33734 B 00JaCTH
obecrieueHus1 6e30MaCHOCTH CeTell CBA3H.
OIIOP 15 - Pemenue craHAapTHBIX U
HECTaHAAaPTHBIX NMPO(ECCHOHATIBHBIX 3a/1a4
110 obecredeHno 0e30MaCHOCTH ceTeit
CBSI3U.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-ANNapaTHBIMU U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - AHanu3 HHHOBAIMIA B 00J1aCTH
IIPOTrPaMMHOT0 00ecIeyeH s, Pa3BUTHUS
OTpAaCIH.

BO3MOXHBIX
Y4ETHBIX 3amuceit
Ha KOHEYHOM
Xocre.

21




3ananue 26.
HHcTpykuus:

BuumarensHO HpO‘-IPITafITe 3aJaHHuC.

Br1 MoskeTe mmoJIb30BaThC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server.
BpeM}l BBIITOJIHCHUS 3aJaHUA — 15 MHHYT.

Texkct 3amanus:

IIpoBecTn oOciemoBaHHWE IOJCHCTEMBI 3alTUTHI CETEBHIX B3amMomacicTBuii (Penetration test) m aHammM3 JaHHBIX

cepsepa:

- moA00paTh Mapojb K aIMUHUCTPATUBHON y4€THOM 3amucu admin;

- TIOAKJIFOUNTRCS K CEPBEPY.

IIpenmer(sl) OLleHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpHUTEP
ust
TIK 3.1. BeisBnars yrpo3sl u CpenctBa OIIOP 1 - Yetkoe moHUMaHue npodIieM 1. Beimonnenue | 2 6
yS3BUMOCTHU B CETEBOMH MOHHUTOPHHTIA U UH()OPMAOHHON 0€30IaCHOCTU B TpeboBaHui
UHDPACTPYKTYpE C aHaIM3a CHCTeMax paJfoCBsI3H, MOOMIBHOM CBSI3H | 3aJaHHs h(s)
UCIIOIb30BAHUEM CUCTEMBI JIOKQJIbHBIX U TellepalioBeaHus; 00cIeJ0BaHUI0
aHaJIM3a 3allUIIEHHOCTH. CeTeMN. OIIOP 2 - I'paMOTHO BBISIBIIATS, MHOACUCTEMBI
1K 3.2. Pa3pabaTbiBaTh KIaccu(UIUPOBATh U AHAITM3UPOBATh 3alIUThl  CETEBBIX
KOMIUTEKC METOJIOB M CPEJICTB yrpo36l HHPOPMATMOHHON B3aUMOJICHCTBHH U
3aIIUTHl HHPOPMALUK B CUCTEMAX 6e30macHOCTH U (POPMBI UX TIPOSIBICHNUS; aHalIu3y  JaHHBIX
pasuoCBsA3U, MOOMIIEHOW CBSI3U U OIIOP 3 - Bei6op MexaHU3MOB | CPEJICTB | cepBepa.
TeNnepaguoBeIlaHys. obecrieyeHust HHGOPMALOHHON 2. IlpaBUnbHOCTH 26
1K 3.3. OcymiecTBIsATh TEKyLIee 6e3omacHOCTH (IPOTPaMMHBIX U CKaHUPOBaHUS
aJIMHHUCTPUPOBAHHE JUIS 3AIUTHI MPOrpaMMHO-aMIapaTHBIX ); Server c IoMoOIIbI0
CHCTEM PaJIuOCBSI3H, MOOMIBHOM OIIOP 7 - Bnanenue cepBucamy, YTHUIIUTBI
CBSI3M U TeJlepaHOBENIAHIS C 00eCeYnBaOINMH HHPOPMAIIMOHHYIO hydra/brutex.
UCIIOIb30BaHUEM 6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y, 3. BrinosnHenue 16
CHETMATN3UPOBAHHOTO MOOWIIFHOM CBSI3M U TellePaIuOBEIIaHuUs; TpeOOBaHMIA
IPOrpaMMHOTO 00eCIeYeHUs U OIIOP 13 - CBoeBpeMeHHOE U 3aJaHus 10
000pyIOBaHHSI. KaueCTBEHHOE IPHMEHEHHE KOMIIETSHINH, | TOAKIIOYSHHUIO K
OK 01. Beibupatb criocoOsl YMEHUH U 3HAaHUU, TPHOOPETECHHBIX B cepBepy ¢

pelieHus 3a1a4
npogecCHoOHAEHON
JIESITEIIbHOCTH, TPUMEHHUTEIIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnoas30BaTh
COBpPEMEHHbIE CPENICTBA MOUCKA,
aHaj|3a U MHTEpIpeTaIii
uH(pOpMaIUH, U
MHGPOPMALMOHHBIC TEXHOJIOTHH
JIJ1s1 BBITIOJTHEHHUS 3a1a4
npoeCCUOHATBHOM
JIEATEILHOCTH.

OK 09. ITonb3oBarbes
npogecCHoOHAEHON
JIOKyMEHTAIMel Ha
TOCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

pe3ysIbTaTe OCBOCHHUS TEM, Pa3fieiioB,
nucruminud, MK, mogynei.

OIIOP 14 - Beibop 1 mpUMEHEHHUE
METOJIOB U CIIOCOOOB peIICHUs
npodeCCHOHANBHBIX 33/1au B 00J1aCTh
obecrieueHnst 0€30MaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaH/IaPTHBIX MPOPECCHOHATBHBIX
3a/1a4 1Mo 00eCIeYeHnI0 O€30IacCHOCTH
ceTeit CBSI3H.

OIIOP 18 - Pabora ¢ pa3nuaHBIMU
MPOTPaMMHO-AMIAaPaTHBIMH 1
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 uHHOBAIMI B 00JaCTH
MPOTPaMMHOT0 00eCTICUCHH S, Pa3BUTHS
OTpaciu.

TTOMOIIIBIO YTUJIIUTBI
xfreerdp.

3ananue 27.
MNHuctpykuus:

BaumarensHO npquTaﬁTe 3aJaHHuC.

BEI MOXkeTe 1101630BaThCA:

Oo6opymnosanue, 110: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server, Process monitor, Network Monitor,

StealerForEducation.exe.

Bpewms BrinonHeHus 3agaHust — 15 MUHYT.

Texkct 3amanus:

IpoBecTr aHa M3 BPEAOHOCHOTO NEWCTBHs Bupyca Tuma Stealer. IIpoananu3upoBaTh coctosHue Process monitor u
HaWTH Cpely BCeX IEHCTBHI JaHHOTO mporecca HHGopManuio o ¢aiiie, U3 KOTOPOro MPOUCXOANUT XHLIeHHe HHPOp-

Maluu JIIOOBIM U3 ABYX MCTOHOB:

- METO/I TTOCIIEI0BATEIILHOTO ITepedopa;
- pa30op aeiicTBHil porpaMmel Process monitor.
®aiin copepxut [IAPOJIN B otkpeiTom Buze. Haiitu cereBrle aapeca (IP u URL), ¢ koTopsiMu B3aMOJCHCTBYET HC-

cJieyeMbIil mpoIiecc.
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IIpenmer(bl) oLleHUBaHUS OO0bexT(bl) [lokazaTenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHUTEP
ust
I1K 3.1. BeIBIATb yrpo3bl U CpencrBa OIIOP 1 - Uerkoe noHuUMaHHe IpodIEM 1. Bemmonnenue | 26
YSI3BUMOCTH B CETECBOM MOHUTOPHHTA | MH(QOPMAIIMOHHOW OE30MacHOCTH B TpeOOBaHMii
HHPPaACTPYKType ¢ U aHaNN3a CHUCTEMax paJInOCBA3H, MOOUJIBHOM CBS3U U 3aaHus o
WCTIONIH30BAHMUEM CHCTEMBI aHANN3a | JIOKAIBHBIX TeJlepalioBeIaHus; o0cnenoBaHuIo
3al[UIICHHOCTH. CEeTeH. OIIOP 2 - I'paMOTHO BBIABIIATS, HOJCUCTEMBI
1K 3.2. Pa3pabaTbiBaTh KOMIUIEKC KJaccH(UIMPOBATh U aHAIU3UPOBATH 3aIUTHl CETEBBIX
METOJIOB U CPE/ICTB 3aIllUThI yrpo3bl HHPOPMALUOHHOM B3aUMOJICHCTBHH
HHPOPMAIIUH B CHCTEMAX 6e30macHOCTH U (POPMBI HX MPOSBICHUS; u aHau3y
PaxuocBA3U, MOOUIBHOM CBA3U U OIIOP 3 - BbIOop MeXaHU3MOB U CPEJICTB JIaHHBIX.
TenepauoBeIIaHusL. obecrieyeHus: HTHOOPMAIIMOHHOM 2. IMpaBuneHOCTH | 26
I1K 3.3. OcyiiecTBISTh TEKyLIEe 6e3omacHOCTH (IIPOrPaMMHBIX U olpeeneHus
AIMUHUCTPUPOBAHUE /IS 3AIUTEI MPOrpaMMHO-AMIaPaTHEIX ); Gaiina, u3
CHCTEM paJINOCBSA3H, MOOUIBHOM OIIOP 7 - Bnagenue cepBucamu, KOTOpOro
CBSI3H U TeJIepalOBELIaHus C o0ecreynBaoMy HHPOPMAILTHOHHYIO MPOUCXOTHUT
UCIIOJIb30BAaHUEM 6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y, XUIIEHNE
CHELHATN3UPOBAHHOTO MOOMIIEHOH CBSI3U U TeJIepaliOBEIaHuS; uHdopmMay H
IIPOrPaMMHOT0 00ecIIeUeHHs U OIIOP 13 - CBoeBpeMeHHOE U KaUECTBEHHOE | CepBepe.
000pyI0BaHUSL. MPUMEHEHNE KOMITETEHINI, YMEHUN U 3. Bemonnenne 16
OK 01. BeiGupats crioco6bt 3HAHMH, NPHOOPETEHHBIX B PE3YJILTATE TpeboBaHuUii
peleHus 3a1a4 npoeCCUuOHANTBHOM OCBOEHUS TeM, pa3aenos, qucuumiud, MK, | 3amanus mo

JIeATENEHOCTH, TPUMCHUTEIIBHO K
Pa3IIMYHBIM KOHTEKCTaM.

OK 02. ’cnonb3oBaTh
COBpEMEHHBIE CPE/ICTBa ITOHCKA,
aHaJM3a M MHTEePIPETAINI
uHdopmanyy, 1 UHGOPMaAILOHHbIE
TEXHOJIOTHH JUTS BHITIOJTHEHUS 33129
npodeccuoHanbHON NesTeNbHOCTH.
OK 09. [Tonp3oBaThCst
npogecCHOHANBEHON
JIOKYMEHTalnuen Ha
rocyJIapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

MoayJeH.

OIIOP 14 - Beibop 1 mpUMEHEHUE METOIOB
U CIIOCO0O0B peleHus MPoheCcCHOHATBHBIX
3a7a4 B 00J1acTH oOecrieyeHust 6e30I1acHOCTH
ceTel CBsI3U.

OIIOP 15 - Pemenue craHIapTHBIX U
HEeCTaHAAPTHHIX MPO(pECCHOHANTBHBIX 3a1a4
1o obecreveH 0 0e30MaCHOCTH CEeTeH CBS3H.
OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrpaMMHO-AMMaPaTHEIMU U
MPOrpaMMHBIMHU CPEICTBAMHU.

OIIOP 23 - AHanu3 MHHOBaLUi B 001acTH
MPOrPaMMHOTO 00ECTICYCHYSI, Pa3BUTH
OTpaci.

MOUCKY CETEBBIX
aapecos (IP u
URL), ¢
KOTOPBIMH
B3aUMOJICICTBYET
HCCIIEeTyeMBbIil
mporecc
(StealerForEduca
tion.exe).

3ananme 28.
WNHcTpyknus:

BHumatensHO npoYuTaiTe 3a1aHue.

BB1 MOXkeTe 0Ib30BaThCA:

O6opynosanwue, I10: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Windows Server, Process monitor, Network

Monitor, StealerForEducation.exe.

Bpewmst BeinonHenus 3aganus — 15 MUHYT.

Texct 3amanus:

3a010KkMpOBATh BPEIOHOCHBIE JeicTBUs BUpyca Tuma Stealer. HyxHo caenaTh Tak, 4ToObI y mporiecca He ObLIo ce-

TEBOI aKTUBHOCTH ITPH MOBTOPHOM 3aIlyCKe.
IIpenmer(bl) OLIeHUBAHUS OO0BeKT(bI) [TokazaTenu oneHkH Kpurepun ouenku Bec
OLICHUBAHUS KpHTEp
ust
[1K 3.1. BeiABasTE Yrpo3sl U CpencrBa OIIOP 1 - Yetkoe moHUMaHKE IPOOIEM 1. Brimosnnenune | 2 6
YSI3BUMOCTH B CE€TE€BOMI MOHHUTOPHHIA U nH(OpMaLOHHOH 0€30aCHOCTH B TpeboBaHUN 3aJaHus
uHdpacTpykType ¢ aHanM3a CHCTEeMax pagloCBI3H, MOOMIBHON CBA3U U | IO  0OCII€IOBAaHUIO
UCIIOJIb30BAHUEM CUCTEMBI JIOKaJIbHBIX TenepajuoBelaHus; HOJCUCTEMBI 3aIlUThI
aHaIN3a 3alUIICHHOCTH. ceTel; OIIOP 2 - I'paMOTHO BBISBIIATS, CETEBBIX
1K 3.2. Pa3pabaTbiBaTh HpPaBUIBHOCTD KJTacCU(pUINPOBATh U aHATU3UPOBAT B3aUMOJCHCTBUIA U
KOMILIEKC METOJIOB ¥ CPEACTB OTIpeAeneHns yrpo3bl HHGOPMALMOHHON aHaJIM3y JaHHBIX.
3aIiuThl HH(GOpMaLUK B HPU3HAKOB 0€30macHOCTH B (JOPMEI X MPOSBICHUS; 2. Beinonuenue 26
CHUCTEMAaX PaguoOCBA3H, aTaku; OIIOP 3 - Boibop MeXaHU3MOB U CPEICTB TpeboBaHUi 3a1aHNs
MOOUIBHOH CBSI3U U HpPaBUIBHOCTD obecrnieyeHyst UHGOPMAHOHHON IO TIOMCKY CETEBBIX
TeJlepaliOBEIaHuUs. HaCTPOEK 6e3omacHOCTH (IPOTPaMMHBIX U anpecos (IP u URL),
1K 3.3. OcyiiecTBIATh O6panamMayspa. IIPOrpaMMHO-AIIAPATHBIX); € KOTOPBIMHU
TEKyIee aAMIHICTPUPOBAHIE OIIOP 7 - Bnagenue cepBucamu, B3aNMOJEHCTBYET
JULSL 3aLIUTBL CUCTEM obecrieunBaroIUMU UHPOPMALUOHHYIO ucciaeayeMblit
PaIrOCBsI3H, MOOUIBHOH CBSI3H 0€30IacHOCTb B CHCTEMaX PaJHOCBSI3H, npouece
Y TeJlepauoBeLIaHus C MOOHJIBHOM CBSI3U U TENEPaANOBCIIAHNS; (StealerForEducation
HCIIOJIb30BAaHUEM OIIOP 13 - CBoeBpeMeHHOE 1 .EXe).
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CIEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecreueHus u
000pyI0BaHUS.

OK 01. Bei6upats crocoOsl
pernenus 3aiaq
npodecCuoHaIEHON
JeATeTbHOCTH, TPUMEHUTEIHHO
K pa3JIMYHbIM KOHTEKCTaM.

OK 02. Hcnonp3oBath
COBpPEMCHHEIE CPE/ICTBA MOKCKa,
aHaIM3a U MHTEPIPETaluH
uH(opMaIuH, U
MH()OPMAIIMOHHBIE TEXHOJIOTHU
JUTSL BBITTOJTHEHHS 32124
npodecCHOHATEHON
JIeATEITLHOCTH.

OK 09. ITonb30BaThCs
npodeccuoHaILHON
JIOKyMEHTaIiei Ha
TOCY/IapCTBEHHOM U
HMHOCTPAHHOM SI3BIKaX.

Ka4eCTBEHHOE PUMEHEHHE KOMITETCHIIHH,
YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B
pe3ylbTaTe OCBOCHHS TEM, Pa3/IeioB,
mucuuruind, MJIK, moxyrneit.

OIIOP 14 - BeiOop 1 mpUMEHEHUE
METOJIOB H CIIOCOOOB PEIICHUS
npodecCHOHANBHBIX 33/1a4 B 00J1aCTH
obOecreueHns 0€30IMaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX NMPOPECCHOHANBHBIX 32124
1o obecrieueHn o 6€301MacHOCTH ceTei
CBSI3H.

OIIOP 18 - PaboTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMIaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 HHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
0Tpaciy.

3. IlpaBUnbHOCTD
HaCTPOEeK
O6panamMayspa B
pexuMe
HOBBIIIEHHON
6€30MacHOCTH.

16

3ananue 29.
HUnempyrkyus:

BHumatensHO mpounTaiTe 3a1aHue.

Br1 Mo2keTe mOJIB30BATHCS:

Oo6opynosanue, IT10: TIK, Oracle VM VirtualBox; BM Astra_Client. DAC_MAC.

Bpewmst BeimonHeHust: 15 MUHYT.

Texkct 3amanus:

Asrtopusyiitech B cucteme BM Astra_Client DAC_MAC moj1 y4eTHO#H 3aluchio aMHHUCTpaTopa astra-admin ¢ BbI-
COKHMM YPOBHEM LIEJIOCTHOCTH U co3/1aiite B pacnionoxeruu "/home/public” manky "documents”.
JUJ1st CO31aHHO# TMANKK YCTAaHOBHUTE CIICAYIOIINE CTaHIapTHBIC MPaBa J0CTYIA U JONOJHUTEIbHbIC aTprOyThI Linux:

- Brnanener — root, nwx;

- I'pyrma Bnazgensa — root, rwx;

- OcranbHble — -,
- sticky-owur.

ITpoBephbTe, UTO Mpapa I0CTyNa U aTpuOyThI manku "doCUMENts" ycTaHOBJICHBI BEPHO.

IIpenmeT(s1) OlIEHUBAHUSA O0BexT(bl) IToka3arenu oueHkH Kputepun ouenku Bec
OLIEHUBAHUS Kpurep
us
TIK 3.1. BEISBIATE yTpo3sl Peanuzanus OIIOP 1 - Yerkoe monnManue mpobiaem 1. Brimonnenue 20
YSI3BUMOCTH B CETEBOM [IOJIMTUKH UH(OPMAIIMOHHOHN 0€30I1aCHOCTH B TpeOoBaHMit
I/IH(I)paCprKType C JUCKPEIIMOHH CHUCTEMAX paJuOCBA3H, MOOMIBHOM CBSI3H U 3aJlaHus 110
UCIIOJIb30BAHUEM CHUCTEMBI BIX IIPaB TeJepaaoBEIaHHS; HACTPOIKe
aHaJIM3a 3alUIIeHHOCTH. JIOCTYIIA. OIIOP 2 - I'paMOTHO BBISIBIIAITS, JACKPEIIMOHHBIX
1K 3.2. Pa3pabaTbiBaTh K1accu(pUIUpoBaTh U aHATM3HPOBATH IpaB JOCTyIIA.
KOMIUTEKC METOJIOB M CPEJICTB Yrpo3sl HHPOPMAITMOHHOM 2. BhINonHeHHe 2
3aIIUTHl HHGOPMALIK B CHCTEMAX 6e3omacHOCTH ¥ (HOPMBI X MPOSIBICHUS, TpeGoBaHHii
pPaaroCBsI3u, MOOMIIBHOM CBS3H U OIIOP 3 - Bribop MexaHU3MOB U CPEACTB P—
TenepaguoBeIaHus. obecnieyeHust ”HGOPMALMOHHON
TIK 3.3. Ocy1ecTBisaTh TeKyliee 6e3onacHoCTH (IPOTPAMMHBIX U YCTAHOBKE
aJIMUHUCTPHUPOBAHKE JIJIS 3aLUTHI MIPOrpaMMHO-AIMINaPATHBIX); CTaHNapTHLIX TpaB
CHCTEM PaJHUOCBSI3U, MOOMIILHOM OIIOP 7 - Bnanenue cepBucamu, AOCTyna n
CBSI3U U TelIepaJMOBEILaHNs C o0ecneynBaloIIMU HHGOPMAIHOHHYIO AOTIOHUTEIBHEIX
HCIIONIb30BaHUEM 0€30IaCHOCTh B CHCTEMAX PalUOCBSI3H, atpuOyr Linux.
CIEIMATN3HPOBAHHOTO MOOHJIBHOM CBS3U U TEJIEPATNOBEIIAHNS; 3. llpaBUIBHOCTD
TPOTPAMMHOTO O0ECTICUSHHS 1 OIIOP 13 - CBoeBpemMeHHOE 1 NpoBEACHUA
000pyIOBaHMUS. KavueCTBEHHOE MPHUMEHEHIE KOMIETeHIHi, | IPOBEPKH IIPAB 10

OK 01. Beibupats crioco0bl
peluieHus 3aaa4
podeCcCHOHATHHOM
ACATCIBHOCTH, MTPUMCHUTEIIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnonp3oBathb
COBpPEMEHHbIE CPEJICTBA MTOUCKA,
aHaIM3a U UHTEPIPETaluy
UHPOPMAITIH, U

YMEHUH U 3HaHUH, TPHOOPETEHHBIX B
pe3yabTaTe OCBOCHHS TEM, Pa3ZIeiioB,
muctumuinH, MK, Moxymei.

OIIOP 14 - Bri6op u npuMeHeHne
METOJIOB ¥ CHOCOOOB PELICHUs
npo¢)eCCHOHANBHBIX 3a/1ad B 00J1acTh
obecrieueHus1 6€30MaCHOCTH CeTeil CBA3H.
OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHIAPTHBIX NPOEeCCHOHATBHBIX 33124

JIOCTyNa ¥ aTpuOyT
ITaIIKn1
"documents".
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MH()OPMAOHHBIE TEXHOJIOTHU
JUTSL BBITTOJTHEHHS 337124
npogeccCuoHaNbHON
JIeSITEIbHOCTH.

OK 09. [Tonp3oBaThest
npodeccuoHaNbEHON
JIOKyMEHTaIuei Ha
rOCY/IapCTBEHHOM U

HWHOCTPAHHOM s3BIKaXx.

o o0ecIeyeHno 0€30MacHOCTH ceTel
CBSI3M.

OIIOP 18 - PabGoTa ¢ pa3nuuHbIMU
MPOrpaMMHO-aIIAPATHBIMU U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - Ananu3 wHHOBAIMI B 00JaCTH
MIPOrPaMMHOTO 00ECIICUCHHSI, PA3BUTHS
OTpaciy.

3apanme 30.
Hncmpyxyus:

BuuMarenbHO npoyuTanTe 3a1aHuE.

BEI MOXKeTe TTOJIB30BaThCS:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client DAC_MAC..

Bpewms Bemmonaenus: 10 MuHyT.
Teker 3aganus:

Asrtopusyiitech B cucteme BM Astra_Client DAC_MAC nox y4eTHo# 3amiceio aaMiUHUCTparopa astra-admin c Bbi-
COKHMM YPOBHEM IIEJIOCTHOCTH H co3/1aiite B pacrnonoxerud "/home/public” manky "documents™.
Jlns manku "/home/public/documents/" ycranoBute crnenyronme npasa noctyna POSIX ACL u Takue ke mpasa 1o

YMOJIYaHHUIO:

- JUTS TIOJIB30BaTelrs userl — rwx;
- JUTS TIOJIB30BaTEIIS USer2 — rwx;

- quist rpymmel "office” — r-x.

[poBepote, uro mpaBa goctyna POSIX ACL u cooTBeTcTBYyOLIME MpaBa MO yMOJTYaHUIO Ui mankd "documents”

YCTaHOBJICHBI BEPHO.

3aBepinTe ceaHc padOThl AJIMUHUCTPATOPA, TIOCIEIOBATEIHHO 3apETUCTPUPYHUTECH B CUCTEME C YUCTHBIMHU 3aIHCSIMU
userl / user2 u yoemurech, 4TO 3TH MOJIB30BATEIM MOT'YT COBEPILATh pa3pelieHHbIe UM (aiiIoBbIe ONEpAIU B MAIKe

"/home/public/documents/".

[Ipenmet(s1) OrIeHUBAaHUSA OO0BeKT(BI) [ToxasaTenn oneHKH Kpurepun onenkn Bec
OLICHHUBAHUS KpHUTep
us
[IK 3.1. BBISIBIATE yTpo36l 1 Peanuzanus OIIOP 1 - Yerkoe moHnMaHue npodiiemMm 1. Brimonnenue 20
ySI3BUMOCTH B CETEBOU MOJIUTUKU UH(POPMAIIOHHOH 0€30MacHOCTH B TpeboBaHuii
HHPPaACTPYKTYypE C JMCKPELIHOHH CHCTEMaX paJuOCBs3H, MOOMIBHON CBSI3H M | 3a7qaHuUs 110
HCIIONIb30BAHHEM CHCTEMBI aHAIN3A | IX mpaB TeJlepaiuoBeIaHus; YCTaHOBKE MPaB
3aLIUIIEHHOCTH. JOCTYTA. OIIOP 2 - I'paMOTHO BBISBIIATS, nocryma POSIX
IIK 3.2. Pa3zpabaTsiBaTh KOMILIEKC KJacCH(HUIIMPOBATh U aHATU3UPOBATH ACL u
METOJIOB ¥ CPE/ICTB 3AIUTHI yrpo3bl ”HPOPMALTUOHHOK COOTBETCTBYIOIIN
nH(opMaK B cucTeMax 0e3omacHOCTH U (YOPMBI UX TIPOSBIICHNS; X TpaB 1o
PaIuocBa3U, MOOUIBHOM CBA3U U OIIOP 3 - Bb10op MeXaHU3MOB U CPEJICTB
TeJlepaliOBEIaHusl. obecnieyeHust ”HPOPMALOHHON YMOTHAHMIO AU
IK 3.3. OcymuiecTBIsTh TEKyLIEe 6e3omacHoCTH (IIPOTPaMMHBIX U },Tam(n .
aJIMUHUCTPHUPOBAHUE JJISI 3AIUTHI MPOrpaMMHO-aIIapaTHEIX ); /homE/E ublic/doc
CHCTEM PAJUOCBSI3H, MOOMILHOM OIIOP 7 - BraseHue cepBUcamy, uments/”.
CBSI3M U TeJlepalioBENIaHus C obecreynBaoMMA HHPOPMAIIHOHHYIO 2. llpasutbHOCTS 26
UCIIOJIB30BaHUEM 0€30MacCHOCTh B CHCTEMAX PaIMOCBA3H, IpOBENCHNA
CICIUATN3UPOBAHHOTO MOOGHIILHOH CBSI3H U TeJepaIiOBEIIaHus; MPOBCPKHU MpaB
MIPOrPaMMHOT0 00eCIIeUeHHs U OIIOP 13 - CBoeBpeMeHHOE U nocryna POSIX
000pyIOBaHHsI. KauecTBEHHOE puMeHeHue komnerenmuii, | ACL u
OK 01. Beibupats crioco0bt YMEHUH 1 3HaHUH, TPUOOPETEHHBIX B COOTBETCTBYIOIIU
penieHus 3a1a4q pe3ylbTaTe OCBOCHHS TEM, Pa3/IeNoB, X IIpaB 110
npodeccnoHanbHON AESTENFHOCTH, nucuumuind, MJIK, monysneit. YMOJIYAaHHIO IS
MPUMEHNATEIBHO K PA3INYHBIM OIIOP 14 - Beibop u npuMeHeHUe nanku
KOHTEKCTaM. METOJOB M CLIOCOOOB PEIICHUS "documents".
OK 02. Ucnonb3oBaThb npo¢hecCHOHANBHBIX 33/1ad B 00JIaCTH 3. IpaBUIBHOCTH 16
COBPEMEHHBIE CPE/ICTBA TTOKCKA, obecrieyeHus 6€30MACHOCTH CETEH CBSI3H. TPOBEICHNUS

aHaJM3a M MHTepIpeTaIuU
nHdopmary, 1 THHOPMAIUMOHHEIE
TEXHOJIOTHH JUTS BBHITTOTHEHUSI
3aja4 npodeccruoHanbHON
JIeATENbHOCTH.

OK 09. [Tonp3oBaThest
npodeccuoHaNbHON
JOKyMEHTaIueH Ha
rOCYIapCTBEHHOM M HHOCTPaHHOM
SI3bIKAX.

OIIOP 15 - Pemenne cTtaHIapTHBIX U
HECTaH/IapPTHBIX MPOPECCUOHANBHBIX 3a]1a4
1o o0ecIeueHnI0 0€30IaCHOCTH CeTel
CBSI3U.

OIIOP 18 - PaboTa ¢ pa3iuuHbBIMU
MPOTPaMMHO-AINMAPATHBIMH U
MIPOTPaMMHBIMH CPEJCTBAMHU.

OIIOP 23 - Ananu3 MHHOBALMK B 00J1aCTH
MPOTPaMMHOT0 00eCTIeUeHH S, Pa3BUTHS

OTpaciin.

MIPOBEPKHU TIPaB
JIoCcTyma Jist
YYETHBIX 3amuceit
userl, user2.
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3aganue 31.
Hncempykyus:

BaumatensHo mpouuTaiiTe 3a1aHue.
Br1 MoskeTe moJIb30BaThC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms Beimonnenus: 10 MUHYT.
Tekcer 3agaHun:

Asrtopusyiitech B cucteme BM Astra_Client_ SNLSP mon yuerHoii 3amuchio amMuHECTpaTopa astra-admin ¢ Bbico-
KM ypOBHEM IIeIOCcTHOCTH, 3amyctute "[lanens besonmacHoctn Secret Net LSP".
[IpoBepsTe, 4TO MUCKpenMOHHOE yrpaBieHue noctynoM B SN LSP BkiroueHo.
Cpencreamu SN LSP co3naiite HOBOTo MOJIL30BATENS CO CICAYIONMMHU aTPHOYTAMH:

- Mms none3oBareitst — USEr3;

- I'maBnas rpynmna — office;
- O6onouka — /bin/bash;

- T1apoJIh / TTOATBEPKICHIE —

P@sswOrd;

- qUCJIO I[Hefl, IMOCJIC KOTOPBIX CPOK I[Cf/iCTBHH napoJjisd UCTCKACT — 60.
y6CI[I/ITeCI), YTO ITIO0JIB30BATCIIb IMOSABUIICA B CUCTEME.

IIpenmer(bl) OLIeHUBAHUS OO0BeKT(bI) ITokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OIICHKH KpHTEp
ust
I1K 3.1. BeiaBiATb yrpo3sl U ysi3BUMOCTH | Peanuzarus OIIOP 1 - YeTkoe oHUMaHKE NPOOIEM 1. BeinosnHenue 26
B CETEBOW HH(DpACTPYKType € MTOJTUTUKH MHPOPMAITMOHHOMN 0€30MaCHOCTH B TpeOoBaHMi
UCIIOJIb30BAHUEM CUCTEMBI aHAIN3a JUCKPEIMOHH | CHCTeMaX paJuoCBsI3H, MOOMIBHOM CBSI3U | 3afaHus IO
3aIUIIEHHOCTH. BIX TIPaB 1 TelepaguoBeIlaHus; YCTaHOBKE TIpaB
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC JoCTyna. OIIOP 2 - I'paMOTHO BBISIBIISTS, Joctyna B Secret
METOJIOB U CPEJICTB 3allIUThI KJaccu(UIMPOBATh U AHATM3UPOBATH Net LSP.
UH(OPMAIMU B CUCTEMaX PaJUOCBSI3H, yrpo3bl HHGOPMALMOHHON 2. IlpaBuipHOCTE | 26
MOOMITBHO CBSI3H H TENePaHOBEIIaHIS. 0e30macHOCTH B (POPMBI HIX HPOSBICHHS; | MCIOIb30BAHHS
1K 3.3. OcymiecTBIATh TEKyIIEe OIIOP 3 - Boibop MEXaHU3MOB U cpexacts SN LSP
aMAHHACTPUPOBAHNE JUIS 3aIHTHI cpencTB obecreueHUsT HHOPMAIIMOHHON | JUIs
CHCTEM PaJOCBI3U, MOOUILHON CBSA3U U 6e3omacHOCTH (IIPOrPaMMHBIX U YCTaHOBJICHUS
TelepaaHoBEIIaHus C UCIIONB30BaHUEM IpOrpaMMHO-aNIIaPATHBIX); TpaB IOCTyTIa
CIIELUAIM3UPOBAHHOIO IIPOTPAMMHOI0 OIIOP 7 - Brnanenue cepBucamu, JUIS TIAIIKK
obecriedeHust 1 000PyJOBAHNUS. obecreunBaroMMU HHPOPMAITUOHHYIO "documents".
OK 01. Beibupats crocoObl peleHns 0€30MacHOCTb B CUCTEMax PaJHOCBA3Y, 3. IlpaBuipHOCTE | 16
3ama4 npodeccHoHaNBHON MOOUITBHOH CBSI3H U TEJICPAUOBEIIAHNS; | MPOBEICHHS
JIEATENBbHOCTH, IPUMEHHUTENIBHO K OIIOP 13 - CBoeBpeMeHHOE U MIPOBEPKHU TIpaB
Pa3IMYHBIM KOHTEKCTaM. KauecTBEHHOE TPUMCHEHNUE JOCTyMa JUIs

OK 02. Mcnonb30BaTh COBpEMEHHBIE
Cpe/ICTBa ITOKCKA, aHAIN3a U
UHTEpIpeTaluy HHPOpMaLuy, 1
MHQOPMALMOHHBIE TEXHOIOTUH IS
BBINOJTHEHUS 33/1a4 TPOPECCHOHANBHON
JEeSTEITLHOCTH.

OK 09. INonb3oBaTbes
podecCHOHATBHOM JOKYMEHTAIeH Ha
roCyapCTBEHHOM M HHOCTPAHHOM
SA3bIKAX.

KOMIIETeHLU), YMEHUH U 3HaHUH,
MIPUOOPETEHHBIX B PE3YJIBTaTe OCBOCHHUS
TeM, pazzenoB, nucuumminy, MK,
MOJYyJICH.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB ¥ CHOCOOOB PELICHUS
npodeccuoHabHBIX 33/1a4 B 0071aCTH
obecniedeHust 0E30MACHOCTH CETEH CBSI3H.
OIIOP 15 - Pemntenue craHgapTHBIX U
HECTaHAAPTHBIX NPO(HECCHOHATBHBIX
3aJa4 1o 00ecreyeHnIo 0e30MacHOCTH
ceTel CBA3H.

OIIOP 18 - Pabora ¢ pa3nu4yHbIMU
MIPOrpaMMHO-ANMNAaPATHBIMH U
MIPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - Ananu3 WHHOBAIIW B
o0JacTi IporpaMMHOTo obecneyeHus,
Pa3BUTHL OTPACIIH.

YUETHBIX 3aIucei
userl, user3.

3ananue 32.
Hncempykyus:

BHumaTensHO pounTaiiTe 3a1aHue.
Bsl MoXkeTe mosb30BaThC:

Oo6opynosanue, [10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms BemonaeHu: 10 MUHYT.
TekeT 3agaHu:

Asropusyiitech B cuctreme BM Astra_Client_SNLSP mon yuetHoit 3anuceio anMuHHCTpaTopa astra-admin c¢ Beico-
KUM YPOBHEM IIeJIOCTHOCTH, 3anyctute "[lanens bezonmacHoctu Secret Net LSP™.
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B pacronoxkennu "/home/public" coznaiite manky "documents" u cpeacrtBamu SN LSP ycraHOBHUTE ISt HEe CIIEIyIO-
IIKE MpaBa J0CTyIIa:

Branemner — root, rwx;

T'pymma Bnazgensiia — root, r-x;
OcTtanbHbIE — I-X;

sticky-our.

JIUIST TIOJIB30BATENS USEr2 — rwx;
JUIA TIOJIB30BAaTelIs USer3 — rwx;
quist rpymmet "office” — r-x.

[ToceoBaTeNbHO 3aperHCTPUPYHTECh B CHCTEME C YYETHBIMHU 3amucsiMu USerl / user3 u yOeautech, 4TO MpaBa
noctyna K namnke "/home/public/documents/" y aTux nons3oBateneii pasHble.

IIpenmer(sl) OLIeHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpHTEp
ust

[IK 3.1. BeisIBIIAATS yrpo3bl 1 Peammzarus OIIOP 1 - Yetkoe moHnMaHue npodsiemMm 1. Bemmonnenwne 26
YS3BUMOCTH B CETEBOH JIMCKPELHOHH | MH(OpPManMoOHHO 6e301macHOCTH B TpeOoBaHUH
HHQPACTPYKTYpE C UCIIOIb30BAHUEM | BIX IpaB CHCTeMaXx paJfoCBsI3H, MOOMIBHOM CBSI3H M | 3aaHHS 10
CHCTEMBI aHAJTH32 3aIUICHHOCTH. JIOCTYIIA B TelepaanoBeIIaHuS; YCTaHOBKE TIPaB
1K 3.2. Pa3pabarsiBaTh KOMILIEKC Secret Net OIIOP 2 - I'paMOTHO BBISIBIISATH, nmoctyma B Secret
METOJIOB Y CPEJCTB 3aIlUThI LSP KIaccu(UIUPOBATh U AHAITM3UPOBAThH Net LSP. 20
nHpopMaK B cucremMax yrpo36! HHPOPMATUOHHOH 2. IlpaBUIBEHOCTB
PaIrOCBsI3U, MOOMIBHOI CBSI3H U 6e301acHOCTH U (POPMBI MX MPOSBICHUS; HCIOJIL30BAHUS
TenepaauoBeIIaHusL. OIIOP 3 - Bri6op MeXaHU3MOB H CPE/CTB cpencts SN LSP
1K 3.3. OcymiecTBISITh TEKyLIee obecrieueHust HHGOPMALMOHHON JUISL YCTaHOBIICHUS
AJIMAHHCTPUPOBAHHUE JUIS 3aIIUTHI 6e30macHOCTH (POrpaMMHEIX U HpaB IOCTyIIa JJIs
CHCTEM PaJInOCBS3H, MOOUIBHOM MPOrpaMMHO-aNapaTHHIX ); TTaITKH 16

CBSI3H U TeJlepaTuoOBEIIaHus C
HCTIONIb30BaHUEM
CHEIHATN3UPOBAHHOTO
MIPOrPaMMHOT0 00ECIICUCHHSI U
000pya0BaHUsL.

OK 01. Beibupath crmoco0bl pereHust
3a71a4 podecCHOHATBHOM
JIeSITeNTbHOCTH, TIPAMEHHUTETBHO K
Ppas3inIHbIM KOHTCKCTaM.

OK 02. Ucnons30BaTh COBpEMEHHBIE
CpeICTBa MIOKCKA, aHANIU3a U
WHTEpIpeTauy HHPOPMAIUH, U
I/IHCpopMaLll/lOHHI)IC TCXHOJIOTHUHU OJIA
BBITIOJTHEHHMS 3324
poheCCHOHANBHON ACATEIILHOCTH.
OK 09. [Toms3oBaThCs
Mpo¢eCCHOHANBLHON TOKyMEHTALIUeH
Ha TOCYIapCTBEHHOM ¥ HHOCTPaHHOM
SI3BIKAX.

OIIOP 7 - BiasieHue cepBUCaMH,
00ecreYrBaoIMMU HHOOPMAIIHOHHYIO
6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y,
MOOWIIEHOH CBSI3U U TeJepaIHOBEIaHuS;
OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IPHMEHEHHE KOMITETSHIIHH,
yYMEHHH U 3HaHUM, IPUOOPETEHHBIX B
pe3ylbTaTe OCBOSHHS TEM, Pa3/IeNoB,
nuctumnud, MK, mogynei.

OIIOP 14 - Beibop 1 npuMEHEHHE
METOJIOB U CIIOCOOOB peIICHUs
npodeccnoHanbHBIX 33134 B 00JIacTH
obecrieyeHust 6€30MaCHOCTH CETEH CBSI3U.
OIIOP 15 - Pemenne ctaHIapTHBIX U
HECTaH/IapPTHBIX MPOECCHOHANBHBIX 3a]1a4
1o o0ecreyeHnI0 0e30MMaCHOCTH CeTe
CBSI3U.

OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOTPaMMHO-AINIMapaTHBIMH U
MPOrpaMMHBIMHU CPEICTBAMH.

OIIOP 23 - AHanu3 MHHOBaLUi B 001acTH
MPOrPaMMHOTO 00ECTICYECHYSI, PA3BUTH
OTpaciu.

"documents".

3. [IpaBuiIbHOCTH
MIPOBEICHHS
MIPOBEPKH TIpaB
JOCTyMa Jyist
YYeTHBIX 3aMuceit
userl, user3.

3ananue 33.
Uncmpyxyus:

BaumarensHO npquTaﬁTe 3aJaHHuC.

Bl MOXeTe 1101b30BaThCS:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms Beimonnenus: 10 MUHYT.
Teker 3aganus:

Asropusyiitech B cuctreme BM Astra_Client_ SNLSP mon ydetHoit 3amnuchio aaMuHrcTpaTopa astra-admin ¢ Bbico-

KHM YPOBHEM ILCJIOCTHOCTH.

Hactpoiite xypHan coObrtuii SN LSP, CBsI3aHHBIX ¢ M3MEHEHHSMH JIOCTYNa K OOBEKTaM (haiijIoBOW CTPYKTYpBHI.

IToctpoiite oTyeT.

IIpenmer(bl) oLleHUBaHUS OO0bexT(bl) Ilokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBAHHUS KpHTEp
ust
[IK 3.1. BeisiBisATS yrpo3bl 1 Hacrpoiika OIIOP 1 - Yerkoe nmoHnManue npooyiem 1. Bemmonnenwne 26
YSI3BUMOCTH B CETEBOM XKypHaia MH(OPMAaIIOHHOH 0€3011acCHOCTH B TpeGoBaHMi
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HHQPACTPYKTYpE C
HCIOJIb30BAHIEM CHCTEMBI aHAIM3a

3aIIUIIECHHOCTH.
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC
METOJIOB M CPEJICTB 3AIUTHI
UH(DOpPMAIMH B CUCTEMaX
PaguocBs3u, MOOMIIEHOH CBSI3U U
TeNepaTuoBeIIaHusL.

TIK 3.3. OcymecTBasTh TEKyIIee
aJIMUHUCTPUPOBAHHE JUTS 3aIHTHI
CHCTEM PaJIUOCBSI3H, MOOMIHHOM
CBSI3H U TeJIepaIHOBELIAHHS C
UCIIOTb30BaHUEM
CMEHATN3UPOBAHHOTO
MPOTPaMMHOT0 obecrieueHus U
000pyIOBaHMS.

OK 01. BeibupaTs crioco0bI
pelieHus 3ama4q
npodeccnoHaIbHON IeSITeFHOCTH,
MPUMEHHUTEITBHO K Pa3IMIHBIM
KOHTEKCTaM.

OK 02. Hcnons3oBath
COBpEMEHHBIE CPENICTBA ITOHCKA,
aHaIM3a U MHTEePIPETalUuH
uHpopManuH, 1 HHHOPMAIIMOHHBIC
TEXHOJIOTHH ISl BBIMOTHEHHS
3a7a4 npohecCHOHATbHOM
JIeATSITLHOCTH.

OK 09. ITonp30BaThCA
npogecCHOHAEHON
JIOKyMEHTaIei Ha
rOCY/IapCTBEHHOM Y HHOCTPAHHOM
SI3BIKAX.

COOBITHH
Secret Net LSP

CHCTEMaX PaJHOCBSI3H, MOOMIBHOMN CBSI3H U
TenepanoBeIaHus;

OIIOP 2 - I'paMOTHO BBISIBIISTS,
KJIacCU(DUIIMPOBAThH U aHATU3HUPOBATH
yrpo3bl UHPOPMAITHOHHO

0€30IaCHOCTH M (POPMEI X HPOSBICHHS;
OIIOP 3 - Bri6op MeXaHU3MOB U CPEJICTB
obecriedeHIs HHPOPMAIIMOHHON
6e3omacHOCTH (IPOTPaMMHBIX U
MIPOrpaMMHO-aITIaPATHBIX);

OIIOP 7 - Biranenue cepBucamu,
obecneYnBaroIMMU HHPOPMAIIHOHHYTO
0€30MacHOCTb B CUCTEMAax PaJHOCBA3H,
MOOWJIBHOM CBSI3U U TENEPaANOBCIIAHNS;
OIIOP 13 - CBoeBpemeHHOE U
KaueCTBEHHOE NIPUMEHEHHE KOMIICTCHINH,
YMEHUi U 3HaHUH, TPUOOPETECHHBIX B
pe3yJbTaTe OCBOEHUS TEM, Pa3fIeioB,
npuctumuiud, MK, Mmoxysei.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB ¥ CIIOCOOOB PEIICHUS
npodeccroHanbHBIX 33a4 B 00J1aCTH
obecniedeHust 0€30MaCHOCTH CETEH CBSI3H.
OIIOP 15 - PemteHue craHgapTHBIX U
HEeCTaHIAPTHBIX MPO(MECCHOHATBHBIX 32124
110 obecredeH o 0e30MaCHOCTH ceTei
CBSI3H.

OIIOP 18 - PaboTa ¢ pa3muYHbIMU
MIPOTpaMMHO-aIIapPaTHEIMUA U
HPOTPAMMHBIMH CPEJICTBAML.

OIIOP 23 - AHaiu3 WHHOBAIMN B 00J1aCTH
IIPOrpaMMHOI'0 00ECIeUEeHUs, Pa3BUTUS
OTpaciIy.

3aJaHus 110
HacTpolKke
XKypHalia coObITUi
Secret Net LSP.

2. IIpaBunbHOCTH
HCTIOJIb30BaHUSA
cpencts SN LSP
JUISl yCTAHOBJICHHS
IapamMeTpoB:
"I'pynna
cooOmeHui" —
"VpaBneHue
KOHTpPOJIEM
pocryna”.

3. BeinonHenue
TpeGoBaHMiA
3aaHus 110
IIOCTPOEHHUIO
OT4eTa.
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3ananue 34.
HUncempykyus:

BHumarensHO mpounTaiTe 3a1aHue.

BrEI MOXkeTe 1101630BaThCA:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17 1.
PEKBH3UTHI YYETHOH 3alMCH aJMHHHICTpaTOpa: JIOTHH — astra-admin, mapons — P@sswOrd; peKBU3NTHI y4EeTHBIX 3aIlyi-
ceil mosp3oBaresnei samba: oruaer SMb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Beinonnenus: 10 MUHYT.
Teker 3agaHus:

Cdopmupyiite npaBuia QuIbTpalMy Tak, YyTOObI OBUIM pa3pellieHbl BXOASLIME COSAMHEHMs Ho mpotokory SMB
(TCP/139, 445, UDP/137, 138) ¢ OTCIIe)KUBaHHEM COCTOSIHHSI COETMHEHNUS M OJIOKHpOoBaH Bech octaabHoi TCP/UDP-

TpadUK C JJIOTMPOBAHUEM COOBITHIA.

IIpoBeputh AeiCTBHE ITPABUIL

(

0

[192.168.254.23

<

‘192.168.254.230 Q

D Q

Astra_17_1 Astra_17
Puc. 1 CereBas cpefa o yclIOBHUIO 33JJaHHS
IMpeameT(bl) OLIEHUBAHUS O0BexT(bl) IToxaszarenu oueHkH Kpurepuu Bec
OLICHUBAHHS OLICHKH KpHTEp
ust

TIK 3.1. BBIBIATD yrpo3sl Peamzanus OIIOP 1 - Yerkoe nmoHnManue npoodsiem 1. BeimonHenue 16
YSI3BUMOCTH B CETEBOM IIpaBuiIa nH(OpPMAIIOHHON 0€30MacHOCTH B TpeboBaHui
HHQPACTPYKTYpE C UCTIONB30BAaHUEM | (DUIIBTpalny, CHCTEMaX PaJHOCBsI3H, MOOMIFHON CBS3H M | 3aJaHUSA 110
CHCTEMBI aHAJM3a 3aMUIICHHOCTH. paspemaromiee | TeJiepaaHOBEIIaHMS; peannsanyuu
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC BXOJALIUE OIIOP 2 - I'paMOTHO BBISBIIATD, nonuTuky MO.
METOJIOB U CPE/CTB 3aIl[UThI COEAUHEHNS 10 | KiIaccU(UUUPOBATh U aHAIIM3UPOBATh 2. IlpaBunbHOCTE | 26
HH(POPMAIN B CHCTEMaX HIPOTOKOITY yTpO3bl HHPOPMAIMOHHOMH TpaBuiIa
paguocBs3U, MOOUIBHOH CBS3U U SMB 6e30macHOCTH U (POPMBI UX TIPOSIBICHHUS; ¢unbTpanu,
TeJepagioBEIAHHS. (TCP/139, 445, | OTIOP 3 - Bbibop MEXaHM3MOB U CPEJICTB pasperaroniee
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I1K 3.3. Ocy1iecTBIATh TEKYLIEE
AIMHHUCTPHUPOBAHUE IS 3AIUTHI
CHCTEM paJIMOCBA3H, MOOUIBHOM
CBSI3U U TEJIEPAHOBEIAHUS C
HCTIONb30BaHUEM
CIEeNMAIN3UPOBAHHOTO
MIPOrPaMMHOT0 00ECTICUCHUS U
00opya0BaHUsL.

OK 01. Beibupath criocoObl pereHust
3aja4 npodeccruoHaIbHOM
JIeITeNbHOCTH, TPAMEHNUTETBHO K
Pa3IHYHBIM KOHTEKCTaM.

OK 02. Ucnonp30BaTh COBpEMEHHBIE
Cpe/ICTBA TMOKCKA, aHAIN3A U
HHTEpIpeTauy HHPOPMaIUH, U
MH()OPMAIIOHHBIE TEXHOIOTHH JIJIS
BBITIOJTHEHHMS 33124
po¢heCCUOHANBHON AEATEIILHOCTH.
OK 09. [Tonp3oBaThest
npo¢eCCHOHANBHON TOKyMEHTalueH
Ha TOCYIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

UDP/137, 138)
C
OTCJIC)KUBAHHEC
M COCTOSIHUA
COCAUHCHUSI.

obecrieyeHns1 HHPOPMAUOHHOM
6e3onacHoCTH (POTPaMMHBIX U
IPOrpaMMHO-aIIaPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMH,
o0ecrneyrBarIMMIA HH)OPMAITHOHHYIO
0€30MacHOCTb B CUCTEMax PaJIHOCBA3H,
MOOHJIBHOH CBSI3U U TENEPAANOBEILAHNS;
OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE IIPHMEHEHIE KOMIIETeHIIHH,
YMEHUI U 3HaHUH, IPUOOPETEHHBIX B
pe3ysbTaTe OCBOCHHS TEM, Pa3IeyoB,
nqucnumng, MK, mogynei.

OIIOP 14 - Beibop 1 mpUMEHEHHE
METOJIOB M CIIOCOOOB PEIICHNUS
po¢)eCCHOHANBHBIX 3a/lad B 00J1acTh
obecnieyeHns1 6€30MaCHOCTH CeTel CBS3H.
OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3214
110 obecrevyeH o 0e30MaCHOCTH CeTeH
CBSI3H.

OIIOP 18 - PaGota ¢ pa3inYHBIMH
MPOTPaMMHO-aIIAPATHBIMU U
MIPOTPAaMMHBIMH CPECTBAMHU.

OIIOP 23 - AHanu3 HHHOBAIMIA B 00J1acTH
MIPOTPaMMHOTO 00ecIiedeH s, pa3BUTHS
oTpaciu.

BXOJISIINE
COEIMHEHHS 110
npotokoiry SMB
(TCP/139, 445,
UDP/137,138) ¢
OTCIIe)KUBAHHEM
COCTOSTHHS
COCJTMHCHHS

3. [IpaBunpHOCTH
6JI0KUpOBaHUS
TCP/UDP-
Tpaduk ¢
JIOTHPOBAHUEM
coObITHIL.
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3apanme 35.
HUncmpyxyus:

BaumatensHO IpoYuTaiTe 3a1aHue.

Bl MokeTe 1101b30BaThCS:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBH3UTHI YYETHOH 3aluCcH aJJMUHHICTpaTopa: JIOrHH — astra-admin, napons — P@sswOrd; peKBU3UTHI Y4eTHBIX 3aIH-

ceit mosp3oBaresnei Samba: noruast Smb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Boinonnenust: 10 MUHYT.
Tekcr 3aganus:

- Ha BM Astra_17_1 npoBeputs goctyn k BM Astra_17 no SMB, o SSH, npocMmoTpeTs cBefieHust 00 YCTaHOBIIEHHBIX

COCINHCHUSIX.

- Ha BM Astra_17 npocMoTpeTs 3anicH CHCTEMHOT0 JKypHAJIa O 3a0JI0KHPOBAHHBIX MOIKIIOUCHHUSIX.

(

)

lL92.168.254.23

<

|].92.168.2S4.230 D

B Q

Astra_17_1 Astra_17
Puc. 1 CereBas cpema 1o YCIOBHIO 3aIaHUS
IIpenmer(sl) oLleHUBaHUS OO0bexT(bI) ITokazaTenu oneHKH Kputepun Bec
OLICHUBaHHUS OLICHKU KpUTEP
ust
I1K 3.1. BeiBasTE Yrpo3sl U Iposepka neit- | OITOP 1 - YeTkoe moHMMaHue podiIeM 1. Beinonxenue 16
YSI3BUMOCTH B CETEBOH CTBUSl HACTPO- | MH(GOPMALMOHHOW 0E30TIIaCHOCTH B TpeGoBaHMi
UHQPACTPYKTYpe C UCIIOIb30BAHUEM | €HHBIX MPaBWI | CHCTEMax paJloCBS3M, MOOMIBHON CBA3U M | 33/1aHMSA 10
CHCTEMBI aHaJIM3a 3alIUIICHHOCTH. MC3: nHa BM | TenepanuoBerianus; peanuzanuu
1K 3.2. Pa3pabarsiBaTh KOMIUIEKC Astra_17_1 - | OIIOP 2 - 'paMOTHO BBISIBJIAITS, MOJINTUKY MD.
METOIOB ¥ CPEJCTB 3aIlUThI noctyn kK BM | ximaccupuuupoBaTh U aHATH3HPOBATH 2. IlpaBuneHOCTH | 26
nH(opMaIy B cucTeMax Astra_17  mo | yrpo3sl HH)OPMAIIMOHHOMH MIPOBEPKU
PanuoCBA3H, MOOUIILHOM CBA3M U SMB, o SSH. | 6e3onmacHOCTH U HOPMBI UX IIPOSIBICHHUSL; JeUCTBUS
TeNlepagroBEIaHMs. OIIOP 3 - Br16op MexaHU3MOB U CPEACTB HaCTPOECHHBIX
K 3.3. OcymecTBasTh TEKylIEe obecrieueHnst HHPOPMALMOHHOM npasun MCO: Ha
aIMUHHCTPUPOBAHKE IS 3aLIUTHI 6e3onacHoCTH (IPOrPaMMHBIX U BM Astra_17_1 -
CHCTEM PaIMOCBS3H, MOOUIIBHOM MIPOrpaMMHO-AMNAaPATHBIX); noctyn k BM
CBSI3U U TEJIEPaNOBEILAHUS C OIIOP 7 - Bnanenue cepBucamu, Astra_17 no
HCTIOJIb30BaHUEM 00ecrneyrBaIMMUA HH)OPMAIIHOHHYIO SMB, o SSH.
CIEeUHaTU3UPOBAHHOIO 0€30MaCHOCTb B CUCTEMAX PaJUOCBA3Y, 3. IIpaBunbHOCTS | 26

MIPOrPaMMHOT0 00eCTIeUeHHsI U
000opyI0BaHuUSL.

MOOHJIBHOM CBSI3U U TEJIEPaAHOBEIIAHHNS;
OIIOP 13 - CBOeBpeMEHHOE U

ayauTa 3anmucu
CHUCTCMHOI'O
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OK 01. Bei6upats cocoObl peleHus
3aa4 npodeccruoHanbHON
JIeSITEeNIbHOCTH, IPUMEHHUTENIBHO K
pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnonp30BaTh COBpeMEHHBIE
CpeZCTBa IIOMCKA, aHAJIU3a U
MHTEpIpeTANU HHPOPMALUH, H
UH(OPMAIIOHHbBIE TEXHOJIOTHHU JIJIst
BBITIOJTHEHUS 33721
npodecCuoHaIbHON 1ESITEIbHOCTU.
OK 09. ITonp30BaThCs
podecCHOHABHON TOKYMEHTaIen
Ha TOCYJIapCTBEHHOM M HHOCTPAaHHOM
SI3BIKaX.

Ka4ueCTBEHHOE IPHUMEHEHHE KOMIICTCHIIHH,
YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B
pe3ylbTaTe OCBOCHHS TEM, Pa3/IeiioB,
mucuuruind, MJIK, moxyrneit.

OIIOP 14 - BeiOop 1 mpUMEHEHUE
METOJIOB H CIIOCOOO0B PEeIICHUS
npodecCHOHANBHBIX 33/1a4 B 00J1aCTH
obOecrieueHns 0€30MMaCHOCTU CETCH CBA3H.
OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHANTBHBIX 3124
1o obecrieueHn o 6€301MacCHOCTH ceTei
CBSI3H.

OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMIaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 HHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTpAaCIH.

JKypHana o
320JIOKMPOBAHHBI
X TOAKITFOUSHUSIX

3ananue 36.
Hucmpyrkyus:

BHumarensHO mpounTaiTe 3a1aHue.

Br1 Mo2keTe mOJIB30BATHCS:

O6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBH3UTHI YYETHOH 3alKCH aMHUHHICTpaTOpa: JIOTHH — astra-admin, mapons — P@sswOrd; pekBU3UTHI y4EeTHBIX 3aIlyi-

cell monp3oBarenei sSamba: moruael Smb-userl, smb-user2 u smbadmin, mapomns — P@sswOrd.

Bpewms Beimonnenus: 10 MUHYT.
Tekcer 3agaHus:

HacTpouTh aBTOMaTHUYECKYIO 3arpy3Ky npaswi Guiabrparmu npu 3arpy3ke OC na BM Astra_17:
- co3nath (hai s cCoXpaHeHHUs MPABILT;
- OTpaHUYUTh UTeHHUe (aiina 1Jis MpeAOTBPAIICHHS aTaK C UCTIOIh30BAHUEM OTKPBITHIX IOPTOB;
- BBITPY3UTh TEKYyIIUE NpaBa iptables B ¢aiin;
- CO3/1aTh CIICHAPUI JIJIsl BBIMOJHECHUSI B @BTOMAaTHYECKOM PEXUME Tiepe/] BKIFOUCHHEM CeTeBOro nHrepdeiica u cre-

J1aTb q)af/'m CliCHapus UCIIOJIHACMBIM.

( U

|
[L92.168.254.23 Q 192.168.254.230Q

<

Astra_17_1

Astra_17

Puc. 1 CereBas cpea o yCIOBHIO 33a/1aHUS

[Ipenmet(v1) orieHUBaHUS OO0BbexT(bI) ITokazarenn oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKH KpHUTEP
us
TIK 3.1. BEIsBIATE yTpo3sl 1 Hacrpoiika OIIOP 1 - Yerkoe moHUMaHue npodiieM 1. Bemmonnenwne 16
YSI3BUMOCTH B CETEBOM ABTOMAaTHYECKO | MH(OPMAIIOHHON 0€30MacHOCTH B TpeboBaHui
HHOPACTPYKTYpE C UCTIOJIb30OBAHUEM | U 3arpy3Kd | CHCTeMax paJHOCBsI3U, MOOMIILHON CBSI3M U | 3a/1aHUs 110
CHCTEMBI aHAJIN3a 3AIUIEHHOCTH. MIPaBUIT TeJlepaiioBeIaHus; peanuzanuu
TIK 3.2. Pa3zpabarbiBaTh KOMIUIEKC GbuIbTpann OIIOP 2 - I'paMOTHO BBIABIIATS, noJUTUKN MO.
METOOB U CPEICTB 3aLLUTHI Ipu  3arpy3ke | KIacCUQHUUIUPOBATH U aHAIU3UPOBATh 2.Peanuzanus 26
“HPOPMALIUH B CHCTEMAxX OC na BM | yrpo3s! uaopmMannoHHON ¢aiima i co-
PpanuocBs3y, MOOMIBHON CBSA3U U Astra_17. 6e3omacHOCTH U (POPMBI UX TIPOSIBIICHNS; XpaHeHMs] TpaBHJII
TeJIepaauoOBEIIAHHNS. OIIOP 3 - Bri60op MexaHU3MOB H CPEICTB (dunpTpanyy,
TIK 3.3. Ocy1ecTBasTh TEKylIee obecnieuenust HGOPMALTIOHHOH OorpaHH4eHNe
aJIMUHUCTPUPOBAHKE /IS 3aLUThI 6e3omacHOCTH (IIPOTPaMMHBIX U YTEHUSA ¢aiina
CHCTEM PaSUOCBSI3H, MOOMIBHOM MPOrpaMMHO-AMIMaPATHBIX); JUIT  TPEemoTBpa-
CBSI3U U TeJEPaJUOBELIaHN C OIIOP 7 - Bnanenue cepBucamu, IMEHUS aTaKk C
UCII0JIb30BaHUEM obecreynBaOIMU HHOPMALIMOHHYIO UCTIOJIb30BaHUEM
CIEeIUAIU3UPOBAHHOTO 0e301acHOCTh B CUCTEMaX pPaaroCBsI3y, OTKPBITBIX  TOp-
IPOrpaMMHOTO 00EeCHICUEHUS U MOOMIIEHOH CBSI3U U TeJIepallOBEIaHus; TOB.
000pyI0BaHUS. OIIOP 13 - CBoeBpeMeHHOE U 3. Beirpyska npa- | 26
OK 01. BeiGupaTh criocoObl perieHust Ka4yeCTBEHHOE MPUMEHEHNE KOMIIETeHIIMM, | Bua  iptables B
3a1a4 npodeccruoHaabHON YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B (aiin, co3manue
JIESTENbHOCTH, IPUMEHUTENIBHO K pe3ysbTaTe OCBOCHUS TEM, Pa3fIelioB, creHapus JuIs

Pa3JIMIHbIM KOHTCKCTAM.

qucuumuind, MJIK, moxyrnei.

BBITNIOJIHCHUS B
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OK 02. Hcnonb30BaTb COBPEMEHHBIE
cpeJcTBa MOMCKa, aHaI13a U
UHTepHpeTanuu HHPOpMaLUy, U
nH()OpPMALOHHbIE TEXHOIOTUU AT
BBINOJIHEHHUS 3a/1a4
npodeccuoHanbHON e TeNbHOCTH.
OK 09. ITonp30BaThcs
po¢ecCHOHANBEHON TIOKyMEHTalueH
Ha rocyJapCTBEHHOM U MHOCTPaHHOM
SI3bIKAX.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB M CIOCOOOB PEIICHUS
npo¢ecCHOHANBHBIX 3a/1a4 B 00J1acTu
obecrieueHus1 6€30MaCHOCTH CeTeil CBA3H.
OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3314
110 obecredeH 0 0e30MaCHOCTH CeTeH
CBSI3H.

OIIOP 18 - PaGota ¢ pa3iuYHBIMH
MIPOrpaMMHO-aIIaPATHBIMUA U
IIPOTPAaMMHBIMH CPEICTBAMHU.

OIIOP 23 - AHanu3 HHHOBAIMH B 00JIaCTH
IIPOTPaMMHOT0 00ecIedeH s, Pa3BUTHUS
OTpaciu.

ABTOMATHYECKOM
pexuMe  mepen
BKJTIOUCHHUEM
CETeBOr0  MHTEp-
¢eiica.

3ananme 37.
Hnempykyus:

BHuMaTenbHO IpOYUTANTE 3a1aHKE.

Br1 MOkeTe moJIb30BaThC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBH3UTHI YYETHOH 3alMCcH aJMUHHUCTpaTopa: JIoruH — astra-admin, napons — P@sswOrd; peKBU3UTHI Y4ETHBIX 3aIH-

ceil mosp3oBarenei sSamba: moruasr Smb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Beinonnenust: 10 MUHYT.
Teker 3aganus:

Ha BM Astra_17 nactpouts npasuiia MCD B Secret Net LSP: copmupoBaTh mpaBuiia GpuibTpayy Tak, 4ToObl ObUTH
paspelieHbl BXOAAIINe coeauHeHnss o mnpotokonry SMB (TCP/139, 445, UDP/137, 138) u OJ0KMpOBaH BeCh
ocrasHOi TCP/UDP-Tpaduk ¢ JOrHpoBaHHEM COOBITHIA.

IIpoBeputs neiicTBHE NPaBHIL.

(

)

h192.168.254.23

<

|192.168.254.230 Q

3 Q

Astra_17_1 Astra_17
Puc. 1 CeteBas cpena 1o yCIOBHIO 3aJJaHUS
TIpenmer(bl) OLIeHUBaHUS OOBeKT(bI) [TokazaTenu oueHkH Kpurepun Bec
OLICHUBAHUS OLICHKH KpHTEp
ust
[1K 3.1. BeIBASITE Yrpo3sl 1 Hactpoiika OIIOP 1 - Yerkoe nmoHUMaHUE MPOOIIEM 1. BeimosineHue 10
VSI3BEMOCTH B CETEBOI paspeluaomux | MHQOPMaNHOHHOM 6€301acHOCTH B Tpe6GoBaHmit
MH(bPACTPYKTYpE C HCTIONB30BAHMEM | mpaBun  MCD | CHCTEMaX PajoCBsA3U, MOOMIILHOH CBSI3H M | 3a/1aHus 110
CHCTEMBI aHAJIM3a 3aIIUIIEHHOCTH. B Secret Net | TenepaanoBemanus; peanu3amum
1K 3.2. Pa3pabaTbIBaTh KOMIUIEKC LSP. TIposep- OIIOP 2 - I'paMOTHO BBISIBIISITS, momuTrkE MD.
METOJIOB M CPEJICTB 3aIUTEI Ka  meiicTBus | KIACCHQUIMPOBATH 1 AHAIN3UPOBATH 2 Peammsamus 26
uHdopmamu B chcTeMax npapwt. MCD | YTPOsbl uH(popMaLOHHON npaBuIa (GUIBT-
PaIroCBs3H, MOOMIBHON CBS3U H & Secret Net | 0€30MaCHOCTH ¥ QOPMBI HX IPOSBICHHSE; pawnd,  paspe-
TeJIepaauOBEILIAHMS. LSP. OIIOP 3 - Bri6op MEXaHU3MOB U CPEACTB MAIOMEX  BXO-
[IK 3.3. OcymiecTBasTh TEKyLIee obecrieueHust MH(HOPMALMOHHON
AIMHHUCTPUPOBAHUE IS 3AIUTHI 6e3omacHOCTH (IPOTPaMMHBIX U JVILIIC - COC/IHHC-
CHCTEM PaJNOCBSI3H, MOOWITBHOM MIPOrpaMMHO-aIIaPaTHBIX); HIG TIO HPOTOKO-
CBSI3M U TEJEPaJNOBEIIaHuUs C OIIOP 7 - Bnanenue cepBucamu, Ty sMB
WCIIONIb30BaHUEM o0ecneYnBaIOIMU HHPOPMAIHOHHYTO (TCP/139, ~ 445,
CHELHATN3UPOBAHHOTO 0€30MacHOCTb B CUCTEMAax PaJHOCBA3Y, UDP/137, 138) n
MPOrPaMMHOTO 00eCTICUeHUS U MOOHJIBHOM CBSI3U U TENIEPaANOBEIIAHNS; GokupoBanye
000pyaOBaHUsL. OIIOP 13 - CBoeBpeMEHHOE U TCP/UDP-
OK 01. Beibupats criocoOsl perieHust KAaueCTBEHHOE IPHMEHEHIE KOMIIeTeHImi, | TPaduk ¢ soru-
3a/1a4 podecCUOHANBHOM yMEHH# 1 3HAHUH, TPUOOPETEHHBIX B pOBaHHUEM COOBI- | 20

JIeSITeTbHOCTH, IPUMEHHUTENIBHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Ucnonb30BaTh COBpEMEHHbIE
CpPEeACTBa MOKNCKA, aHAIN3A U
HHTEpIpeTauuy nHPOpMaLuH, U
MH(POPMALMOHHbBIE TEXHOJIOTHHU JJIs
BBITIOJTHEHNS 3a1a4
po¢eCCHOHANBHON AEATEIILHOCTH.
OK 09. [Nonp3oBatecs

pe3ynbTaTe OCBOCHHS TE€M, Pa3eiioB,
nuctumiud, MK, moxynei.

OIIOP 14 - Beibop 1 npuMeHeHHe
METOJIOB ¥ CIOCOOOB PEIICHUS
npogecCHOHANBHBIX 3a/1ad B 00J1acTu
obecrieueHus1 6€30MaCHOCTH CeTeil CBA3H.
OIIOP 15 - Pemenne cTannapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX 3214
110 obecrnedeHnIo 0e30MacHOCTH CeTel

TUH.

3. IIposepka
JIEUCTBUA  mpa-
Bui. MCD B Se-
cret Net LSP.
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1po¢eCCHOHANBHON JOKyMEHTalueH
Ha roCcyJapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

CBSI3H.
OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MpOrpaMMHO-AMMapaTHEIMU U
MPOrpaMMHBIMU CPECTBAMHU.

OIIOP 23 - Ananu3 nHHOBAIMI B 00J1aCTH
MPOrPaMMHOTO 00ECIICYCHUSI, PA3BUTHSI
OTpacIIu.

3ananue 38.
Hucmpyrkyus:

BuumarenbHO npounTanTe 3aaHue.

BbI MOXeETe MOJIB30BaTHC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBU3UTHI YUETHOW 3alMCH aJIMUHICTpATOpa: JIOTHH — astra-admin, mapoms — P@sswOrd; peKBU3UTHI YIETHBIX 3aIH-

cell monp3oBarenei samba: moruael Smb-userl, smb-user2 u smbadmin, mapomns — P@sswOrd.

Bpewms Beimonnenus: 10 MUHYT.
Tekcr 3aganus:

Ha BM Astra_17 nactpouts npasuia MC3O B Secret Net LSP: chopmupoBaTs nmpaBuia GuiibTpaluy TakK, 4ToObI OB
paspeleHbl BXOIAIINE COoeauHeHus mo mupotokony SMB (TCP/139, 445, UDP/137, 138) u OnokupoBaH Bech
octansHoi TCP/UDP-Tpaduk ¢ JorupoBaHrUEM COOBITHIA.

IIpoBeputhb aeiicTBHE MPABUIL

(

)

[L92.168.254.23

<

Astra_17_1

‘192.168.254.230 Q

Astra_17

N

Puc. 1 CereBas cpea o yCIOBUIO 33/1aHUS

[Ipenmer(s1) orieHUBaHUS OOBbexT(bI) ITokazarenn oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKHU KpUTEp
us

I1K 3.1. BeIBAATH yrpo3bl U Hacrpoiixka OIIOP 1 - Yerkoe noHUMaHHE NPOOIEM 1. Brinosninenue 16
YSI3BUMOCTH B CETEBOU 3anperanIyx | HHPOPMAHOHHOM 6e301MacHOCTH B Tpe6oBaHmit
MH(PACTPYKTYPE C UCTIONB30BAHUEM | mipapun  MCD | CHCTEMax paavOCBs3U, MOOWIBHOM CBA3H M | 3anaHus 110
CHCTEMBI aHAJIN3a 3AIUIEHHOCTH. B Secret Net | TenepaguoBelaHus; peanu3anuy
TIK 3.2. Pa3pabaTbiBaTh KOMILIEKC LSP. Ilposep- OIIOP 2 - I'paMOTHO BBISIBIIATS, HOIUTHKE M.
METOJIOB U CPEJICTB 3aIUThI Ka  JeiicTBHs KIaccu(UIUPOBATh U AHATTM3UPOBAThH 2 Peammsanus 26
nHpOopMaLH B cHCTEMaX npasmi. MCD | YTPO3sI HH)OPMATMOHHON npaBuia (GUIHT-
PaanoCcBs3H, MOOMIIBHOM CBA3U U B Secret Net 6e3omacHOCTH U (POPMBI HX MPOSIBICHUS; patmm,  3ampe-
TeNepagioBEeIaHMs. LSP. OIIOP 3 - Bribop MeXaHU3MOB H CPEIICTB l@loX  BXO-
1K 3.3. OcymiecTBaIsTh TEKyLIee obecnieueHust HHGOPMALOHHON
aJIMUHUCTPUPOBAHME /ISl 3aLUThI 6e3omacHOCTH (IIPOTPAMMHBIX U JUILIIIC - COCITHHC-
CHCTEM PaJUOCBSI3H, MOOMIIBHOM [POrpaMMHO-AMIMaPATHBIX); HIGL TIO TIPOTOXO-
CBSI3U U TEJIePaJUOBEIIAHNS C OIIOP 7 - Bnanenue cepBucamu, Ty sMB
HCIOJIb30BaHUEM o0ecreynBaOUMMU HHHOPMALIMOHHYIO (TCP/139, ~ 445,
CHEeIUAIU3UPOBAHHOTO 0e301acHOCTh B CUCTEMaX PaaroCBs3Y, UDP/137, 138). 26

MPOTPaMMHOT0 oOecneueHus u
000pyIOBaHUS.

OK 01. Beibupats cnocoObl pemeHns
3ama4 npodeccnoHaIbHON
JeATeIbHOCTH, IPUMEHUTEIHHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. Mcnonb30BaTh COBpEMEHHBIE
cpelcTBa IOMCKa, aHAIu3a U
UHTEpIpeTai HHPOPMAITUH, U
MHGOPMALMOHHBIE TEXHOJIOTHH IS
BBITIOJTHEHUS 33124
1po¢heCCHOHANBHON JEATEIbHOCTH.
OK 09. INonb3oBaTbCs
npo¢eCCHOHANBHON JOKyMEHTalueH
Ha roCcyJapCTBEHHOM M HHOCTPaHHOM
S3bIKaX.

MOOHWIILHOH CBSI3M U TeJepaIOBEIIaHus,;
OIIOP 13 - CBoeBpeMeHHOE 1
Ka4eCTBEHHOE MTPUMEHEHUE KOMIIETEHIINH,
YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B
pe3ysbTaTe OCBOCHHUS TEM, Pa3/ieiioB,
nmuctumuinH, MK, Mmomynei.

OIIOP 14 - Bri6op 1 npuMeHeHne
METOJOB M CIIOCOOOB PEICHUs
npo¢eCCHOHANBHBIX 33724 B 00J1acTH
obecrieyeHus 0E30MACHOCTH CETEH CBSI3M.
OIIOP 15 - Pemienue cTaHAapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX 32124
0 00ecTeyeHHI0 0e30MIaCHOCTH CeTel
CBSI3U.

OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MpOrpaMMHO-AMMapaTHEIMU U
MIPOTPaMMHBIMH CPEJCTBAMHU.

OIIOP 23 - AHanu3 HHHOBALMI B 001aCTH
[IPOTPaMMHOI0 0OecrieueH s, pa3BUTH
OTpacIy.

3. IIposepka
JieficTBusl  Tpa-
B MCD B Se-
cret Net LSP.
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3aganue 39.
Uncmpyxyus:

BuuMarenbHO npoyuTanTe 3a1aHuE.

BEI MOKeTe TOJIB30BaThCS:

Ob6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17_1.
PEKBU3UTHI YYETHOW 3aIKCH aJIMUHICTpaTOpa: JIOTHH — astra-admin, mapons — P@sswOrd; peKBU3UTHI y4EeTHBIX 3aIv-

ceif momp3oBareseii samba: orunsr Smb-userl, smb-user2 u smbadmin, maposas — P@ssword.

Bpewms Beimonnenus: 10 MUHYT.
Texker 3aganus:

B sxypnane SN LSP nHaiinute coObITHs, cBsi3anHble ¢ padotoit [IMD SN LSP:
- COOBITHSI CHCTEMHOTO JKypHaJia 00 yrpaenenun [IMO;

- COOBITHSI XKypHaIa ayauTa o cpabaTeiBaHuK NpaBuit [IMD.

[IpoBemuTe 3ammck B daitn mpasmuit [IMD.
Y6enurech, 4T0 apXUBHBIN (hailsl pesepBHOM Koy coxpaneH ("'<ums Qaiina>.tar.gz").

IMpenmer(bl) OLIEHUBAHUS OOBeKT(bI) ITokazarenu OlEeHKH Kputepun Bec
OLICHUBAHUSI OLICHKU KpUTEP
ust
1K 3.1. BeIABIATH yIpoO3bl U Anammz co0bl- | OITOP 1 - Yetkoe nmoHuMaHue nNpodieM 1. Brinmonnenue 16
YSA3BUMOCTH B CETEBOI THH  cucTeM- | HH)OPMAIMOHHOW 0€30aCHOCTH B TpeboBaHui
MH(PACTPYKTYpE C HCTIONB30BAHMEM | HOTO sKypHama | CHCTEMAX pajuoCBs3H, MOOHILHOM CBA3U U | 3amaHus 110
CHCTEMBI aHAIIM3a 3aIIUIIEHHOCTH. 06  ympapie- | Te/CPaJHOBCIIAHH; peanusamuu
1K 3.2. Pa3pabarsiBaTh KOMILIEKC UM MDD, OIIOP 2 - I'paMOTHO BBISIBIIAATS, HOIHTHKE M.
METOJIOB M CPEJICTB 3aIUTHI AHATH3  CcOOBI- | K1ACCHUIMPOBATL U aHATU3UPOBATH 2. TIpaBuibHOCTS | 26
HHPOPMAITUH B cHCTeMax THit KypHama | YTPO3EI nH(POPMALMOHHON NPOBEpKH  COBI-
PamHOCBs3U, MOOUIBHOM CBS3U U aymTa 0 cpa- 6e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS, THH CHCTEMHOTO
TenepaauoBeIlaHus. 6 OIIOP 3 - Beibop MexaHU3MOB H CPEICTB
aTHIBAHUN N KypHaJa 00
1K 3.3. OcymiecTBIST TEKyLIee obecnieyeHust HUHGOPMALMOHHON
npaswi [IMO. yIpaBJIEHUU
aJIMHUHUCTPHUPOBAHUE JIIST 3AIHTEI 6e30macHOCTH (TPOTPaMMHBIX U .
. . IIMD u coObITHil
CHCTEM PaJUOCBSI3H, MOOMITBHOM MIPOTrPaMMHO-aIIaPATHBIX);
CBSI3M U TEJIEPAINOBEIIAHUS C OIIOP 7 - Bnanenue cepBucamu, mypHaéIa aynnra
HCTIONB30BAHHEM 06eCTeYNBAIOIIMMY HHPOPMAITHOHHYIO 0 CpabatbIBaHni
CNEeNUATH3UPOBAHHOTO 6€30MacHOCTh B CHCTEMAX PaJUOCBSI3H, npasut [IMO.
MPOTPAaMMHOTO 00ECTICUCHUS U MOOMIILHO# CBSI3HM U TellepaTHOBEIIaHuS; 3. Cosnanne 26
000pyI0BaHUSI. OIIOP 13 - CroeBpemeHHOE U pe3€pBHOU
OK 01. Beibupats criocoOsl perieHust KayecTBEHHOE NMPUMEHEHHE KOMIIeTeHInH, | KOIIHHU
3aa4 npodeccruoHanbHO YMEHUH U 3HaHWH, MPUOOPETEHHBIX B APXHUBHOI'O
NeSITEIbHOCTH, IPUMEHHUTEIBHO K pe3ysbTaTe OCBOCHHUS TEM, Pa3ZeioB, daiina.

Pa3IUYHBIM KOHTEKCTaM.

OK 02. cnonb30BaTh COBPEMEHHBIE
Cpe/CTBa MOMCKA, aHAJIN3a 1
HHTEpNpeTanuy HHHOPMALHH, U
MH(POPMALOHHBIE TEXHOJIOTHH IS
BBITIOJTHEHUS 3a/1a4
npodecCHOHANBHOMN ASSITEIbHOCTH.
OK 09. ITonp3oBaThCs
npodecCHOHaNBHOM OKyMeHTalHel
Ha TOCYIApCTBEHHOM M HHOCTPaHHOM
SI3BIKaX.

nmucturunH, MK, Moxymei.

OIIOP 14 - Bri6op 1 npuMeHeHHe
METOJIOB M CIIOCOOOB PEILICHUS
npodeccuoHabHBIX 33/1a4 B 0071aCTH
obecnieuenns 6€30IMaCHOCTH CETEHN CBA3M.
OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHAAPTHBIX MPO(ECCHOHATBHBIX 3a/1a4
Mo 00eCIeYCHUI0 OE30IMaCHOCTH CETEH
CBSI3H.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-AMMAPATHEIMU U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - AHan3 MHHOBAIMK B 00J1aCTH
MIPOrPaMMHOT0 00ECIICUCHHSI, Pa3BUTHS
OTpACIIH.

3aganue 40.
Hnempyrkyus:

BHumartenbHO npoyuTaiiTe 3a1aHue.

BE1 MOXKeTe 10I630BaThCA:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms Beimonaenus: 10 MunyT.
Texcr 3ananus:

Astopmyiitech B cucreme BM Astra_Client_SNLSP nox ydetHoit 3anmcpto agmuHECcTpaTopa astra-admin ¢ Bbico-

KM YPOBHEM LEJIOCTHOCTH.

Hacrpoiite >xypran coObituit SN LSP, cBsI3aHHBIX ¢ M3MEHEHUSIMU JOCTYNa K 0O0bekTaM (ailioBOM CTPYKTYpBHI.

[octpoiite oTuer.
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[Ipenmer(bl) oLleHUBAHUS OO6beKT(bI) ITokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHHUS KpHUTEP
ust
IIK 3.1. BeIABAATH yIpo3bl U Hacrpoiika OIIOP 1 - Yerkoe noHUMaHHe NpodIEM 1. Beinonxenue 20
YSI3BUMOCTH B CETEBOU KypHaia HH(POPMAIHOHHOH 0€30MacHOCTH B TpeOOBaHMIA
UH(PACTPYKTYpE C UCHONB30BAHUEM | COOBITHI cHCTEMaX paJoCBsI3U, MOOUIBHOM CBA3U | 3a/laHUs 110
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. Secret Net U TeJlepalioBeaHus; HacTpoiike
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC LSP OIIOP 2 - I'paMOTHO BBISBIISTS, JKypHalia CoObITUI
METO/IOB M CPEJICTB 3aIUTHI KJaccU(UIMPOBATh U aHATM3UPOBATh Secret Net LSP.
uH(OpMaIMY B CUCTEMAX yrpo3b! HHPOPMALUOHHOM 2. IlpaBUnbHOCTb 20
PaguocBs3u, MOOMIIEHOH CBSI3H U 6e3omacHOCTH U (YOPMBI UX TIPOSIBIICHNS; HCTIONIB30BaHHUS
TeJIepaAHOBEIIAHNS. OIIOP 3 - Boibop MexaHu3MoB u cpenctB | cpeactB SN LSP
TIK 3.3. OcymecTBasTh TEKyIIee obecrieyeHus1 HHGOPMAIIMOHHOM JUTSL YCTaHOBJICHHSI
aJIMUHUCTPUPOBAHKE JIJIS 3aLIUThI 6e3omacHOCTH (IIPOrPaMMHBIX U 1apaMeTpoB:
CHCTEM paInOCBA3U, MOOUIIbHOM MPOrpaMMHO-aNIapaTHHIX); "T'pynma
CBSI3U U TEJIEPaUOBELIaHNsA C OIIOP 7 - BnaseHue cepBUcaMy, coo0meHui" —
HCIIOJIb30BaHUEM o0ecreYrBaoIMMU HHYOPMAIIMOHHYIO "Vpasnenue
CIeLHaIU3UPOBAHHOTO 6€30MacHOCTb B CUCTEMAX PaJHOCBA3Y, KOHTPOJIEM
MPOTPaMMHOT0 oOecreueHus U MOOHIILHOH CBSI3H U TeJepaIOBEIIaHus; Joctyma'.
000pyI0BaHMUS. OIIOP 13 - CBoeBpeMeHHOE U 3. BeimonHenue 16
OK 01. BeibupaTs crioco0bl perieHus Ka4eCTBEHHOE MTPUMEHEHHE KOMIICTCHIINN, | TpeOOBaHUi
3a7a4 npodeccuoHaIbHON yYMEHHH U 3HaHUM, NPUOOPETEHHBIX B 3a7aHuA 110
JeATeIbHOCTH, TIPUMEHHUTEIHHO K pe3ylbTaTe OCBOCHHS TEM, PA3/IeioB, IIOCTPOEHHIO
pa3/InYHBIM KOHTEKCTaM. nucrumiue, MK, mogynei. OT4YeTa.

OK 02. Mcnonp30BaTh COBpeMEHHBIE
Cpe/ICTBa MOKCKA, aHAIN3a U
HHTEpIpEeTay HHPOPMAIIIH, U
MH)OPMAMOHHBIE TEXHOIOTUH IS
BBITIOJTHEHUS 33184
podecCHOHATBEHOM AESTEILHOCTH.
OK 09. IMosnp30BaThCs
poeCCHOHANBHON JOKyMEHTALIUCH
Ha TOCYIapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

OIIOP 14 - BeiOop 1 mpUMEHEHHUE
METO/IOB H CIIOCOOOB PEeLICHUS
npodecCHOHANBHBIX 33/1au B 00J1aCTH
obecrieyeHus 0E30TIACHOCTH CETEH CBSI3M.
OIIOP 15 - Pemenue craHgapTHBIX U
HECTaHAaPTHBIX MPOPECCHOHATBEHBIX
3a7a4 0 00ecreYeH 0 6e30aCHOCTH
ceTel CBsI3U.

OIIOP 18 - PabGoTa ¢ pa3iuuHbBIMU
pOrpaMMHO-aMapaTHEIMU U
HPOrPaMMHBIMH CPECTBAMH.

OIIOP 23 - AHanu3 HHHOBALUA B 001aCTH
HPOrPaMMHOT0 00ECIICYCHHSI, Pa3BUTHS
OTpaciy.

3ananue 41.
Hnempykyus:

BaumarensHO HquHTaﬁTe 3aJaHuc.

Brl MokeTe 1oJIb30BaThHC:

O6opynosanue, I10: TIK, VMware Workstation; crena ATIKII "KouTuneHT".
Bpewms BbimonHenus: 15 MUHYT.

Texkcr 3apanuga:

Hactpouts mnpaBuio ¢uibTpanuu, paspeniaroiiee NpoxoxkaeHue Tpapuka MEeXIy KOMIBIOTEpAMHU U3
BHYTPEHHUX CETEH, 3aIUIIAEMbIX PA3HBIMHU KPUIITOILIIO3AMH.
AIMUHHUCTpATOPy HEOOXOIMMO O00€cTeYuTh BO3MOYKHOCTH MOJKIIIOYAThCS IOJIb30BATENI0 W3 OJHOMN
3alUIAeMOM ceTH K BeO-cepBepy, KOTOPBIH HaxoauTcs B 3amuinaemMoi cetu 3a qpyrum KIII. Ha yue6HOM
CTEHJIE pOJIb BeO-cepBepa OyneT BHIMIOJHATH BUpTyanbHas MamnHa ARM, a ponps monws3oBarens — BM

WSI (cwm. puc. 1).

%
= 19€ 11593 1

Puc. 1 CereBas cpena no yCcaoBHIO 3aaHUS

IMpeameT(bl) OLIEHUBAHUS O0BeKT(bI) Ioxa3zarenu oneHku Kpurepuu onenku Bec
OLICHUBAHUS KpHUTEp
ust
IIK 3.1. BeIABAATH yrpo3bl U Peannzanus OIIOP 1 - Yerkoe noHUMaHUE 1. Beinonxenue 16
YSI3BUMOCTH B CETEBOU npaBuiia npo6aeM HHGOPMAIIMOHHOM TpeOOBaHMIA
UH(PACTPYKTYpE C ¢bunbTpanuy, 6€30MaCHOCTH B CUCTEMAX 3a7aHus 10
HCIOJIb30BAHIEM CHCTEMBI aHANIM3a | pa3pelarolee PagnoCBsA31, MOOMIIBHOM CBSA3U H peanusayu
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3aIIUIIEHHOCTH. npoxoxaenue IP TeNlepaTuoBeIaHus; MOJUTHKH MD.
1K 3.2. Pa3pabarbiBaTh KOMILIEKC Tpaduka Mexay OIIOP 2 - I'paMOTHO BBISBIISATS, 2. [IpaBUILHOCTH 26
METOJIOB M CPEJICTB 3aIUTHI XOCTaMH, KIacCH(UIMPOBATh U aHATTM3UPOBATh | MpaBHJIA
nH(opMaLK B cUCTEMax HaXOASALIMMHUCS B yrpo3bl HHPOPMATUOHHOH ¢bunbTpanyy,
pPaanOCBs3H, MOOWUJIBHOM CBSI3U U CerMEeHTaX CeTH, 6e3omacHOCTH U HOPMBI HX o0ecreYnBaroniero
TeJlepaluOBeIaHus. 3aIIUIIAEMBIX TPOSIBIICHHUS, npoxoxaenue IP
[IK 3.3. OcymecTBasTh TEKyIIee pa3HBIME OIIOP 3 - Bei6op MeXaHU3MOB H Tpaduka o
aJIMUHUCTPUPOBAHUE JIJISI 3AIHTHI KPHIITOILTIO3aMHU CpencTB obecneyeHust mpoTokoiy http ot
CHCTEM PaJInOCBS3H, MOOMIBHOM HHPOPMAIIOHHOH WS1 x ARM.
CBS3U U TeJIEepaInOBEIAHUS C Oe3omacHOCTH (IIPOTPaMMHBIX U 3. [IpaBuwiIbHOCTH 26
HCTIONIb30BaHUEM MPOrpaMMHO-AIIaPaTHEIX ); MIPOBECHHS
CIIENUAIM3UPOBAHHOTO OIIOP 7 - BnaseHue cepBUCcaMi, NIPOBEPKU
POrpaMMHOTO o0ecIiedeHus u obecneynBaoIUMU TIOJKITIOUCHHUS U3
000pyIOBaHHSI. UH()OPMAITOHHYIO 0€30IaCHOCTh B OJTHO
OK 01. Beibupath crioco0sbI cUCTEMax paJInOCBS3H, MOOMIBHOM 3alHUIIAeMON CeTH
pelieHus 3a1a4 CBSI3H U TellepaIHOBEIIaHNS, K BeO cepBepy B
poeCCUOHANBHON JEATEIILHOCTH, OIIOP 13 - CBoeBpeMeHHOE U Ipyroi
MPUMEHHUTENFHO K PA3THIHBIM Ka4ueCTBEHHOE MIPUMCHEHHE 3aIIUIIAeMON CETH.
KOHTEKCTaM. KOMIIETeHIINY, YMEHUH U 3HAHUH,
OK 02. Hcnonb3oBaThb IPUOOPETEHHBIX B PE3YNIbTATE
COBpEMEHHBIE CPE/ICTBa ITOHCKA, OCBOEHHS TE€M, Pa3JeJIoB, TUCIHILIIH,
aHaJu3a U UHTEPIPETALUU MK, monyneil.
uHpOpMaIUH, U HHHOPMAITUOHHBIC OIIOP 14 - Beibop 1 mpUMEHEHHUE
TEXHOJIOTHH JUIS BHITIOTHEHUSI METOJIOB H CIIOCOOO0B PEIICHUS
3aa4 npodeccruoHanbHON npodeCCHOHANBHBIX 33/1au B 00JaCTH
JIeSITeTIbHOCTH. obecrieyeHus1 0€30MaCHOCTH CeTel
OK 09. [Tonp3oBaThCst CBSI3U.
npogecCHOHANBEHON OIIOP 15 - PeunieHne CTaHAaPTHBIX U
JIOKyMEHTAIneH Ha HECTaHAaPTHBIX MPOQpECCHOHATBEHBIX
rOCyIapCTBEHHOM M HHOCTPaHHOM 3a7a4 0 00ecIeYeH 0 6e30MaCHOCTH
SI3BIKAX. ceTel CBsI3U.
OIIOP 18 - PaboTa ¢ pa3iuuHBIMU
MPOrpaMMHO-AMMaPaTHEIMU U
MPOrpaMMHBIMHU CPEICTBAMHU.
OIIOP 23 - AHanu3 MHHOBALUI B
o0JracTé MporpaMMHOTO oOecTieueHusl,
pa3BHUTHS OTPACIH.
3aganue 42.
Hnempyxkyus:
BHumatensHO npoyuTaiTe 3a1aHue.
Br1 MOkeTe moJIb30BaThCS:
Ob6opymosanue, I10: TIK, VMware Workstation; crena ATIKIII "Kontuuaent".
Bpewms BeimonneHus: 15 MUHYT.
Teker 3aganus:
AnMuHHCTpaTOpy HeoOXomuMmo oprann3oBaTh VPN-coemuHenme depe3 ceTh OOIIEro JOCTyHma Mexay
MOJIb30BATSIIIMU, HAXOSIIUMHUCS B 3allMIIaeMbIX CETAX 3a Pa3HbIMH KPUOTONUIO3aMH I oOMeHa

KoH(UAeHIaIbHOH WHpopManmeir. Ha TecTtoBoM creHne ponm monb3oBatenedd 3a pasHbiMu KU BBEITOTHSIOT
BUpTyaibHble MamHel ARM u WS1, a ponu kpunrtouuto3oB — Buptyaibable MamuHasl CUS u KSH_main (cMm. puc.

1).

e p. - y
\‘-;"’5“59“ neuso it @9 1002200
1615.0.54] —— |Hesisa2.254 W21 :
cus Router KSH-main WSs1

Puc. 1 CereBas cpena no yciioBHIO 3aJaHUS

[penmet(sl) OlICHUBAHUSA O0BekT(bl) IToka3arenu oueHKH Kpurepun ouenku Bec
OLICHHUBAHUS KpuUTep
us

[1K 3.1. BBISBIATE yrpo3bl U Opranmsanust | OIIOP 1 - Yerkoe nmonnmanue npobiem 1. Boinmonnenue 16
YSI3BUMOCTH B CETEBOM L3VPN MH(POPMAIIIOHHOH 0€30MacHOCTH B TpeOoBaHUit
HHPPACTPYKTYpE C CHCTeMaxX PaJuOCBsI3H, MOOMIBHON CBS3H M | 337qaHMs 110
UCIIOJIB30BAHUEM CHCTEMbI aHAIH3a TeNlepaTuoBeIaHus; OpraHu3aIUn
3aIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBIABIIATE, L3VPN.
I1K 3.2. Pa3pabaTblBaTh KOMILIEKC K1accu(UIUPOBATh U aHAIIM3UPOBATh 2. TIpaBIIbHOCTD 16
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METOJIOB ¥ CPEJICTB 3aIUTHI
UH(OPMAIMH B CHCTEMAaX
paarocBs3u, MOOHMIIEHOM CBSI3U U
TeNepanTioBeIaHusL.

TIK 3.3. OcymecTBasTh TEKyIIee
aJIMHHUCTPUPOBAHHE JUTS 3aIHTHI
CHCTEM PaUOCBSI3H, MOOMIHHOM
CBSI3H U TeJIepaIHOBELIAHHS C
UCIIOTb30BaHUEM
CIEHATN3UPOBAHHOTO
MPOTPaMMHOT0 oOecreueHus U
000pyI0BaHUS.

OK 01. BeibupaTs crioco0bI
pelieHus 3ama4q
npodeccnoHaIbHON IeSITENFHOCTH,
MPUMEHHUTEITBHO K Pa3IMIHBIM
KOHTEKCTaM.

OK 02. HUcnonb3oBath
COBPEMEHHBIE CPEJICTBA ITONCKA,
aHaJM3a U MHTEePIPETAlUH
uHpopManuu, 1 HHHOPMAIIMOHHBIC
TEXHOJIOTHH TSl BBIMOTHEHHS
3a7a4 npohecCHOHATbHOM
JIeATSTLHOCTH.

OK 09. ITonp30BaThCA
npogecCHOHAEHON
JIOKyMEHTaIiei Ha
rOCY/IapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

yrpo3bl HHGOPMALUOHHON

obecrieyeHns1 HHPOPMAUOHHOM
6e3onacHoCTH (POTPaMMHBIX U
MIPOrpaMMHO-aITIaPATHBIX);

OIIOP 7 - Bragenue cepBucamu,
00ecTieyHBAIOINMH HH)OPMAIIHOHHYIO
0€30MacHOCTb B CUCTEMAax PaJHOCBA3H,

OIIOP 13 - CBoeBpemeHHOE U

YMEHUi U 3HAaHUH, TPHUOOPETECHHBIX B
pe3yabTaTe OCBOSHHS TEM, Pa3ZeiioB,
npuctumiud, MK, Mmoxysei.

OIIOP 14 - Bri6op u nIpuMeHeHHE
METOJIOB ¥ CHOCOOOB PEIICHUS
npo¢eCCHOHANBHBIX 3a/1ad B 00J1acTu

OIIOP 15 - PemleHue cranJapTHBIX U

10 0OecreYeHnI0 6e30MacHOCTH ceTeit
CBSI3HL

OIIOP 18 - PaboTa ¢ pa3muYHbIMU
HPOrpaMMHO-aNIAPaTHBIMU |
HPOTPAMMHBIMH CPEJICTBAML.

MIPOrPaMMHOTO 0O€CIICUeHHsI, Pa3BUTHS
OTpACIH.

0e30macHOCTH U (POPMBI UX MPOSIBIICHUS;
OIIOP 3 - BolOOp MEXaHU3MOB U CPEJCTB

MOOHUJIBHOM CBSI3H U TeICpaguOBCIIAHNA]

Ka4€CTBCHHOC IPUMECHCHHNEC KOMHCTCHHHﬁ,

obecnieuenns 6€30MMaCHOCTH CETEMN CBSI3H.

HEeCTaHIAPTHBIX MPO(PECCHOHATBHBIX 3a/1a4

OIIOP 23 - AHaiy3 MHHOBAIMN B 00J1aCTH

HaIlMCaHUs
IpaBuIIa
(dunpTpanuy,
pa3permaonmero
MIPOXOXKICHUE
Tpaduka MeKIY
BUPTYaIbHBIMH
mamuHamu ARM
u WSI.

3. IIpaBUnbHOCTH
HAaCTPOMKHU CBSI3U
MEXIY
KPHIITOIITIO3aMHU
CUS un
KSH_main.

4. [IpaBWIBHOCTH
MIPOBEACHNUS
MIPOBEPKU
nepeaaun
TpaduKa MeKIY
KI ¢ HYC u
KSH_main.

26
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3ananue 43.
HUncempykyus:

BHumaTenbHO poyuTaiiTe 3a1aHueE.

Br1 Mo2keTe mOJIB30BaTHC:

O6opynosanue, I10: TIK, VMware Workstation; crera ATIKII "Konrtunent".

Bpewms Beimonnenus: 15 MuHyT.

TekcT 3aganu:

YroObl 0becnieunTh 0OMEH WHPOpPMAIUEH MEXIy JABYMs YAaJCHHbIMUA CETMEHTaMHU OJTHOW CETH aJMHHHUCTPATOpy

HEOOXOIMMO  OpPraHu30BaTh

3alIUIICHHOC

COCIMHCHUE  MEXIY

gumMu. Ha

yaeOHOM

CTEHAC

ponu

kpuntokommyTtatopoB "KoHTuHeHT" BbIMONMHAIOT BHpTyandbHble MamuHbel KKI1 w KK2. Kanan mmdposanus
npoBepsieTcs IMyTeM nepepadn Tpaduka Mexny BHUpPTyauibHbIMH MamuHamMu AP uw WSI1. PaGouee mecto
aamuHucTparopa — BM ARM (cm. puc. 1).

Puc. 1 CereBas cpena o yCJIOBHIO 3aJJaHUS

[IpenmeT(s1) oLileHUBAHUSA O6BexT(5I) Ilokazarenu oueHKH Kpurepuu ouenku Bec
OIICHUBAHHUS KpUTEP
ust

TIK 3.1. BBIABIATD yrpo3sl U Opranmzamu | OIIOP 1 - Yerkoe noHuMaHue NpodiaeM 1. Brimosinenue 16
YSI3BUMOCTH B CETEBOM s L2VPN MHPOPMALTMOHHOHN 0€30MacHOCTH B TpeboBaHuit
HHPpaCTPYKType C CHCTEMax PaIroCBs3H, MOOMIBHOW CBS3U H 3aaHusl 110
UCIIOJIb30BAaHUEM CHCTEMBI TenepanoBeIaHus; OpraHu3aluu
aHaJM3a 3allUIIEeHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIISITS, L2VPN.
I1K 3.2. PaspabaTeiBats Kaccu(puIIpPOBaTh U aHAIM3UPOBATH 2. TIpaBUIBHOCTD 26
KOMIIIEKC METOJIOB U CPEJICTB yrpo3bl HHPOPMATMOHHON opraHMzaLIK
3alUThl MHPOPMAIUK B CHCTEMAX 6e30macHOCTH U (POPMBI UX MPOSIBIICHUS, 3AMUIIEHHOTO

paaruoCBsA3H, MOOHJIBHON CBSI3U U

OIIOP 3 - BolOOp MEXaHU3MOB U CPEICTB
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TeJlepauOBEIaHus.
[IK 3.3. OcymecTBisTh TEKyIIee
aJIMUHUCTPHUPOBAHUE JIJIsI 3AIUTHI
CHCTEM PaJHOCBA3Y, MOOMIEHOH
CBSI3M U TeJIepaliOBEIaHus C
HCTIONIb30BAHUEM
CHELHATN3UPOBAHHOTO
HIPOrPaMMHOTO O0eCIICYeHHS 1
000pyI0BaHUsL.

OK 01. Beibupats crioco0bt
penieHus 3a1a4d
npodeccuoHaNbHON
JIeITeNbHOCTH, TPAMEHNUTETBHO K
Pa3IHYHBIM KOHTEKCTaM.

OK 02. Ucnons3oBathb
COBpPEMCHHBIE CPEACTBA ITOUCKA,
aHaJIM3a ¥ MHTePIPETALNU
uHdopmanuu, u
nH(OPMALIOHHBIE TEXHOJIOTHH
JUTS BBITIOJTHEHUS 33714
npo¢eCCHOHANBHOM
JICATEIEHOCTH.

OK 09. [Tonp3oBaThCst
npogecCHOHANBEHON
JIOKyMEHTalueu Ha
rOCyIapCTBEHHOM U
HWHOCTPAHHOM SI3bIKaX.

obecrnieyeHust HHPOPMALOHHOM
Oe3omacHOCTH (IMTPOTPaMMHBIX U
MPOrpaMMHO-AIIAPATHBIX);

OIIOP 7 - BnaneHue cepBucamy,
o0ecrneynBaoIMMU HHYOPMAIIMOHHYIO
0€30MacHOCTh B CHCTEMAaX PaJHOCBs3Y,
MOOWIIEHOH CBSI3U U TeJIepallOBEIaHuS;
OIIOP 13 - CBOEBpEeMEHHOE U KAaYECTBEHHOE
MPUMEHEHNE KOMITETEHINI, YMEHUI U
3HAHMH, NPUOOPETEHHBIX B PE3YJIbTATE
OCBOEHHUS TeM, pa3aenos, agucuurmind, MK,
MOJyJIeH.

OIIOP 14 - BeiOop 1 mpUMEHEHUE METOIOB
U CIIOCOOO0B pelIeHus MPOheCCHOHATBHBIX
3a1a4 B 001acTH obecreueHus 6e30MacHOCTH
ceTeil cBA3U.

OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX 32124
10 00ecTeYeHHI0 0e30MIaCHOCTH CEeTeH CBS3H.
OIIOP 18 - PabGoTa ¢ pa3iIuuHbBIMU
POrpaMMHO-aMMapaTHEIMU U
MPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - AHanu3 HHHOBALMI B 001aCTH
MPOrPaMMHOTO 00ECIICYCHUSI, PA3BUTHUSI
OTpaciy.

COCAMHEHUS MEXIY
JIBYMsI CETMEHTaMH
CETU U HACTPOUKHU
KaHala
mmdpoBaHusL
MEKAy HUMH.

3. IlpaBHIBHOCTD
MIPOBECHUS
NIPOBEPKH KaHasa
muppoBaHUs C
TIOMOIIBIO YTHITUTHI
ping Mexmy
BUPTYaJIbHBIMH
MamnHaMu AP u
WSI1.
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3aganue 44.
Hnempyxyus:

BuaumatenbHO npouyuTaiiTe 3a1aHue.

BEI MOkeTe mOJIb30BaThC:

Ob6opynosanwue, I10: TIK, VMware Workstation; crena ATIKIII "Kontusent".
Bpewms BeimonneHus: 15 MUHYT.

TexcT 3a7aHuA:

AJIMUHHCTPATOPY HEOOXO0IuMO opraHu3oBaTh VPN-kaHa /i A0CTyIa YJAJIGHHOTO IMOJIb30BaTels K BeO-CepBepy,
KOTOPBIN HaxoauTcs B 3amuinaemoii cetu 3a KIII. Ha yueOHOM cTeHIe poJib yIaJeHHOI'O MOJIb30BATEIIS BBIIIOJHSICT
BM AP, a ponb Be6-cepBepa — BM ARM (cwm. puc. 1).

ARM

Cus

Router

Puc. 1 CereBas cpefa o yCiIOBHIO 3aJaHUSI

IIpenmeT(s1) oLileHMBAHUSA O6BexT(5I) Iloka3zarenu oueHKH Kpurepuu onenku Bec
OIICHUBAHUS KpuTep
us
1K 3.1. BeIABIATH yrpo3bl U Opranuzauus OIIOP 1 - Yetkoe moHUMaHKE IPOOIEM 1. Beimonxenue 16
YSI3BUMOCTH B CETEBOM VPN-kanana MHPOPMALMOHHOH 0€30MacHOCTH B TpeboBaHuit
HHPPACTPYKTYpE C JUTSL OCTyIa CHCTEMax painOCBs3H, MOOMIIBHOM CBSI3U U 3aaHus 10
HMCIIOJIb30BAHUEM CUCTEMBI yIaJeHHOTO TEJICpANOBEIIAHNSA; OpraHu3alu
aHaJn3a 3allUIIEHHOCTH. HOTB30BATENS OIIOP 2 - 'paMOTHO BBISIBIIAATS, VPN-kanana s
TIK 3.2. Pa3pa6aTE,]BaT[, KHaCCI/I(l)I/IIlI/IPOBaTL W aHaJIU3uPOBaATH JOCTyIIa
KOMILIEKC METOJOB U CPEICTB yrpo3bl HHQOPMAIOHHOH Y/IaICHHOTO
3alIUThl UHPOPMAIMH B 0e30macHOCTH U (POPMBI UX MPOSIBIICHUS, OJIb30BATEI.
CHCTEMAaX PaUOCBA3H, OIIOP 3 - Beibop MexaHU3MOB U CPE/ICTB 2. TIpaBHIBHOCTS 26
MOOWIILHOH CBSI3H U obecneueHns: THGOPMAIIMOHHO ) o
HaCTpOMNKHU

TenepaauoBeIlaHus.
[IK 3.3. OcymecTBasTh
TeKyIlee aIMUHICTPUPOBAHHE
JUTSL 3aLIUTHI CUCTEM
paanocBs3y, MOOUIIBHOM CBA3U
U TeJIepalioBELIaHus C

0€30IaCHOCTH (IIPOTPaMMHEIX U
MIPOrpaMMHO-AMINAPATHBIX);

OIIOP 7 - BnaneHue cepBUCaMy,
00ecrneyrBaIMMUA HH)OPMAITHOHHYIO
0€30II1aCHOCTB B CHCTEMaX PaJHOCBSI3H,
MOOWIIBHOH CBSI3H H TENIePaHOBCIIAHYS,

cepBepa J0CcTyIa
u VPN-kanana
JUISL TocTyna
yAaJIEHHOTO
MOJIL30BAaTENA K
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HCTIOIb30BaHUEM
CIICHUATIN3UPOBAHHOTO
MPOrPaMMHOTO 00ECTICUSHHUS U
000pyI0BaHHUA.

OK 01. BeibupaTs crioco0bl
pelieHus 3ama4q
npodecCHOHATEHON
JIeATeIbHOCTH, IPUMEHUTEIHHO
K Pa3iIMYHBIM KOHTEKCTaM.

OK 02. Hcnonb3oBath
COBpPEMEHHBIE CPE/ICTBA MOKCKa,
aHaM3a U MHTEePIPETAlUH
UHPOPMAITHH, U
UH()OPMAIIOHHBIE TEXHOJIOTHH
JUISL BBITIOJIHEHUSI 32124
npodeccuoHaIEHON
JCSTEINBHOCTH.

OK 09. IMosnp30BaThCs
npodecCHOHATLHON
JOKyMEHTAIIueH Ha
roCyJapCTBEHHOM U
MHOCTPaHHOM SI3BIKaX.

OIIOP 13 - CBOEBpeMEHHOE U Ka4eCTBEHHOE
MIPUMEHEHNE KOMIIETEHINI, YMEHUN U
3HAHHH, IPUOOPETEHHBIX B PE3YJIbTATE
OCBOEHHS TeM, pa3zenoB, qucuumuind, MJIK,
MOJIyJIEH.

OIIOP 14 - Bei6op 1 npuMeHEHHE METOA0B
U CII0COOO0B peleHus TPodecCHOHATBHBIX
3a/a4 B 00yacTu obecrieueHust 6e30MacHOCTH
ceTel CBs3U.

OIIOP 15 - Pemenue craHIapTHBIX U
HECTaHAAPTHHIX MPOGECCHOHANBHBIX 3a/1a4
10 00ecre4yeHHI0 0e30IaCHOCTH CETeH CBA3H.
OIIOP 18 - PaboTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMIaPaTHEIMU U
MPOrpaMMHBIMHU CPEICTBAMHU.

OIIOP 23 - AHanu3 MHHOBaLUi B 00acTu
IPOrPaMMHOTO 00eCHeUeHUs, PA3BUTHS
OTpaciH.

BeO-cepBepy B
3alIUIIaeMON CEeTH
3a KIII ¢ IIYCom.
3. [IpaBUIBHOCTH
TTOTKJTFOUCHUS
YIaJeHHOTO
MOJIL30BATEIISI K
3alUIIAeMOM
CeTH.
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3ananue 45.
Hucmpyrkyus:

BHumatensHO mpounTaiTe 3a1aHue.

Brl MOXkeTe 1101b30BaThCS:

O6opynosanwue, I10: TIK, Oracle VM VirtualBox; VM Server, daiti-gemudparopa.
Bpems BeimonHeHus 3a1anus — 15 MUHYT.

TexkcT 3apanus:

[Ipoananm3upoBats CTPyKTYypY (aiiaa Crypt.py (ummdpoBaibliiK) U ONPEACIIHTS:
- (haiin (*.txt), 3ammpOBaHHBIN ATUM aJTOPUTMOM.

- B KaKOM MecTe (ailyia pacroIoKeH K04 JUIs pacIIi(poBKY;

- KaKMM aJITOPUTMOM IIU(PPOBaHUS 3amuppoBaH Gaii.

Ucnonw3oBath ckpunt (Qain-gemmdparop) s paciudpoBky Qaiina, ¢ 1eIbio NOITYyUSHUS «Aapoisy, HaXOISIEToCs

B HEM.
[Ipenmer(s1) oLileHUBaHUS OO6BbexT(bI) TToka3arenn oneHKH Kpurepuu onenkn Bec
OLICHUBAHMS KpuUTep
us
TIK 3.1. BEISBIATE yTpo3sl Opranuza- OIIOP 1 - Yerkoe moHWMaHue nMpodiieM 1. I'pamoTHBII 16
YSI3BUMOCTH B CETEBOM Mg Toucka | MHQOPMAIMOHHOW OE30IacHOCTH B aHaJIU3 CTPYKTYPBI
HHPpaCTPYKType C BPEJOHOCHO- | CHCTEMAX Pa/IMOCBS3H, MOOWIBHOH CBS3H U (aitna crypt.py..
HUCTIONIE30BaHUEM CHCTEMBI aHAMM3a | 1o [0, mo- | TEMEPatHOBEIIAHNS; 2. TlpaBunbHOCTh | 26
3aIMIIEHHOCTH. ek wcrtou- | OIIOP 2 - I'paMOTHO BBIABIIATS, oTIpe/IeseH s
TIK 3.2. PazpabaThiBaTh KOMIUIEKC | ya 3apa- KIacCH(UINPOBATH U AHAIM3UPOBATH napoJist s
METOJIOB M CPEJICTB 3alUThI JKEHHS B | YTPO3bI HHPOPMALMOHHOH pacindpoBKi
“HQOpPMALIUH B CHCTEMAX orax Oe3omacHOCTH U (HOPMBI UX TIPOSBIICHNS; tbaiina i
PpanuocBs3y, MOOMIBHON CBS3U U OIIOP 3 - Bri0op MeXaHU3MOB U CPEIICTB
TeNepaTioBeIaHusl. obecrnieyeHust THPOPMALOHHON paciunppoBanHoro
TIK 3.3. Ocy1ecTBisTh TEKylIee 6e3omacHOCTH (IPOTPAMMHBIX U HapoJiA.
aJIMHHUCTPUPOBAHHE JUTS 3AIUTHI MPOrpaMMHO-AIIaPaTHBIX ); 3. lpasumsHocts | 26
CHCTEM PaJUOCBSI3H, MOOMIBHOM OIIOP 7 - Bnagenue cepucamu, OTpCCTCHIT
CBSI3H U TeJIepaliOBEIIaHHs C obecreynBaroMMy HHPOPMAIIHOHHYIO «CEKPETHOrO»
HCIIOJIE30BAHUEM 0€30MaCHOCTh B CHCTEMAX PaIMOCBA3H, cooburenus,
CICUATU3UPOBAHHOTO MOOGHIILHOM CBSI3H U TeJepaHOBEIIaHuS; nepeaaBacMoro
IPOTPAMMHOTO 00€ECTICUEHHUS 1 OIIOP 13 - CBoeBpeMeHHOe 1 KadecTBenHoe | Malware.exe npu
000pyIOBaHUS. MPUMEHEHUE KOMIIETEHINI, YMEHUN U YCTAHOBJICHUHA
OK 01. Beibupats cnocoOsl 3HAHMH, NPHOOPETEHHBIX B PE3yJIbTaTe TIOAKIIFOYEHMS K
pelieHus 3ana4q OCBOEHMS TeM, pa3eioB, nucuumuima, MJIK, | control.exe

npoQeCCUOHAIBLHON IEATSIBHOCTH,
MPUMEHUTENBHO K Pa3THYHBIM
KOHTEKCTaM.

OK 02. Hcnonb3oBathb
COBpPEMEHHBIC CPE/ICTBA MOKCKA,
aHaIM3a U MHTEePIPETALUH
uHPOpMAIH, 1 HHPOPMAITUOHHBIC

MoayIeH.

OIIOP 14 - Bei6op 1 npUMeHEHHE METOA0B
U c1I0cO00B pelieHus TpodeccHoHATbHBIX
3a7a4 B 001acTu obecreyeHust 6€30MacHOCTH
ceTel CBsI3U.

OIIOP 15 - Pemenue craHIapTHBIX U
HECTaHAAPTHHIX NPOEeCCHOHANBHBIX 3a1a4
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TEXHOJIOTHH TS BHITTOTHEHUSI
3aa4 npodeccruoHanbHON
JIeSTEIbHOCTH.

OK 09. [Tonb3oBaThCst
npodecCHOHANTBLHON
JIOKyMEHTAIuei Ha
roCyIapCTBEHHOM U HHOCTPAaHHOM
SI3BIKAX.

1o obecreyeHno 0€30MacCHOCTH CeTeH CBSI3U.

OIIOP 18 - Pabota ¢ pa3iuYHBIMH
MPOrpaMMHO-aIIaPATHEIMU U
MPOrpaMMHBIMH CPECTBAMU.

OIIOP 23 - Ananu3 uHHOBAIMI B 00JaCTH
MIPOTrPaMMHOTO 00ECIICUCHUSI, PA3BUTHS
OTpacITh.
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