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KOMILJIEKT OLIEHOYHBIX CPEJICTB IO IIPOMEXXYTOYHOM ATTECTALIMH
(zrddeperimpoBanHbIit 3aueT 4,6,7 ceMectp)

OI'C3.03. HuocrpanHblii A3bIK B NPodeccHOHANbHOH JeATeIbHOCTH

o crietansHocTy 10.02.04 Obecnieuenue nHGOPMALHOHHON 6e30TaCHOCTH
TENIEKOMMYHUKAIIHOHHBIX CHCTEM

JubdepeHnnpoBaHHbIA 3a9eT SBIACTCS IPOMEKYTOUHOU GopMoit KOHTpoms B 4,6,7 cemecTpax
u nozBoxut uror ocBoeHus OI'CD.03. MHOCTpaHHBIH A3bIK B IPO(ECCHOHANTBHON AeSITeTbHOCTH
0  CIEeLHATBHOCTH 10.02.04  Obecmevenne  HHPOPMAIMOHHOM  Oe30macHOCTH
TEIeKOMMYHUKALIMOHHBIX CHCTEM JULSL POBEpKH 0cBoeHus 0bmux komneteruui (OK)

OK 1. Bribupars cocoOs! pemtenns 3a1ad IpoQecCHOHATBHOH eI TeNbHOCTH, IPUMEHATENLHO
K Pa3THYHBIM KOHTEKCTAM.
OK 2. OcymecTBIiTh IOMCK, aHAIM3 M HHTEPHPETANUI0 HH(MOPMALUH, HEOOXOMUMOH L
BBITIONTHEHHUS 33/1a49 MPO(ECCHOHATBHOM IeSTeTbHOCTH.
OK 3. IlmanupoBaTh M peayM30BEIBATE COOCTBEHHOE NPO(ECCHOHANTBHOE M JIMUHOCTHOE
pasBUTHE
OK 4. Paborath B KOMIEKTHBE W KoMaHZE, 3(Q(EKTHBHO B3aUMOZEUCTBOBATH C KOJIETaMH,
PYKOBOJCTBOM, KJIMEHTAMH.
OK 5. OcymecTBIiTh YCTHYIO M INUCHMEHHYI0 KOMMYHHKAIMIO HAa TOCY/IAPCTBEHHOM SI3BIKE C
YYETOM 0COOEHHOCTEH CONUANBEHOTO U KyIbTYPHOTO KOHTEKCTA.
OK 6. IIposBIATH TpakHaHCKO-IATPHOTHIECKYI0 MO3HIHIO, JIEMOHCTPHPOBATH OCO3HAHHOE
TOBEJIEHHE Ha OCHOBE TPAJULHOHHBIX OOIIEYENIOBEUSCKUX LEHHOCTEH, MPUMEHATh CTAHNAPTEL
AHTUKOPPYIIHOHHOTO OBEICHHUSL.
OK 7. CopeficTBOBaTh COXPAHEHHIO OKPY/KAIOWIEH cpelpl, pecypcocOepekeHnto, (hhexkTHBHO
JICHCTBOBATD B YPE3BHIYANHBIX CHTYALHSX.
OK 8. Ucnomb3oBath cpencTsa (PU3UUECKOM KYIbTYPBI UL COXPAHEHUS U YKPEIUICHHUS 3[0POBbs
B TIpomecce IpO()ecCHOHANBHON AEATENPHOCTH M IOMNEPKaHWS HEeOOXOZMMOTO YPOBHS
(pm3MYecKOl TO/IrOTOBICHHOCTH.
OK 9. Mcnomp3oBath HEGOPMALMOHHbIE TEXHOIOTMH B IIPOGECCHOHATBHOM /IEITEIBHOCTH.
OK 10. Ilomp3oBarthes npo)eCCHOHANBHON TOKYMEHTAl[He Ha TOCY[apCTBEHHOM K
MHOCTPAHHOM f3BIKAX

Pesympratom ocBoenuss OI'CD.03. UHocTpaHHBI s3BIK B NPO(eCCHOHATBHON

IEATENLHOCTH B 4, 6, 7 ceMecTpax ABJISIOTCS OCBOCHHbIE YMEHUS M YCBOCHHBIE 3HAHMS.

B pesynprate ocoemus OI'C3D.03. HMuocTpamHbri s3bIK B Ipo(eCCHOHATBHOM
JIESITENBHOCTHU CTYJIEHT JOJDKEH YMETb:
Ymerb:
V' 1 - noHuMaTh 0OLIMH CMBICT YETKO MPOH3HECEHHBIX BEICKA3bIBAHUM HA H3BECTHBIE TEMBI
(mpotheccuonanbHble U OBITOBEIE),
Y 2 - moHuMaTh TeKCTH Ha 6a30BbIe TTPO(ECCHOHATTEHEIE TEMBI,
Y 3 - yuacTBOBATH B JIMATIOraX Ha 3HAKOMbIE 001IKMe U MPO(ECCHOHANBHBIE TEMBI,
Y 4 - cTpouTh MPOCTHIE BBICKA3bIBAHKS O cebe U 0 CBoel IpodhecCHOHANIBHOM e TeIbHOCTH,
V' 5 - kpaTko 060CHOBBIBATE U OOBSICHUTE CBOH IEHCTBHS (TEKYIHE U ITAHUPYEMBIE),
V 6 - nucath IPOCThIE CBS3HBIE COOOIIEHHS HA 3HAKOMBIE MJTH HHTEPECYIONIUE



poecCHOHALHBIC TEMBI.

B pesynbrare ocBoenus OI'CD.03. MHocTpaHHBIN s3BIK B MPOGECCHOHATBHOM JESITEIIBHOCTH
CTYACHT JI0JDKCH 3HATh!

3HaTh:

3 1 mpaBuiia MOCTPOEHUS MPOCTHIX U CIIOKHBIX MPEUIOKEHUH HAa TPOPECCUOHATBHBIE TEMBI;

3 2 OCHOBHBIE 00IIEYIOTPEOUTEIBHBIE TJIarojbl (OBITOBAs U MPodecCHOHANTbHAS JICKCHKA),

3 3 neKCHYeCKUii MUHUMYM, OTHOCSIIIIMIACS K OMUCAHUIO IPEIMETOB, CPEJCTB U IMPOIIECCOB
npodeccuoHaNbHOM NesSTeNIbHOCTH;

3 4 0c0OO0EHHOCTH ITPOU3HOLIECHHUS],;

3 5 npaBuia YTEHUS TEKCTOB MPodeccroHaIbHON HAPaBICHHOCTH.

HuddepenuupoBannbiii  3auétr B 4 cemectpe mno OI'C3.03. HWHocTpaHHBIH S3BIK B
npodecCHOHATbHON NEeATEIbHOCTHU o CIIELINATILHOCTHU 10.02.04 O0ecrieuenue
UH(POPMALIMOHHON 0€30MacHOCTH TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM NPOBOIUTCA B (opme
TECTUPOBAHUSI.

Tect conepxkut 50 BompocoB (mepBblii OJIOK 25 BOMPOCOB 3aKPHITOrO TUIIA, BTOPOH OJIOK 25
BOIIPOCOB C KPATKHM OTBETOM), BBIOMPAEMBIX CIIydaliHBIM 00pa3oM M3 KaXI0ro OJoKa 3adaHuii
no 10 Bonpocos.

Bpewms tectupoBanus — 45 MUHYT (110 2 MUHYTBI Ha K&Kl BOMPOC 3aKPHITOTO TUMNA U 10 2,5
MUHYTBl Ha KpaTkue oTBeThl). Bec kpurepus omHoro Bompoca 0,5 Gamna, Bec kpurepus 20
BOIpocoB — 10 GaoB.

HuddepenumpoBannsiii 3a4€t B 6 cemectpe mno OI'CD.03. HuocTpaHHBIH S3BIK B
npo(ecCHOHANBHOM ~ JEATENIbHOCTM MO  CHELMAIbHOCTU 10.02.04  Oobecneuenue
UH(POPMALIMOHHOM 0€30MacHOCTH  TEJIEKOMMYHUKALMOHHBIX CHUCTEMIIPOBOAUTCA B (opme
TECTUPOBAHUS.

Tect conepxxut 50 BompocoB (mepBblii OJIOK 25 BOMPOCOB 3aKPHITOrO TUIA, BTOPOH OJIOK 25
BOIIPOCOB C KPaTKUM OTBETOM), BHIOMPAEMBIX CITy4allHBIM 00pa30M M3 KaKI0ro OJIOKa 3aIaHHii
no 10 Bonpocos.

Bpems TectupoBanust — 45 MUHYT (110 2 MUHYTBI Ha KaXblil BOMPOC 3aKPBITOrO THUIA U 1O 2,5
MUHYTBl Ha KpaTkue oTBeThl). Bec kpurepus omHoro Bompoca 0,5 Gamna, Bec kpurepus 20
BONpocoB — 10 Gaios.

JudpdepenunpoBannbiii 3a4ét B 7 cemectpe mo OI'CJ.03. HHocTpaHHbIl $13bIK B
npodeccuoHa/ibHO  JesiTelbHOCTH 1o  cnenuaabHoctH  10.02.04  ObGecneuenme
MHPOPMANMOHHON 0e30NMACHOCTH TeJeKOMMYHMKALMOHHBIX CHCTeM NpoBoaMTCcH B dopme
TeCTHPOBAHHS.

Tect copepaxut S0 Bonpocos (nmepBblii 010K 25 BONPOCOB 3aKPbLITOr0 THUIIA, BTOPO# 0/10K
25 BONPOCOB ¢ KPATKUM OTBETOM), BBIOMPAaeMbIX CJIY4YailHBIM 00pa3oM M3 Ka:Kaoro 0Jioka
3aganuii mo 10 Bonpocos.

Bpemsi TectTupoBaHusi — 45 MUHYT (110 2 MHHYTBI Ha Ka:K/Iblil BONPOC 3aKPHITOr0 THIIA U 110
2,5 MUHYTBHI Ha KpaTKHe 0TBeThI). Bec kputepusi ogHoro Bonpoca 0,5 6aJ1a, Bec Kputepus

20 Bonpocos — 10 6a10B.
IIxana oueHuBaHUsi 00pa3oBaTeJbHbIX Pe3y/JbTaTOB:

Ounenka Kpurepun
5 «oTJau4HO» Crynent HaOpan 10-9 6a/u10B (110 Becy KpUTepHs)
4 «xopouio» CryaenTt HaOpaa 8-7 6ajuioB (110 Becy KpuTepus)
3 «y10BJIETBOPUTEIHLHO» CryaenTt HaOpaJ 6-5 6ajioB (110 Becy KpuTepus)
2 «HEyIOBJIETBOPHTEILHO) Crynent HaOpau 4-0 6ana (1o Becy KpuTepusi)




dopmupyemsie OKO01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10

2 Kypc-4 cemecTp
Baox 3agaHuii 3aKpbITOro THNA

Bompoc BapuanTsl oTBeTa
No
The interrogative sentence in the 1 | Who is looking after the patients?
1 Present Continuous Tense is: 2 | Was Ann preparing her report at 5 0 clock yesterday?
3 | Did these patients suffer from pneumonia last week?
4 | Where did you go last night
The interrogative sentence in the 1 | Has nurse come in time today?
2 Past Indefinite Tense is: 2 | Do your doctors always operate?
3 | Did he go to the doctor yesterday?
4 | What are you doing now?
The verb in the Present Perfect 1 | had played
3 Tense is: 2 | will have made
3 | have translated
4 | had read
The verb in the Future Indefinite 1 | will have caused
4 Tense is: 2 shall say
3 | have done
4 | prints
The verb in the Past Perfect Tense | 1 | had treated
5 is: 2 | has visited
3 | have slept
4 | have been finished
6 The negative sentence in the 1 | The professor is not delivering the lecture now
Present Continuous Tense is: 2 | My mother has not consulted a doctor
3 | The nurse was not ready to make injections
The operation does not require many medical devices
4
7 The verb in the Future Indefinite 1 | will have bought
Tense is: 2 | has looked
3 | helped
4 | shall go
8 The verb in the Future Perfect 1 | will have been given
Tense is: 2 | have studied
3 |cry
4 | will have watched
9 The verb in the Past Continuous 1 | laying
Tense is: 2 | had rained
3 | was staying
4 | have been snowing
10 | The verb in the Passive Voice is: 1 | has caused
2 | have caused
3 | causes
4 | was caused
11 | Participle I is: 1 | persist
2 | remove
3 | cause
4 | taking
12 | The irregular verb is: 1 | toopen
2 | to move
3 | toget
4 | tolike
13 | Theirregular verb is: 1 | toopen
2 | toput




3 | to prove
4 | totry
14 | The modal verb is: 1 |go
2 | take
3 | open
4 | must
15 | The modal verb is: 1 | could
2 | move
3 | stand
4 | drink
16 | The equivalent of the modal verb 1 |togoto
is: 2 | tobeglad
3 | tobeable
4 | to be ready
17 | BeiGepure CyLUIECTBUTEILHOE 1 | details
HEHNCYHCIIIEMOE. 2 glasses
Phisics, details, glasses, things 3 | Phisics
4 | things
18 BriOepurte cyiecTBUTEIBHOE, 1 | life
KOTOPOE He TIOAXOUT K JAHHOMY | 2 | money
PSIIy CIOB. 3 | subject
money, life, butter, subject 4 | butter
19 | BeiGepure CymecTBUTEIBHOE, 1 | people
KOTOpOE He MOJAXOAUT K JanHoMy | 2 | coffee
Py CIOB. 3 | gates
people, coffee, gates, clothes 4 | clothes
20 | What computer system makes it 1 | database
possible to send letter very 2 | floppy disk
quickly? 3 | the Internet
4 | E-mail
21 | What system allows computer 1 | the Internet
users around the world to send and | 2 | automation
to obtain information? 3 | laptop
4 | floppy disk
22 | What programs provide colorful 1 | virtual reality
pictures and sounds? 2 | oscillator
3 | multimedia
4 | crash
23 | What is the name of a computer- 1 | virtual reality
created «world», which seems 2 | oscillator
almost completely real? 3 | multimedia
4 | crash
24 | What is a special term, which 1 | Plenty the same
means «to obtain stored 2 | oscillator
information from a computer’s 3 | virtual reality
memory. 4 | Access
25 | What do you call a sudden, 1 | Much taller that
unexpected computer failure? 2 | Access
3 | crash
4 | hard disk

2 Kypc-4 cemecTp
baok 3agannii OTKPBLITOro THNA
dopmupyemslie

OKO01, OK02, OK03, OK04, OK0S, OK06, OK07, OK08, OK09, OK10
OTBeTbTE HA BONPOCHI 110 H3YYeHHBIM PaHee TeMaM:

1. What blocks are modern computers being assemble?
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What knowledge is necessary in order to produce modern handsets?

What do the leading handset makers turn their phones into?

What layer is added into microcomputers?

What elements of a mobile phone are considered to belong to the most complex ones?

What tasks are faced by the producers? What device can mobile phones be turned into?

In what devices are memory chips being used?

What detail controls the computing functions in the third-generation phones produced in Japan?
What is a radio center?

. What functions do networks have?

. What are modern satellites capable of?

. How is detection defined?

. What is the function of the detector?

. What is a smart card reader?

. What you can say about a touch screen?

. What is - interconnection?

. How are the antennas divided depending on the purpose?
. What is the purpose of the transmitting antenna?

. What components of a radio system serves to retain the definite frequency?
. What are the main components of a transmitter?
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. How are radio transmitting devices divided according to the type of work?

. In what form is the energy presented to the receiver in radio communication?
. What types of recivers are in use howadays?

. What phenomenon is called telecast?

. What is the purpose of telecast?

3 kypc-6 cemecTp
Bbaok 3agannii 3aKpbITOro THNA

Dopmupyemsie OK01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10

Ne | Bonpoc Bapuantsl oTBeTa
What is the term for the 1 | hardware
1 electrical or electronic 2 | Access
components of computer 3 | software
system? 4 | crash
What do we call a large 1 | hard disk
2 collection of data that is stored 2 | crash
in a computer system? 3 | Access
4 | Database
What is the term for a set of 1 | software
3 instructions secretly put into a 2 | virus
computer that destroys the 3 | hard disk
information stored in it and stops | 4 | web site
it from working normally?
Where on the Internet can you 1| Access
4 look for information about 2 | hard disk
products and services offered by | 3 | database
a company or organization? 4 | web site
What do we call a set of 1 | internet
5 computer programs to control 2 | database
the operation of a computer? 3 | World Wide Web
4 | software
6 What levels for the classification | 1 | Top Secret, Public Documents
of data and documents can you 2 | Proprietary, Internal Use Only




name? 3 | Internal Use Only
4| Top Secret, Proprietary, Internal Use Only, Public Documents
7 Whom must access to protected | 1 | unauthorized individuals
information be restricted to? 2 | authorized individuals, including employees and business partners
3 | policies and other security
4 | employees and business partners
8 Steve Jobs is (momynspuee) than | 1 | more famous
Stephen Wozniak. 2 | famouser
3 | most famous
4 | the famous
9 What is a type of cryptographic | 1 | a block cipher
algorithm that uses a single key | 2 | cipher block chaining
to encrypt a message or stream | 3 | cipher text
of data? 4 | astream cipher
10 | To locate data for transfer from | 1 | to install
one part of a computer systemto | 2 | to replicate
another, generally between an 3 | malfunction
external storage device and main | 4 | to scan
storage
11 | To repeat, duplicate, or 1| to replicate
reproduce, esp. for experimental | 2 | access
purposes 3 | to install
4 | to download
12 | Informatics was (cambiM 1 | harder
crnoxxubeM) Subject at school. 2 | the hardest
3 | easy
4 | the most
13 | A carefully arranged and 1 | number
systematic program of action for | 2 | system
attaining some object or end 3 | security
4 | scheme
14 | Designating or of a number 1 | definition
system in which the base used is | 2 | binary
two 3 | number
4 | system
15 | A predetermined set of 1 | algorithm
instructions for solving a 2 | security
specific problem in a limited 3 | scheme
number of steps 4 | malfunction
16 | What are programs initially used | 1 | special programs
for gaining unauthorized access | 2 | trojan horse programs
to a computer system by 3 | a block cipher
misleading users of its true 4 | cipher block chaining
intent?
17 | Who can use techniques such as | 1 | viruses
phishing, social engineering, 2 | worms
malware injection, brute force 3 | hackers
attacks, SQL injection, cross-site | 4 trojan horse programs
scripting (XSS), and exploiting
software vulnerabilities to gain
unauthorized access to systems
or data?
18 | What can self-replicate and 1| aworm




spread across networks without | 2 | malfunction
requiring user interaction? 3 | a block cipher
4 | a hacker
19 | What is the best way to avoid 1 | a block cipher
sniffing attack? 2 | encryption
3 | algorithm
4 | security
20 | What have most of users have 1 | security classification
started to use 2 | a block cipher
to prevent the systems from 3 | encryption
hackersattacks ? 4 | good firewall systems
21 | What is the process of | 1| security classification
categorizing information based | 2 | service disruptions
on its value and defining | 3| authorization
appropriate  procedures and | 4 | confidentiality
protection requirements?
22 | To devise or modify a computer | 1 | to compromise
program, usually skillfully 2 | to install
3 | to launch
4 | to hack
23 | In information security integrity It prevent service disruptions
means that 2 | data cannot be modified without authorization.
3 | It could be violated without malicious intent.
4 | implement controls
24 | What is the property to prevent | 1 | availability
disclosure of information to 2 | unauthorized
unauthorized persons or system | 3 | confidentiality
called? 4 | information
25 | What is the CIA Triad? 1 | confidentiality
2 | integrity
3 | availability
4 | all variants

3 Kypc-6 cemecTp
bJiok 3a1annii OTKPBITOr0 THUIIA
dopmupyemsie OKO01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10

JaiiTe aHIIMACKUA IKBUBAJICHT:

1.UndopmanmonHass ©e3omacHOCTH - 93TO 3amuTa HHGOpMAMU © HMHPOPMALUOHHBIX CHCTEM OT
HECaHKLIMOHUPOBAHHOTO J0CTYTIa, HCIIOJIB30BAHUS, PACKPBITHSL, MOAU(DHUKALINY WIIN YHUUTOKEHUSI.

2. Tepmunbl "undopMmarmonHass 0e30macHOCTH" M "KOMIBbIOTEPHAs 0€30MacHOCTh" YacTO HENPaBUIIBHO
UCIIOJIb3YIOTCS KaK B3auMO3aMeHsIEMBbIE.

3. OTu o0sacTH 4YacTO B3aMMOCBSI3aHBI M HMMEIOT OOILIMEe WeNd M0 3aluTe KOH(HUIESHIHATLHOCTH,
[EJNIOCTHOCTH W JOCTYIHOCTH HMH(OpMAIMK, OJHAKO MEXJAYy HUMH CYIIECTBYIOT HEKOTOpPhIE TOHKHE
paznyus.

4. HudopmanronHas 0e30MacHOCTh CBsi3aHa ¢ oOecredeHneM KOH(UACHIHAIbHOCTH, LIEJIOCTHOCTH M
JIOCTYITHOCTH JIJAaHHBIX, HE3aBUCHMO OT TOTO, B KaKoi (hopMe OHM MOTYT OBITh TPE/ICTABIICHBI: JIEKTPOHHOM,
IIEYaTHOW WU UHOM.

5. KommsrotepHast 0€301macHOCTh MOKET OBITh COCPEA0TOUEHa Ha 00ECIIEYeHNH TOCTYITHOCTH U MPAaBUIIBHOM
paboTbl KOMIBIOTEPHOH CcHCTEMBI, HE 3a00TACh 00 WHQOpPMaLUM, XpaHsIIehcs Wi o0padaThiBaeMOn
KOMITBIOTEPOM.

6. [IpaBuTensCcTBa, BOCHHBIE, (DUHAHCOBBIE YUPEXKACHHUS, OONBHUIIBI U YaCTHBIC MPEANPHUITUS HAKATUTUBAIOT
OTPOMHOE KOJIMYECTBO KOH(PHUICHIUAILHOW HWH(POPMALUK O CBOMX COTPYAHUKAX, KIMEHTaX, MPOAYKTaX,




WCCIIEIOBAHUAX W (DMHAHCOBOM ITOJIOKECHHH.

7. Bonbinas yacth 3TOW WH(POPMAIIUKN CETOHSI cOOMpaeTcsi, 00padaThIBaCTCS W XPAHUTCS Ha AJIEKTPOHHBIX
KOMITBIOTEPAaX U MepeaacTcs Mo CEeTSIM Ha IPyTrue KOMIBIOTEPHI.

8. 3ammra koH(pUIACHIMATBHONH WH(pOpMANUK - 3TO TpeOOBaHHE OM3HECA, a BO MHOTHX CIIy4asx TaKkKe
3THYECKOE U I0pUANYEeCcKOe TpeOoBaHue.

9. 3a mocneaaNe TOABI 007aCTh HHPOPMAITMOHHOW 0€30IaCHOCTH 3HAYUTEIHLHO BBEIPOCTIA M pa3BHIIACH.

10. boniee aBaanaTy et B 001acTH MHGYOPMAITMOHHOM 0€30TIaCHOCTH KOH(DUICHIIMATBHOCTb, IIEJIOCTHOCTh U
JIOCTYITHOCTHh (W3BecTHass Kak Tpuama L[PY) sBmIAfOTCSI OCHOBHBIMH TNPUHIHIIAMH WH(POPMAIIMOHHON
0e301macHOCTH.

11. KoH}puneHunanbHOCTh - 3TO CBOWCTBO NPEAOTBpAIaTh PACKphITHE MH(pOpMAIMK HEaBTOPHU30BAHHBIM
JIMLIaM HJTH CUCTEME.

12. Hanpumep, omepariusi ¢ KpeauTHOW Kaproil depe3 MHTepHEeT TpebyeT mepemadn HOMepa KpeIuTHOU
KapThbl OT OKYMAaTeJs K IPOJaBIly U OT MPOJaBla K CeTH 00paboTKM TpaH3aKIHH.

13. Cucrema mpITaeTcst o0ecednTs KOHGHUISHINATGHOCTh MyTeM IH(POBaHUsI HOMEPa KapThl BO BpeMs
nepesavn, OrpaHuIeHUsT MECT, TJIeé OH MOXKET MOABHUTHCS (B 0a3ax MaHHBIX, (paiiax )KypHAJIOB, PE3epBHBIX
KOMUSX, paclie4aTaHHBIX KBUTAHIUSAX U T. [I.), U OTPAaHUYEHUS TOCTyIa K MECTaM, TIe OH XPaHUTCS.

14. Ecnu HeaBTOpU30BaHHAsI CTOPOHA TIOy4aeT HOMEP KapThl JIIOOBIM CIIOCOOOM, 3TO 03HAYACT HApYIICHUE
KOH(UACHIINATHHOCTH.

15. Hapymenne KOH()HUIESHIIMATFHOCTH MPUHAMAET pasiudHbie (Gopmbl. Paspernenne kKomy-To 3arisHYTh
Yyepe3 Ballle IUIEYO HA DKpaH KOMIIBIOTEpa, KOTAa Ha HEM OTOOpakaloTcsi KOH(UICHUIMATbHBIC HaHHbBIC,
MOJKET OBITh HApYLICHUEM KOHPHICHIIUAIEHOCTH.

16. Ecnmm mopTaTUBHBIA KOMIBIOTEP, COAEPXKAIINY KOH(PUACHIIMAIBHYI0 WH(GOPMAIMIO O COTPYIHHKAX
KOMITaHUH, OYIET YKpaJeH WK MPOJaH, 3TO MOXKET NPUBECTH K HAPYIICHUIO KOHPHUICHIINAIEHOCTH.

17. Tlepenaua  KoHpuOeHUMaNbHOH  WHpOpMamuu 1Mo  TeneQoHy  SBIACTCS — HapyIIEHHEM
KOH(UACHIIMATHHOCTH, €CITM 3BOHSIIINN HE YIIOJTHOMOYEH BIIAJETh STOW WHPOPMAIIHEH.

18. LlemocTtHOCTH B MH()OPMAITMOHHON 0€30MMacCHOCTH O3HAYAET, UYTO JaHHBIE HE MOTYT OBITh H3MEHEHH 0e3
pasperieHus..

19. LleIoCTHOCTh HApYIIAETCs, KOTJa COTPYAHUK CIYyYailHO WM CO 3JIBIM YMBICJIOM YIaJIseT BaKHBIC (Daiibl
JTAHHBIX, KOTJIa KOMITHIOTEP 3apakaeTcs KOMITBIOTEPHBIM BUPYCOM, KOT/Ia COTPYIHHK MOXET U3MEHUTH CBOIO
COOCTBEHHYIO 3apIiary B 0a3e JaHHBIX [0 3apabOTHOM IUIaTe, KOTJia HEaBTOPU30BAaHHBIN MOJIL30BATEIb
BaH/IAJINT Ha BeO-caiiTe, KOrja KTO-TO MOKET OTJaTh OYEHb OOJIBIIOE KOJIMYECTBO I'OJIOCOB B OHJIAHH-OMIpOCce
Y TaK Jajee.

20. CymiecTByeT MHOXECTBO CIHOCOOOB, C IOMOIIBI0 KOTOPHIX IIEJIOCTHOCTh MOXET OBITH HapylieHa 0e3
3710T0 yMBbICHa. B mpocTelinieM ciydae moiabp30BaTeNh MOKET HEMPABUIILHO BBECTH YEH-TO ajipec.

21. B Ooinee mmpokoM macmitabe, €Clii aBTOMATU3UPOBAHHBIN MPOIECC HE HANMMCAH W HE MPOTECTUPOBaH
JIOJDKHBIM  00pa3oM, MaccoBble OOHOBIIGHWS 0a3bl NaHHBIX MOTYT HM3MEHHTH JIaHHBIE HEMPaBHIBHBIM
00pa3oM, B pe3yJibTaTe 4ero MeIOCTHOCTh IAaHHBIX OyJIeT HapyIlIeHa.

22. Tlepen crneuuanuctamMu 1Mo MHGOPMAIMOHHONW 0€30MACHOCTH CTOMT 3ajlauya HalTU CrIOCcOObl BHEIAPEHUS
CPEIICTB KOHTPOIIS, KOTOPBIE MPEJOTBPAINAIOT OIMMOKK IENOCTHOCTH. UTOOBI mobas nHGOpMAIMOHHAS
cUCTeMa CITy)KWia CBOeH 1enu, nHQopMalys J0JhKHA ObITh JIOCTYITHA, KOTJIa OHa HEOOXO/1Ma.

23. DTO o03HAYaeT, 4YTO BLIYUCIHUTEIBbHBIE CHCTEMBI, HCIOJb3yeMble JUIS XpaHeHUss u 00paboTKH
MHQOPMAaIUK, CpeACTBa KOHTPOJS O€30MacHOCTH, MPHMEHSEMbIe Ul €€ 3allUTbl, W KaHalbl CBS3H,
UCTIONB3yEeMBIE JIJIS TOCTYTIA K HEH, TOJKHBI (PYHKIIMOHUPOBATH MPABIIILHO.

24. CucteMbl ¢ BRICOKOW CTENIEHBI0 TOTOBHOCTH CTPEMSITCSI BCET/Ia OCTABATHCS IOCTYITHBIMU, IPE0TBpaIias
nepedon B OOCIY)KMBaHMM H3-32 OTKIIOYEHHUS DSJIEKTPOIHEPruu, cO0oeB 000pynOBaHUS U OOHOBICHUS
CHUCTEMBI.

25. 3ammTa KOHPUACHIIMAIBHBIX JaHHBIX B BamuxX (aiilax W Ha BaIUX KOMITBIOTEPAX - 3TO IMPOCTO
Xopoumi ou3Hec. B KoHIIE KOHIOB, €civ ATa MH(OpMAIIUs MONAAET B Uy)KUE PYKH, 3TO MOXKET MPHUBECTH K
MOIIIEHHUYECTBY WJIM KPaXKe JTMYHBIX JIaHHBIX.

4 xypc-7 ceMecTp
Baok 3agannii 3aKpbITOro THNA
®opmupyembie OK1, OK2, OK3, OK4, OKS5, OK6, OK7, OKS8, OK9, OK10

Bompoc BapuanTs! oTBeTa

What is the definition of word | 1 | Ambient temperature




«degree»?

Level of education

Distance from the starting point

Extent, amount, or relative intensity

What is the definition of

Elementary particle

easy to see or understand; plain; evident

2
3
4
1
2 «member»? 2 | Document confirming membership
3 | Section in a book
4 | Adistinct part or element of a whole
What is the definition of 1 | Higher-paying position
3 «senior»? 2 | University professor
3 | Retiree
4 | Of higher rank or standing, or longer in service
What is the definition of 1 | general, public
4 «particular? 2 | apart from any other; regarded separately
3 | universal
4 | unclear, ambiguous
What is the definition of 1 | serving as a standard by which others are regulated
5 «regulatory»? 2 | competitive
3 | experimental
4 | industrial
6 What is the definition of «to 1 | totouch lightly
handle»? 2 | to do something hastily
3 | to manage, operate, manipulate
4 | toignore
7 What is the definition of 1 | inattentive
«sensitiven? 2 | indifferent
3 | dealing with secret or delicate matters
4 | painful
8 What is the definition of 1 | everyday
«valuable»? 2 | of great merit, use, or service; highly important, esteemed
3 | useless
4 | wealthy
9 What is the definition of 1 | refusal
«attempt»? 2 | intention
3 | an effort to do, get, have
4 | success
10 | What is the definition of «to 1 | to write a prescription
prescribe»? 2 | to discuss at a meeting
3 | to set down as a rule or direction; order; direct
4 | to conduct a survey
11 | What is the definition of «to 1 | to subject to some action; to apply something to
treat»? 2 | to neglect
3 | to get by effort or merit +
4 | to avoid
12 | What is the definition of 1 | aplant
«seed»? 2 | the source, origin, or beginning of anything
3 | to remove
4 | togiveup
13 | What is the definition of 1 | the proper or official course of transmission of communications
«obvious»? 2 | complicated
3 | obvious
4
1

14

What is the definition of

a method of communication




«binary»?

to make a declaration assuring that something will or will not be done

to catch or discover

«channel»? 2 | atool
3 | ariver
4 | a manner or way of acting, doing, or being; method or form +
15 | What is the definition of «to 1 | togain
determine»? 2 | to postpone
3 | to forget
4 | to find out exactly
16 | What is the definition of 1 | related
«independent»? 2 | not connected or related to another, to each other, or to a group;
separate
3 | separate
4 | connected
17 | What is the definition of «to 1 | to take for granted; suppose
assume»? 2 | torefuse
3 | to determine
4 | to clarify
18 | What is the definition of 1 | an obstacle
«block»? 2 | an obstruction
3 | to assist
4 | to unblock
19 | What is the definition of 1 | amodel
«mode»? 2 | amanner or way of acting, doing, or being; method or form
3 | amistake
4 | astate or condition
20 | What is the definition of «to 1 | tolose
gain»? 2 | to donate
3 | to achieve
4 | to acquire through effort or experience
21 | What is the definition of «to 1 | to give a basis for expecting
implement»? 2 | to catch or discover
3 | to give practical effect to
4 | designating or of a number system in which the base used is two
22 | What is the definition of «to 1 | to give a basis for expecting
cause»? 2 | to catch or discover
3 | designating or of a number system in which the base used is two
4 | to make happen
23 | What is the definition of 1 | having no like or equal
«unique»? 2 | to give practical effect to
3 | to catch or discover
4 | to give a basis for expecting
24 | What is the definition of «to 1 | to give a basis for expecting
promise»? 2 | to make a declaration assuring that something will or will not be done
3 | designating or of a number system in which the base used is two
4 | to make happen
25 | What is the definition of 1 | designating or of a number system in which the base used is two +
2
3
4

to give practical effect to

4 kypc-7 cemecTp
b0k 3a7aHuil OTKPBITOr0 THIIA

®opmupyemsie OK01, OK02, OK03, OK04, OK0S, OK06, OK07, OK08, OK09, OK10

JlaiiTe pa3sBepHYTbIH 0TBET Ha BONIPOC:




1. What does information security mean?

2. What terms are frequently incorrectly used? Are they interrelated in any
ways?

3. What is information security concerned with?

4. Can computer security focus on ensuring the availability and correct
operation of a computer system without concern for the information

stored or processed by the computer?

5. Is protecting confidential information a business requirement?

6. What is the CIA Triad?

7. There are many ways in which integrity could be violated without
malicious intent, aren't there?

8. What do high availability systems aim?

9. Is all information equal?

10. What is security classification?

11. What is the first step in information classification?

12. What do factors that influence which classification information should be
assigned include?

13. Why should the classification a particular information asset has been
assigned be reviewed periodically?

14. Whom must access to protected information be restricted to?

15. Must policies and other security controls be enforceable and upheld?
16. Are there many different ways the information and information systems
can be threatened?

17. Why must each component of the information processing system have its
own protection mechanisms?

18. What levels for the classification of data and documents can you name?
19. What categories of threats for the information security do you know?
20. Why do people do hacking?

21. What kinds of techniques do hackers use?

22. Is there a difference between a virus and a worm?

23. What is the better way to avoid viruses?

24. What are Trojan horse programs initially used for?

25. What is the main idea of spoofing?

Pa3pabotuuk: npenogasarens boprosuk 1O. B.
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Bbiok 3agannii 3aKpbITOro THIA
dopmupyemsie OK01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10

Ne Bompoc Kitou (mpaBunbHBIH OTBET)
1 | The interrogative sentence in the Present Continuous Tense | Who is looking after the patients?
is:
2 | The interrogative sentence in the Past Indefinite Tense is: Did he go to the doctor yesterday?
3 | The verb in the Present Perfect Tense is: have translated
4 | The verb in the Future Indefinite Tense is: shall say
5 | The verb in the Past Perfect Tense is: had treated
6 | The negative sentence in the Present Continuous Tense is: | The professor is not delivering the lecture now
7 | The verb in the Future Indefinite Tense is: shall go
8 | The verb in the Future Perfect Tense is: will have watched
9 | The verb in the Past Continuous Tense is: was staying
10 | The verb in the Passive Voice is: was caused
11 | Participle I is: taking
12 | The irregular verb is: to get
13 | The irregular verb is: to put
14 | The modal verb is: must
15 | The modal verb is: could
16 | The equivalent of the modal verb is: to be able
17 | Beibepurte cyuiecTBUTENbHOE Hencuucisiemoe. Phisics, Phisics
details, glasses, things
18 | BriOepure cymecTBUTENBHOE, KOTOPOE HE MTOAXOINT K Subject
JIaHHOMY psiAy CJIOB.
money, life, butter, subject
19 | BriOepute CylecTBUTENbHOE, KOTOPOE HE MOJXOHT K gates
JIAHHOMY DSy CJIOB.
people, coffee, gates, clothes
20 | What computer system makes it possible to send letter very | E-mail

quickly?
21 | What system allows computer users around the world to the Internet

send and to obtain information?
22 | What programs provide colorful pictures and sounds? multimedia
23 What is the name of a computer-created «world», which virtual reality

seems almost completely real?
24 | What is a special term, which means «to obtain stored Access

information from a computer’s memory.
25 | What do you call a sudden, unexpected computer failure? crash

2 Kypc-4 cemecTp
Bbaok 33}13}"417[ OTKPLITOI'O THUIIA
dopmupyembie OK01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10

Ne Bompoc Kittou (TipaBUIIBHBIN OTBET)

1 | What blocks are modern Nowadays in the PC industry computers are being assembled from standart
computers being assembled? building.

2 | What knowledge is necessary in | In order to produce modern handsets it is necessary to under-stand not only the
order to produce modern complexity of the phone structure but also the wireless network and the software
handsets? that links the two.

3 | What do the leading handset According to the new data, many od leading handset makers turn their phones

makers turn their phones into? into minicomputers.




4 | What layer is added into They add a layer of Java software on top of their own software.

microcomputers?

5 | What elements of a mobile According to the industry experts, the radiochips and its accompanying software

phone are considered to belong belong to the most complex elements in a mobile phone.
to the most complex ones?

6 | What tasks are faced by the Among the complex tasks faced by the producers there is the task of turning

producers? What device can mobile phones into powerful devices that can run video clips.
mobile phones be turned into?

7 | In what devices are memory Memory chips are being used in many modern handsets, which now are

chips being used? beginning to be popular.

8 | What detail controls the Third-generation phones produced in Japan use a microprocessor a chip that

computing functions in the controls the computing functions of the Phone.
third-generation phones
prodused in Japan?

9 | What is a radio centre? A group of broadcast stations interconnect by leased channels on wire.
Microwave or satellite to central feed points for receving and rebroadcasting
programme material.

10 | What functions do networks Networks make it possible to broadcast live programmessimulataneosly to the the

have? people through affiliated radio stations.

11 | What are modern satellites Intercontinental communication by satellites are now commonplace. The satellites

capable of? in use are capable of handling several thousand narrow-channels, all
simultaneously.

12 | How is detection defined? Communications between two or more points, employing electromagnetic waves
as the transmission medium.

13 | What is the function of the The purpose of the detector in a receiver is to remove the disred communication

detector? from this carrier and to convert it into a form actuates the output device, such as a
loud speaker.

14 | What is a smart card reader? A smart card reader — is an electronic device that reads smart cards.

15 | What you can say about a | Atouchscreen —isan input and output device normally layered on the top of an

touchscreen? electronic visual display of an information processing system. A user can give
input or control the information processing system by touching the screen with
one or more fingers.

16 | What is - interconnection? Interconnection — connecting one wireless network to another, such as linking a
wireless carrier’s network with a local telephone company’s network.

17 | How are the antennas divided Antennas, depending on the purpose, are divided into receiving, transmitting and

depending on the purpose? transceiving.

18 | What is the purpose of the The transmitting antenna converts the energy coming from the electromagnetic
transmitting antenna? oscillation radio transmitter into an electromagnetic wave propagating in space.

19 | What components of a radio The oscillator of a transmitter converts electric power into oscillator ~ of definite
system serves to retain the radio frequency.
definite frequency?

20 | What are the main components | The main components of a transmitter are an oscillator, amplifiers, and a
of a transmitter? transducer.

21 How are radio transmitting According to the type of work, radio transmitting devices are divided into
devices divided according to the | telephone, telegraph, pulse, single-band.
type of work?

22 In what form is the energy The energy collected by the antenna and presented to the input of the receiver in
presented to the receiver in radio | the form of RF wayes which act as a carrier for the information to be transmitted.
communication?

23 | What types of recivers are in use | Two general types of receivers are in use nowadays. They are the tuned-radio-

nowadays?

frequency (TRF) and the super heterodyne. Both of them can be used for
amplitude-modulated signals. Frequency-modulated receivers are almost always
super heterodyne.




24 | What phenomenon is called A television broadcast involving the transmission of the picture and sound
telecast? portions of the programme by separate transmitters at definite carrier frequencies
within the channel assigned to a television station.

25. | What is the purpose of telecast? | A telecast is intended for reception by the general public, just as the radio
broadcast. The picture may be either in black-and-white or in full colour, using
amplitude modulation, while the sound portion usually uses frequency
modulation.

3 kypc-6 cemecTp
Biok 3aqaHnii 3aKpBITOro THIIA
®opmupyembie OK01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10
Ne Bompoc Kittou (ipaBUIBHEBINA OTBET)
1 | What is the term for the electrical or electronic components | hardware
of computer system?
2 | What do we call a large collection of data that is stored ina | Database
computer system?
3 | What is the term for a set of instructions secretly put intoa | virus
computer that destroys the information stored in it and
stops it from working normally?
4 | Where on the Internet can you look for information about web site
products and services offered by a company or
organization?
5 | What do we call a set of computer programs to control the | software
operation of a computer?
6 | What levels for the classification of data and documents Top Secret, Proprietary, Internal Use Only, Public
can you name? Documents
7 | Whom must access to protected information be restricted authorized individuals, including employees and business
to? partners
8 | Steve Jobs is (momynsipree) than Stephen Wozniak. Steve Jobs is more famous than Stephen Wozniak.
9 | What is a type of cryptographic algorithm that uses a single | a stream cipher
key to encrypt a message or stream of data?
10 | To locate data for transfer from one part of a computer to scan
system to another, generally between an external storage
device and main storage
11 | to repeat, duplicate, or reproduce, esp. for experimental to replicate
purposes
12 Informatics was (camsim ciioxubIM) Subject at school Informatics was the hardest subject at school
13 | A carefully arranged and systematic program of action for | scheme
attaining some object or end
14 | Designating or of a number system in which the base used | binary
is two
15 | A predetermined set of instructions for solving a specific algorithm
problem in a limited number of steps
16 | What are programs initially used for gaining unauthorized | trojan horse programs

access to a computer system by misleading users of its true
intent?




17 | Who can use techniques such as phishing, social hackers
engineering, malware injection, brute force attacks, SQL
injection, cross-site scripting (XSS), and exploiting
software vulnerabilities to gain unauthorized access to
systems or data?
18 | What can self-replicate and spread across networks without | a worm
requiring user interaction?
19 | What is the best way to avoid sniffing attack? encryption
20 | What have most of users have started to use Good firewall systems
to prevent the systems from hackers attacks ?
21 | What is the process of categorizing information based on security classification
its value and defining appropriate procedures and
protection requirements?
22 | To devise or modify a computer program, usually skillfully | to hack
23 In information security integrity data cannot be modified without authorization.
means that
24 | What is the property to prevent disclosure of information to | Confidentiality
unauthorized persons or system called?
25 | What is the CIA Triad? The CIA Triad means confidentiality, integrity and
availability in information security.
3 kypc-6 cemecTp
BJjok 3a1aHuii OTKPBLITOro THIIA
®dopmupyembie OKO01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10
Bomnpoc IIpaBuibHBIN OTBET
1 Information security means protecting information and information systems from unauthorized access, use,
disclosure, modification or destruction.
2 The terms 'information security' and ‘computer security' are frequently incorrectly used interchangeably.
3 These fields are interrelated often and share the common goals of protecting the confidentiality, integrity and
availability of information; however, there are some subtle differences between them.
4 Information security is concerned with the confidentiality, integrity and availability of data regardless of the
form the data may take: electronic, print, or other forms.
5 Computer security can focus on ensuring the availability and correct operation of a computer system without
concern for the information stored or processed by the computer.
6 Governments, military, financial institutions, hospitals, and private businesses amass a great deal of confidential
information about their employees, customers, products, research, and financial status.
7 Most of this information is now collected, processed and stored on electronic computers and transmitted across
networks to other computers.
8 Protecting confidential information is a business requirement, and in many cases also an ethical and legal
requirement.
9 The field of information security has grown and evolved significantly in recent years.
10 For over twenty years in information security confidentiality, integrity and availability (known as the CIA Triad)
have held the core principles of information security.
11 Confidentiality is the property of preventing disclosure of information to unauthorized individuals or system.
12 For example, a credit card transaction on the Internet requires the credit card number to be transmitted from the
buyer to the merchant and from the merchant to a transaction processing network.




13

The system attempts to enforce confidentiality by encrypting the card number during transmission, by limiting the
places where it might appear (in databases, log files, backups, printed receipts, and so on), and by restricting access
to the places where it is stored.

14

If an unauthorized party obtains the card number in any way, a breach of confidentiality has occurred.

15

Breaches of confidentiality take many forms. Permitting someone to look over your shoulder at your computer
screen while you have confidential data displayed on it could be a breach of confidentiality.

16

If a laptop computer containing sensitive information about a company's employees is stolen or sold, it could result
in a breach of confidentiality.

17

Giving out confidential information over the telephone is a breach of confidentiality if the caller is not authorized to
have the information.

18

In information security integrity means that data cannot be modified without authorization.

19

Integrity is violated when an employee accidentally or with malicious intent deletes important data files, when a
computer virus infects a computer, when an employee is able to modify his own salary in a payroll database, when
an unauthorized user vandalizes a website, when someone is able to cast a very large number of votes in an online
poll, and so on.

20

There are many ways in which integrity could be violated without malicious intent. In the simplest case a user
could mistype someone's address.

21

On a larger scale, if an automated process is not written and tested correctly, bulk updates to a database could alter
data in an incorrect way leaving the integrity of the data compromised.

22

Information security professionals are tasked with finding ways to implement controls that prevent errors of
integrity. For any information system to serve its purpose, the information must be available when it is needed.

23

This means that the computing systems used to store and process the information, the security controls used to
protect it, and the communication channels used to access it must be functioning correctly.

24

High availability systems aim to remain available at all times preventing service disruptions due to power outages,
hardware failures, and system upgrades.

25

Safeguarding sensitive data in your files and on your computers is just plain good business. After all, if that
information falls into the wrong hands, it can lead to fraud or identity theft.

BJiok 3aqaHnii 3aKpbHITOro TUIIA

Dopmupyemsie OK01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10

Bompoc Kittou (TipaBUITEHBIN OTBET)

What is the definition of «degree»? Extent, amount, or relative intensity

What is the definition of «member»? A distinct part or element of a whole

w

What is the definition of «senior»? Of higher rank or standing, or longer in service

What is the definition of «particular»? apart from any other; regarded separately

What is the definition of «regulatory»? serving as a standard by which others are regulated

What is the definition of «to handle»? to manage, operate, manipulate

~N| o o &~

What is the definition of «sensitive»? dealing with secret or delicate matters

What is the definition of «valuable»? of great merit, use, or service; highly important, esteemed

What is the definition of «attempt»? an effort to do, get, have

10

What is the definition of «to prescribe»? to set down as a rule or direction; order; direct




11 What is the definition of «to treat»? to get by effort or merit
12 What is the definition of «seed»? the source, origin, or beginning of anything
13 What is the definition of «obvious»? the proper or official course of transmission of communications
14 What is the definition of «channel»? a manner or way of acting, doing, or being; method or form
15 What is the definition of «to determine»? to gain
16 What is the definition of «independent»? not connected or related to another, to each other, or to a group;
separate
17 What is the definition of «to assume»? to determine
18 What is the definition of «block»? an obstruction
19 What is the definition of «mode»? a manner or way of acting, doing, or being; method or form
20 What is the definition of «to gain»? to acquire through effort or experience
21 What is the definition of «to implement»? to give practical effect to
22 What is the definition of «to cause»? to make happen
23 What is the definition of «unique»? having no like or equal
24 What is the definition of «to promise»? to make a declaration assuring that something will or will not be
done
25 What is the definition of «binary»? designating or of a number system in which the base used is two
4 kypc-7 cemecTp
Biok 3a1aHuii OTKPBLITOrO THNA
®dopmupyembie OKO01, OK02, OK03, OK04, OK05, OK06, OK07, OK08, OK09, OK10
Bomnpoc IIpaBunbHbIN OTBET

1 Information security means protecting information and information systems from unauthorized access, use,
disclosure, modification or destruction.

2 The terms 'information security' and ‘computer security' are frequently incorrectly used interchangeably. These fields
are interrelated often and share the common goals of protecting the confidentiality, integrity and availability of
information.

3 Information security is concerned with the confidentiality, integrity and availability of data regardless of the form the
data may take: electronic, print, or other forms.

4 Computer security can focus on ensuring the availability and correctoperation of a computer system without concern
for the information stored or Processed by the computer.

5 Protecting confidential information is a business requirement, and in many cases also an ethical and legal
requirement.

6 The CIA Triad means confidentiality, integrity andavailability in information security.

7 There are many ways in which integrity could be violated withoutmalicious intent. In the simplest case a user could
mistype someone's address.

8 Highavailability systems aim to remain available at all times preventing service disruptions due to power outages5,
hardware failures, and system upgrades.

9 No, all information is not equal and so not all information requires the same degree of protection. This requires
information to be assigned a Security classi fication.

10 Security classification is the process of categorizing information based on its value and defining appropriate

procedures and protection requirements for that information.




11 The first step in information classification is to identify a member of senior management as the owner of the
particular information to be classified.

12 Factors that influence which classification information should be assigned include the value of the information
for the organization, the age of the information, whether the information has become obsolete, and compliance
with laws and regulatory requirements.

13 The classification assigned to particular information assets should be reviewed periodically to ensure that it is
still appropriate for the information and that the required security controls are in place.

14 Access to protected information must be restricted to authorized individuals, including employees and business
partners, who have been trained on the classification schema and understand the required security controls.

15 Yes, policies and other security controls must be enforceable and upheld to ensure the protection of classified
information.

16 Yes, there are many different ways in which information and information systems can be threatened, including
unauthorized access, disclosure, modification, or destruction.

17 Each component of the information processing system must have its own protection mechanisms to ensure the
security of the overall system.

18 The levels for the classification of data and documents include: Top Secret, Proprietary, Internal Use Only, Public
Documents.

19 Categories of threats to information security include malware (such as viruses, worms, Trojans), hacking, social
engineering, phishing, insider threats, denial-of-service attacks, data breaches, and physical threats.

20 People may engage in hacking for various reasons, including financial gain, ideological reasons (such as activism or
hacktivism), espionage, personal challenge or curiosity, and malicious intent.

21 Hackers may use techniques such as phishing, social engineering, malware injection, brute force attacks, SQL
injection, cross-site scripting (XSS), and exploiting software vulnerabilities to gain unauthorized access to systems
or data.

22 There is a difference between a virus and a worm. A virus requires user intervention to spread, usually by executing
an infected file or program, while a worm can self-replicate and spread across networks without requiring user
interaction.

23 Better ways to avoid viruses include using reputable antivirus software, keeping software and operating systems up
to date with security patches, being cautious about opening email attachments or clicking on suspicious links, and
practicing safe browsing habits.

24 Trojan horse programs are initially used for gaining unauthorized access to a computer system by misleading users
of its true intent. They often appear to be legitimate software or files but contain malicious code that can allow
remote access or steal sensitive information.

25 The main idea of spoofing is to disguise communication from an unknown source as being from a known, trusted

source to gain unauthorized access or deceive users. This can include IP address spoofing, email spoofing, or caller
ID spoofing.
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