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KOHTpPOIBHO-01[EHOYHBIE CPECTBA IS IPOMEIKY TOUHOM aTTecTaliy
VII. 03 Yuebnast npaktuxa, [1[1. 03 IIpou3BoacTBeHHAS IPAKTHKA
10 IPOhECCHOHATEHOMY MO0
ITM. 03 Obecreuenne HHGOPMALHOHHO O6E30IIACHOCTH CUCTEM PATHOCBSI3H, MOOHIIBHOH CBS3H H
TeNepantioBelaHms]
crenuansHOCTh 11.02.18 CrcteMbl pafrocBsi3y, MOOUIBHON CBS3H U TeNepaIuOBEIAHHS

KomrurexcHbii nud)epeHIpoBaHHEIA 3a4eT SBIeTCS IPOMEKYTOUHON (HOPMOE KOHTPOIS, TIOABOIUT
utor ocoerus YIL.03, III1.03 mpogepser CcHOPMHUPOBAHHOCTH CIEAYIOUUX IPO(ECCHOHATBHBIX
KOMIIETEHIIUH:

Kox Hanmenosanue npoecCHOHANTBHBIX KOMIETESHITMH
IIK 3.1 | BBIMBISATH YTPO3BI X YSI3BUMOCTH B CETEBOM HH(YPACTPYKTYpPE € UCIOIB30BAHUEM CHCTEMBI
aHAIM3a 3AIUIEHHOCTH.
[IK 3.2 | Pa3pabarbiBaTh KOMILIEKC METOOB H CPEZCTB 3aIIUTHl HHPOPMAIIUU B CHCTEMAX
PaJIHOCBSI31, MOOUIEHON CBSA3H U TeJepaHOBEIaHusL.
[IK 3.3 | OcymmecTBiIsTh TeKyIIee aqMAHUCTPAPOBAHKE /ISl 3ALUTHI CHCTEM PAaIUOCBI3M, MOOUIBHON
CBSI3U U TENEPAJUOBEIAHNS C HCIIOIB30BAHUEM CHEIHATH3UPOBAHHOTO IPOrPAMMHOTO
obecreuenns 1 000pyTOBaHUSL.
A TaxKe 00IMX KOMIIETEHIUMN:
Kon HaumenoBarue 001X KOMIETEHITHM

OK 01 | Beibupars crocoOs! peleHus 3a1a4 npo(ecCHOHaNbHOM AeSTENHOCTH, TPHMEHUTEIBHO K
Pa3THYHBIM KOHTEKCTAM.

OK 02 | Mcnomb30BaTh COBpEMEHHBIE CPEICTBA IOKMCKA, AHANM3A U HHTEPIIPETAUK HH(POPMATIUH, 1
HH(OPMAIHOHHBIE TEXHOJIOIHH IS BBHIIONHEHHUS 33/1a4 NPO(EeCCHOHAIBHO# e TENBHOCTH.
OK 03 | IlnmauupoBaTh ¥ peau30BBIBaTH COOCTBEHHOE NPO(ECCHOHANBHOE U IMYHOCTHOE Pa3BHTHE,
IpeIPHHAMATENECKYIO AeSITENBHOCTD B IPO(ECCHOHATEHOMU chepe, HCI0NIb30BaTh 3HAHUS
10 (PUHAHCOBOM IPaMOTHOCTH B PA3IIMYHBIX KU3HEHHBIX CUTYalHsX.

OK 04 | ODddexraBHO B3aUMOEHCTBOBATE U padoTaTh B KOJUICGKTHBE ¥ KOMaHJE.

OK 05 | OcymecTBIsITh YCTHYIO U IIUCBMEHHYIO KOMMYHHKAIUIO Ha TOCYapPCTBEHHOM S3BIKE
Poccniickoit Deneparuu ¢ yueToM 0c0O€HHOCTEN CONMAIBHOTO U KYJIBTYPHOTO KOHTEKCTA.
OK 06 | ITposBIATH rpakIaHCKO-TIATPHOTHIECKYIO MTO3HIHIO, IEMOHCTPHPOBATH OCO3HAHHOE
TIOBE/ICHHE Ha OCHOBE TPAIUIIMOHHEIX 00IIEeYe0BEYECKUX [IEHHOCTEH, B TOM YHCIIE C
YUeTOM rapMOHU3ALMH MEKHALIMOHATBHEIX U ME)KPETUTHO3HBIX OTHOIIEHUH, IIPUMEHSATH
CTaHIAPTHl AHTUKOPPYIIIHOHHOTO TIOBEACHHSL.

OK 07 | ComeiicTBOBAaTH COXPAHEHHIO OKPYIKAIOMIEH CPEJIbl, pecypcocOepekeH IO, IPUMEHSTH
3HaHus 00 H3MEHEHUHU KITMMaTa, IIPHHIKIE! OEPEeXkKITUBOTO IIPOU3BOACTBA, S (EeKTHBHO
JIEHCTBOBATH B UPE3BEIYANHEIX CHTYaLMSIX.

OK 09 | IToms3oBathest mpodeccHOHAIBbHOM JOKYMEHTAIUEH Ha rOCYJapCTBEHHOM M HHOCTPAHHOM
SA3bIKAX.

[TpoMeXyTOYHEIH KOHTPOJB 0 y4eOHOH ¥ NPOM3BOACTBEHHOH IPAKTHKaM OCYIISCTBIIETCS B
BHJIE KOMIUIEKCHOro u(epeHuupoBaHHoro 3adera (ydeOHas ¥ TpPOM3BOJACTBEHHAS MPAaKTHKA B
COBOKYITHOCTH).

Kommnexcusnii  muddepennupoBanueii 3aser mo YI1.03 m IIIL03 mpoBomurtcs Ha OCHOBE
TECTUPOBAHUA IIO yqe6H0ﬁ OPaKTUKE, a TakXe IIPEHOCTaBICHHBIX JOKYMEHTOB: OT4YE€Ta 110



MIPOU3BOJICTBEHHON MPAKTHKE B COOTBETCTBHU C TPEOOBAHUAMU OPOPMIICHHUS, JHEBHHUKA 1O MPAKTHKE,
MOJIOKUTETHHON XapaKTePUCTUKH PabOTOIATENS U 3alI0JIHEHHOTO aTTECTAIIHOHHOTO JTUCTA.

[IIxana nepeBoja 6AJIIOB B OLICHKU:

KomnnuyectBo 0ajuioB

II1.03
(aTTecTaIMOHHBIHA
JINCT, JTHEBHUK, IIT103 (oTuer mo
MOJIOKUTEIIEHOS MIPAKTHKE)
3aKITI0YCHUE
paboToaarers)

Onenka pesynprato KJ13 V103

12

«5» (oTIHYHO) 12

12

«4» (xoporo) 12

«3» (YIOBIETBOPHUTEIILHO) 12

Memnee 12
Menee 12
Menee 12
Memnee 12

«2» (HEeyIOBIETBOPUTEIHHO)

WA ONWWSS O
O OO ORRFR Rk E

B pesynbrare ocBoenus YI1.03 u [1I1.03 ctyaeHT nomkeH:

UMETh PAKTHYECKUN OIIBIT:

I10 1 — mpoBeneHus aHajM3a ceTeBO HHPPACTPYKTYPHI,

[1O 2 — BBIsAIBIIEHUS YTPO3 U YSI3BUMOCTH B CETECBOW HH(DPACTPYKTYpE;

I10 3 — ocymiecTBiaeHus pa3pabOTKU KOMILIEKCA METOAOB U CPEACTB 3allUThl HHPOpPMAIH B
UH(POKOMMYHHUKAITMOHHBIX CETSIX U CHCTEMAX PaJHOCBI3U, MOOUIIBHON CBSI3H U TeNEPaHOBEIIAHUS;

I10 4 - ocyiecTBIeHUS TEKYIIETO aAMUHUCTPUPOBAHUS JJIS 3aIIUTHl HH()OKOMMYHUKAIIHOHHBIX
CeTel U CUCTEM PaJMOCBA3H, MOOMIILHOM CBSI3U U TEJIepaAHOBEIIaHuS;

I1O 5 - ucnonp30BaHMs CHELUATU3UPOBAHHOTO MPOrPAMMHOI0 0OecreyeHuss U 000py10BaHUs
JUTS 321U THI THPOKOMMYHHUKAIIMOHHBIX CETEeH U CUCTEM CBSI3H;

YMETB:

V1 — xnaccudunmpoBath yrpo3bl HHPOPMAIMOHHON 0€30MacHOCTH B MH()POKOMMYHHUKAITMOHHBIX
CUCTEMAX U CETAX CBSA3H;

VY2 — onpenensiTh ONTUMANIbHBIE CTIOCOOBI 00ecTieueH ] THPOPMAIIMOHHOM 6€3011aCHOCTH;

VY3 - BBIABIATH HENOCTATKH CUCTEM 3alIUTHl B CHCTEMax U CETSAX CBS3H C UCIOIB30BaHUEM
CIEIUATU3UPOBAHHBIX MPOTPAMMHBIX TPOYKTOB;

VY4 - BBIMOJHATH pacyeT U YCTaHOBKY CHEIHATU3UPOBAHHOTO 00OPYIOBAaHMS ISl OOecTieueHus
MaKCHMaJIbHOW 3aIUIIIEHHOCTH CETEBbIX AIEMEHTOB U JIOTHYECKUX CETell;

VY5 - 3amumate 6a3bl JaHHBIX MIPH IOMOIIY CHEIMATU3UPOBAHHBIX MMPOTPAMMHBIX MIPOTYKTOB;

3HATh:

31 — NpUHIUIBI TOCTPOCHUSI CUCTEM PAJUOCBS3H, MOOUIBLHOU CBSI3U M TEJIepaqHOBEIIaHNS;

32 - MeXAyHapOIHBIE CTAaHAAPTH HH(OOPMAITMOHHON 0€30TTaCHOCTH;

33 - akycThyeckue MW BHOpPOAKYCTHYECKHE KaHAlbl YTEYKH WH(OPMAIMHU, OCOOEHHOCTH HX
BO3HUKHOBEHUS, OPTaHU3AIINH, BBISIBIICHHUS U 3aKPBITHS,

34 - TexHUWYECKHE KaHAbl yTEUKW HHQPOpPMAIMH, peaTu3yeMble B OTHOIICHHH OOBEKTOB
MH(GOpMaTU3alUd U TEXHUYECKHX CPEACTB MPEANpPUATUN CBS3U, CHOCOOBI UX OOHApyKEeHHs U
3aKPBITHS;

35 - kmaccu(UKaIUI0 Yrpo3 CEeTeBOM 0€30MMacCHOCTH;

36 - METO/IbI M CIIOCOOBI 3aIUTHI HHPOPMALIUH, TTEPeJaBaeMOil 110 MPOBOAHBIM U OECIIPOBOAHBIM
HAIPAaBIISIOIIUM CUCTEMAM;

37 - mpaBuna TPOBEACHUS BO3MOXKHBIX IPOBEPOK COTIACHO HOPMATHBHBIM JOKYMEHTaM
OCTIK;

38 - cpecTBa 3aMIUTHI PA3IMYHBIX OMEPAIIMOHHBIX CUCTEM U CPEJIbI Tepeaadu NHPOpMAaIuy;

Tect comepxkutr 40 BOmpocoOB (CyMMapHO TECTOBBIX MO3MIIMH M TEOPETHUYECKHX BOIPOCOB C
KpPaTKUM OTBETOM), BEIOMPAEMBIX CIy4alHBIM 00pa3oM MpOrpaMMoil U3 Kaxaoro Ojgoka (ImepBblid 60K
60 BompocoB, BTopoii 6;10k 60 Borpocos) 3aaanuii mo 20 BOIIPOCOB.
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Bpems TectupoBanus — 90 munyT (110 1,5 MUHYTBI Ha KaKIIbIii BOIIPOC TECTOBBIX MO3HUIUHN U TIO
2 MUHYTBI Ha KpaTKUE€ OTBEThl TEOPETHUYECKHX BOIMPOCOB). BpeMs Ha MOATOTOBKY W TPOBEPKY
tectupoBanus — 20 MUHYT.

OO0pa3ipl aTTeCTAllMOHHBIX JUCTOB IO IPAaKTUKaM (TIpHiIokeHue 1, mpuioxkeHue 4), TpedoBaHUs
K O(OpPMIIEHHIO TEXHHYECKOro oTueTa (MpujioKeHue 2), AHEBHUKA MPAKTUKU, XapaKTePUCTHKU
paboTtonarens (mpuiioxkeHue 3), BeIoMOCTH (TIPUTIOKEHHUE 5) MPUBOASTCS B MIPHIIOKCHUSX.

Pe3ynbrartel OmpenensitoTCs OLEHKAMU — «OTJIMYHO», «XOPOIIO», «YyJIOBJIETBOPUTEIHHOY,
«HEYJOBIIETBOPUTEIBHO», BHOCSATCS B HTOTOBYIO BEIOMOCTh KOMIUIEKCHOTO IH(QepeHIIMPOBAHHOTO
3ayeTa U OOBSABISAIOTCA B TOT KE JICHb.

[IIkaJia olleHMBaHKs 00pa30BATENIbHBIX PE3YJIbTATOB TECTUPOBAHU:

Kpurepuu Kos1-Bo 6aij10B 0 TECTUPOBAHUIO
MOJY4aloT CTYAEHTHI, clipaBuBIIHecs ¢ padotoit 100-90%; 5 6annoB
TTOJTYJarOT CTYICHTHI, CIIPaBUBIIIHECS ¢ paboToit 89-76% 4 6amna
MOJY4aloT CTYAEHTHI, ClipaBUBILIHECs ¢ paboToit 60-75% 3 Gamna

MeHee 60% NpaBUIbHBIX OTBETOB

Ot 0 1o 2 dayuIoB

biiok 3amanuii 3aKpeITOro THMA
Popmupyemsie [1K 3.1 —T1K 3.3, OK 01 — OK 07, OK 09

UTo 13 mepeuncIieHHOTO SBISETCS
OCHOBHBIMHU YTPO3aMH JTOCTYITHOCTH
nHpopmaumn?

1.HenpennamepeHHBIE OMIMOKH MMOJTb30BATENCH.
2.310HaMEpEHHOE U3MEHEHUE JaHHBIX

3.Xakepckas aTaka.

4.0T1Ka3 NpOorpaMMHOTO U anmnapaTHOro o0ecreueHusl.
5.PazpynieHue wiv NoBpeKJCHUE TOMEILCHUN.
6.IlepexBaT TaHHBIX.

Kaxkasg nonurnka 6e30macHOCTH
peanusyercs Ipyu HOMOIIY MATPHULIBI
Jocryna?

. ManpatHoe yrpaBieHHEe JOCTYIIOM.
. PoneBas monuTHka ynpaBiaeHUs JOCTYIIOM.
. I3buparenpHoe yripaBieHue JOCTYIIOM

Kakas nonuruka GezonacHocTu
peanusyeTcs P MOMOITN Ha3HAYeHHS
rpu¢oB JOCTyNa pa3IudHbIM 00beKTam?

. MangatHoe ympaBieHHe JOCTYIIOM.
. PoneBas monuTHKa ynpaBiaeHHs TOCTYIIOM.
. 3buparenpHoe yripaBieHHe J0CTYIIOM

Kaxkue ObiBaroT Mosenu qocryma?

. Huckpennonnas (DAC),
. Kommnekcnas (CAC)

. Mannarnas (MAC).

. PoneBas (RBAC).

. Bce oTBeTHI BepHBI.

[t 4ero npuMeHseTcst pasrpaHuyeHue
MpaB JIOCTyMa B CETH?

. A7 3a1UThl JaHHBIX OT YTEYKH.

. JIJTst 3aIIUTHI OT HEIEJIEBOTO MCIIOIb30BAHUS JTAHHBIX.
. J171sl KOHTPOJIS IIENIOCTHOCTHU JJAHHBIX.

. Jlnst ananm3a coObITHH 1 pa3dopa MHIHJICHTOB.

Yrto Takoe 3aMKHYyTas TpOrpaMMHast
cpena (3I1C)?

=AW=, WD, WNDRPWN -

. 3T1C siBnsiercs cpencTBoM nosbleHust 6e3onacaoctu OC
MyTeM KOHTPOJIsI JOCTYIHOCTH (aiiyoB.

2. 3IIC sBnsercs cpeacTBoM moBblimeHus 6e3onacnoctd OC
MTyTeM KOHTPOJIS IIETOCTHOCTH (haiiioB.

3. 3IIC siBnsieTcs cpeAcTBOM, 00ECTIEUNBAIOIINM 3aIIUTY OT
ucnonHenus ctoponHero [1O u BHeApEHHOrO BPEJOHOCHOTO
KOJIa.

B uem cocTouT OTIIMYME CHCTEMBI IO
obOHapyxenuto Bropxenwuii (COB wnu B
3apy0OexHoi TepmuHoioruu IDS) n
CHCTEMBI 110 TIPEAOTBPALICHHIO
Bropxxenuii (CI1B wumu [PS)?

1.9T0 110 CyTH OJIMH KJIACC CUCTEM C OJMHAKOBBIMHU
(hyHKITMOHAIBEHEIMH BO3MOXKHOCTSIMH.

2.9T0 1O CYTH JIBa OTHENBHBIX KIIACCa CUCTEM C Pa3HBIMU
(YHKIIMOHAIBHBIMH BO3MOXKHOCTSIMH.

3.DT0 10 CyTH J1Ba OTJCIIbHBIX KjIacca CUCTEM C OJMHAKOBBIMH
()YHKITMOHATBHBIMH BO3MOXKHOCTSIMH.

UTo U3 nepevrcIeHHOr0 OTHOCUTCS K
OCHOBHBIM (PYHKIUSAM cucteM [DS?

BrisiBieHre BTOP>KEHUI M CETEBBIX aTak.

3anuch Bcex COOBITHH.

[TporHo3upoBaHre BO3MOXKHBIX YSI3BUMOCTEH B CHCTEME
HNudopmuposanue cnyx6 b 06 nHIHMaeHTE B peaabHOM
BPEMEHHU.




UTo U3 NepevncIeHHOr0 OTHOCUTCS K
OCHOBHBIM (pyHKUUsAM cucteM IDS?

1.Pacrio3HaBaHMe NCTOYHUKA aTaKW: WHCAM/ W B3JIOM.
2.Ilouck ys3BuMoOCTEH.

3.UudopmupoBanue ciy:x6 b 00 uHIIMACHTE 110 3aIpocy.
4.IlporHo3upoBaHHe aTak.

10.

[To kakuMm mMeTomaM paboTaIOT
texHonoruu IPS?

1.CurnaTypHbIi aHaIN3.
2.9BpUCTUYECKUI aHAIIN3.
3.MaremaTtudeckuii aHaIu3.
4.IloBeieHUCCKHN aHATIM3.

11.

YTo 13 mepeuncieHHOTO OTHOCUTCS K
KItoueBbIM (yHKUusM [PS?

1.IlpexpaiieHue 10CTyna K XocTaM, 0OpbIB CECCUU
COTPYZIHUKA, HEJIETUTUMHO 00paIaromerocs K JaHHbIM.
2.M3meneHne KOH(UTypanuy yCTPOHCTB B CETH KOMIIAHUH JIIS
MPeJOTBPALICHHUS aTaKH.

3.Ynanenue nin GUIbTpalys HHPUINPOBAHHBIX (QaiiIoB
mepest OTIPAaBKOH MOJIB30BATEISIM Ha YPOBHE CETEBBIX
MIAKETOB.

4.Bce OTBETHI BEPHBI.

12.

Urto Takoe curnarypa?

1.970 1m11a0JI0H IS BBISIBIICHUS UCTOYHHUKA BTOPYKEHHUH U
CETEBBIX aTaK.

2.9T0 11a0JI0H, IO KOTOPOMY OIPEIEISICTCS aTaKa uepes
CPaBHEHHUE C BOBMOXKHBIM MHITUICHTOM.

3.9710 m1abI0H oI BHIABJICHUSA UCTOYHUKA aTaK!: MHCANI WA
B3JIOM.

13.

Kakux tunos 0OsiBarot cucreMmsl IPS/IDS?

1. NIDS.

2. APIDS.

3. PIDS.

4. HIDS.
5.I'ubpupHele.

14.

s Kakux 1eneu ciykat CeTeBbIE
(NIDS) IPS/IDS cuctemsr?

117151 IpOBEPKH CHEUNATN3UPOBAHHBIX IPUKJIAJIHBIX
IIPOTOKOJIOB.

2.1 mpoBepkH ceTeBoro Tpadurka c kommyTaropa. B ocHoBe
nexut npotokos COB (PIDS) - monutoput tpaduk no HTTP
n HTTPS-nporokonamu.

3. AHAMBHUPYIOT KYPHAIBI TIPUIIOKEHHM, COCTOSTHUE XOCTOB,
CHUCTEMHBIE BBI30OBBI.

4.00beauHAI0T PYHKIMH HECKOIBKUX BUJOB CHCTEM
0o0HapyXeHHUsI BTOPXKEHUH.

15.

s kakux nenedt ciyxat [PS/IDS
CHCTEMBI, OCHOBaHHbIE Ha MPUKJIaTHBIX
npotokonax COB (APIDS)?

1./l TpOBEpKH CTIENMATU3UPOBAHHBIX IPUKIIATHBIX
IIPOTOKOJIOB.

2.JInst mpoBepku ceteBoro Tpaduka ¢ KoMMyTaropa. B ocHoBe
nexut npotokon COB (PIDS) - monutoput tpaduk no HTTP
u HTTPS-npoTtokonamu.

3.AHaNM3UPYIOT KypPHAIIBI IPUIIOKEHUH, COCTOSHUE XOCTOB,
CHUCTEMHBIE BBI30BBI.

4.00beauHAIOT (PYHKIINH HECKOJILKUX BHIIOB CUCTEM
00HApYKEHHSI BTOP)KCHHUI.

16.

Jlns xakux neneii cnyxat Host-Based
(HIDS) IPS/IDS cucremsI?

1. 17151 mpOBEPKH CHEUMAIN3UPOBAHHBIX MPUKJIAJHBIX
MIPOTOKOJIOB.

2.J1ns mpoBepku ceteBoro Tpaduka ¢ KoMMyTaTropa. B ocHose
nexut npotokos COB (PIDS) - monutoput tpaduk no HTTP
n HTTPS-nporokonamu.

3. AHATM3HUPYIOT KYPHAIBI IPHIIOKEHHH, COCTOSTHAE XOCTOB,
CHCTEMHBIE BBI3OBEI.

4.00beauHAI0OT PYHKIIMK HECKOJIBKHUX BUIOB CHCTEM
00HAPYKECHHSI BTOPYKCHHI.

17.

OT KaKkuX 3JI0YMBIIUICHHBIX IEHCTBUI
3ammmaet cuctema IDS / IPS?

1.0t ipobaeM ¢ JOCTYIIOM K CaliTy U CepBHCaM KOMITaHWH.
2. OT NpOHUKHOBEHHS BO BHYTPEHHIOIO CETh KOMITAHHH.

3. Ot neneHanpaBiIeHHBIX aTaK C UEJBI0 KPaXKH JAHHBIX WIH
CPEnCTB.

4. Bce OTBETHI BEPHBI.




18.

Kakue THITBI U3 TIEpeYrCIeHHbIX aTaKk
pacno3Haet cuctema IDS / IPS?

1.Artaku THITa «0TKa3 B oOcmykuBanum» (DoS).
2.Mcnionp3oBanue ys3BuMocTel U BpegonocHoro [10.
3.I1oBbIlIICHHE IPUBUIICTHIA TIOJIB30BATEIA.

4. Bce OTBETHI BEPHBI.

19.

Kaxkue Tumsl U3 nepeyuciIeHHbIX aTak
pacnosnaet cucrema IDS / IPS?

1.ATaku METOIOM IpyOOM CHIIBI.
2.Ucnonw3oBanue BpenpoHocHoro [10.
3.HeaBTOopn30BaHHBIN TOCTYII.

4. Bce OTBETHI BEPHBI.

20.

Urto moHMMaeTcs IO/ aTakoi Ha
WHPOPMALTUOHHYIO CHCTEMY?

1.JTro6oe neiicTBre, Hapymaroiee 6e30MacHOCTb
WHQOPMALTUOHHON CHCTEMBI.

2.JleficTBHE MM TTOCIIEIOBATENIEHOCTD CBA3aHHBIX MEXKIY
c000H IeHCTBUH, UCTIONB3YIOMINX YSI3BUMOCTH
WH(QOPMALMOHHON CUCTEMBI, ¥ IPUBOASAIINX K HAPYILICHUIO
MTOJTUTHKY 0€30MaCHOCTH.

3.Mcnonp30Banne OMMOOK B IPOTPaMMHOM 00ECTICUCHHH.
4 VIcKII0UNTENhHO HECAaHKIIMOHUPOBAHHBIN JOCTYII B
CHUCTEMY.

21.

Kaxum 06pazom QyHKIHOHHPYIOT
CHCTEMBI OOHAPYKEHUS aTaK Ha yPOBHE
y3ma?

1.0cy11ecTBIAI0T MOHUTOPUHT aKTUBHOCTH OIHOTO y371a B
CETH.

2.0CYHICCTBJISIIOT MOHUTOPHUHI' aAKTUBHOCTHU BCECX CCIMCHTOB
CETH.

3.0CcyHIeCTBISIIOT KOHCOMUAALMIO U XpPaHEHUE )KYPHAJIOB
COOBITHI OT Pa3TMYHBIX HCTOUHUKOB.

4.I1peaoCTaBisFOT MHCTPYMEHTHI JIsl aHAIM3a COOBITHI U
pa3bopa WHITMACHTOB.

22.

Kaxum 06pazom QyHKIHOHHPYIOT
cHCTEeMBbl OOHApY)KEHUS aTak Ha YPOBHE
cetu?

1.0CyeCcTBISIOT MOHUTOPUHT CETEBOIO CErMEHTA.
2.0CYH1€CTBJISIIOT MOHUTOPHUHI' aAKTUBHOCTU OJHOTO y3Ji1a B
CETH.

3.0CcyHIeCTBISIIOT KOHCOMUAALMIO U XpPaHEHUE )KYPHAJIOB
COOBITHI OT Pa3TMYHBIX HCTOUHUKOB.

4.I1peaoCTaBISFOT MHCTPYMEHTHI JIIsl aHAIM3a COOBITHI U
pa3bopa MHLMACHTOB.

23.

UTo U3 mepevrcIIEHHOTO CIocoOHa
BeIIBIATE SIEM cucrema?

1.BupycHble 3MUASMUU WIH OTACTbHBIC BUPYCHBIC 3apAXKCHUS,
HE yJaJICHHbIC BUPYCHI, O3KI0PBI U TPOSIHBI.

2.ITonpITKK HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K
KOH(UACHIINATBHON HH(pOpMAany.

3.®po ¥ MOIIIEHHUYECTBO.

4.Bce OTBETHI BEPHBI.

24.

UTO M3 MEPEYNCIICHHOTO BEITIOMHSET
SIEM cucrema?

1. Texnomnorust SIEM otciexuBaeTr MHIIMAEHTHI 0€30IaCHOCTHA
B KOPIIOPATUBHOMU CETH.

2.Texnonorusa SIEM ananu3upyer >KypHaiIbl IPUIOKEHHH,
COCTOSIHHAE XOCTOB, CUCTEMHBIE BHI3OBEI.

3.Texunonorus SIEM ocymiecTBisieT KOHCOTUAALUIO U
XpaHeHHUE KYPHAIIOB COOBITHI OT Pa3IMYHBIX HCTOYHUKOB.

4. Texnonorust SIEM reHepupyeT ONOBEUICHHS U BHITIOIHAET
ayJUT BCEX JEUCTBUH, CBA3aHHBIX C MHIIUJEHTOM.

25.

UTO 13 MepevyrCICHHOTO SBISETCS
ocHOBHBEIMH 3agadyamu SIEM cucrembr?

1.C6op, 00paboTKa 1 aHaIH3 COOBITHI OE€30MTACHOCTH.
2.CkaHUpOBaHUE HA HAIMYHUE YA3BUMOCTEH KaK ¢ yUeTHOU
3aMuChI0 aAMUHUCTPATOPA, TaK U Oe3 Hee.

3.Peructpaius MHIUIACHTOB B PEKMME PEATLHOIO BPEMEHHU.
4. TTouck octaTOYHON MH(POPMAIIMH TIO KITFOYEBBIM CIIOBAM Ha
HOCHUTEIISIX JAaHHBIX BHE 3aBUCHUMOCTH OT (DaitstoBO#
CTPYKTYPBHI.

5.0meparuBHas OIEHKA 3alTUIIIEHHOCTA UHPOPMAIIMOHHBIX,
TENEKOMMYHUKALIMOHHBIX U IPYTUX KPUTHUUECKH BAXKHBIX
pECyYpCoB.

26.

UTO M3 MEePEINCICHHOTO SBIISETCS
oCHOBHBLIMH 3agauamu SIEM cucrembr?

1.AHanm3 u ypaBJIeHHE pUCKaMH O€30TTaCHOCTH.
2.MlHBeHTapH3anus MPOrpaMMHBIX H alllapaTHBIX CPEICTB
JIOKAJILHOW CUCTEMBI, BKJIFOUAsl HICTOPUIO MTOKITIOYCHHUN K
0OeCITPOBOJTHBIM CETSIM, JIAHHBIC CUCTEMHBIX,
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KOMMYHHKAIIMOHHBIX U IepU(EPUIAHBIX YCTPOHUCTB.
3.IIpoBeneHue pacciae0BaHUN HHIUICHTOB.

4 Tlpunsitre 3¢ GEKTUBHBIX PEIICHUI 110 3aIlUTe
nHpOpMaITHH.

5.DopMUPOBaHUE OTUYCTHBIX TOKYMEHTOB.

27.

Yro Takoe SaHII/IIIIeHHHﬁ KaHal CBS3u?

1. 'apanTHPOBaHHOE UCKITIOYCHHE JTIFOOBIX aTaK B PEAIbHOM
BpPEMEHH Ha KaHAI CBS3H.

2.I'apaHTUPOBaHHOE MCKITIOUYEHUE JJOCTYMA K MepeaBacMoi
nH(OPMAIUU TPETHUX JIUII.

3. N'apanTHpoBaHHAs COXPAHHOCTD TOJBKO BayKHOM
nHpOpMAaIIH.

28.

Jns xakux 1ieneit nmpegHasHaded ViPNet
Coordinator?

1. JIns 3ammuthel cerMeHTOB [P-ceTeid.

2. lnst co3nanust VPN-cetn Ha ocHOBe TexHosoruu ViPNet.
3. 1151 321U Th TpaduKa, nepeaaBaeMoro Mo OTKPBITEIM
KaHaJlaM CBSI3U.

4. ]1nst koopauHaIKMK PabOThI Y3JI0B 3alUINCHHOM CETH.

29.

B dem cocTout npenmyIiiecTBo
texHosorun VPN Ha ocHOBe
CUMMETPUYHON Kpurnrorpadum?

1.ITo3BomsroT 66ICTPO TOCTPOUTH VPN-ceTh 110001
MacITabOHOCTH, He 00palas BHUMaHWS Ha aJ[peCHYIO
CTPYKTYDY.

2.I1o3BonsroT pa3merniath VPN-Moaynu Ha KOMIIbIOTEpax
BHYTPH JIOKAJIbHBIX ceTel, 3amuiieHHbpx NAT-ycrpoiicTBamu.
3.I1o3BossAr0T pa3memiate VPN-Moaynu Ha KOMIIBIOTEPAX 32
NpeAeIIaMU JIOKAJIbHBIX CETEH.

4.I1o3BomsiroT pazmemiate VPN-mMoxynu Ha VPN-nutto3ax Ha
IpaHMLE JIOKAJIbHBIX CETEH.

30.

Kakue QyHKIMU U3 EpeUrCIICHHBIX
einosHsier ViPNet Coordinator?

1.BeimonHsieT pyHKIINY IEPCOHATHHOTO M MEKCETEBOTO
9KpaHa.

2.Coznanve u MoJuQuKanus cTpyKTypbl ceti ViPNet.
3.Co3maeT TyHHENIU A7l OpPraHu3aliy 3aIlUIIEHHBIX
COCAMHEHHH C OTKPBITHIMU Y3J1aMHU.

31.

Kakue GyHKIMU U3 TIEPEYMCIIEHHBIX
eimoustHsieT ViPNet Coordinator?

1.ITo3BosIAIET pa3ienuTh AOCTYI 3AIIMIIEHHBIX Y3JI0B B
WnTepHeT u K pecypcam JOKaIbHON CEeTH.

2.PasrpanuyeHre ypoBHEN NOJHOMOYUHN NOJIb30BATENEH CETH
ViPNet.

3.I1o3BosII€T UCKITIOUUTH JIFOOBIE aTaKU B pEAIbHOM BPEMEHH
Ha KOMIBIOTEPHI JIOKAJILHOM CETH.

32.

Kakve QyHKIMH U3 TepeUUCIICHHBIX
Beinosiaser ViPNet Coordinator?

1.Co3nanue u Mmogudukamus cTpyKkrypsl cetn ViPNet.
2.Uznanue u ynpasineHue cepTurkaTaMy H0Ib30BaTeICH.
3. OcymectBinseT TpaHcuanuio aapecos (NAT) s
MIPOXOJISIIET0 Yepe3 KOOPIAMHATOP OTKPHITOro Tpaduka.

33.

N3 kakux kommoneHToB coctouT ViPNet
Administrator?

1.Y nocToBepsAOIMniA LEHTP.

2.1leHTp ynpaBieHHS CETHIO.

3.Y 10CTOBEPSAIOUINIA 1 KIFOYEBOM IIEHTD.
4 KiroueBoi 1IEHTp.

34.

Kakne ¢pyHKIUM U3 IepednciIeHHBIX
BbIIONHSET LleHTp ympasneHus cetpio?

1.Co3nanune u Mmoaudukanus cTpykrypsl cetn ViPNet.
2.M3nanuve n ynpasieHue cepTudukaTaMu Moab30BaTesei.
3.0TmpaBKa KIFOYEBOH U CIPaBOYHOM HHPOPMAIIH,
o6Hosienuit [10 ViPNet Ha ceTeBbie y3Ibl.

35.

Kakue ¢pyHKIuM U3 epednciIeHHbIX
BbITIONHSET LleHTp ympasneHus cetpio?

1.BeimonnsieT GyHKIMU IEPCOHATIBHOTO U MEKCETEBOIO
JKpaHa.

2.Pa3rpanmnuenue ypoBHEH MMOITHOMOYHII MTOJIb30BaTENEH CETH
ViPNet.

3.I1o3BoJIAIE€T UCKITIOUNTH JIFOOBIE aTaKH B PEATbHOM BPEMEHH
Ha KOMITBIOTEPHI JIOKAJIbHOU CETH.

36.

Kaxkue pyHKIMM 13 mepevnciIeHHBIX
BBITIOJIHACT Y JOCTOBEPSIOUIUI U
KIJTFOUECBOM TIEHTP?

1.dopMupoBaHUE U YIIPABICHUE KITIOUCBON CTPYKTYPOI CETH.
2.U3nanue u ynpasieHue cepTU(UKATAMH TIOTH30BaTEICH.
3.0TmpaBKa KJIFOYEBOH M CIIpaBOYHOM HH(OPMALIUH,
o6noBnenuit I10 ViPNet Ha ceTeBbIC Y3IIBI.

37.

Kakwue 3anucu 10mKHBI BECTHCH IPH
aynute?

1.Bxoa/BbIX0 0JIB30BaTEIIEH.
2. .HeynauHblie MONBITKY BXOJA.
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3.Bce cuctemHsble coObITHS
4.3aBUCHUT OT YpOBHS ayJuTa.

38.

UTo 13 nepevrciIeHHOr0 OTHOCHUTCS K
JIOKaJIbHOMY ayAUTY MH(OPMAIIMOHHOM
0€e30MacHOCTH KOPIOPAaTUBHOM CHCTEMBbI?

1.AyanuT CTOMKOCTH Maposiel AJIs ONIEPallMOHHBIX CUCTEM.

2. Ilonck octaTouHO# HH(POPMAITUN IO KIIFOYEBBIM CIIOBaM Ha
HOCHUTENSIX AaHHBIX BHE 3aBUCUMOCTH OT (haisIoBOH
CTPYKTYPBHIL.

3.be3arenTHOE CKaHMpPOBaHKE HA HATUYWE YA3BUMOCTEH KaK C
YUYETHOM 3aIlMChI0 aIMUHUCTPATOpPA, TaK U 0e3 Hee.

4.0unctka nHpOpMAIMK Ha HOCUTENSIX TAHHBIX ITyTeM
MHOTOKpPATHOTO 3aTupanus ¢aiinos mo craagaptam ['OCT,
BSI, FIPS, DoD.

5.KoHTpob NOSIBICHNUS] HOBBIX CETEBBIX Y3JI0B M CEPBUCOB,
naentudukanus OC u NpuIoKeHUH, TPACCUPOBKA MapIIPYTOB
nepeAayy JaHHBIX, HOCTPOESHUE TOIOJIOTHH CETH OPraHU3aIHH.

39.

UYTo 13 nepednciieHHOI0 OTHOCHUTCS K
CETEeBOMY ayIUTy HH(POPMALMOHHON
0e301MacHOCTH KOPIIOPATUBHON CHCTEMBI?

1.06HapyxeHue, CKaHUPOBAaHKE U IPOBEACHUE AKTUBHBIX U
MACCHUBHBIX aTaK METOJOM MMOAO0Opa napoJieil B 6ecpOBOAHBIX
cetsix ¢ WEP, WPA u WPA-2 mmdpoBanuem.
2.VlHBeHTapH3anys MIPOrpaMMHBIX U alllapaTHBIX CPEACTB
JIOKaJIbHOM CUCTEMBI, BKIIIOYAst UCTOPHUIO TTOAKIIOUCHUH K
0eCITPOBOTHBIM CETSIM, KOMMYHUKAIIMOHHBIX U MeprudepruitHbIX
YCTPOMCTB.

3.CpaBHEHHE OTYETOB, KOTOPOE TO3BOJIAET OTCICKUBATH
W3MEHEHUS! KOHQUTYypaIui CUCTEMBI.

4.Aynut HaCTpOEK KoMIlieKkca cpeAcTB 3amuTshl OC
crienansHOro HazHadeHns «Astra Linux Special Edition» mo
TpeOoBaHUsIM OE30MaCHOCTH.

40.

YTo U3 MepeuncIeHHOr0 OTHOCHTCS K
CEeTEeBOMY ayauTy MH()OPMAIIMOHHOM
0€30I1acHOCTH KOPIIOPATHBHOM CHCTEMBI?

1.MuBeHTapr3anys NporpaMMHBIX U alllapaTHBIX CPEACTB
JIOKAJIbHOW CUCTEMBI, BKJIOUYask HCTOPHIO MOAKIIOYEHHUH K
0eCITPOBOTHBIM CETSIM, TaHHBIE CUCTEMHBIX,
KOMMYHHKAIIMOHHBIX U TIepH(EpPHITHBIX YCTPOHCTB.
2.IIpoBepka CTOMKOCTH MapoJiel BCEX CETEBBIX CEPBUCOB,
TpeOYIOLIMX aBTOPU3ALNH.

3.ITonck moAXOSIINX IKCITIONTOB HA OCHOBE COOpaHHOM
uHpOopMaIuu 00 y3ie.

4.IlepexBar u aHanu3 Tpaduka, GUIBTPALHI COACPKUMOTO
TepeaBacMbIX JTaHHBIX, a TAK)KE pean3alis aTak TUIa
MITM.

5.IloacueT KOHTPONBHBIX CYMM 33/IaHHBIX MAoK U (HailyioB 1Mo
aNropuTMaMm, BKIIFOYasi alTOPUTMBI BBICOKOH CTOMKOCTH K
atakam [OCT P 34.11-94, TOCT P 34.11-2012.

41.

st wero ucnonb3yroT ckanep BC?

1. C momomipio Ckanepa-BC MOXXHO BBISBIISTH HCTOUYHUKU
BTOP)KEHHI U CETEBBIX aTak.

2.C nmomomrsio Ckanepa-BC MOXHO IPOBOINTH TECTUPOBAHHE
Ha IIPOHUKHOBEHHE.

3.C nomomnisto Ckanepa-BC M0KHO TPOBOJIUTH aHATIN3
KOH(UTYpaLny.

4. C momorrsto Cxanepa-BC MOXHO BBISBIATh HCTOYHUKH
aTaky: MHCAM WU B3JIOM.

42.

Jig gero ucnone3ytot ckanep BC?

1.C nomomureto Ckanepa-BC M0kHO TPOBOANUTE CKaHUPOBAHHE
YS3BUMOCTEM.

2. C momomipio Cranepa-BC M0OXHO BBISBISATH UCTOUHUKH
BTOP>KEHHUH U CETEBBIC aTaKH.

3.C nomouipto Ckanepa-BC MOXHO OpraHu3oBaTh
HETPEPHIBHBIN KOHTPOJIb 3aIIUIIICHHOCTH.

4. Bce oTBETHI BEPHBI.

43.

UTo U3 NepeurcIeHHOT0 OTHOCUTCS K
CETEeBOMY ayIUTy HH(POPMAIMOHHON
0e301acHOCTH KOPIIOPATUBHOMN CHCTEMBI?

1. KoHTponb MOSBIEHNS HOBBIX CETEBBIX Y3JI0B U CEPBUCOB,
unentuduxamys OC n NpUIoKeHHUH, TPaCCUPOBKA MapUIPYTOB
nepeaayy JaHHbIX, IOCTPOESHUE TOIOJIOTMH CETH OpraHU3aliH.
2.0uncTka nHGOPMALUU HA HOCUTENSAX JaHHBIX ITyTeM
MHOTOKpaTHOro 3aTupanus ¢aiinos no cranaapram ['OCT,
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BSI, FIPS, DaD.

3.be3areHTHOE CKaHUPOBAHKE HA HATMYHE YSI3BUMOCTEH KaK C
YUYETHOM 3aITUChI0 aJIMHHUCTPATOPA, TaK U 0e3 Hee.

4. Ilonck ocTaTouHOM MHGOPMAITUN TI0 KITFOYEBBIM CJIOBaM Ha
HOCHTEJISX JaHHBIX BHE 3aBUCUMOCTH OT (hailyioBo
CTPYKTYPBIL.

5.®opMUpOBaHHE OTYETA C TEXHUIECKUMHU PEKOMEHIAIIHAMHA
M0 yCTpaHEHHI0 OOHAPYKEHHBIX OpelieH B 3aluTe.

44,

UTo U3 NepeurCICHHOTO OTHOCUTCS K
JIOKaJbHOMY ayIUTy HH)OPMAIIMOHHOM
0e30macHOCTH KOPIIOPATUBHOMN CHCTEMBI?

1.MlHBenTapu3aiys MporpaMMHBIX U alapaTHBIX CPEACTB
JIOKAJIbHOHM CHUCTEMBI, BKIIIOYasl TapaMeTPbl YCTAHOBICHHBIX
OTIEPALMOHHBIX CHCTEM, IPOrPaMMHOE 00ECIICUCHHE,
WH(POPMALIUIO O TMOJIB30BATENAX CUCTEMBI.

2.IIpoBepka CTOMKOCTH Maposiel BCeX CETEBBIX CEPBUCOB,
TpeOyIOIMNX aBTOPHU3AIIHH.

3.ITouck moAXOAIIMX IKCIUIONTOB HA OCHOBE COOpaHHOM
nHpopManuu 00 y3ie.

4.VluBeHTapu3aLys IPOrpaMMHBIX U alllapaTHBIX CPEACTB
JIOKAJIbHOHM CUCTEMBI, BKJIIOYAsi HCTOPUIO OAKIIIOYCHUH K
6CCHpOBOI[HI)IM CCTsM, JaHHbIC CUCTCMHBIX,
KOMMYHHKAIIMOHHBIX U NepHU(EPUIHBIX YCTPONCTB.

45,

YTO 13 MEPEUHCICHHOTO OTHOCUTCS K
JIOKaJbHOMY ayIuTy HH()OPMAIMOHHOM
0e30MacHOCTH KOPIIOPATUBHOM CUCTEMBI?

1.IlepexBat u aHanu3 Tpaduka, GUIBTPAIUS COACPKIMOTO
repelaBaeMbIX JIAHHBIX, a TAK)KE peau3alus aTak Tuna
MITM.

2.CpaBHEHUE OTUETOB, KOTOPOE MO3BOJISIET OTCIEKUBATh
H3MEHEHUs! KOHQUTypaly CUCTEMBI.

3.®opMupoOBaHUE OTUETA C TEXHUYECKUMH PEKOMEHAAUAMU
0 yCTpaHEHHI0 OOHAPYKEHHBIX OpelIeH B 3alluTe.
5.IlomcyueT KOHTPONBHBIX CYMM 33JaHHBIX MANOK H (aiioB 1o
aIropuTMaMm, BKJIH0Yasi AJITOPUTMBI BBICOKOM CTOMKOCTH K

arakam [OCT P 34.11-94, TOCT P 34.11-2012.

46.

Yro Takoe aHanu3s 3anmineasoctu UT-
UHPPACTPYKTYPHI?

1.AHanu3 3aIMIIEHHOCTH — 3TO KOHTPOJIHPYEMOE
TEXHUYECKOE BO3/IEHCTBYE, HAIIPABICHHOE Ha BBISBJICHUE
MHHHUMAJIBHOTO KOJIMYECTBA ys3BUMOCTEN B nccnenyemoi UT-
HHPPACTPYKTYpE.

2.AHanu3 3aIUIIEHHOCTH — 3TO KOHTPOJIMPYEMOE
TEXHUYECKOE BO3/IeICTBHE, HATIPABICHHOE HA BBISIBIICHUE
MaKCHMaJIbHOTO KOJINYECTBA YA3BUMOCTEN U HEJOCTATKOB B
uccnenyemoit UT-urdpactpykType nin nHHOpMaImOHHOM’
cucTeMe.

3.AHanu3 3alKIIeHHOCTH — 3TO OPraHU3allMOHHOE
BO3EHCTBHE, HAIIPABJICHHOE HA BHISABICHUE TIOTEPH OT YTPO3bI
nH(MOPMaIMOHHOM Oe3omacHocTy B uccnexyemont UT-
nH(ppacTpyKType Wi HHHOPMAITMOHHONW CHCTEME.

47

Yro mpoucxoaut B HHHOPMAIIMOHHON
CUCTEME IIpH UCTOIb30BaHuK [IDS?

1.Bo3pacTtaet BO3MOKHOCTB OIIpeIeIeHNS TPeaMOyIIbl aTaKH.
2.Bo3zpacraet BO3MOXXHOCTh (PUIBTPOBAHUS TpaduKa.
3.Bo3pacTtaer BO3MOKHOCTb ONpEeICHHUs] ONITUMAIBLHOTO
MapIipyTa JUIsl Ka)JIoro Buia Tpaduka.

4.BozpacraeT BO3SMOXXKHOCTh PACKPBITHS OCYIIECTBICHHOMN
aTaKH.

48.

Kakum 06pazom MOTyT OBITH
peanm3oBansl IDS?

1.TompKO IpOTpaMMHO.

2. Tonpko anmapatHo.

3.ToIBbKO COBMECTHO C MEXKCETEBBIM 3KPAaHOM.
4.Kak nporpamMmHO, TaK U anmnapaTHo.

49.

Kakne IIpaBuJia UCIOJIb30BAHUA
PECYPCOB CETH IPUMEHSIFOT IS
pasrpaHUYCHUS TOCTYIA HA YPOBHE
¢aiinoBoit cucTembl?

1.IIpaBuia ¢punbTpanuy MEXCETEBOTO dKpaHa.
2.CucKky ynpasieHHs T0CTYTIOM

3.B/] monuTHkK 6€30MacHOCTH.

4.CriicKy pa3pernieHHBIX PECYPCOB.

50.

Kaxkne 3aavy pCIIArOTCA IMpU
IMPOBCACHUN aHAJIN3a 3aH_II/II]_[eHHOCTI/I?

1.Beimonnenne TpeboBaHUil perysTOpOB.
2.Jlony4eHune NpeacTaBISHHs O TEKYIIIEM YPOBHE
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3alIMIIEHHOCTH CUCTEMBI.
3.0nenka 3amuimenHoctu UT-undpactpykTypsl n

3¢ GEKTUBHOCTH UCHOIb3YEMbIX MEXaHU3MOB 3alLlUThI.
4 .Iloxy4yenne moapoOHOI KapTUHBI YA3BUMOCTEH 1
HEIOCTATKOB MCCIIEyeMOH CHCTEMBI.

5.Bce, nepedyncIeHHOE B OCTAIbHBIX ITYHKTaX.

51.

KaxoBbl mpenmytiiecTBa HCHOIB30BAHUS
CUCTEMBI YHUDHUITPOBAHHOTO
yIpaBJieHHs yrpo3aMu’?

1.YBenuarBaeTcs MPOITyCKHAs CIIOCOOHOCTH CETH.
2.YMeHbIIAeTCsl CII0KHOCTh YIPaBJICHUS.
3.YBenuuuBaercst 6€301aCHOCTb CETEBOTO MEPUMETPA.
4.YMeHbILIaeTcs: KOJIMYECTBO MOTBITOK
HECaHKLIMOHUPOBAHHOIO IOCTYTIA.

52.

Koraa pekoMeHyeTcst TpOBOUTH
paboTHI 10 aHAIK3Y 3AIUIICHHOCTH?

1.ITpu nepBuUYHON yCTaHOBKE MH(OPMALIMOHHON CHCTEMEI.
2.Ilpu mybnukanuy HOBOW Bepcuu ucmonb3yemoit C.
3.Ilpu BHECEHUHM CYIIECTBEHHBIX U3MEHEHHUH B CUCTEMY WIIN

UHPPACTPYKTYPY.
4.Bce, MepeyuCIICHHOE B OCTAIBHBIX MyHKTAaX.

53.

JInst Kakux 1esne NpUMEHSIOT CUCTEMY
KOHTpOJIA Joctyna?

1.IIpenoTBpaTUTh MPOHUKHOBEHHE HA YACTHYIO TEPPUTOPUIO
MOCTOPOHHHMX JIMII.

2.0praHu3oBaTh y4eT padodero BpeMeHH, PUKCALIUI0 BPEMEHU
BBE3/1a U Bble3/a TPAHCIIOPTHBIX CPE/ICTB.

3.3alUTUTh MaTepHaIbHbIE IEHHOCTH, BKIIHOYAs
MIPOU3BOACTBEHHOE U O(pricHOE 000PyAOBaHUE, OT
MOBPEXKICHAN U KPaXH.

4.Bce 0TBEThI BEPHBI.

54.

Urto ananuzupyercs B IDS nipu
OIIpe/IeIeHHUH 3JI0yNoTpedIeHni?

1. AHaIM3UPYIOTCS COOBITHSI Ha COOTBETCTBHE HEKOTOPBIM
o0pasiam, Ha3bIBAEMBIM «CUTHATYpaMH aTaK».
2.AHATU3UPYIOTCSL COOBITHS TSl OOHAPYKEHHS HEOKHUJAHHOTO
MIOBEICHUSI.

3.AHaNM3UPYIOTCA MOMAIUCH B CepTH(PHUKATAX OTKPHITOTO
KJI04a.

4.AHanu3upyeTcsl 4acTOTa BOSHUKHOBEHUS! HEKOTOPOTO
COOBITHSI.

95.

Uro ananuzupyertcs B IDS npu
OTIpEJICTICHIH aHOMAJTHIA?

1.AHanu3upyeTcs 4acToTa BOZHUKHOBEHHS HEKOTOPOTO
COOBITHSL.

2.AHaIM3UPYIOTCS pa3INYHbIe CTATHCTUIECKHUE U
IBPUCTUYECKHE METPHKH.

3.AHaTU3HUPYIOTCS COOBITUS HA COOTBETCTBUE HEKOTOPHIM
o0pasiam, Ha3bIBAEMBIM «CUTHATYPaMH aTaK».

4. AHanmu3UpyeTCsl NCKIIOYNTEIFHO HHTEHCHBHOCTH TpaduKa.

56.

Kakwue maru crnenyer npeanpuHsTh MpH
00HAPYKEHUH T10JI03PUTEIILHOTO

Tpaduka?

1. UnentuduimpoBats cucTeMy.

2.3anucheIBaTh B )KYPHAI CBEJICHUS O JIOTIOJIHUTEIHFHOM
Tpadrke MeXAy HCTOYHUKOM U IIYHKTOM Ha3HA4YEHUs.
3.3a0J10KMpOBATh YAAJICHHYIO CHCTEMY.

4.3anuchIBaTh B XKYypHAI BeCh Tpa(UK, NCXOSIIUHA U3

MCTOYHHKA.

57.

UTo MOTyT ONpeenuTh aTaku
CKaHUPOBaHU?

1.Tomonoruro LeneBou ceTu.

2.Tumnsl ceTeBoro Tpaduka, MpoMycKaeMble MEKCETEBBIM
9KpaHOM.

3.Homepa Bepcwii ans Bcero ooHapyskenHoro I10.

4.Bce 0TBETHI BEpHBI.

58.

KaxoBbI 0011111€ CBOIICTBA CUCTEM
aHaJIn3a ysI3BUMOCTEH M CUCTEM
OOHapyXeHHUs! BTOPKCHUI?

1.1 te, u apyrue crnepsrt 3a KOHKPETHBIMU CUMIITOMaMHU
MPOHUKHOBEHHUS M JJPYTUMH HAPYIICHUSMH TOJTUTUKA
6€30MaCHOCTH.

2.U te, u apyrue MoryT GpuiabTpoBaTh TpaduK.

3.1 te, u apyrue moryT mmdpoBath Tpaduk.

4.1 Te, n gpyrue MOTYT ayTEeHTU(QHUINPOBATH NOJIb30BATEIICH.

59.

KaxoBbl OpeuMyIlIcCTBa UCIIOJIb30BAHUA
IDS?

1.B03MOXHOCTh UIMETh PEAKIIHIO Ha aTaKy.
2.B03MOXHOCTD OJIOKHPOBAHUS aTaKH.

3.BrinonHeHne TOKyMEHTUPOBAHHS CYIIECTBYIONIHX YTPO3
JUTSL CETH M CUCTEM.
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4. HeT HEOOXOIUMOCTH B MEKCETEBBIX dKpaHax.

60. | Hdns xakux nenei ycranapnusaercs IDS? | 1.00HapyxeHHe atak

2.IlpenoTBpalieHre aTak

3.06HapyxeHne HapyIIeHNH TOTUTHKN 0€30ITacHOCTH.
4.IloBbIlIEHUE HAJIE)KHOCTH CUCTEMBI.

biyiok 3amanuii OTKPHITOTO THIIA
®opmupyemsie 11K 3.1 - TIK 3.3, OK 01 — OK 07, OK 09

1.C kaxoii 1enbo IPOBOAUTCS aHAJIN3 3AIUIICHHOCTH 00BEKTa 3alUThl HHPOpMAIIK?

2.Kakue cpezicTBa yalie BCEro MCHOJB3YIOTCS IS MPOBENEHHUs aHanu3a 3ammiieHHoctu UT-
uH(ppacTpyKTyphI?

3.'me ycraHaBnuBaeTcs cucTeMa OOHApY)KEHUS BTOPKEHHUH YpPOBHS CETH M 4YTO OHA
KOHTPOJUPYET?

4I'ne ycraHaBIMBAeTCs CHUCTEMa OOHApPY)KEHUs BTOPKEHHI ypOBHS Yy3Ja M 4YTO OHa
aHaM3upyeT?

5.Kakue cuctembl aBTOMAaTU3UPYIOT IPOLIECC YNPABICHUS YYETHBIMU 3allMCSIMM, HaIpUMeEp,
YIPaBISIOT MPOLECCOM MO CO3aHUI0, U3MEHEHHIO M OJIOKMPOBAHUIO YUETHBIX 3amuceii?

6. Kakoe mporpamMmHOe pelieHHe, BBICTYNIA€T B POJIM IMOCPEIHUKA MEXKIY MOJIb30BaTEIeM
Opay3epa u BeO-cepBepOM, MOAMEHSISI CEPTH(HUKATHI ITOJIB30BATENS U cepBepa?

7. Kakoe mporpaMMHOE peElIeHHE BBICTYHNAeT B POJM IOCPEAHHKA MEXKAY IOJb30BaTeIeM
Opay3epa 1 BeO-cepBepoM, U 3alIHIIACT BHYTPCHHHUE BeO-peCcypCchl OpraHu3ainm?

8.Kakas mozens moctyna 6a3upyercs Ha SIBHO 3a[JaHHBIX IS Ka)KIOTO IMOJIb30BaTENs MpaBax
JocTyna K oObekTaM WHGPOpMAaluu, W MPEACTABISIIOTCS B BUJAE MATPHUIBI, B KOTOPOW YKa3bIBAIOTCS
MOJTHOMOYHSI OTHOCUTEIBHO KaXKA0ro 00bekTa nHpopMaIuu?

9.B kakoil MoJienu JOCTyma BceM CyObeKTaM (COTpyAHHUKaM) M oObekTaM ((aiimam, mankam u
T.J1.) HA3HAYAIOTCSI METKH (MaHAAThI), COOTBETCTBYIOIINE Pa3HBIM YPOBHSAM KOH(DUIECHIIMATEHOCTH?

10.Kakoli KOMIIOHEHT yIpaBJICHUS JTOCTYIIOM TPEOYET OT IMOJIb30BaTeNIeH TOATBEPIKICHHSI CBOCH
JUYHOCTH C UCMOJB30BaHNEM KaK MUHHUMYM JBYX WIU OoJiee pa3inyuHbIX (PaKTOPOB MPOBEPKHU, MPEKIE
YeM TOJIYYHUTh JIOCTYI K KaKOMY-JTH00 pecypcy?

11.Kakoii OTKpBITBIA CTaHAAPT CHUCTEMbl AyTEHTU(UKAIMHM TPEAOCTABISIET IMOJIH30BATEIIO
BO3MOXXHOCTb CO3/IaHUS €MHOW Y4ETHOM 3amucH JiIsl ayTeHTU(UKALUKM HA MHOKECTBE HE CBSA3aHHBIX
IpYT ¢ APYTOM MHTEPHET-PECYPCOB, UCIIOJB3YS YCIYyTH TPEThUX JIULL?

12 .Kaxkoit mapoib, ASMCTBUTEIICH TOJIBKO JIUIS OJIHOTO CeaHca ayTeHTU(UKAINH, TeHCTBUE dTOTO
napoJIsi TAKKe MOKET OBITh OTPAaHUYEHO OMpPeAeIEHHBIM TPOMEKYTKOM BpeMeHH?

13. Kak Ha3pIBaeTcsi TEXHOJOTHS OJHOKPAaTHOTO BBOJA YYETHBIX NaHHBIX JUIA JOCTyHa K
HECKOJIbKUM CHCTEeMaM/TIPUIIOKEHUIM?

14 Kakoii kinacc pemeHuid oOecredrBaeT KOHTPOJIb M 3alIUTy MOOMIJIBHBIX YCTpPOMCTB,
HCIIOJIb3YEMBIX OpraHU3alMeil U €€ COTPYIHUKAMU?

15. Kak Ha3wpiBaeTCsi HAOOp pachpeAc€HHBIX CIYy)KO W KOMIIOHEHTOB, HCIIOJIB3YEMBIX IS
MOJJIEPKKU KPUIITO3a/1a4, HA OCHOBE 3aKPBITOTO U OTKPBITOTO KIIOUEn?

16.Kak Ha3pIBaeTCS MPOIECC OIEHKHU MOA03PUTEIBHBIX ICUCTBUI B 3aIIUIIAEMOI CETH, KOTOPBII
peanusyeTcs 100 aHATM30M KYPHAJIOB PETUCTPALMU OMEPANMOHHONW CHCTEMBI U MPHIOKEHUN, THO0
ceTeBoro Tpaduka?

17.CxonbKO BBIAEISIOT KIACCOB CUCTEM OOHAPYKSHHsI aTak M0 MPUHITUITY peaTu3aluy U Kakue?

18.B xakom mojxo/ie K 0OOHApY>KEHHIO aTaK CHCTEMBI OOHAPYKEHHS aTaK OCYIIECTBIISIOT TIOMCK
11a0JI0HOB U3BECTHBIX aTaK B CETEBOM TpaUKe UITH BRICOKOYPOBHEBBIX JTAHHBIX ?

19. B kakoMm mojaxojie K OOHApPYKCHHIO aTaK CHCTEMBI OOHApYXCHHS aTak MMEIOT MPOodHiIh
HOPMAaJIbHOW aKTUBHOCTH CUCTEMBI U AETEKTUPYIOT OTKJIOHEHHUS OT HETro?

20.Kakue cucteMbl OOHapYKEHHUs aTak, COCTOST W3 MHOXecTBa IDS, KOTOpbIe pacroiokeHbl B
Pa3JIMYHBIX yYaCTKaX CETH, CBS3aHbI MEXKAY COOOM U C IIEHTPATHHBIM YIPABJISIIOIIUM CEPBEPOM?

21 Kakue mporpamMMHBbIC WM amnmapaTHbIE CUCTEMBI CETEBOM M KOMIIBIOTEPHON 0€30MacHOCTH
00HapyXKUBAIOT BTOPKCHHSI U aBTOMATUYECKH 3aIIHUIIAIOT OT HUX?

22 Kaxk Ha3pIBalOT JBa OCHOBHBIX JTama paldOT MO aHaJu3y 3allUIIEHHOCTH, MPOBOAUMBIX IO
OTHOLICHUIO K IEPUMETPY KOPIIOPATUBHOI ceTn?

23.Kakue mporpamMmbl CITOCOOHBI TTEpEXBAThIBATh U aHAJIM3UPOBATH CETEBON TpadUK M MOJIE3HBI
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B T€X CIIy4yasX, KOTJa Hy’KHO U3BJ€UYb U3 IOTOKA JAaHHBIX Kakue-ITuO0 CBEeJCHMs (Hampumep, Maposin),
WA IPOBECTU AUATHOCTHUKY CETU?

24.Kakue nporpaMmsbl UCIIOJIB3YIOTCS Ml YAAJIEHHOTO YIpaBieHUsl pabOYMMHU CTAHLUSAMHU WU
JIPYTUMH KOMIIBIOTEPHBIMU YCTPOMCTBAMH?

25. Kak Ha3bIBaeTcs MpOLECC MPOBEPKH MHPPACTPYKTYPbl KOMIIAHUU HAa HalM4yue NpolieM H
cl1abbIX MECT, KOTOPbIE MOTYT OBITh CBS3aHBI C OIIMOKaMU KOH(DUTYpaluu WK HCTIoNb3yeMbIM [10?

26. Kakue mnporpaMMHbleé M ammapaTHble CpPEACTBAa MCIOJB3YIOTCS Uil OOHApyKEHUs
HEaBTOPU30BaHHOT'O BXO/A B CUCTEMY, a TAK)KE HEMPABOMEPHBIX U HECAHKIIMOHUPOBAHHBIX IMOTBITOK MO
YIPABJICHUIO 3alIUIIAEMON CEThIO?

27. Kak Ha3pIBaeTcsi eQMHMLA WH(POPMAIMOHHOTO pecypca aBTOMATH3HPOBAHHOW CHCTEMBI,
JOCTYI K KOTOPOM periaMeHTHpYeTCsl IpaBuilaMH pa3rpaHUueHus JocTymna’?

28.Kakas yueTHas 3amuch UMeEET OOJIbIIE MpaB, YeM CTaHAApTHAs YUeTHas 3alucCh, 00bEM IPaB
TaKUX 3aMuceil 3aBUCUT OT JIOJKHOCTHBIX O0S3aHHOCTEH U MCIIOJIb3YEMbIX TEXHOJIOIHH?

29.Kak HaspiBaercsi mpouecc cObopa u ananmuza uHpopmaumu o6 MC u peann3oBaHHBIX
OpPraHU3alOHHO-TEXHUUECKUX Mepax 3alUThI IS OLIEHKH YPOBHS €€ 3alllUIIEeHHOCTH?

30.Kaxoii ceTeBOil IPOTOKOJI MPUKIIAJHOTO YPOBHS CIYXHT JUIS YIAIEHHOTO IOCTyMa K (haiinam,
IIPUHTEPAM U JPYTUM CETEBBIM pecypcam, a TaKxkKe JUIsl MEeXKIIPOLIECCHOTO B3aUMOEeHCTBUA?

31.Kakoii kpunrorpadu4ecKuii CETEBOW MPOTOKON CIYXHUT JUIsi OE30MMAaCHOTO YIIPaBICHUS
CETEBBIMHU CIIy’)KOaMM B HE3aILUIIEHHON ceTn?

32.Kaxkoii kpunrorpadguyeckuii TPOTOKOJ OO0ECleYrBaeT 3aIIUIIEHHYI0 Nepeaady JIaHHBIX
MEXy y31amu B ceti UHTepHeT?

33.Kakue cpeicTBa 6€30MaCHOCTH MPEAHA3HAYCHBI IS aHAIHM3a 3AIMUIICHHOCTH HHPOPMALUU B
KOPIIOPAaTUBHBIX CETAX M MOTYT BBINOJHATH MPOBEPKY CETEBBIX YCTPOWCTB, yueTHbIX 3amuceidr OC,
ycTaHOBIIEHHBIX patch'eii cucremsl 6e3omacaoct OC?

34 Kakas cucrema 0€30IaCHOCTH 3alllMIIAaeT OT HEraTMBHOI'O BO3JCHCTBUS BHELIHHMX
3JIOYMBIIIEHHUKOB, a HMMEHHO oOT DoS-atak, paboTbl OOTHETOB, pabOTBI XOCTOB, 3apPa’KEHHBIX
TposinckuM 10 u ceTeBbIMU UepBsSIMHU, ClIaM-ceTei?

35. K kakomy BHIy MPOTPAMMHO-TEXHUYECKUX CPEACTB oOecreueHuss WHGOPMAIMOHHON
0€30IaCHOCTH OTHOCSIT CUCTEMbI OOHapy)XeHus u mnpepoTspaiienus BropskeHuit (IDS/IPS) u cucremsl
MPEeOTBPALEHUS yTeueK KOoHpHAeHInanbHoi nHpopmauu (DLP-cuctemsr)?

36. K xakomy BuAYy NpOrpaMMHO-TEXHMYECKMX CHOCOOOB M CpEICTB oOOecredyeHus
MH(OPMALIMOHHON O€30MaCHOCTH OTHOCAT MapoJib; KIIOY J0cTyna ((pU3MYecKUid WM AJIEKTPOHHBIN);
cepTuduKaT?

37. Kakoe C3U obecrieunBaeT 3alMTy OT 3arpy3KH IMPOU3BOJIEHOTO HCIIONTHIEMOTo (aiia uiu
O6ubnaroTeku, He oOMagaroX KoppekTHoit D17

38. Kakas cucrema 0€30MacHOCTH TO3BOJSET ONTUMH3UPOBATH O0OpPaOOTKY W MOHHUTOPHHT
JeWCTBUI YUETHBIX 3alHCeH ¢ TOBBIIICHHBIMH TPUBHIIETUAMHU?

39. Kakast TeXHOJIOTHS HCIIOIB3YeTCs IS 3aiuThl nHpopMaruu B cetu ViPNet?

40.YT0 Takoe HOCUTENb KJIt0UeBOM HHpOpMarumn?

41. Kakue cymniecTBYIOT METO/IbI 3alIIUTHI KAaHAJIOB MIepeaayl JaHHBIX ?

42. UTo comepXuUT KOMIUIEKC CHCTEMHBIX Mep MO OOHApyXEHHIO BPEAOHOCHOW aKTUBHOCTH B
KOpPIIOPAaTUBHOU ceTh?

43.B uyeM CyTh CUTHATypHOTO aHajiu3a Tpaduka ceTd meperauyd JaHHBIX, MM COMOCTABICHUS
mabI0HOB/CUTHATYP?

44. Kak paboTaeTr 3BpUCTHUYECKHUI aHANINU3aTOp TpadHKa CETH Mepeiayn JaHHbIX ?

45. JInst 9ero CIIy>KAT KOHTEHT-(QuibTp?

46. Uto Takoe MHOTOYpOBHEBAs 3aluTa HH(pOpMaIU?

47. JIns Kakux IeNield UCTIOB3YIOTCS 3aluieHHbIe ceTH VPN?

48. Kak peanuzyercs 3amura ganHbsix B VPN-cetn?

49. Kakumu crioco6amu Mo>kHO roctpouth VPN-kanan?

50. Kakas VPN 3ammmaer gaHHble, IepeiaBaeMble MEXKIY y3JaMH KOPIIOPAaTUBHON CETH,
HaxoAdLIMMHUCA B OJHOM CETEBOM CErMEHTE, M TaKXKe INPUMEHsIeTCS Ui Pa3JeleHusl OJHOM
¢bu3nvecKoil ceT Ha HECKOIBKO JTOTUYECKHX ?

51.Kak nHa3biBaeTcsi cBoOOAHas peanu3anus TexHojgorun VPN mis co3mganus 3amm@poBaHHBIX
KaHAJIOB TUIA TOYKA-TOYKA WJIM CEpPBEP-KIMEHT, MO3BOJSIONIAS YCTAaHABIUBATH COCAMHEHUS MEXKIY
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KoMIbloTepaMu, Haxo psamumucs 3a NAT-firewall?

52.Kakoil TyHHEIbHBIH IPOTOKOJ THIA TOYKA-TOYKA, MO3BOJISAET KOMIIBIOTEPY yCTaHABIUBATh
3alIUIIEHHOE COEJUMHEHHE C CEPBEpPOM 3a CU€T CO3JaHMs CIELMaIbHOrO TYHHENS B CTaHJApTHOIM,
HEe3aIUIIEHHON ceT?

53.Kakue BUpTyalbHbIE CETHU pPEATU3YIOTCS ISl OOecleueHusl 3allMIIEHHOr0 KaHalla MEXIy
KOPIIOPAaTUBHON CETHIO W TOJIb30BaTEIeM, TOJIKIIOUECHHBIM K 3aIIHUINEHHONW CETH W3BHE, HalpUMep, C
nomarmiuero I1K?

54 Kakue VPN peanusyroTcs mnpoBaiepamMu [Jjisi TMPEJOCTABICHHUS JOCTYIa KIUEHTaM,
MOJIKJIFOYAIOLTUMCS 110 OJHOMY (U3MUYECKOMY KaHaly CBSI3U?

55. Kakumu criocobamu 3amuniaroT 6a3pl JaHHBIX ?

56.Kakoe perienue mo 3amure OT BUPYCOB HCIOIB3YIOT ISl 3aIIUTHI MOJIb30BATENEH OT yrpos,
MPUXOIAIINX U3BHE (C BEO-CaliTOB M 3apaXeHHBIX (DaiiyoB, CKauMBaeMbIX Yepe3 BeO-Opaysep)?

57. Kakuwe mnporpammHble WM HIPOrpaMMHO-aIIapaTHbIE CPEACTBA 3alUThl IO3BOJSIOT
OCYIIECTBIISITh  3aITyCK  OMEPAMOHHOW CHUCTEMBI HCKIIOUUTEIBHO C JOBEPEHHBIX HOCHUTEJCH
uHpopmaIuu (Hampumep, KECTKUX JUCKOB)?

58.Kakne VPN ceTu Ha3bIBaIOTCS TOBEPUTEIHLHBIMU CETIMU?

59. Kakue mnporpaMMHbIE WU TPOrpaMMHO-aIMapaTHbIE CPEACTBA 3alIUThl 00ECIEYMBAIOT
OXpaHy JIaHHBIX OT BO3MOXHOW yT€YKH BHYTPH KOMITAHUH?

60. /{151 yero Hy>KHO KOHTPOJIUPOBATH U PErYIMPOBATh IOCTYI MOJIb30BaTeNIell BHYTPEHHEH ceTn
K pecypcamM o011eA0CTyHOM ceTu?

CocraBui npenojaBaTelib I'pyOnuk E.M.
3aBeAyIOMIHI MPaKTUKON Hpanunmna M. /.
PACCMOTPEHO

Ha 3aC€JaHUH METOANYECKOU

KOMMCCUHU JTUCLUIUIUH

CPEACTB MOJBUXHOMN CBSI3U
IIpencenarens E.H. Koxekuna
[Iporokon Ne 20 1.
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[Tpunoxenue 1

®EJIEPAJILHOE I'OCY JAPCTBEHHOE BIOJIKETHOE OBPA30BATEJILHOE
YYPEXX/IEHME BBICILIETO OBPA3OBAHMS
«CAHKT-TIETEPBYPI'CKHIi TOCY IAPCTBEHHbBII YHUBEPCUTET
TEJIEKOMMYHUKALIAI YM. TIPO®. M.A. BOHY-BPYEBUYA »
(CIIGI'YT)

CMOJIEHCKHI KOJIIEK TEJJEKOMMYHUKALIM (GUIAAJ) CII6IYT
(CKT(¢)CII6I'YT)

ATTECTAIIMOHHBIN JIUCT 11O YYEBHOM ITPAKTHUKE

DHO

OO0yuaromuiics(asics) Ha Kypce B rpyIie no crenuansHocTn CIIO

11.02.18 Cucremsbl paguocBs3u, MOOWIBHOHN CBSI3U M TEIEPATUOBEIIAHUS

K00 HaumeHosanue

YCIICUITHO TPOIIeN(Jia) Y4eOHYH NPAKTHKY M0 MPOPECCHOHATLHOMY MOYIIIO

IIM.03 O6ecnieuenne nHMOOPMAITHOHHON OE30TTACHOCTH CUCTEM PaIHOCBSI3H, MOOMIHLHOHN CBSI3U U
TeepauoBeIaHUs]

HauMeHosanue npoPeccuoHanbho20 MoOys

B oObeme 36 HacoBC 202 mo 202 B opraHuzauuu

CMomneHCKHH KOJUIE/ K TeNeKOMMYHHKaNWH (puiman) deaeparbHOro rocy/1IapCTBEHHOTO OFOJKETHOTO
00pa3oBaTeIbHOrO yUpeKIeHH Bhiciiero oopaszosanus «Cankr-IlerepOyprekuii rocynapcTBEHHbIH
YHUBEPCUTET TEIEKOMMYHHKAIHi M. ipod. M.A. boru-bpyesrndar

HaumeHo8aHue opeanusayuu

r. CmoneHck, yin. Kommynuctrngeckas, 1.2 1

1opuduueckuil aopec

BI/I,E[LI 1 Ka4CCTBO BBITIOJTHCHU S pa60T

Buowvl pabom, svinonanennvix cmyoenmom
80 6pems NPAKMUKU

Ommemka o0 8bINOIHEHUU

1. Peanu3zanus noauTuk 0€30MacHOCTH B CUCTEMAaxX M CETAX Ha IpUMeEpe
JUCKPEIIMOHHBIX ¥ MaHJATHBIX MpaB JOcTyna (6 4acos).

2. TlpoBeieHne aHaIM3a 3AUIICHHOCTH 00BEKTa 3aMThl HHpOpMarmu (6
4acoB).

3. IlpoBeneHne HHCTPYMEHTAJIBHBIX IPOBEPOK 00BEKTA 3aIUTH HHPOPMALIUU
(6 gacoB).

4. Opranu3aiys 3al1UThl KAHAIOB CBS3U TPH MOJKIIOUYESHIH K 3alIAIICHHBIM
pecypcam ¢ ucnoib3oBanueM TexHosoruu ViPNet (6 yacos).

5. Opranusanus 3alIUIIEHHOr0 O0IIeHNsT KOPIIOPATHBHBIX TOJIb30BaTeseH (Ha
npumepe ViPNet CSS Connect) (6 gacos).

6. YrpasneHue cucTeMoi oOHapy>KeHHUs BTOP)KEHUH (Ha mpuMepe
«Kontunear COB») (6 gacos).

Konuuecmeso bannos no mecmupoeaHuro.
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XapakTepucTHKa y4eOHOM U MPo(ecCHOHATLHON ASSITEIPHOCTH CTYIACHTa BO BpeMs YUeOHOW IPaKTHUKH.
ATTecTyeMblii(as1) mpoAeMOHCTpUpoBali(a) / He MPOJEMOHCTPUPOBAI(a) BiIafeHUE OOLIMMU U

HpO(beCCI/IOHaJ'IBHLIMI/I KOMIICTCHIIUAMM

Kon

Haunmenopanue pe3yibTaTta O6y‘IeHI/I$1

MK 3.1

BEISBASTE yTPoO3bl M YA3BUMOCTH B CETEBOW HHPPACTPYKTYPE C UCIIOIB30BAHUEM
CHCTEMBI aHaJIH3a 3aIIUIICHHOCTH.

[IK 3.2

Pa3zpabareBaTh KOMIDIEKC METOIOB M CPEIICTB 3aIIUTHI HHPOPMAITHH B CHCTEMAaX
PaaroCBs3U, MOOWIBHOM CBSI3M U TEJICPaIMOBEIAHUS.

K 3.3

OcyIecTBIATh TEKyIIee a/IMUHICTPUPOBAHKE JIJIS 3AIUTHI CUCTEM PaJIUOCBS3H,
MOOUIBLHOM CBSI3U U TEICPAAUOBEIIAHUS C UCIIOIB30BAHUEM CIICIIUATH3UPOBAHHOTO
MIPOrpaMMHOT0 00ecTieYeHnsI 1 000PyIOBaHHS.

OK 01

Br16upath crmoco0b! pemeHus 3amad mpoheCcCHOHATEHON NeITeTLHOCTH,
MPUMEHHUTENHFHO K PA3IIMYHBIM KOHTEKCTaM.

OK 02

Hcnonb30BaTh COBPEMEHHBIE CPEICTBA MOUCKA, aHAIN3a i HHTEPIPETALIMN
nHpOpMAaLUK, U HHHOPMALMOHHBIE TEXHOJIOTHH JJIS1 BHITIOTHEHUS 337124
podhecCHOHANBHON AESTEITLHOCTH.

OK 03

[TnanupoBaTh U peaan30BbIBATE COOCTBEHHOE IPO(ECCHOHATIBHOE M INYHOCTHOE
pa3BUTHE, IPEIIPUHIMATEILCKYIO AEATEILHOCTD B IpodeccHoHaNbHOH chepe,
HCIIONB30BaTh 3HAHUS M0 (PMHAHCOBOM IPaMOTHOCTH B Pa3lIUYHbIX KU3HEHHBIX
CUTYaIsIX.

OK 04

D¢ hexTHBHO B3aMOIEHCTBOBATh U paboTaTh B KOJUIEKTUBE H KOMAaHJIE.

OK 05

OCYHIGCTBHSITB YCTHYIO 1 TIMCbMCHHYIO KOMMYHHKAIUIO HAa TOCYAapCTBECHHOM A3bIKC
Poccuiickoii deaepannu ¢ yaeTroM 0cOOEHHOCTEH COIMATBHOTO U KYJIBTYPHOTO
KOHTEKCTA.

OK 06

[IposBiATE rpaXkIaHCKO-TIATPUOTUUECKYIO MTO3HULHIO, IEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHE Ha OCHOBE TPAIUIIMOHHBIX OOIEUEIOBEUSCKIX [IEHHOCTEH, B TOM YHCIIE C
Y4€TOM TapMOHM3AINY MEXHAIMOHAIBHBIX U MEKPETUTHO3HBIX OTHOILIEHHH,
MPUMEHSTh CTAaHAAPTHI AaHTUKOPPYIILIMOHHOT'O MTOBEJCHUSI.

OK 07

ConeiicTBOBaTh COXpaHEHHUIO OKPY>KaIOLIEeH Cpelibl, pecypcocOepekeHuI0, IPUMEHSITh
3HaHUsI 00 U3MEHEHUH KJIMMaTa, IPUHIMITEI OEPEXIINBOTO IPOU3BOACTBA, 3 (HEKTHUBHO
JIEHCTBOBATh B YPE3BbIYAMHBIX CUTyaIUsIX.

OK 09

[Nonb3oBaThCs MPodecCHOHANBHOM JOKYMEHTAIMEH Ha TOCYJTApCTBEHHOM U
MHOCTPAHHOM S3bIKaXx.

Jara

IToanuce( n) pykoBoauTensi(ei) mpakTUKH

IIpenonasarens
NnoonuUcs pacuiugpposka noonucu
IIpenonasatens
nOONUCH pacuugposka noonucu
3aBeayromMi MPaKTUKOU M. Jpanununa
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[Tpunoxenue 2
OEJIEPAJIBHOE 'OCYJAPCTBEHHOE BIOJIXKETHOE OBPA30OBATEJIBHOE
YYPEXJIEHUE BBICHIEI'O OBPA30OBAHUA
«CAHKT-TIETEPBYPI'CKMI1 TOCYJIAPCTBEHHBI YHUBEPCUTET
TEJEKOMMYHUKAILIM M. TTPO®. M.A. BOHU-EPYEBIYA »
(CIIeI'YT)

CMOJIEHCKHUI KOJUIEDK TEJJEKOMMYHUKALIAN (OGVJIAAIT) CIT6IY T
(CKT(¢)CII6T'YT)

TEXHUYECKUU OTYET

10 ITPOU3BOJICTBEHHON ITPAKTUKE
CTyJI€HTa

DQHO

IIM. 03 OGecneuenue naHGOPMATMOHHON 0€30IMACHOCTH CHCTEM
PaaroCBsI3U, MOOWIJIBHOM CBSI3U U TEJEpaguOBEIIaHMS

o creruaiibHoctr  11.02.18 Cucremsl paanocss3u, MOOUIIBHOM
CBSI3U M TEJICPaIMOBCIIAHMS

r.CMOJIEHCK
20 T.
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TPEBOBAHUA
IO COCTABJIEHUIO TEXHHUYECKOI'O OTYETA
IO MPAKTHUKE

1. TexHUYeCcKUi OTYET MO MPOU3BOJCTBEHHOM MPAKTUKE CTYACHTHI MUIIYT BO
BpeMsI POXOK/ICHUSI PAKTUKHA B COOTBETCTBUHU C TpadrkoM ydueOHOro mnpoiiecca.
2. Texnuueckuii OTYET MOJKEH OBITH BBHITIOJIHEH HAa CTAaHNAPTHBIX JHCTAX MHCYEH
oymaru (. A 4), B o6beme 10-12 cTpanui.
3. IlepeueHb BOIPOCOB TEXHUYECKOTO OTUETA CJICTYFOIIHIA:
TUTYJIBHBIN JTUCT
nporpamMma MpaKkTHKA
BBEJICHUE
1.06mue cBenenus 0 GyHKIUSAX U CTPYKTYPE MPEIPUITHS
(cxeMa CTpYKTYpbI IPEITPUITHS)

e 2.0OnmcaHue NPOU3BOJICTBEHHOIO IIPOLiEcca y4acTKa,

Ha KOTOPOM MPOXOUT OCHOBHOM MEPHOJ MPOU3BOICTBEHHON MPAKTUKH.

e 3. MuauBunyanbHoe 3amanue mo [IM.

e 4.OpraHuzaius ¥ COCTOSHUE OXPAHbI TPY/a HA MPEATNPUATHH.

e CHHCcoK JTUTEpaTypHhI.

e [Ipunoxenue (poTo, ayauo-pailsibl Ipyu UX HATAIHH).

4. TexHuueckuii  OT4ET JODKEH OBITH OQOPMIEH B  COOTBETCTBUU  C
tpeboBarusmu (CTO 1.1-2015) — TpeGoBaHuUS K BHIIIOJIHEHUIO TEKCTOBBIX TOKYMEHTOB:

e Texct oTyueTa JOJKEH OBITh BBIMOJIHEH HA KOMIIBIOTEPE C OJMHAKOBBIM
MEXCTPOYHBIM UHTEpBaIoM (1,0).

e OryeT BBIMOJHAETCA Ha JHUCTaX C OJHOM CTOPOHBI, Pa3z0OpPUYMBO, AKKYpaTHO,
YETKO.

e Tekcr Habupaetcs HexupHbIM mpudTom Times New Roman Ha craHgapTHBIX
nuctax 14 mpudToM ¢ COOTBETCTBYIOIICH PAMKOM, TpaHUIIBI KOTOPOW pacroyararoTcs
CJIEIYIOINUM 00pa3oM:

- paccTOsIHME CJIeBa OT TPaHUIIbI TUCTA 10 paMKu — 20 MM.

- paccTOsIHME CBEPXY, CIIPaBa U CHU3Y OT I'PAaHUIIbI JIMCTA

JIO paMKH 5 MM.

e TekcT KaXKI0ro JUCTa 3alUCHU JOKEH UMETh CJeTYIOUIUe MOJIs:

- pacCTOsSIHME CJIeBa OT TEKCTa JI0 paMKU SMM, CIpaBa OT TEKCTa JI0 PAMKH 3MM.

- PacCTOSIHHE OT 3aroJjOBKa, BEpXHEH M HIKHEW CTPOKH TEKCTa 10 paMku 10 MM.

- a03a1lpl B TEKCTE HAYMHAIOTCS OTCTYNOM 15MM.

e B oryer 00s3aTeTBHO JOKHBI BXOJIUTH CTPYKTYPHBIE, (PYHKIIMOHATHHBIE CXEMBI.

e Hywmepanus ctpanui] o0s3arenbpHa.

5. TexHuueckuil OTYET JOIHKEH OBITH MPOBEPEH U MOANMMCAH PYKOBOJIUTEIEM IPAKTUKH
OT TPENPHUSATHS U 3aBEPEH MEeYAThIO.

6. TexHuuyeckuid OTYET CHAETCS  3aBEAYIOLIEMY MPAKTUKOW OT KOJUIeIKa JUIs
MOJTyYEHHS] KOMIUIEKCHOTO Au(PepeHInanbsHoro 3a4eTa.

3aBeqyrOIUi TPaKTUKOM Hpannnuna M. /1.
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YTBepxkaaro

3aM.aupeKTopa 1o yueOHoi pabore

WNBanemko 1.B.

INPOI'PAMMA ITPAKTHUKH

Ha3zsanne MJIK

Bunbt paboT B cooTBeTCTBHHM ¢ pabounmu nporpammamu M/IK

Komanuectn
0 4acoB

MJIK 03.01
Texuomorus
obecreueHus
HHPOPMAMOHHOM
0e30macHOCTH
PaanOCBSI3H,
MOOHMIIBLHOI CBSI3U U
TenepaauoBeIaHus

BBoAHBIN HHCTPYKTaX [0 MECTY MPOBEACHUS NPaKTUKU. V3ydyeHue npaBui
BHYTPEHHET0 TPYJOBOTO paclopsKa, MpaBuil oXpaHsl Tpyaa. M3ydenue
JEATETPHOCTH OPTaHU3alUH B IIETIOM U H30pPaHHOTO CTPYKTYPHOTO MOIPa3eICHUs.
O3HaKOMJICHHE CO CTPYKTYPOH 1 pabOTOH OCHOBHBIX ITOJIPa3/ICICHNI OpraHu3ainy.

V3y4eHne THIIOBBIX JOKYMEHTOB, PETJIAMEHTHPYIOIINX BOIIPOCHI 3AIHTHI
nHpOpManH (CIpaBOYHO-HHPOPMANNOHHBIX, cTaHAapTOB, ' OCT OB, pyKOBOASIITIX
JIOKYMEHTOB); BO3MOXKHOCTH 00€CIICYEHHS eIMHOTO HOPMAaTUBHO-IIPABOBOTO
PEryIHpOBaHUS IIPOLIECCOB 3AIMUTHI HHPOPMAIHN; BO3SMOXKHOCTH CO3JaHUS Ha
npennpuATHA (OpraHU3alMi) YCIOBHH JUIs IOHMMaHUS CYIIECTBYIOIHUX MPOOIIeM 1o
3amuTe HHHOPMALUH.

W3yduenue TpeOOBaHU#, IPEABIBIICMBIX K 00CCIICUCHUIO HH(POPMAITHOHHOMN
0e30macHOCTH Ha 00beKTe MH(POPMAaTH3ALMH, pa3paboTKa IMOJUTHK OE30MaCHOCTH B
CHUCTEMAaxX U CETAX.

OszHakomiieHHe ¢ HHDOPMALOHHOM CHCTEMOW 0€30MacCHOCTH MPEATIPUATHS
(opranmMzanuu), UCTIOJIE3YEMBIMU TEXHUYECKUMU CPEICTBAMU U IPOrPaMMHBIMH
MPOJIyKTaMH, COCTaBJICHUE KPATKOH XapaKTEpPUCTUKU HHPOPMAIIMOHHON CUCTEMBI.

I/ISy‘ICHI/Ie MMPUMECHACMBIX TEXHOJIOTUM U TEXHUUYECKUX CpC€aCTB, UCIIOJIB3YEMbBIX B
OCIIAX obecrieueHuUs 3alIHUTHI I/IH(bOpMaLII/II/I Ha 00BEKTeE.

VYuyacTue B OpraHu3alyy pas AOCTyna K HHpopManuy, u3ydeHne 0CoOOeHHOCTEN
paboTHI COTPYAHUKOB IO 3aI[UTE TOCYAAPCTBCHHBIX HHTEPECOB, 0COOEHHOCTEH
paboTHI OpraHU3anyy M0 3aIMUTE KOMMEPUECKUX HHTEPECOB, HAINYNS B
OpraHM3aINH IIEPEYHS CBEJCHNUI, OTHOCSIINXCSA K KOMMEPUECKOH TaliHe,
YTBEP>KACHHBIX MPUKA30M 10 OpPraHU3alnH.

VYuactue B poleype pasrpaHn4eHust KOMMEpUYecKoH HH(GOPMAIUH 110 TPYIIIaM:
JenoBast nHopManus; TeXHHYecKass HHPOpMaIys; HHOOPMAIUS O KIMEHTaX U
KOHKYPEHTaX; H3y4eHHe CYIIECTBYIOINX B OPTaHU3AIIMH MEXaHIM3MOB 3aIIIUTHI
KOH(UACHIIMAILHON HHPOPMAIIMK; yuacThUe B paboTe CrelMalbHON CTPYKTYPHI 1
MOIpa3 IeNIeHus 110 3alIiTe NHPOPMALIUH;, U3yUYeHUE TEPUOINIHOCTH H3/IaHuUs Ha
NPEANPUSTHN IPUKA30B, PACTIOPSKEHUH, MHCTPYKIMH 10 3a1iuTe nHpopManuu.

VYuyacrtue B peaiusan NpUMEHEHNA METOJI0B aHaIN3a (baKTOpOB, BJIMSAKOIIIUX HA
YPOBEHb 3aIIUThI HHPOPMAIINHU, TPUMEHEHHUS TEXHUYECKUX U IPOTPAMMHBIX CPEICTB
110 3a1uTe HHHOPMAIUH.

VYuactue B peau3anuy KpUNTOrpapuIecKuX METOA0B 3alIUThl HH(POPMAIIHH,
3amuThl HHPopManyu B ceTsx 9BM 1 nepcoHaIbHBIX KOMIBIOTEPAX.

O6pa60TKa n cucrteMaTtu3anus KpuTU4eCKOro u (I)aKTI/I“K?CKOFO MaTtepualia, aHaJinu3
HOHy‘ICHHOﬁ PIH(i)OpMaL[I/II/I U MOPAKTHYCCKOTIO OIlblTa MNPHUMCHCHHUSA KOMILJICKCA
MCTOAOB M CPCACTB 3allUThI I/IH(i)OpMaI_II/II/I B I/IH(I)OKOMMyHI/IKaL[I/IOHHLIX CCTAX.

Brimonnenne MHAWBUYAJIbHOTO 3aJaHUs 110 l'[pOPI3B0,HCTB€HHOI71 IPpAaKTHUKE.

Hamnncanue ordera 1o npaxktuke, opopmiieHHEe THEBHUKA MPAKTHKH U €0
BHU3UPOBaHUE PYKOBOJUTEIEM NPAKTUKU OT opranu3anuu. [lomryuenue or3biBa
pykoBoauTenst npakTiku. Kommnekchsiit muddepenumpoBannsii 3ader ¢ YI1.03,
I1I1.03.

Bcero

72

I/IH,I[I/IBI/I,I[yaIII)HOC 3aJaHuc (1-2 BOIIPOCA MPAKTUYCCKOI'0 XapaKTepa, COCTABJIAOTCS NPETIOAaBaATCIIAMUA

nanHoro I1IM):
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[TpumepHBIe BONPOCH! Ha MPOU3BOACTBEHHYIO MPAKTUKY
1.Yopasnenue nmons3oBatensamu B JaCarta Management System.
. IIpoBepka paborocrnocobHocTH 3amuTHEIX Moayineir WEB ANTIFRAUD.
. OyuxroHansHeIe Bosmoxkaoctr Group-1B Fraud Hunting Platform.
. ApXHTEKTypa CUCTeMbI ayTeHTH(HUKanuK Ha 6a3e JaCarta U2F.
. Cienapun ucrionp3oBanus SafeNet Authentication Service.
. Ympasnenue SafeNet eToken.
. Cuienapuu ucnons3oBanus Silverfort.
. ®yHKIMOHANBEHBIC BO3MOXKHOCTH U paboTa ¢ ESET Secure Authentication 3.0.
. ODyHKIIMOHAIIbHBIE BO3MOKHOCTH U O10KHpoBKa caiitoB SkyDNS.
10. Cuenapuu ucnonn3oBanus Fortilsolator.
11. ®dyHKIMOHAIEHBIC BO3MOXKHOCTHU U pa3BepThiBanue «[apna bJ1 4».
12. PaseepteiBanue u Hactpoiika C31 BU Dallas Lock.
13. Yupasnenue yuetHsiMu 3anucsamu B C3U BU Dallas Lock.
14.Apxutextypa u pynkunonanbaeie Bo3MoxkHoctd KES Cloud u KES Cloud Plus.
15. ApxutekTypa u (yHKIIMOHAIBHBIE ocoOeHHOCTH Kaspersky Security s BUPTyalbHBIX Cpe.
16. dyaknroHaIbHBIE BOBMOXHOCTH 1 padoTa ¢ vGate 4.1.
17. Cuenapuu ucnoib3oanus CI1O «Akkopa-KVMy.
18. ®yHKIMOHAIBHBIC BO3MOKHOCTH U ClicHapuu ucnosib3oBanus McAfee Web Gateway.
19. Crenapun ucrions3oBanusa UserGate Log Analyzer.
20. OyHKIMOHATBHBIE BOBMOXKHOCTH U padoTa ¢ Solar webProxy.
21. Tlpumenenue Solar webProxy.
22. OyHKITMOHATEHBIC BO3MOYKHOCTH | clieHapuu SurfSecure.
23. OYHKITMOHAILHBIC BO3MOYKHOCTH M BApHAHTHI MOaKITtodeHus StormWall.
24. OyHKIMOHATBEHBIE BOBMOXHOCTH M ClIeHapuu paboThl yenyru «Oo6naunas 3amuTa ot DDoS-artaky
komnaHuu «Mera®ony.
25. ®yHKITMOHATEHBIC BO3MOYKHOCTH | clieHapuu ucnoib3oBanus AVSOFT ATHENA.
26. Texuonoruu, ncrnonbzyemoie B Kaspersky Threat Management and Defense.
27.ApxutekTypa u crieHapuu ucnoins3oBanus C3W HCJ] Dallas Lock Linux.
28. OyHKIMOHAIBHBIE BO3MOXKHOCTH W UCIIOJI30BaHUE TIPOTPAMMHOTO MOAYJISI TOBEPEHHON 3arpy3Ku
yposusa UEFI BIOS ViPNet SafeBoot.
29. OyHKIMOHATBEHBIE BOBMOXXHOCTH U IIPAKTUYECKUE MPUMEpbI HacTpoiku «KoHTuHEHT» 3.9.
30. dyHKIMOHATBHBIE BO3MOXKHOCTH 1 clieHapuu ucronb3oBanust CK3U «KBazapy» mis
KpuUnTorpadnIecKor 3alIuThl KAHAJIOB CBS3H.
31. dyHKIMOHATBHBIE BO3MOXHOCTH 1 pabota ¢ Kpuntollpo DSS.
32.DOyHKIMOHATIEHBIE BO3SMOXHOCTH U clieHapuu ucnonb3oBanus UserGate X10.
33. OyHKIMOHATIBHBIE BO3MOXKHOCTH U pabota ¢ UT-aktuBamu B MaxPatrol VM.
34. OcHoBHBIE (hYHKITMOHATBHEIE BOBMOXKHOCTH U ipuMeHerne UserGate Management Center
35. dyHKIIMOHAIBHBIE BO3MOXHOCTH U CIICHAPUH MCIIOJIb30BAHUS KOMILJISKCA JIJIS 3aIUThI Y IaIEHHBIX
pabounx mect corpyaarnkoB CAKYPA.
36. OyHKITMOHAIBHBIC BO3MOXKHOCTH M CIICHapuH uctoib3oBanus InfoWatch Vision.
37. OcuoBubie Bo3MoxkHocTH Dozor FC u pabdora ¢ Dozor File Crawler.
38. [Mpunnun padoTsl 1 OcHOBHBIE BO3MOxHOCTH IGA-cucteMsr Solar inRights.
39. dyHKIMOHATBHBIE BO3MOXXHOCTH U CIIeHapuH ucroiib3oBanus Ideco UTM 10.
40. dyHKIMOHAIBHBIE BO3MOKHOCTH YHUBEPCAIBHOTO 1ITI03a Oe3omacHocTn MKC 7.2.

O©CoO~NO O, WN

IIpencenarens METOIUYECKON KOMUCCUU Koxekuna E.H.
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[Tpunoxenue 3

JHEBHUK
ITPOU3BOJICTBEHHOM MPAKTUKH

DUO

I'pynna

CrernanbaocTh 11.02.18 CucteMbl paiMoCBsA3U, MOOWIILHOM CBSI3U U TEJICPaIUOBEIIIAHUS

YCIICIITHO MPOIIIeN(Jia) MPOU3BOACTBCHHYIO MPAKTUKY 1O MPOPECCHOHATEHOMY

MOJTYJTO:

[IM.03 O6GecnieueHue nHGOPMAITMOHHON OE30ITACHOCTH CHCTEM PATHOCBSI3H, MOOMIILHOMN CBS3H H
TeJepaaruoBeIIaHHS

B 00beme 18 wacoBc «  » 20 rmo« » 20 1.

B opranuzanuu

aopec opeanusayuu

Hata Kpatkoe onmcanne paboT, BRITIOITHEHHBIX CTYJEHTOM OtMmeTka
BO BpEMA IMIPAKTUKU PYKOBOAUTEIIA
MIPAKTUKHU OT
MIPEIIPUSITHS O
BBIITOJIHEHHOU
paboTte (IOAIKMCH)
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Tlocnemuuii | cmaua KJI3 B xomiemke
JIeHb
MIPaKTUKH

OTHoOLIEHHE CTYAeHTA-MPAKTUKAHTA K padoTe (opraHu3aiusi COOCTBEHHOH JIeATeIHOCTH),
0o opMIISIETCS] PYKOBOJUTEIIEM MPAKTUKU OT HPSATIPUATHS

Hata 202__r.

Iloanuce pykoBOIUTENS IPAKTHKY OT
MPeIPUITHS

[[27(0 noonuch
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[Tpunoxenue 4

ATTECTAIIMOHHBIN JIUCT IO IMTPONU3BOICTBEHHOM INPAKTUKE

[F27(0]

OOyuaromutiics (ascs) Ha 3 Kypce B TpyIIe no cnenuansHoctu CI1O

CriernanbHocTh 11.02.18 CucteMbl paiMoCBsA3U, MOOWIILHOM CBSI3U U TEJICPaIUOBEIIAHUS

yCIIEIIHO TpoIesn(Jia) MPOU3BOACTBEHHYIO PAKTHKY MO NpodeccHoHaTbHOMY MOAYIIIO

[IM.03 ObGecneuenue nHOOPMAITMOHHOM 0€30ITACHOCTH CUCTEM PaIUOCBsI3U, MOOUIBLHOW CBS3U U
TeJIePATHOBEIIAHHS

B 00beME 72 4acoBC «  » 20 rmo« » 20 T

B OpraHu3aliuiu

lopuduieckul aopec

Buowl pabom, abinonnenHvix cmy0eHmom 80 6pems RPaKmuKu.

[Ipomen BBOAHBIA HHCTPYKTAXK II0 MECTY IPOBENCHUS IIPAKTHKH. M3ydnt mpaBuiia BHyTPEHHETO TPYIOBOTO
pacnopsika, IpaBuiIa OXpaHsl Tpyaa. M3yumnin AesTeIbHOCTh OpraHU3aluy B 1IEJIOM U M30PaHHOTO CTPYKTYPHOTO
noapasaeneHusi. O3HaKOMUIICS €O CTPYKTYpOH U paboTON OCHOBHBIX MOAPA3/IeNeHUH OpraHu3alim.

W3y4ni TUIIOBbIE JOKYMEHTbI, PErJIaMEHTHPYIOIIIE BOIPOCHI 3aIlUThl HHQOpMAIHHU (CIIPABOYHO-
uHpopManronnsie, crannaptel, [ OCTsI, pyKOBOISIINE JOKYMEHTHI); BO3MOXKHOCTh 00SCIICUCHHSI €NHOTO
HOPMAaTHUBHO-IIPABOBOTO PETYIMPOBAHMS POIIECCOB 3aAIIUTHI HHPOPMAIMU; BO3MOXKHOCTb CO3JJAHUS HA
MPETPUATHH (OPTaHNU3aIMHN) YCIIOBHIA JJ11 TOHUMaHHS CYNIECTBYIOIIMX MPOOJIEM T10 3alluTe HHPOPMAIIHH.

W3yunn TpeOoBaHus, NpeaAbsBIsiEMbIe K 00ECIIeYeHII0 HHPOPMAIIHOHHOM 6€30I1acHOCTH Ha 00BEKTe
nHpOpMaTH3aLUH, pa3padaThIBaj MOJUTHKU O€30MAaCHOCTH B CHCTEMAaX U CETSIX.

OsHakoMuiics ¢ HHGOPMAITOHHOH CHCTEMOH 0€30MacHOCTH MPEATIPUATHS (OPTaHU3aIMHN), HCIONb3yEeMBIMH
TEXHUYECKUMHU CPEAICTBAMHU U MPOTPAMMHBIMU NPOAYKTAMHU, COCTABIJI KPAaTKYIO XapaKTePUCTUKY
MH(POPMAITIOHHOH CHCTEMBI.

W3yauin npruMeHsieMble TEXHOJIOTHH M TEXHHYECKHE CPENICTBA, HCTIOIb3yeMBIC B IIENIAX 00SCHeUCHHMS 3aIUThI
uHpOPMAIK Ha 00BEKTE.

Y4acTBOBaJI B OpraHU3aIMHU NPaB JOCTYNA K HH(POpMANH, U3ydHiI OCOOCHHOCTH PabOTHI COTPYAHUKOB MO 3aIIUTE
TOCYIapCTBEHHBIX HHTEPECOB, 0COOCHHOCTH pabOTHI OPraHU3AINH T10 3aIHTe KOMMEPUECKHX HHTEPECOB, HATMYHNE
B OpraHU3ALIUU TIEPEUHS CBEIECHUH, OTHOCSIIUXCA K KOMMEPYECKOM TaliHE, yTBEP KIEHHBIX IIPUKA30M I10
OpraHu3alyu.

VYuacTBOBaJI B pOLEype pasrpaHUIEHII KOMMepUeckoi HH(POPMALNH TI0 TPYNIIaM: JIeTIoBas HHOpMaIns;
TeXHUYECKasi nHpopMaIys; HHGpOpMaIHs O KIUEHTaX U KOHKYPEHTaX; U3Y4MII CYIIECTBYIOIINE B OpraHU3aluu
MEXaHHU3MBbI 3aIUThHl KOH(UAECHIIMANbHONW HH(OPMALIUH; yJacTHe B paboTe CIEHUATBHON CTPYKTYpHI U
MOZpa3IeNIeH s 10 3a1uTe HHYOPMAINN; N3y9IeHHEe IIEPHOJUIHOCTH 3/IaHNS Ha MIPEANPUATHH NPHUKA30B,
pacropsbKeHHH, MHCTPYKIUH 1Mo 3amuTe HHPOpMAaIHH.

VYdacTBOBaJI B IPUMEHEHUH METOIOB aHAIN3a (DaKTOPOB, BIMSIONINX HA YPOBEHD 3AIUTHI HH(OPMAIIHH,
TIPUMEHEHNH TEXHHYECKUX M MPOrPaMMHBIX CPEACTB MO 3aluTe HHYOPMAIHH.

VY4acTBOBaJI B peaM3alii KPUIITOrpapuIecKuX METOI0B 3alIUTHI HH(GOPMAIIUH, 3aIIUTHl HHPOPMAIIUU B CETAX
OBM u nepcoHaabHbIX KOMIBIOTEPAX.

OOpabaTpBa)l M CHCTEMaTHU3MPOBA KPUTHYECKHMH W (AKTHUECKWIl MaTepual, aHaJM3UpOBaJ IOJIYYCHHYIO
UHGOPMAIMIO M IPAKTHYCCKUH OMBIT MPUMEHCHMS KOMIUICKCAa METOJOB M CPEICTB 3aIIUTHl WH(OPMAIMH B
WH(POKOMMYHHKAITOHHBIX CETSIX.

Brmonmaun HHIAWBUAYAJIbHOC 3aJaHHC 110 HpOH3BOZ[CTBeHHOI>i ITPAKTHKE.

[ToaroroBui O0TYET MO MPaAKTHUKE, OOPMUI JHEBHHK MTPAaKTUKU. Coai KOMIUICKCHBIN An¢hepeHIMpOBaHHBIN 3a4eT
¢ YI1.03, TII1.03.

Xapakrepuctuka yu4eOHOH! 1 PO eCCHOHANBHOM e TEILHOCTH CTYACHTa BO BPEMSI IPOU3BOICTBEHHOMN
MPAKTUKH
ATtTectyeMblii(ast) npodemoncmpuposan(a) / ne npodemoHcmpuposai(a) BiaaeHue npodeccunoHaabHBIMU U
OOIIMMU KOMIIETEHIIUAMU
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C nensto oBnageHus BUAOM AesTenbHOCTH B/] 3 «ObecnieueHrne nHhopMaIioOHHON 6€301TacCHOCTH CUCTEM
PaarocBs3u, MOOWIIBHOM CBSI3M U TEJICPaIMOBEINAHUS 00yJaronUMCs ObLTH OCBOCHEI O0IIUE U
npodecCHOHANBHBIC KOMITETCHITHH:

Haunmenosanne OK

Bamms1 (0-1)
0 - ne
OCBOEHA,
1- ocBoeHa

HaumenoBanmue 11K

Bamsr (0-1)
0-mne
OCBOEHA,
1- ocBoeHa

OK 01 Beibupats criocoObI pemreHus
3a1a4 npodeccuoHanbHON AesTeIbHOCTH,
NPUMEHHUTENLHO K Pa3ITHYHBIM
KOHTEKCTaM.

I1K 3.1 BISIBIATE yTpo3bl 1
YSI3BUMOCTH B CETEBOMN

MH(PPACTPYKTYPE C UCIIOIb30BAHUEM
CHCTEMBI aHaJIN3a 3aIIAIICHHOCTH.

OK 02 Mcnons30BaTh COBpEMEHHBIE
CpenCTBa MOKCKa, aHATIHU3a U
MHTEpIpeTay HHPOPMAIH, U
MH()OPMAITMOHHBIE TEXHOJIOTUH JIIS
BBITIOJTHEHHUS 33/1a4 PO eCcCHOHATBHON
JIeSATeIILHOCTH.

1K 3.2 Pa3pabarbiBaTh KOMIUIEKC
METOJIOB U CPEJICTB 3aIIHUTHI
WH()OpPMAITIN B CUCTEMAaX
panuocBs3y, MOOUIIBHOMN CBSI3H U
TeJepauOBEIIaHNs.

OK 03 IlnaHupoBaTh U peanu30BbIBaTh
co0CTBEHHOE MPOPECCHOHATILHOE U
JIMYHOCTHOC PAa3BUTHUC,
IPEANPUHUMATEIBCKYIO IESTEIbHOCTD B
npodeccuoHanbHOH cepe, HCIOTB30BaTh
3HAHUS 110 (PMHAHCOBOI IPaMOTHOCTH B
Pa3JINYHBIX )KU3HEHHBIX CUTYaLHsX.

IIK 3.3 OcyuiecTBisTh TEKYILEE
AJIMUHUCTPUPOBAHUC IJIA 3alINUThI
CUCTEM PaJMOCBI31, MOOWIILHOM
CBSI3U U TeJIEPaIHOBEILAHUS C
UCTIOJIb30BaHUEM
CHENHANTN3UPOBAHHOTO
MPOrpaMMHOI0 00ecreueHHs U
o0opynoBaHMsL.

OK 04 3¢ddexTrBHO B3aUMOICHCTBOBATH
1 paboTaTh B KOJUICKTHBE U KOMaHJIE.

OK 05 OcylecTBisTh YCTHYIO U
MUCbMEHHYI0 KOMMYHUKALIMIO HA
rocyIapcTBEHHOM fA3bIKe Poccuiickoi
®denepanyu ¢ y4eToM 0COOEHHOCTEH
COIIMAJIBHOTO U KyJIbTYPHOTO KOHTEKCTA.

OK 06 ITposBAATH rpaXkAaHCKO-
MaTPUOTHYECKYIO MO3UIIHIO,
JEMOHCTPHPOBATh OCO3HAHHOE
MIOBEZICHUE HAa OCHOBE TPaIULIMOHHBIX
0011IeYeIOBEUeCKHX IIEHHOCTEH, B TOM
YHCIIE C YY€TOM rapMOHHU3AINN
MEKHALMOHATIBHBIX 1 MEXPEITUTHO3HBIX
OTHOIIEHUH, TPUMEHSTH CTaHAAPTHI
AHTHUKOPPYIIIMOHHOTO MOBEICHUSI.

OK 07 CopeiicTBOBaTh COXpaHEHUIO
OKpY’KaroIeH cpefibl, pecypcocoepexe-
HUIO, IPUMEHSTH 3HaHUS 00 U3MEHCHUH
KJIUMaTa, IPUHIUIBI OePEIKTUBOIO
MPOU3BOICTBA, 3PPEKTUBHO JACHCTBOBATH
B UPE3BBIYAWHBIX CUTYAIHSIX.

OK 09 Ilonb3oBaThest MpodhecCHOHATBHOMN
JIOKyMEHTALMEN Ha rOCYJapCTBEHHOM U
MHOCTPAHHOM SI3bIKaX.

OO011€ee KOJIM4ECTBO OAIIIOB:

MaxkcumanvHoe Kon-60 HAOPauHBIX 6ANN08:

Munumanwvroe xon-6o bannoe: -0

12

PykoBoguTenb NPakTUKU OT IPEATIPUATHUS:

001HCHOCb

Hata 20.....T.

MII

noonucy

22

pacuudposka




[Ipunoxenue 5
OEAEPAJIBHOE 'OCY AAPCTBEHHOE BIO/XKETHOE OBPA30OBATEJIBHOE
YUPEXJEHUE BBICHIEI'O OBPA30BAHUS
«CAHKT-IIETEPBYPI'CKHUI TOCY JAPCTBEHHBI YHUBEPCUTET
TEJJEKOMMYHUKALWI UM. [TPO®. M.A. BOHU-EPYEBUYA»
(CIIoI'YT)

CMOJIEHCKHI KOJIIE/K TEJIEKOMMYHUKALU (GUIIUAJ) CII6GIY T
(CKT(¢)CII6I'YT)

BEJOMOCTDHD
20 /20 y4eOHBIHA TOJ
VI1.03 YueOHas npakTHKa
T1I1.03 TTpou3BoACTBEHHAS TPAKTHKA (110 TIPOMUITIO CIICIIUATBHOCTH)
[IM.03 ObGecneuenue nHOOPMAITMOHHOM 0€30ITACHOCTH CUCTEM PalMOCBsI3U, MOOUIBLHOW CBS3U U

TenepaaroBellaHNs
Kypc rpyImmna

Crernanbaocth 11.02.18 CucteMbl paiMoCBA31, MOOWIILHOM CBSI3U U TEJICPaIUOBEIAHHUS

[Ipenonasarens

(hamunus, ums, omuecmeo)

Kon-Bo
Kon-Bo 6amios Onenka
()5(0] 0aJLIOB 110 Koim-Bo 6astos
NoNe o YIL.03 pesynbrara KJ[3
. CTyJEHTa I1I1.03 110 OTYETY
[Ipenonasarens
(pamunus, ums, omuecmeo)

3aBeayroMii MPaKTUKON M. dpanununa
« » 20 T.
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