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KOHTpOIBHO-0IEHOYHbIE CPEICTBA UL IPOMEKYTOYHO# aTTeCTalun
VII 03 Vuebras npaxtrka, [111 03 [Ipou3BoacTBeHHAS IpaKTHKA
; 10 NPO(ECCHOHATEHOMY MOIYJIIO
IIM. 03 Obecnieuenne nHPOPMALMOHHOH 6e30MacHOCTH HH(HOKOMMYHHEKAIIHOHHBIX
ceTeif ¥ CHCTEM CBA3U
11.02.15 Mu(}OKOMMYHAKAIIHOHHBIE CETH U CHCTEMEI CBSI3H

KommrexkcHpnit @ depeHIMpoOBaHHBI 3a4eT SBISETCS NPOMEXKYTOYHOH (GOPMOM KOHTpPOIL,
nogsomur wror ocsoenms  YIL03, TIIILO3 mpoBepser  chOPMHUPOBAHHOCTE  CIIEAYIOIIHX
IPO(eCCHOHATEHEIX KOMITETEHIMIL:

Kon HaumeHoBaHHe BHIOB JEATENBHOCTH U NPO(ecCHOHATBHBIX KOMIETSHIIHI

BA3 ObecneueHue UHGOPMALMOHHONW 0€30MAaCHOCTH MH(DOKOMMYHHUKALMOHHBIX CETEH W CHCTEM
CBSI3H.

IK 3.1 BBISBIATE Yrpo3bl M YSA3BMMOCTH B CETEBOH MH(PACTPYKTYpe C MCIIONb30BAHHEM CHCTEMBI
aHa/IM3a 3aLIMLIEHHOCTH.

IK 3.2 PaspabarpiBaTh ~ KOMIUIEKC ~ METOZOB M CPEACTB  3alluThl  MHQOpMAaUuMM B
WH(OKOMMYHUKALIMOHHBIX CETSAX U CHCTEMAX CBSI3H.

IK 3.3 OcymiecTBIsITh TEKYLEE aIMUHUCTPUPOBAHME [T 3ALIUTHL MHOOKOMMYHHUKAIIHOHHBIX CETEH H
CHUCTEM CBS3M C HCIIONB30BAHWEM CIELHAIM3UPOBAHHOIO [POrpaMMHOrO obecredeHus H
obopymoBaHus

A Taxxe o0ITHX KOMIIETEHLIMM:

Kon HanmenoBanue 001MX KOMITETEHLMH

OK 01 Bribupats crnocofbl peleHus 3amaq MpodeCCHOHANBHOM NeATEeNbHOCTH, MPHMEHHTENBHO K
Pa3IMYHBIM KOHTEKCTaM. '

OK 02 OcymecTBnsATh MOMCK, AaHAIW3 M MHTEpHpeTaluio WHQOpMALMM, HEOOXOHMMOH UIi
BBIMIOJHEHHS 3a/1a4 NpodecCHOHATBHOM IeATeNnbHOCTH

OK 03 I[InaHupoBaTh U peaTH30BBIBATH COOCTBEHHOE MPOGeCCHOHAIBHOE H THYHOCTHOE PAa3BUTHE.

OK 04 Pabotate B Ko/ekTHBE M KOMaH#e, () QeKTHBHO B3aWMOJEHCTBOBATH C KOJUIEraMH,
PYKOBOJCTBOM, KJIHEHTAMH.

OK 05 OcyIEecTBNATh YCTHYIO M MHCbMEHHYI0 KOMMYHHKALIMIO Ha TOCY/JAPCTBEHHOM SI3BIKE C yUETOM
0cOBEHHOCTEH COLMATIBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06 [posiBAATE  TpaXKIAHCKO-MATPUOTHYECKYIO — MO3MLMIO,  JEMOHCTPUPOBATh  OCO3HAHHOE

TIOBE/ICHNE HA OCHOBE TPAJHLMOHHBIX 0OIIEYeOBeYeCKHX  [IEHHOCTeH, IPHMEHSTh CTAHAAPThI
AHTHKOPPYILIHOHHOTO MOBEJICHHUS

OK 07 CopelicTBOBaTh COXPAHEHHIO OKpY/KAIOIIEH cpenpl, pecypcocOepeskeruto, 3(heKTHBHO
JIeHCTBOBATH B YPe3BbIYaifHBIX CHTYAIHSX.
OK 08 Hcnonp3oBath cpencTBa GHU3NUECKOH KyIbTyphl Il COXPAHEHHS M YKPEIUICHHS 3[0pOBbS B

nponecce ﬂpO(l)CCCHOHaJ'leOFl AGATEJIBHOCTH W NOAJICPKaHUA H606X0)1HM01'0 YPOBHA
q)nsmecxoﬁ IMOATOTOBJICHHOCTH.

OK 09 Hcnonp3oBath HHGOPMALIMOHHbIE TEXHONOTHH B MPODECCHOHATBHON AeATENBHOCTH.

OK 10 [Tonp30BaThes MpOhecCMOHATIBHON JOKYMEHTalMel Ha TOCYJApCTBEHHOM W HMHOCTPAHHOM
A3BIKAX.

OK 11 HcnonbzoBarh 3HaHHA N0 (DMHAHCOBOM TPaMOTHOCTH, TIAHHPOBATH TPEANPHHEMATENBCKYIO

JIEATENLHOCTD B IPOeCCHOHAIBHOM chiepe.

IIpoMexyTOUHBIH KOHTPONIB 110 Yy4eOHOH M NIPOU3BOACTBEHHOH IPAKTHKAaM OCYIIECTBISETCS B
BHJIE KOMIUIEKCHOTO jmddepeHimporanHoro 3adera (ydeOHAs M NPOM3BOJACTBEHHAS MPAKTHKA B
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COBOKYITHOCTH).

Kommuniekcueiii  nuddepennmpoBannbii 3aver no YIL.03 u III1.03 npoBoautcs Ha OCHOBE
TECTUPOBAHUS IO Yy4eOHON MpakTHKe, a TaKkkKe MPEIOCTaBICHHBIX JOKYMEHTOB: OTYeTa IO
NPOM3BOJICTBEHHOI MPAKTUKE B COOTBETCTBUM C TpeOOBaHUSIMU O(POPMIICHHUS, THEBHUKA 1O MPAKTHKE,
HOJIOXKUTEIBHON XapaKTEePUCTUKN pab0TONATENSI U 3aII0JIHEHHOTO aTTECTAIIMOHHOTO JIUCTA.

IIIxana mepeBoja 6AIIOB B OLICHKU:

KomnnuectBo 0ayuioB

1I1.03
(aTTeCTaIMOHHBIIMA
JINCT, THCBHHUK, [1I103 (oT4er mo
ITOJIOKHUTEIIBHOE TIPaKTHKE)
3aKITFOYCHUE
paboTtonaTens)

Ornenka pesynbratoB KJ[3 V103

12

«5» (OTIMYHO) 12

12

«4» (xoporo) 12

«3» (Y1OBIIETBOPUTEINIBHO) 12

Menee 12
Menee 12
Memnee 12
Memnee 12

«2» (HEeyIOBIETBOPUTEIHHO)

WA ONWWSNOG
O OO0 ORRRRLE

B pesynbrare ocBoenus YI1.03 u I1I1.03 cryaeHT nomxeH:

O06s13aTenbHas YacThb

HMMETh NMPAKTHYECKUH OIIBIT:

[101 - ananu3upoBaTh ceTeBYI0 HHOPACTPYKTYPY;

[1O2- BBISABIATH YyTPO3bl U YA3BUMOCTH B CETEBOM MH(DPACTPYKTYPE;

103 - paspabarbiBaTh KOMIUJIEKC METOJOB M CPEICTB 3alMThl HHpOpManmuu B
WH()POKOMMYHHUKAIITMOHHBIX CETSIX U CUCTEMAaX CBSI3U;

[104 - ocymiecTBIATh TEKylllee aIMUHUCTPUPOBAHUE U 3alIUTHl MH(OOKOMMYHUKAIIMOHHBIX
CETeH U CHCTEM CBSI3H;

I1O5 - ucnonp3oBaTh CHEHAIM3UPOBAHHOE MPOTpaMMHOE oOecrieueHne u 000pyaoBaHuE s
3aIUTHl UHOOKOMMYHUKAITMOHHBIX CETEH U CHCTEM CBSI3H;

YMETB:

V1 - knaccuduupoBaTh yrpo3bl HHPOPMAIIMOHHON 0€30MacHOCTH B MH(POKOMMYHHUKAITMOHHBIX
CHUCTEMAax M CETsIX CBS3H;

VY2 - npoBOANTH aHATU3 YTPO3 U ySI3BUMOCTEN ceTeBol Oe3omacHocTu [P-ceteit, 6ecripoBOIHBIX
ceTel, KOPIOPaTUBHBIX CETEH;

V3 - omnpenensiTb BO3MOXKHBIE CETEBBIE aTaKM M CIIOCOOBI HECAHKITMOHHUPOBAHHOTO JOCTYIa B
KOHBEPIE€HTHBIX CUCTEMAX CBSI3H;

V4 - ocymecTBISITh MEPONPHUATHS IO TPOBEICHUIO aTTECTAIMOHHBIX Pa0OT W BBISIBICHHUIO
KAaHAJIOB YTEUKH;

V5 - BBIABISATH HEJOCTATKHA CHCTEM 3alllUTHI B CHUCTEMAaxX W CETSIX CBS3U C KCIOJIb30BaHUEM
CIELHATU3UPOBAHHBIX POTPAMMHBIX MPOYKTOB;

VY6 - BBITIOHATH TECTUPOBAHKUE CUCTEM C IIEIIBI0 OMPEICIICHUS YPOBHS 3alTUIIICHHOCTH;

VY7 - onpenensiTh ONTUMATBHBIE CIIOCOOBI 0OecTieueHus: THPOPMAITMOHHOHN 0€30MacHOCTH;

VY8 - mpoBOaUTH BBIOOP CPEACTB 3alMTHl B COOTBETCTBHH C BBISBICHHBIMHA YIPO3aMH B
WH()OKOMMYHUKAIIMOHHBIX CETSX;

VY9 - mpoBOIUTE MEPONIPHUATHS 110 3aMUTE HHPOPMAIIUKA HA TIPEANPUATUSIX CBSI3U, 00ECTIEYNBAThH
WX OpPraHu3aIuio, ONMPEAesATh CIIOCOOBI U METO/IbI pealIh3allvH;

V10 - pa3zpabaTpiBaTh MOJIUTHKY 0€30TTACHOCTH CETEBBIX DJIEMEHTOB U JIOTUYECKUX CETEH;

VY11 - BBIOJNHATH pacyeT M YCTAHOBKY CHEIHATU3UPOBAHHOTO 00OPYIOBaHUS I OOECTICUeHUs
MaKCUMAaJIbHOM 3aIIUILEHHOCTH CETEBBIX 3JIEMEHTOB U JIOTUYECKUX CETEM;

V12 - npou3BOJIUTH YCTAaHOBKY M HACTPOMKY CpEICTB 3alIUThl OIMEPAIMOHHBIX CHUCTEM,
MH(OKOMMYHUKALIMOHHBIX CUCTEM U CETEH CBSI3H;




VY13 -  xoHpurypupoBaTh  aBTOMATH3WPOBAaHHBIE  CHUCTEMbI W  WH()OpPMAIMOHHO-
KOMMYHHUKAIIHOHHBIE CETH B COOTBETCTBUU C MOJIMTHUKOW UHPOPMALMOHHON O€3011aCHOCTH;
V14 - 3amumars 0a3bl JaHHBIX TPU MTOMOUIH CTIEHUATU3UPOBAHHBIX MPOTPAMMHBIX MPOJTYKTOB;

V15 - 3amumare pecypchl MH(GOKOMMYHHMKAIIMOHHBIX CETEd W  CHUCTEM  CBS3H
KpunTorpaguueckuMu MeToJaMH;

3HATh:

31 - npuHIMIBI TOCTPOEHUS HHPOPMAITMOHHO-KOMMYHUKAIIMOHHBIX CETEH;

32 - MeXIyHapoAHBIE CTaHAAPThl WHGOPMALMOHHON O0€30MacHOCTH Ui NPOBOJHBIX U

0ecrpoBOIHBIX CETeH;

33 - HOpPMAaTUBHO - MpPAaBOBbIE M 3aKOHOJATENbHBIE aKThl B 00JacTH HH(OPMAITMOHHOU
0e301aCHOCTH;

34 - akycTudeckue M BHOPOAKyCTHYECKHME KaHAIbl yTEYKH HH(POpPMAIUU, OCOOCHHOCTH HX
BO3HUKHOBEHUS, OPraHU3aLluH, BBISIBICHUS U 3aKPBITHUS;

35 - TexHWYECKHE KaHaJbl YTEUKH HH(GOpMAIMH, peaTu3yeMble B OTHOIICHHU OOBEKTOB
uHpOpMaTHU3alMUd M TEXHUYECKUX CPEIACTB MNPEANPHUITUH CBA3M, CHOCOOBI HX OOHApYXKEHHS U
3aKpBITHUS;

36 - criocoObl U METOJ1bI OOHAPYKEHUS CPENICTB ChbéMa UH(OPMALIK B PaIMOKAHAIIE;

37 - xiaccu(UKaImio yrpo3 CETeBOM OE30MacHOCTH;

38 - xapakTepHble 0OCOOEHHOCTH CETEBBIX aTaK;

39 - BO3MOXKHBIE CIIOCOOBI HECAHKIIMOHUPOBAHHOT'O IOCTYIIA K CUCTEMaM CBS3H;

310 - mpaBwia MpOBENEHHUS BO3MOXKHBIX IPOBEPOK COIJACHO HOPMATHUBHBIX JTOKYMEHTOB
OCTIK;

311 - aTansl onpeneneHust KOH(UASHIUAIBHOCTH TOKYMEHTOB OObEKTA 3allUTHI;

312 - mHasHaueHwe, KiIACCUPUKAMIO W TNPUHOUNB PpabOTHl  CIEIUAIN3UPOBAHHOTO
000pynOBaHUS;

313 - meronsl U cOCOOBI 3amMTH WH(pOPMAIMKA OECIIPOBOIHBIX Jornueckux ceteir or HC/]
nocpenctBoM rpotokosioB WEP. WPA u WPA 2;

314 - merombl W CpelncTBa 3alIUThl MHPOPMALMU B TEICKOMMYHHKAIUSAX OT BPEIOHOCHBIX
porpamM;

315 - TeXHOIOTUY TPUMEHEHUS IIPOTPAMMHBIX ITPOIYKTOB;

316 - BO3MOKHBIE CIIOCOOBI, MECTa YCTAHOBKU U HACTPOMKH IMPOrPaMMHBIX ITPOIYKTOB;

317 - MeTonbl ¥ c1ocoObI 3alIUTHl HH(OPMaLIUK, TIepeaBaeMoO 110 KaOeJIbHBIM HaIpPaBIIsSIOLIUM
cucTeMam;

318 - koHuUrypanuu 3amuniaeMbIx ceTen;

319 - anropuTMbl paboOTHI TECTOBBIX TPOrPaMM;

320 - cpencTBa 3aIIMThHI Pa3IMYHBIX ONEPALMOHHBIX CUCTEM M Cpe/ibl epeaun HH(pOpMaluu;

321 - crtocoObl ¥ MeToAbI MU POBaHUs (KOAUPOBAHHUE U IEKOAUPOBAHUE) HHPOPMALIUH.

BapuaruBHas yactb

YMETh:

V16 - npoBoauTh MepompusTHS 10 oOecrneueHnt0 O0€30MacHOCTH 3HAYUMBIX OOBEKTOB
KpUTHYECKON MHPOPMALITMOHHOW HHPPACTPYKTYPHI;

V17 - aaMUHUCTPHpPOBAaTH HAJIOKEHHBIE MPOrPAMMHO-AINIAPATHBIX CPEACTBA  3AIUTHI

uHpopmanuu ot HCJI;

V18 - npuMeHsTh MporpaMMHO-aNnapaTHble KOMIUIEKCHI INTyOOKOro aHalin3a Tpauka;

V19 - npou3BOIUTH BEIOOP HEOOXOIUMBIX CPEJICTB KpUNTOrpadUuecKoi 3auThl HH(OPMAIUH;

Y20 - npuMeHsATh MPOrpaMMHBIE CPEACTBA, pPEAU3YIOUINE OCHOBHBIE KpUITOrpaduueckue
(GYHKINU - CUCTEMBI TyOIMYHBIX KITI0Yel, IU(POBYIO MOANHUCH, pa3eleHue J0CTYyIa;

V21 - BbIlpabOarhiBaTh pPEKOMEHAALMU JUIS MPUHATHS PEHICHUS O MOJIEPHU3AIMU CHUCTEMbI
3alIUThI UH(OPMALIHH;

V22 - oCymecTBIATh MEPOIPHUITHS 110 3aILHUTE IEPCOHAIBHBIX TAHHBIX;

3HATh:

322 - coctaB pabOT MO KOMIUICEKCHOW 3amuTe MHGOPMAIMH 3HAYUMBIX 00OBEKTOB KPUTHUYECKON
MH(POPMALIMOHHON HHPPACTPYKTYPHI;

328 - ocHOBHBIE TPeOOBAaHHUS K CHCTEMaM KPUIITOTpadUueCKON 3aIIuThI;

329 - OCHOBHBIC NMPHUHIMIIBI OPraHU3aUK PaOOTHI MO CO3/AHUIO MM MOJIEPHU3ALUU CUCTEM,
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CPEACTB U TEXHOJIOTUH oOecnedeHns MH(POPMALMOHHON 0€30IaCHOCTH B COOTBETCTBUU C IIPABOBBIMU
HOPMAaTUBHBIMM aKTaMH U HOpMaTUBHBIMU MeToauueckumu 1okymeHTaMu @CTOK, @Cb Poccuu;

330 - sTambl TpoBeACHUS ayauTa HHHOPMAITMOHHONW 0€301MacHOCTH HH(POPMAIIMOHHBIX CUCTEM U
00BEKTOB UH(POPMATU3AIIH.

Tect conepxkxut 40 BOompocoB (CyMMapHO TECTOBBIX IMO3MLIMHA M TEOPETHYECKUX BOINPOCOB C
KpPaTKHM OTBETOM), BEIOMPAEMBIX CIIydailHBIM 00pa3oM IMpOTrpaMMOM M3 KakJoro OJ0Ka (TmepBbli OJI0K
60 BompocoB, BTOpoi 010k 60 BonpocoB) 3aganuii 1o 20 BOIIPOCOB.

Bpewms tectupoBanus — 90 MuHyT (110 1,5 MUHYTBI Ha Ka)KJplii BOIIPOC TECTOBBIX MMO3ULIUHI U 110
2 MHHYTBl Ha KpaTKHE€ OTBEThl TEOPETHYECKMX BOMNPOCOB). Bpems Ha MOATrOTOBKY M IPOBEPKY
TeCTUpOoBaHUs — 20 MUHYT.

OO0pa31bl aTTeCTallMOHHBIX JUCTOB 10 IPAaKTUKaM (MIpHIIoKeHHe 1, mpuiiokeHue 4), TpedoBaHUsS
K OQOPMIICHHIO TEXHHYECKOTO OT4YeTa (IpUiIOKEeHHe 2), JHEBHUKA NPAKTUKU, XapaKTEPUCTHKH
paboronatens (puinoxxeHue 3), BeIOMOCTH (IMPUIIOKEHUE S5) MPUBOIATCS B MPUITIOKCHHSIX.

Pe3ynbrarel ONpeneNnsitoTCS  OLEHKAMHU — «OTJIIMUHO», «XOpOLIO», «YyIOBJIETBOPUTEILHOY,
«HEYJIOBJIETBOPUTEIBHO», BHOCATCS B UTOIOBYIO BEAOMOCTh KOMIUIEKCHOTO IU((EpeHIIMPOBAHHOTO
3aueTa U 0OBABIIAIOTCS B TOT K€ JIEHb.

[IIkana oueHuBaHMs 00pa30BATENIbHBIX PE3yJIbTATOB TECTUPOBAHMS:

Kpurepun Kon-Bo 6ai110B 110 TECTUPOBAHHIO
MOJTy4YaloT CTYACHTHI, cripaBuBIIHecs ¢ padoroit 100-90%; 5 GanoB
MOJTY4aloT CTYJICHTHI, CIIpaBUBILIHEcs ¢ paboToit 89-76% 4 Ganna
MOJTy4YaloT CTYACHTHI, CIIpaBUBIIHECs ¢ padotoit 60-75% 3 Gamna

MeHee 60% MpaBUILHBIX OTBETOB

Ot 0 10 2 6amoB

bitok 3amaHuii 3aKpBITOrO THIIA
®dopmupyemsie 11K 3.1 — 1K 3.3, OK 01 — OK 11

YTo U3 MepeuncIeHHOT0 SBISETCS
OCHOBHBIMHU YIPO3aMH JIOCTYITHOCTH
nHpopmaumn?

1.HempenHaMepeHHBIE OMUOKH TTOJTH30BATENEH.
2.3noHaMepeHHOE H3MEHEHNE JAaHHBIX

3.Xakepckas aTaka.

4.01Ka3 NporpaMMHOI0 H ammapaTHOro o0ecneyeHusI.
5.PazpyuieHue iy noBpexJeHUE TOMEILICHUN.
6.IlepexBaT TaHHBIX.

Kakas nonurnka 6€30MacHOCTH
peanu3yeTcst Mpy MOMOIIH MaTPHIIbI
Joctyma’?

1. MannaTHOe yripaBlieHHE TOCTYIIOM.
. PonteBas monmuTHKa ynpaBieHUs JOCTYIIOM.
. 30uparenbHoe yripaBieHne T0OCTYIIOM

Kaxkas nonutrka 6€30macHoCcTi
peann3yercst P MOMOIIM Ha3HAYCHHUS
rprdoB JOCTYyNa pa3InyHbIM 00bEKTaM?

. ManpatHoe yrnpaBieHHe JOCTYIIOM.
. PoneBast monutuka ynpasieHus! JOCTYIIOM.
. I3buparenbHoe yripaBieHue 10CTYIIOM

Kakue ObIBarOT MOIeH J0CTyma?

. Huckpennonnas (DAC),
. Kommnekcnas (CAC)

. Mangarnas (MAC).

. Ponesas (RBAC).

. Bce oTBETHI BEpHBL.

Jig 9ero npuMeHsAeTcs pa3rpaHudeHne
[IpaB 10CTyNa B CETU?

. JIn1s1 321U Thl JAHHBIX OT YTEUKH.

. JIns1 3a1UThI OT HELIEIEBOr0 UCIIONb30BaHMs JaHHBIX.
. JI71st KOHTPOJIS IETIOCTHOCTH JIAHHBIX.

. Ang ananmza coOBITHH M pa3bopa WHITUAECHTOB.

Yro Takoe 3aMKHYTas TpOrpaMMHast
cpena (3I1C)?

— AR W N =R WN —=WN —=WDN

. 3IIC sBnsiercs cpencTBoM nosblimeHust 6e3onacHoctd OC
MyTeM KOHTPOJIsI JOCTYIHOCTH (aiiyoBs.

2. 3IIC siBnstetcs cpeacTBoM NoBbImeHus 6e3omacHocti OC
MTyTeM KOHTPOJIS IIeTIOCTHOCTH (haiiIoB.

3. 3TIC siBnsieTcst cpeAicTBOM, 00ECIIEYHBAIOIINM 3aIIUTy OT
ucniotHeHust croponHero [10 1 BHeApEHHOTO BPEJOHOCHOTO
KoJa.

B uem cocTouT OTIIMYME CUCTEMBI IO
obHapyxenuto BTopkernid (COB unu B
3apyoOexxHoi TepmuHONIorHH IDS) 1
CHCTEMBI 110 IPEOTBPALIEHUIO

1.9T0 10 CyTH OJTUH KJIACC CHCTEM C OJIMHAKOBBIMH
(hYHKITMOHATEHEIMH BO3MOXKHOCTSIMH.

2.9T0 110 CyTH JBa OTIEIHHBIX KJIacca CHCTEM C Pa3HBIMH
(YHKIIMOHATEHBIMU BO3MOXKHOCTSIMU.
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Bropxkerwuit (CIIB wmm IPS)?

3.9T0 10 CyTH ABa OTICIBHBIX KJIacca CHCTEM C OJTMHAKOBBIMU
()YHKITMOHAIBHBIMH BO3MOXKHOCTSIMH.

8. UTto 13 nepeurcIeHHOro OTHOCUTCS K BrLsBrieHre BTOP)KEHHI U CETEBBIX aTakK.
OCHOBHBIM (hyHKIHSM cucteMm [DS? 3ammch BceX COOBITHIA.
IIporaozupoBanre BO3MOXKHBIX YSI3BUMOCTEN B CUCTEME
HNudopmuposanue cnyx6 b 06 nHIMaeHTE B peaabHOM
BpPEMEHHU.
9. UTo U3 NepeurcIeHHOT0 OTHOCUTCS K 1.PacriozHaBaHHE HCTOYHHUKA aTAKW: HHCAM WM B3JIOM.
OCHOBHBIM (yHKIHUSM cucteM IDS? 2.Ilouck ya3BuMocTeil.
3.Mudopmuposanue cnyx6 b 06 nHIMACHTE 110 3a1mmpocy.
4.ITporHo3upoBaHHE aTak.
10. | ITo xakum MeTOgaM pabOTAOT 1.CurHaTypHBIH aHAIH3.
texHonoruu [PS? 2.9BpUCTUYECKUHN aHAIH3.
3.Marematnueckuii aHanus.
4.IloBeneHUECKHUM aHATIN3.
11. | Yro u3 mepeuucieHHOro OTHOCUTCS K 1.IIpekpamenue gocTyna K XxoctaM, 00OpbIB CECCUU
KIt04eBbIM (yHKuusMm [PS? COTPY/IHUKA, HEJIETHTUMHO 00paIaromerocs K JaHHBIM.
2.M3MeHeHne KOHPUTYpaIiK yCTPOUCTB B CETH KOMIIAHHUH JJISI
NPEIOTBPAILICHUS aTaKH.
3.Ynanenue nnu GuIbTpanys UHPUIUPOBAHHBIX (paiiioB
nepes OTIPaBKOI MOJIb30BATEIISIM Ha YPOBHE CETEBBIX
MIaKETOB.
4.Bce OTBETHI BEpHHI.
12. | Yro Takoe curuarypa? 1.9T0 m1abioH A7 BBISIBICHUSI ICTOYHUKA BTOPKCHUHN U
CETEBBIX aTak.
2.970 mabIIoH, M0 KOTOPOMY OMPEENSIETCS aTaKka depes
CpaBHEHHE C BO3MOKHBIM UHIIUICHTOM.
3.9710 m1a0I0H I BBIABICHUS UCTOYHUKA aTaKW: WHCANI WU
B3JIOM.
13. | Kakux tunos owiBatot cucremsl IPS/IDS? | 1. NIDS.
2. APIDS.
3. PIDS.
4. HIDS.
5.I'uGpuansbie.
14. | Jlns xakux Lenen ciryaT ceTeBble 1.l51 TpOBEpKH CTIEMATN3UPOBAHHBIX MPUKIIATHBIX
(NIDS) IPS/IDS cuctemsr? MTPOTOKOJIOB.
2.J1y1st IpoBepKH ceTeBOro Tpaduka ¢ KOMMyTaropa. B ocHoBe
nexut npotokon COB (PIDS) - monuroput tpaduk no HTTP
n HTTPS-npoTtokonamu.
3. AHaTM3UPYIOT KypHAJIBI IPWIOKEHHUH, COCTOSIHUE XOCTOB,
CHCTEMHBIE BBHI3OBBI.
4.00beauHAIOT PYHKIMK HECKOJIBKHUX BUIOB CHCTEM
0o0HapyKeHHsl BTOPKEHHUH.
15. | Hdns xakux neneit cyxat [PS/IDS 1. 151 TpOBEPKH CTIEIMAIM3UPOBAHHBIX MPUKIIATHBIX
CHCTEMBI, OCHOBAaHHBIE Ha MMPUKIIATHBIX MIPOTOKOJIOB.
nporokosax COB (APIDS)? 2.J11st mpoBepku ceTeBoro Tpaduka ¢ KoMMyTaropa. B ocHoBe
nexut npotokon COB (PIDS) - monuroput tpadhuk no HTTP
n HTTPS-nipoTokonamu.
3. AHaTM3UPYIOT >KypHAIIBI IPWIOKEHHH, COCTOSIHHE XOCTOB,
CUCTEMHBIE BBI3OBBI.
4.00beauHsAI0T QYHKIIMH HECKOJIbKMX BHUIOB CHCTEM
00HApYKCHIS BTOPKEHUI.
16. | Jns xakux ueneit cimyxat Host-Based 1./171s1 mpoBepKy cieNHaNU3UPOBAHHBIX TPUKIIATHBIX

(HIDS) IPS/IDS cuctembl?

MIPOTOKOJIOB.
2.J1y1st IpoBepKu ceTeBoro Tpaduka ¢ KOMMyTaropa. B ocHoBe
nexut npotokosn COB (PIDS) - mouutopur tpaduk mo HTTP
n HTTPS-npoTtokonamu.

3. AHATM3HUPYIOT KYPHAIBI TIPUIIOKECHHUM, COCTOSIHAE XOCTOB,
CHCTEMHBIE BHI3OBBI.

4.00benuHAI0T (YHKIIMH HECKOJILKUX BUIOB CHCTEM
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00HApYKCHIS BTOPKCHUI.

17.

OT KaKuX 3JI0yMBIIUICHHBIX JEHCTBUN
sammiraer cucrema IDS / IPS?

1.0T mpobiieM ¢ I0CTYNOM K CaiiTy U cepBHCaM KOMITAaHHU.
2. OT NpOHMKHOBEHUS BO BHYTPEHHIOIO CETh KOMITAHUM.

3. Ot neneHanpaBiIeHHBIX aTaK C HEIbI0 KPaXXH JaHHBIX WIN
CPEJICTB.

4. Bce oTBETHI BEPHBI.

18.

Kakwe THITbI U3 TIEpEUUCIICHHBIX aTaK
pacmo3Haet cuctema IDS / IPS?

1.Ataku Tuna «oTka3 B oocmyxuBanum» (DoS).
2.Mcnonb3oBanue ysa3BUMOCTeH 1 BpenorocHoro [10.
3.IloBbIIeHHE TPUBUIIETHH MTOTB30BATEINS.

4. Bce OTBETHI BEpHBI.

19.

Kakwe THITbI U3 TIEpEUUCICHHBIX aTaK
pacmosHaet cuctema IDS / IPS?

1.Ataku MeTo0M TPyOOii CHITEIL.
2.McnonwsizoBanue BpegonocHoro 110.
3.HeaBTOpM30BaHHBIN TOCTYII.

4. Bce OTBETHI BEPHBI.

20.

Yto moHMMAaETCs 1O aTaKOH Ha
WHPOPMALTUOHHYIO CHCTEMY?

1.JIro6oe peiicTBre, HapyIaromee 6€30MacHOCTh
WHPOPMALTUOHHON CHCTEMBI.

2.JlelicTBHE WU TIOCTIEAOBATEIBLHOCTD CBSI3aHHBIX MEXKIY
c000i1 IefCTBHIA, UCTIONB3YIOMINX YI3BUMOCTH
MH(POPMALMOHHON CUCTEMBI, ¥ IPUBOASIINX K HAPYLICHUIO
MOJIUTUKY O€30MacHOCTH.

3.Ucnonp3oBanue ommOOK B MPOrpaMMHOM 00ECTICUeHUH.
4. VICKITIIOYNTENBHO HECAHKIIMOHUPOBAHHBIN JOCTYH B
CHCTEMY.

21.

Kakum 06pazom GyHKIMOHUPYIOT
CHCTEMBI OOHAPYKEHHUS aTak Ha yPOBHE
y3na?

I.OCYHICCTBJIHIOT MOHUTOPHUHI' aAKTUBHOCTU OJHOTO y3Jia B
CeTH.

2.0cymIecTBISIOT MOHUTOPHHT aKTUBHOCTH BCEX CETMEHTOB
CETH.

3.0cymIecTBIAIOT KOHCOIUIAIUIO  XpaHEHUE KypPHAJIOB
COOBITHI OT Pa3INYHBIX HUCTOYHUKOB.

4.I1peaoCTaBIsSIFOT MHCTPYMEHTHI JIIsl aHAIM3a COOBITHH U
pa3bopa MHIIUICHTOB.

22.

Kakum 06pazom (GyHKIMOHUPYIOT
CHCTEMBI OOHAPYKEHUS aTak Ha yPOBHE
ceru?

1.OcyIecTBISIIOT MOHUTOPHHT CETEBOTO CETMEHTA.
2.0CyIIEeCTRISIOT MOHUTOPUHT aKTUBHOCTH OJTHOTO y3J1a B
CETH.

3.0cymIeCcTBIAIOT KOHCOIHUIAIUIO 1 XpaHEHHUE KypPHAJIOB
COOBITHI OT PA3TUYHBIX HCTOUHUKOB.

4.TIpemocTaBIIsIOT HHCTPYMEHTHI JUIS aHATM3a COOBITHI U
pa3bopa MHIIUICHTOB.

23.

UTo U3 nepeurcICHHOI0 CIIoco0Ha
BEIIBIATL SIEM cuctema?

1.BupycHble SnHIeMHUHN WK OTJENIbHBIE BUPYCHBIE 3apaskeHHUS,
HE yJaJIeHHBIC BUPYCHI, OAKIIOPHI M TPOSTHEL.

2. ITonbITKH HECAaHKIIMOHHUPOBAHHOTO JIOCTYTIA K
KOH(UACHIIMAIBHON MH(DOpMaLnu.

3.®poa 1 MOIIEHHUYECTBO.

4.Bce OTBETHI BEPHBI.

24,

UTo U3 NepevrcIeHHOTO BBITOJIHSET
SIEM cucrema?

1.Texuomorust SIEM orciexuBaer MHIMIAECHTEI 0€30IMaCHOCTH
B KOPIIOPAaTHBHOM CETH.

2.Texnonorusa SIEM ananu3upyer >KypHaibl IPUIOKEHHH,
COCTOSTHHE XOCTOB, CUCTEMHBIE BBI3OBBI.

3.Texuomorust SIEM ocyIecTBIsIET KOHCOTHIAIMNIO U
XpaHEHHUE KypHAJIOB COOBITHI OT pa3IMYHBIX HCTOYHHUKOB.
4.Texnonorust SIEM renepupyeT ONOBEUIEHNSI U BBIOJIHAET
ayJuT BCEX JEUCTBUH, CBA3AHHBIX C MHIIUJEHTOM.

25.

UTO M3 MEepEINCICHHOTO SBIISETCS
ocHOBHBEIMH 3amauamMu SIEM cucrembr?

1.C6op, 00paboTKa 1 aHAJIN3 COOBITHIA OE30TTaCHOCTH.
2.CxaHupoBaHHe Ha HATMYHE yI3BUMOCTEHN KaK C YYETHOM
3allUChI0 aAMUHUCTPATOpa, TaK U 0e3 Hee.

3.Perucrpanust ”HIUACHTOB B PEKHUME PEATHbHOTO BPEMEHH.
4. TTouck octaTOYHON MH(POPMALIMHK 10 KIIIOYSBBIM CIIOBAM Ha
HOCHUTENISIX AaHHBIX BHE 3aBUCUMOCTH OT (aiyIoBOM

CTPYKTYPBHL.
5.0nepaTrBHAas OLIEHKA 3allMIICHHOCTH HH()OPMAIIMOHHBIX,
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TENEKOMMYHHUKAIMOHHBIX U IPYTUX KPUTHUCCKH BAKHBIX
pecypcoB.

26.

UTo U3 NepeUHCICHHOTO SIBJISCTCS
ocHOBHBEIMH 3agadamu SIEM cucrembr?

1.AHanu3 U ynpaBJicHHE PUCKaMH OE30MTaCHOCTH.
2.MlHBeHTapH3anus MPOrpaMMHBIX U allllapaTHBIX CPENICTB
JIOKaJbHOM CUCTEMBI, BKIIOYasi HCTOPHUIO MOAKIIOUCHUN K
OCCIPOBOTHBIM CETSIM, JaHHBIC CUCTECMHBIX,
KOMMYHUKAIIMOHHBIX U TIepr(hepHIfHBIX yCTPOUCTB.
3.IlpoBeaeHue paccienoBaHuil HHITUACHTOB.

4 Ilpunsitie 3¢ (HEeKTUBHBIX PEUICHHIA IO 3alUTEe HHPOPMAITUH.
5.®opMHUpPOBAHUE OTYETHBIX JOKYMEHTOB.

217.

Y10 Takoe 3alHUIeHHBIA KaHall CBI3U?

1. T'apaaTrpoBaHHOE HCKITFOUCHHE JTIOOBIX aTaK B PeaIbHOM
BPEMEHH Ha KaHAaJI CBSI3U.

2.TI'apaHTHpOBaHHOE HCKJIIOUYEHHE JOCTYMA K MepeJaBaeMoi
WH(GOPMAITUH TPETHUX JIUI.

3. l'apanTHpOBaHHAS COXPAHHOCTD TOJBKO BasKHOM
WHPOpPMALIUH.

28.

s xakux 1eneid npeanazHadeH ViPNet
Coordinator?

1. st 3ammthel cerMeHToB [P-ceteid.

2. Jlng co3manus VPN-cetn Ha ocHOBe TexHonorun ViPNet.
3. g 3amuThl Tpaduka, meperaBaeMoro 1mo OTKPBITEIM
KaHaJlaM CBSI3H.

4. J1ns1 koopauHaIuK paboThl Y3J10B 3alTUIICHHOM CETH.

29.

B ueM cocToUT mpeuMyLIECTBO
texHosoruu VPN Ha ocHOBe
CUMMETPUYHOM Kpunrorpapuu?

1.ITozBomstrOT OBICTPO TIOCTPOUTH VPN-ceTh moboi
MacIITaOHOCTH, He OOpaIasi BHUMaHUs Ha aJpeCcHYI0
CTPYKTYpY.

2.ITo3BounsroT pazmemmars VPN-Moaynu Ha KOMIIbIOTEpax
BHYTPH JIOKaJIbHBIX CeTei, 3amuieHHbx NAT-ycTpoiicTBamu.
3.ITo3BossatoT pasmemats VPN-Mo1ymu Ha KOMITBIOTEPAX 32
[IPEAEIaMHU JTOKAJIBHBIX CETEH.

4.ITozBomsitoT pazmemiatb VPN-monynu Ha VPN-nutro3ax Ha
IpaHMLE JIOKAJIbHBIX CETEH.

30.

Kakne GpyHKIMM U3 TIEpEUNCITIEHHBIX
soinosigaeT ViPNet Coordinator?

1 .BeimonHsieT GyHKIIMHT IEPCOHATBHOTO U MEKCETEBOTO
JKpaHa.

2.Co3nanue u Mmoaudukaius cTpykTypsl cetn ViPNet.
3.Co3aeT TyHHEI! JUIsl OpraHu3aliy 3alUIIEHHBIX
COEJIMHEHHH C OTKPBITBIMHU y3JIaMHU.

31.

Kakue QyHKIIUM U3 TePEUnCIICHHBIX
seintosiaseT ViPNet Coordinator?

1.I1o3BoMNIsIET pa3ienuTh JOCTYH 3AIIUIIEHHBIX y3JI0B B
HHTEpHET U K pecypcaM JIOKaIbHON CETH.

2.PasrpanuueHue ypoBHEN OJTHOMOYHUHN MOJIB30BATENEH CETH
ViPNet.

3.I1o3BosI€T UCKITIOUNTD JTFOOBIE aTaKK B pealbHOM BPEMEHU
Ha KOMIBIOTEPHI JIOKAJIHHOU CETH.

32.

Kakne QpyHKIMM U3 TIEpEUNCITIEHHBIX
soinosigaeT ViPNet Coordinator?

1.Co3nanue n moaudukanus cTpykTypsl cetn ViPNet.
2.Uznanue u ynpapnenne ceptudukaTaMu MoJIb30BaTeeH.
3. OcymiectBiusier Tpancisuto aapecos (NAT) s
MPOXOJISIIET0 Yepe3 KOOPAMHATOP OTKPHITOrO TpadHka.

33.

W3 xakux koMIoHeHTOB cocTouT ViPNet
Administrator?

1.Y mocTOBEpSIOMINN TIEHTP.

2.1leHTp ympaBiIeHHS CETHIO.

3.Y aocToBEpAIOUINIA U KIHOYEBOH LIEHTD.
4 KiroueBoi HEHTp.

34.

Kakne QpyHKIIMM U3 TIEpeUnCIIEHHBIX
BeIMONHsET LleHTp ynpaBnenus ceTpro?

1.Co3nanue n mopudukanms cTpyktypsl cetn ViPNet.
2.Uznanue u ynpapnenne ceptuduKaTaMu MoJIb30BaTeeH.
3.0tmpaBKa KIII04YEBOi U clipaBoYHON HH(OpMAaIHH,
oOHosnenuit I10 ViPNet Ha ceTeBble y37bl.

35.

Kakue QyHKIIMHN U3 TePEUnCIICHHBIX
BeIMONHsET LleHTp ynpaBnenus ceTpro?

1.BemomnHseT QyHKIIUN TEPCOHATHHOTO M MEKCETEBOTO
JKpaHa.

2.Pa3rpaHuueHune ypoBHEHN MOJIHOMOYHI MTOJIb30BaTENEH CETH
ViPNet.

3.ITo3BoJIsIET UCKITIOYUTS JTIFOOBIC aTaKW B PEATbHOM BPEMEHHU
Ha KOMIIBIOTEPHI JTIOKAJTbHON CETH.

36.

Kakne QyHKIINM W3 IepeunciIeHHbIX

1.®opMUpOBaHUE U YIPABIECHHUE KIIOYEBON CTPYKTYPOH CETH.
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BBITIOJIHSAET Y JOCTOBEPSIOLIUN U
KJIFOUE€BOU LEHTP?

2.Uznanve u ynpapneHue cepTuuKaTaMu MOJIb30BaTeleH.
3.0tmpaBKa KII04YEBOil U clipaBoYHON HH(OpMaIHH,
obnosnenuit I10 ViPNet Ha ceTeBbIe Y3IIHL.

37.

Kakwe 3anvcu TOJDKHBI BECTUCH MPH
aynure?

1.Bxoa/BeIxo 1OIL30BaTENIEH.
2.HeynauyHble NOMBITKH BXO/Ia.
3.Bce cuctemMuble COOBITHUS
4.3aBHCHUT OT YPOBHS ayJuTa.

38.

UTo 13 mepevrcIIEHHOTO OTHOCHTCS K
JIOKAJILHOMY ayJUTy HH()OPMAIIMOHHON
0e30IaCHOCTH KOPIIOPATUBHOM CHCTEMBI?

1.AyauT CTOWKOCTH MTapoJied ISl OTIEPAIOHHBIX CUCTEM.

2. ITonck octaToYHOI MHPOPMALIUH IO KIFOUYEBBIM CJIOBaM Ha
HOCHUTEIISIX JAaHHBIX BHE 3aBHCHMOCTH OT (DaifitoBO#
CTPYKTYPBHL.

3.be3arenTHOE CKaHMpPOBaHNME HA HAJTMYHE YA3BUMOCTEH Kak C
YUETHOMH 3allMChI0 a]MHHUCTPATOpa, TaK 1 0e3 Hee.

4.0OuncTka MHPOPMAIUK Ha HOCUTEISIX JAHHBIX IIyTEM
MHOTOKpaTHOTO 3aTupanus ¢aiinos no cranaapram ['OCT,
BSI, FIPS, DoD.

5.KoHTpoIb TIOSIBIIEHUST HOBBIX CETEBBIX y3JIOB M CEPBUCOB,
uaeaTudukanus OC 1 IpUITOKEHHIA, TPACCHPOBKA MapIIPYTOB
nepeaadyun JaHHbIX, IOCTPOCHUC TOIIOJIOTIMKU CETHU OpraHnu3aluu.

39.

YTo U3 MepeuncIeHHOr0 OTHOCHTCS K
CEeTeBOMY ayaHUTy HH()OPMAIIMOHHOM
0€30I1acHOCTH KOPIIOPATHBHOM CHCTEMBI?

1.06HapyxeHue, CKAHUPOBAHUE U MTPOBEJICHUE aKTUBHBIX U
MACCHUBHBIX aTaK METOJIOM MMOA00pa Mapoieii B 0eCIpOBOTHBIX
cetsix ¢ WEP, WPA u WPA-2 mudposanuem.
2.MlHBeHTapu3aIus MPOrpaMMHBIX H allllapaTHBIX CPEJICTB
JIOKaJIbHOM CUCTEMBI, BKIKOYasi HICTOPUIO MOAKIIOUYEHHNA K
0eCITPOBOTHBIM CETSIM, KOMMYHUKAI[HOHHBIX U NepupepruitHbIX
YCTPOMCTB.

3.CpaBHEHHE OTYETOB, KOTOPOE TO3BOJIAECT OTCICKUBATH
W3MEHEHUS! KOHUTYpAIIMH CHCTEMBI.

4.Ayaut HacTpoek KoMIriekca cpeacTs 3amuTsl OC
CrieIMaibHOro Ha3HaYeHus «Astra Linux Special Edition» mo
TpeOoBaHUAM 0€30IMaCHOCTH.

40.

YTo U3 MepeuncIeHHOro OTHOCHTCS K
CETEBOMY ayJIUTy HH(OPMAIMOHHON
0€30I1acHOCTH KOPIIOPATHBHOM CHCTEMBI?

1.MlHBeHTapH3anys MPOrpaMMHBIX U allllapaTHBIX CPENCTB
JIOKAJIbHOM CHCTEMBI, BKJIIOYasi HCTOPHUIO MOIKIIOUEHUH K
0eCITPOBOTHBIM CETSIM, JIaHHBIE CHCTEMHBIX,
KOMMYHHMKALIMOHHBIX U TIEpU(EPUIHBIX YCTPOHCTB.
2.IIpoBepka CTOWKOCTH Mapoiel BCEX CETEBBIX CEPBUCOB,
TpeOYIONINX aBTOPHU3AIINH.

3.Ilowck moAXOMAIINX IKCIUIOMTOB HA OCHOBE COOPaHHOM
nHpOopMaIuu 06 y3ie.

4 IlepexBat u aHanu3 Tpaguka, GUIBTPAIHS COACPKUMOTO
MepeaBacMbIX JaHHBIX, & TAK)KE PeaTn3alys aTak TUIa
MITM.

5.IloxcyeT KOHTPOJIBHBIX CyMM 33JaHHBIX TATOK U (ailyioB Mo
aJropuTMaMm, BKJIHYasi AJITOPUTMBI BBICOKOM CTOMKOCTH K

atakam ['OCT P 34.11-94, TOCT P 34.11-2012.

41.

Jig gero ucnone3ytoT ckanep BC?

1. C nomonisto Cxkanepa-BC MOXHO BBIABIATh HICTOYHUKH
BTOPKEHHI 1 CETEBHIX aTak.

2.C nomomsto Ckanepa-BC MOXKHO IPOBOIUTE TECTUPOBAHHE
Ha IPOHUKHOBEHUE.

3.C momomnipro Crkanepa-BC MOXKHO TPOBOJUTH aHAIIN3
KOH(HTYpaIUH.

4. C nomoisto Cxanepa-BC MOXHO BBISBIATH HCTOUHUKHU
aTaKW: UHCAM WIN B3JIOM.

42.

st wero ucnonb3yroT ckanep BC?

1.C momomipio Cxanepa-BC MOXHO TPOBOIUTH CKAHUPOBAHNE
YSI3BUMOCTEH.

2. C nomomnisto Cxanepa-BC MOXHO BBIABIATh HICTOUHUKU
BTOP)KEHHUM U CETEBBIC aTaKy.

3.C nomomisio Crxanepa-BC M0oXkHO opraHn30BaTh
HETPEPHIBHBIA KOHTPOJIb 3aIIUIICHHOCTH.

4. Bce OTBETHI BEPHBI.
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43.

UTo 13 nepevrcIieHHOTO OTHOCHTCS K
CETEBOMY ayIUTy WH(OPMAITMOHHOM
0e301acHOCTH KOPIIOPATUBHOMN CHCTEMBI?

1. KoHTpOh MOSIBIEHUS HOBBIX CETEBBIX Y3JI0B U CEPBHCOB,
unaeatudukanus OC 1 IPUITOKCHHIA, TPACCUPOBKA MapIIPYTOB
nepeavun JaHHbIX, IIOCTPOSHHE TOTIOJIOTUN CETH OPTaHU3allnH.
2.0unctka nH(POPMANINY HA HOCUTEISX JAHHBIX IIyTEM
MHOTOKpaTHOTO 3aTupanus ¢aiinos no cranaapram ['OCT,
BSI, FIPS, DoD.

3.be3arenTHOE CKaHMpPOBaHHE HA HATMYHE YI3BUMOCTEH KakK C
YUETHOMH 3aIlMChI0 aJMHHUCTPATOpa, TaK 1 0e3 Hee.

4. Iouck ocTatouHON MH(OPMAIINY TIO KJIIOYEBBIM CIOBaM Ha
HOCHUTEIISIX JAaHHBIX BHE 3aBHCHMOCTH OT (DaifiToBO#
CTPYKTYPBI.

5.@opMupoBaHue OTYETa C TEXHUYECKUMH PEKOMEHJAUIMHI
0 YCTPaHEHHUIO OOHAPYKEHHBIX Opeleil B 3amuTe.

44.

UYTo 13 nepedrciIieHHOI0 OTHOCHUTCS K
JIOKaJbHOMY ayAuTy HH()OPMAIIMOHHOM
0€e30MacHOCTH KOPIIOPAaTUBHOM CHCTEMBbI?

1.MlHBeHTapu3aLus IPOrpaMMHBIX U alllapaTHBIX CPEACTB
JIOKaJIbHOM CHUCTEMBI, BKJIIOUYas TapaMeTphl YCTaHOBJIEHHBIX
OTIEPaLIMOHHBIX CUCTEM, IIPOrpaMMHOE oOecrieueHue,
MH(POPMALHIIO O MOJIb30BATENAX CUCTEMBI.

2.IIpoBepka CTOMKOCTH MapoJiel BCEX CETEBBIX CEPBUCOB,
TpeOYIOIINX aBTOPHU3ALINH.

3.Ilowck moAXOMAIINX IKCIUIONTOB HA OCHOBE COOPaHHOM
nH(pOopMaIuu 06 y3ie.

4 VluBeHTapu3alys IPOrpaMMHBIX U allllapaTHBIX CPEICTB
JIOKAJIbHOM CHUCTEMBI, BKIIIOYasi HCTOPUIO MOIKIIOYEHUH K
0ecIIpOBOIHBIM CETSIM, JaHHBIE CUCTEMHBIX,
KOMMYHHMKALIMOHHBIX U IepU(epUIHBIX YCTPOHCTB.

45.

UTto U3 nepevyncIeHHOro OTHOCUTCS K
JIOKaJTbHOMY ayAuTy MH()OPMaIIMOHHOM
0e301MacHOCTH KOPIIOPATUBHON CHCTEMBI?

1.IlepexBat u aHanu3 Tpaduka, GUILTPALNS COACPKUMOTO
nepesaBaeMbIX JaHHBIX, a TAK)KE pean3alis aTak TUIa
MITM.

2.CpaBHEHHE OTUETOB, KOTOPOE MO3BOJISIET OTCIICKUBATD
W3MEHEHUS! KOHQUTYpaIui CUCTEMBI.

3.®opMupoBaHKe OTYETa C TEXHUYECKUMH PEKOMEHJAINIMHI
M0 YCTPaHEHHIO OOHAPYKEHHBIX OpelIei B 3aluTe.
5.IloacueT KOHTPOJIBHBIX CYMM 33/IaHHBIX MAOK U (HaiiyioB Mo
aIropuTMaM, BKIIFOUYas aJlTOPUTMBI BEICOKOW CTOMKOCTH K
atakam ['OCT P 34.11-94, TOCT P 34.11-2012.

46.

Yo Takoe ananu3 3anunieHHoctr UT-
HHPPACTPYKTYPHI?

1.AHanmu3 3aUIIEHHOCTH — 3TO KOHTPOIUPYEMOE
TEXHUYIECKOE BO3/ICHCTBIE, HAIPABICHHOE HA BHISIBIICHUE
MUHHUMAJILHOTO KOJIMUECTBa ysI3BUMOCTEN B uccieayemoit UT-
UHPPACTPYKTYpE.

2.AHanu3 3anUIEeHHOCTH — 3TO KOHTPOJIUPYEMOe
TEXHHUYECKOE BO3/ICHCTBIE, HAPABICHHOE HA BHISIBICHUE
MaKCHMAJIBPHOTO KOJIMYECTBa YSA3BUMOCTEHN U HEJOCTATKOB B
uccneayemort UT-undpactpykrype wim nHGOpMaIMOHHOMH
crucTeMe.

3.AHanu3 3alUIIEHHOCTH — 3TO OPraHU3aluOHHOE
BO3MICHICTBHE, HAIIPABICHHOE Ha BBISIBICHHE MIOTEPH OT YIPO3HI
nHGOPMAIMOHHOM Oe30macHoCcTH B ucchaeayemoi UT-
MHPPACTPYKTYpe Wi HHHOPMAIIMOHHON CUCTEME.

47

Uro mpoucxoaut B HHOOPMAIIMOHHOM
cUCcTeMe Ipu ucnoibp3oBannu [DS?

1.Bo3zpacraer BO3MOXKHOCTb ONPEACICHUS IPeaMOyIIbl aTaKH.
2.Bo3pacTtaeT BO3MOXXHOCTD (PMIBTPOBaHUA TpaduKa.
3.Bo3pacTaer BO3MOKHOCTb OIpeIeJIeHHs] OITUMAILHOTO
MapuipyTa JUis KaJI0ro Biaa Tpaduka.

4.Bo3pacTaeT BO3MOKHOCTh PACKPBITHSI OCYIIIECTBICHHON
aTaKH.

48.

Kakum o6pazom MoryT OBITH
peanusosansl IDS?

1.Tonpko mporpaMMHO.

2.TonpKo anmaparHo.

3. TonbKO COBMECTHO C MEXKCETEBBIM IKPAHOM.
4. Kak nporpaMMHO, TaK | aIapaTHoO.

49,

Kakue npaBuia ucnoiabp30BaHus
pPECypCOB CETH NPUMEHSIIOT IS

1.IlpaBuna puIbTpaLii MEKCETEBOTO SKpaHa.
2.CycKH ynpaBiIeHHsl JOCTYIIOM
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pasrpaHUYeHus 10CTyIla Ha yPOBHE
¢aitnoBoii cucremsr?

3.B/] monuTHK 6E30IMacHOCTH.
4.Cnucky pa3pemeHHbIX peCypCoB.

50.

Kakue 3aaun pematorcs npu
MIPOBEJICHUH aHAJIN3a 3AIUILEHHOCTH?

1.BrmonHenue TpeOOBaHMIA PETYISATOPOB.
2.IlonydeHue npeAcTaBIeHNs O TEKYIIEM YPOBHE
3aIUIIEHHOCTH CUCTEMBI.

3.0Onenka 3ammmeHHocTH UT-uHppacTpykTyps! 1

3¢ (HeKTHBHOCTH UCTIOIB3yEMBIX MEXaHU3MOB 3aIlIHTHI.
4.TlomyyeHne moApoOHOI KapTUHBI YSA3BUMOCTEH 1
HEJOCTATKOB HCCIEAYEMON CUCTEMBIL.

5.Bce, nepedyncI€HHOE B OCTAJIbHBIX IYHKTAX.

51.

KakoBbI mpenMyIecTBa UCTIOJIB30BaHUS
CHCTEMBbl YHU(PHUIINPOBAHHOTO
YIpaBIeHUs yTpo3amu?

1.YBenu4uuBaeTcs MPOIyCKHAs CIIOCOOHOCTh CETH.
2.YMEHBIIIAeTCs CII0KHOCTD YIPaBICHUS.
3.YBenmnuuBaeTcs 0€301MacHOCTh CETEBOTO TIEPUMETPA.
4.YMeHbIIAeTCs] KOJHMYECTBO MOIMBITOK
HECaHKIMOHUPOBAHHOTO JOCTYIIA.

52.

Kormga pekoMenayercs mpoBOIUTE
paboThI IO aHATTU3Y 3AIUIICHHOCTH?

1.ITpu nepBHYHOHN ycTaHOBKE HHPOPMAITHOHHON CHCTEMBI.
2.11pu mybnukauu HOBOM Bepcwun ncnoibzyemoit MC.
3.Ilpu BHeCEHUH CYIIECTBEHHBIX U3MEHEHUH B CUCTEMY WM

UHPPACTPYKTYPY.
4.Bce, nepevrcICHHOE B OCTAIbHBIX MYHKTAX.

53.

st Kakux 1enei NpUMEHSIOT CUCTEMY
KOHTpoJIA JocTymna’?

1.IIpenoTBpaTuTh NPOHUKHOBEHUE HA YACTHYIO TEPPUTOPHUIO
MOCTOPOHHHMX JIHII.

2.0praHu3oBaTh y4eT padovero BpeMeHH, PUKCALIUI0 BPEMEHU
BBE3/1a U BbI€3/1a TPAHCIIOPTHBIX CPEIICTB.

3.3auTUTh MaTepraIbHbIe [IEHHOCTH, BKIIIOYAs
MPOU3BOACTBEHHOE U 0(PpHCHOE 000PYAOBaHUE, OT
MOBPEXKICHUN U KPaXKH.

4.Bce OTBEThI BEpHBI.

54.

Uro ananuzupyertcs B IDS npu
OTIPEJICIICHHUH 3JI0yTIOTPeOIeHI?

1. AHaMU3UPYIOTCS COOBITHS HA COOTBETCTBUE HEKOTOPHIM
o0pasiam, Ha3bIBAEMBIM «CUTHATYPaMH aTaK».
2.AHaIM3UPYIOTCS COOBITHS IS OOHAPYKESHHUS HEOKUIAHHOTO
TIOBEJICHUSI.

3.AHanM3MPYIOTCS MOAIUCH B cCepTH(UKATaX OTKPHITOTO
KITFOYa.

4. AHanmu3upyeTcst 4acTOTa BOSHUKHOBEHUS! HEKOTOPOTO
COOBITHSI.

55.

Uro ananuzupyertcs B IDS npu
ONpeeICHUN aHOMAIH?

1.AHanu3upyeTcs 4acToTa BOZHUKHOBEHHS HEKOTOPOTO
COOBITHSL.

2.AHaIU3UPYIOTCS pa3inyHble CTATUCTHYECKHUE U
3BPUCTUYECKHE METPUKH.

3.AHanu3UPYOTCS COOBITHS HA COOTBETCTBHE HEKOTOPHIM
o0pa3uam, Ha3bIBAEMBIM «CHUTHATYpaMH aTaK».

4. AHanu3upyeTcsl NCKIIOYUTENILHO HHTEHCHBHOCTD TpaduKa.

56.

Kakune maru cinenyer npeJnpuHsITh IpU
O0OHapyXEHUH MOI03PUTEIHHOTO

Tpaduka?

1. UnenTuduimpoBats cucteMy.

2.3anuchIBaTh B )KypHaJ CBEJECHHS O TOMOIHUTEIBHOM
Tpadrke MeKAy HCTOYHUKOM U ITYHKTOM Ha3HA4YEHUsI.
3.3a0JI0KMpOBATh yIAJICHHYIO CHCTEMY.

4.3anuceIBaTh B XypHaI BeCh Tpa(UK, HCXOMSIINHA U3

HCTOYHHKA.

57.

UTo MOTYT OIIpeNenTh aTaKu
CKaHHUPOBaHUS?

1. Tonosoruto 1eneBoi ceTy.

2.Tumel ceTeBoro Tpaduka, MPOMycKaeMble MEXKCETEBBIM
9KpaHOM.

3.Homepa Bepcwii anst Bcero ooHapyxkenHoro I10.

4.Bce OTBETHI BEPHHI.

58.

KaxkoBbl 001mme cBOHCTBa CUCTEM
aHaJIM3a ysI3BUMOCTEH M CUCTEM
0OHApYKCHHSI BTOPYKCHHH ?

1.1 Te, u npyrue cieasT 3a KOHKPETHBIMHA CUMIITOMAaMHU
MPOHUKHOBEHHUS U APYTUMH HAPYIICHUSIMU TTOTUTHKH
0e3o0macHOCTH.

2.1 te, u apyrue MoryT GUILTPOBATH TpaduK.

3.U e, u npyrue Moryt mudpoBaTh TpauK.
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4. te, u gpyrre MOTYT ayTeHTH()HUIUPOBATH NOIH30BATETICH.

59. | KakoBsl mpenmyIIecTBa UCTIONB30BaHusl | 1.B03MOXKHOCTH IMETh peakLuIo Ha aTaKy.

IDS? 2.B03MOKHOCTD OJIOKMPOBAHUSI ATaKH.

3.BrInonHeHne JOKyMEHTUPOBAHHS CYIIECTBYIOMNX YIPo3
JUTSL CETU M CUCTEM.

4.Het He00X0IMMOCTH B MEKCETEBBIX IKpaHaX.

60. | Jus xakux neneit ycranapnupaercs IDS? | 1.00HapykeHHe aTak

2.IlpemoTBpamenye aTak

3.00HapyKeHue HapyIICHUI TTOJTUTHKH 0€30MTaCHOCTH.
4.1loBbllIeHUE HAIC)KHOCTH CHCTEMBI.

biiok 3aianuii OTKPBITOrO TUIIA
®opmupyemsie [1K 3.1 - TIK 3.3, OK 01 — OK 11

1.C KaKo¥H 1eJbI0 MPOBOAUTCS AHAIN3 3ALUILEHHOCTH 00BEKTa 3aluThl MH(opMauu?

2.Kakue cpencrBa yaiie BCErO HCIOJIB3YIOTCS Ul MPOBEAEHUs aHanu3a 3amuiieHHoctu UT-
HH(PpaCTPyKTyphI?

3.'me ycraHaBmMBaeTCAd CHCTEMa OOHApPYKEHHs BTOPKEHHH YpPOBHS CETH W YTO OHA
KOHTPOJIUPYET?

4T'me ycraHaBiIMBAaeTCs CHUCTeMa OOHApYXKEHHsS BTOPKEHHH YpOBHS Yy31a M 4YTO OHA
aHanu3upyer?

5.Kakue cucrembl aBTOMATU3UPYIOT IMPOLIECC YNPABICHHUS YYETHBIMU 3alUCAMHU, HaAIPUMED,
YIIPaBJIAIOT IPOLIECCOM IO CO3/IaHUI0, U3MEHEHHIO U OJIOKMPOBAHUIO YUETHBIX 3alIUCcen?

6. Kakoe mporpamMmmHOe pelieHHe, BBICTYIACT B POJH TOCPEIHHKA MEXIY I0JIb30BaTelIeM
Opayzepa 1 BeO-cepBepoM, NOAMEHSS cepTU(UKATHI [T0JIb30BaTENs U cepBepa?

7. Kakoe mporpaMMHOE peEIlI€HHE BBICTYHNACT B POJM IOCPEAHHMKA MEXKIY I0JIb30BaTEIEM
Opay3epa 1 BeO-cepBepOM, U 3allMIIAeT BHYTPEHHUE BeO-pecypchl OpraHu3aiu’?

8.Kakast Mmozmenp nocryna Oasupyercs Ha SBHO 3aJaHHBIX JUIsI KaKJOTO IOJIb30BaTENsl MpaBax
JocTyna K oObeKkTaM MH(pOpPMAalUU, ¥ HPEACTaBISAIOTCS B BHJE MaTpPUIbl, B KOTOPOH YKa3bIBAIOTCA
MTOJIHOMOYHSI OTHOCUTEIBHO KaXKI0ro 00bekTa nHpopMauu?

9.B kakoif Mojenu J0cTyna BceM CyObeKTaM (COTpyIHUKaM) U oObekTaM ((aitnam, mankam u
T.J.) HA3HAYar0TCsl METKH (MaHAAThl), COOTBETCTBYIOIINE PA3HBIM YPOBHSAM KOH(UIEHIIMATBHOCTH?

10.Kakoii KOMIOHEHT ympaBiIeHUs: JOCTYIOM TpeOyeT OT MojIb30BaTeNel NOATBEPKIACHUS CBOESH
JIMYHOCTH C KUCIOJIb30BAHUEM KaK MMHUMYM JBYX WK OoJiee pa3auuHbIX (aKkTOpOB MPOBEPKHU, NMPEXKIE
YeM MOJIY4YHUTh AOCTYI K KaKOMY-JTHO0 pecypcy?

11.Kakoif OTKpBITBIH CTaHAAPT CUCTEMBl AYTEHTU(PUKAIMK TMPEJOCTaBISAET IOJIb30BATEINIO
BO3MOKHOCTbh CO3JIaHMsI €MHOIN Y4ETHOW 3amucH JUIs ayTeHTU(UKAIMY HA MHOXKECTBE HE CBS3aHHBIX
JPYT € APYrOM UHTEPHET-PECYPCOB, UCIOJB3YS YCIYTH TPEThUX JIULL?

12.Kaxoii maposb, 1eHCTBUTENEH TOJIBKO Ul OAHOTO CeaHca ayTeHTH(UKAINUHU, eHCTBUE ITOTO
MapoJIst TAKXKE MOKET OBITH OTPAHUYEHO OMPEEIEHHBIM TPOMEXYTKOM BpeMEeHH?

13. Kak Ha3bIBaeTCsi TEXHOJIOTHS OAHOKPAaTHOIO BBOJA YYETHBIX JAHHBIX A JOCTyNa K
HECKOJIbKUM CHCTeMaM/TIPHIIOKEHUIM?

14.Kakoii kjacc peuieHuid oOecrneyrBaeT KOHTPOJIb W 3alIUTy MOOWJIBHBIX YCTpPOWCTB,
HCIIOJIB3YEMBIX OpraHu3alen u €€ COTpyIHUKamMu?

15. Kak HasbiBaeTcst HaOOp pacnpenen€HHBIX CIy)XO0 M KOMIIOHEHTOB, HCIIOJIb3YeMbIX IS
MOAJEPKKH KPUIITO33/1a4, Ha OCHOBE 3aKPHITOI0 U OTKPBITOTO KIIH0Yei?

16.Kak Ha3bIBaeTCs MPOLECC OLEHKH MTOJA03PUTENBHBIX JEMCTBUM B 3aIIUIAEMON CETH, KOTOPBIN
peayinzyeTcsl TM00 aHaIM30M KYPHAJIOB PETUCTPALUU ONEPALIMOHHONW CHCTEMBI U MPHJIOKEHUH, OO0
ceTreBoro tpaduka?

17.CKOABKO BBIAENAIOT KJIACCOB CHCTEM OOHApYXEHUS aTak 10 NPUHLUITY pealu3allui U Kakue?

18.B kakoM mojxojie K 0OHapyKEHHUIO aTaKk CUCTEMbl OOHAPY)KEHUS aTaK OCYILECTBIISIOT MOUCK
11120JIOHOB U3BECTHBIX aTAK B CETEBOM Tpa(MKe UM BHICOKOYPOBHEBBIX IaHHBIX?

19. B kakoM monxoie K OOHApy>KEHHIO aTaK CHCTEMbl OOHapy)KEHHUS aTaKk MMEIOT MpOoQuib
HOpPMaJIbHOW aKTUBHOCTH CUCTEMBI U IETEKTUPYIOT OTKJIOHEHHUS OT HEro?

20.Kakue cuctemMbl 0OHapYKEHHUS aTak, COCTOAT M3 MHOXkecTBa IDS, KoTOpbIe pacrnonokeHsl B
pa3IUYHBIX yYacTKaX CETH, CBSI3aHbI MEXY COOO0 U C LIEHTPaIbHBIM YIPaBIISIOIUM cepBeEpOM?
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21.Kakue mporpaMMHBIE WJIM allliapaTHBIE CUCTEMBI CETEBON M KOMIBIOTEPHOUN 0€30MMacHOCTH
00HapyXKUBAIOT BTOPKCHHSI W aBTOMATUYECKH 3aIIHUIIAIOT OT HUX?

22.Kak Ha3bpIBalOT JBa OCHOBHBIX dTama paboOT MO aHAIW3y 3allMIICHHOCTH, MPOBOIUMBIX I10
OTHOLIEHUIO K IEPUMETPY KOPIIOPATUBHOI ceTn?

23.Kakue mporpaMMbl CIIOCOOHBI TTEpEXBAThIBATh U aHAJIM3UPOBATh CETEBOW TpadUK U MOJIE3HBI
B TE€X CIy4asX, KOTJia Hy)KHO M3BJEYb M3 IMOTOKA JaHHBIX Kakue-TuO0 CBEACHHS (Hampumep, Mapoiin),
WM TIPOBECTU AUATHOCTUKY CeTH?

24 Kakue mporpaMMbl UCIIOIB3YIOTCS U1l YIAIEHHOTO YIPaBJICHUS padOYMMHU CTaHIUSMHU WA
JIPYTMMH KOMITBIOTEPHBIMU yCTpOcTBaMU?

25. Kak Ha3pIBaeTCsl mpoIecc NMPOBEPKU MHPPACTPYKTYPHl KOMIAHUM HA HAJHMYUE MPOoOIeM U
CI1a0bIX MECT, KOTOPHIE MOTYT OBbITh CBSI3aHBI C OIIMOKAMU KOH(PUTYpalluu WK Ucnoib3yeMbiM [107?

26. Kakme mnporpaMMHbIE U ammapaTHbIE CPEICTBA HCHOJB3YIOTCA s  OOHApyKEHHS
HEaBTOPU30BAHHOT'O BXO/Ia B CUCTEMY, a TAK)KE HEMPABOMEPHBIX U HECAHKIIMOHUPOBAHHBIX IMOMBITOK IO
YIPaBICHUIO 3alIUIAEMON CeThI0?

27. Kak Ha3pIBaeTcsi enuHUIA WH(OPMALMOHHOTO pecypca aBTOMAaTH3UPOBAHHOI CHUCTEMBI,
JOCTYI K KOTOPOH pEeriaMeHTUPYEeTCs IpaBUlaMy pa3rpaHUueHus JocTyna?

28.Kakas ydeTHas 3amuch UMeeT OOJbIle MpaB, YeM CTaHJapTHas y4eTHas 3aluch, 00bEM IMpaB
TaKMX 3aMUCEH 3aBUCUT OT JIOJKHOCTHBIX 00S3aHHOCTEHN U UCIOJIb3YEMBIX TEXHOJIOTUNA?

29.Kak Ha3piBaeTcsi mporecc cObopa u ananu3a uHpopmanuun o6 MC u peanuzoBaHHBIX
OpPraHU3aLMOHHO-TEXHUYECKUX MEpax 3allUThI ISl OLEHKH YPOBHS €€ 3alllUIIEHHOCTH?

30.Kakoii ceTeBoii MPOTOKOJ MPUKIAJAHOTO YPOBHS CIYKUT JUIsSl YAAJIEHHOTO J0CTyMa K (aiinam,
IPUHTEpPaM U JPYTUM CETEBBIM pecypcam, a TaKXKe JIIsl MEKIIPOLIECCHOTO B3aUMOJICHCTBUSA?

31.Kakoii kpunrorpaduveckuii ceTeBOil MPOTOKON CIYXKHUT s O€30MacHOro YIpaBICHUS
CETEBBIMU CITY’k0aMU B HE3alUILIEHHOM ceTn?

32.Kakoii kpuntorpadguyeckuii MPOTOKOI oOOecleyruBaeT 3allUIIEHHYI0 Iepenady IJaHHBIX
Mexay y3namu B cetu UHTepHer?

33.Kakue cpeacta 0e30MacHOCTH MPEAHA3HAUCHBI JIJISl aHAIKM3a 3al[UIIEHHOCTH HHPOpMAIIH B
KOPIOPATUBHBIX CETSIX W MOTYT BBINOJHATH MPOBEPKY CETEBBIX YCTPOMCTB, yueTHbIX 3amuceit OC,
ycTaHOBJIIEHHBIX patch'eii cucremsl 6e3omacHocT OC?

34 Kakast cuctema 0€30MaCHOCTM 3allMINAeT OT HETaTUBHOTO BO3JEHCTBUS BHEIIHUX
3II0YMBIIIJICHHUKOB, @ MMEHHO oT DoS-atak, paGoTbl OOTHETOB, pabOTBI XOCTOB, 3apa’KEHHBIX
TpossHckuM 1O u ceTeBbIMU YepBAMH, cIaM-ceTei ?

35. K kakomy BHUIy MNPOTPaMMHO-TEXHHYECKUX CPEACTB obecreueHus WHGOPMAIMOHHON
0€30MacCHOCTH OTHOCSAT CUCTEMBbI OOHapykeHus u npenorspauienust BropkeHuit (IDS/IPS) u cucrembl
penoTBpalieHus yTeuek konpuuenmanbuoi nagopmanuu (DLP-cuctemsr)?

36. K kakoMy BHAY NpPOrpaMMHO-TEXHHYECKUX CIIOCOOOB U CpPEACTB oOecredeHus
UH(GOPMaIMOHHON 0€30MacCHOCTH OTHOCAT Mapolib; KU AOCTymNa ((PU3NYECKUN I IIIEKTPOHHBIN);
cepTuduKaT?

37. Kakoe C3U1 o0ecrnieuynBaeTr 3alMTy OT 3arpy3KH MPOM3BOJIBHOIO UCIOJIHsAEMOro ¢aiina uium
OoubmoTeku, He 00Mamarmux KoppekTHo D17

38. Kakas cucrema 0€30macHOCTH MO3BOJISIET ONTUMH3UPOBATh OOPAOOTKY M MOHUTOPHHT
JIEUCTBUN YYETHBIX 3aIHCEH C TOBBIIIIEHHBIMU MMPUBUIIETUIMU?

39. Kakast TeXHOJIOTHS HCIIONIB3yeTCs s 3aluThl nHpopMaluu B cetu ViPNet?

40.Yto Takoe HOCUTENH KIIIOUEBOH HHpOpMAIUK?

41. Kakue cymecTByIOT METO/IbI 3alIUThl KAHAJIOB MEepeJaun TaHHbIX?

42. Yto conepXUT KOMIUIEKC CHCTEMHBIX Mep MO OOHapyXEeHHIO BPEIOHOCHON aKTUBHOCTU B
KOpPIOpaTUBHOU ceTu?

43.B ueM CyTh CHTHAaTypHOTO aHajdW3a TpaduKa CETH Mepenadydl NaHHBIX, UIH COMOCTaBICHUS
11abJI0HOB/cUTHATYP?

44. Kak paboTaeT 3BpUCTHUECKUN aHANU3ATOP TpaduKa CETH Mepeaadu JaHHbIX ?

45. JIns 9ero CIy>XKUT KOHTEHT-(PUiIbTp?

46. Yto Takoe MHOTOYpOBHEBas 3amuTa nHpopmanun?

47. 11 KakuXx Lened UCIoJIb3yI0TCs 3aluiieHHbie cetu VPN?

48. Kak peanu3zyercs 3amurta 1aHHbIX B VPN-ceTn?

49. Kakumu criocobamu MO>kHO 1ocTpouTh VPN-kanan?
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50. Kakas VPN 3ammuniaer naHHble, NepelaBaeMble MEXAY Y3JIaMH KOPIOPATUBHOM CETH,
HaxOJSIIUMHCS B OJIHOM CETEeBOM CETMEHTE, W TakKKe MPUMEHSETCS JUIsl pa3/iesieHUus OIHOU
(hU3UYECKOM CEeTH Ha HECKOJIBKO JIOTHUECKHUX ?

51.Kak Ha3piBaeTcsi cBOOOIHAs peanu3auus TexHoisorun VPN mns co3manus 3amm@poBaHHBIX
KaHAJIOB THUIIA TOYKA-TOYKAa WJIM CEpPBEP-KIMEHT, MO3BOJISIIOLIAS YCTAHABIMBATH COCIUHEHUS MEKIY
KoMIIboTepamu, Haxosamumucs 3a NAT-firewall?

52.Kakoil TyHHENbHBIA MPOTOKOJ THIA TOYKA-TOYKA, MO3BOJIIET KOMIBIOTEPY YCTAHABIMBATh
3alIUIIEHHOE COCAMHEHUE C CEPBEPOM 3a CUET CO3/aHMs CIEUUAIBLHOTO TYHHENS B CTaHJIApPTHOM,
HE3aIHUIIEHHON CETU?

53.Kakue BUPTYyalbHBIC CETH DPEATUIYIOTCS Il OOCCIeUeHUsl 3allMIIEHHOTO KaHalla MEXITy
KOpPIIOPATUBHOM CETHIO M MOJIb30BaTENIEM, MOJAKIIOYEHHBIM K 3aIMIIEHHON CETH U3BHE, HalpuMep, ¢
nomarnero [1K?

54 Kakue VPN peanusyloTca TmpoBaijepaMu Jid IPEJOCTABICHHUS JIOCTyINa KIHMEHTaM,
MOIKJTFOYAIONITUMCS TI0 OTHOMY (PU3HUECKOMY KaHAy CBS3H?

55. Kakumu ciocobaMu 3aiuiaroT 0a3sl JaHHBIX ?

56.Kakoe perieHue mo 3ammre OT BUPYCOB MCIIONB3YIOT ISl 3alIUTHI MOJIb30BATENCH OT yrpos,
MPUXOISAIIUX M3BHE (C BeO-CalTOB M 3apakeHHBIX (haliIOB, CKAUMBAEMbIX uepe3 BeO-0paysep)?

57. Kakue mnporpaMMHbIe WA MPOrpaMMHO-aNIapaTHbIE CPEACTBa 3alllUThl ITO3BOJISIOT
OCYHIECTBJIATh 3allyCK ONEPAalMOHHOM CHUCTEMBbl HUCKIIOUUTEIBHO C JIOBEPEHHBIX HOCUTENEH
uHpopManuy (HarpuMmep, )KeCTKUX JTHCKOB)?

58.Kakue VPN ceTu Ha3bIBalOTCS TOBEPUTEIIBHBIMU CETAMU?

59. Kakme mnporpaMMHBIC WM MPOTPAMMHO-ANMAPATHBIC CPEICTBA 3alIUTHI 00CCIICYHBAIOT
OXpaHy JJaHHBIX OT BO3MOXHOM YT€YKU BHYTPU KOMIIAHUU?

60. Jls1g yero Hy>KHO KOHTPOJIUPOBAThH U PETYIUPOBATH JOCTYI MOJIb30BATEICH BHYTPEHHEH CETH
K pecypcam o01e0CTyHON ceTu?

Cocrasui npenogasatens  ['pyoHuk E.M.

3aBeqyrONINi IPAKTUKON Hpanuuuna M. /1.

PACCMOTPEHO

Ha 3aCelaHUU METOIUYECKON
KOMHUCCUU JUCITUITIJINH
CPEACTB MOJABHKHOM CBA3U

[Ipencenarens E.H. Koxxekunna
IIporokosm Ne 20 1.
COI'JTACOBAHO

Ha 3aCeIaHUH METOINYCCKON KOMHCCHT
oOmenpodecCHOHATBHBIX 1 MHOTOKaHATBHBIX
TCIICKOMMYHUKAIITUOHHBIX JUCHOUILJINH

[Ipencenarens Bamenkosa T.B.
IIporokon Ne
« » 20 T.
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[Ipunoxenue 1

®EJIEPAJILHOE TOCY JAPCTBEHHOE BIOJKETHOE OBPA30BATEJILHOE
YYPEXXIEHUE BBICILIETO OBPA30OBAHMSI
«CAHKT-TIETEPBYPI'CKHIA TOCY JAPCTBEHHbBII YHUBEPCUTET
TEJIEKOMMYHUKALIAI YM. TIPO®. M.A. BOHY-BPYEBUYA»
(CIIGT'YT)

CMOJIEHCKHI KOJUIE/DK TEJIEKOMMYHUKALIMHI (GUTUAJT) CIT6IY T
(CKT(¢)CIT6I'YT)

ATTECTAIIMOHHBIA JUCT IO YYEBHOMW NMPAKTHKE

DO

OOyuaromuiics(ascs) Ha Kypce B IpyIie no crnenuansHocT CIIO

11.02.15 MapOKOMMYHHUKAIIMOHHBIE CETH U CUCTEMBI CBSI3U

K00 HaumeHosaHue

YCIEUIHO MpoIiea(jia) y4eOHYH NpPaKTUKY M0 MPOPECCHOHATLHOMY MOJIYIIIO

IIM.03 O6ecnieuenne nHMOOPMAITMOHHON 0€30TTaCHOCTH HH(POKOMMYHHKAIIHOHHBIX CETEH M CUCTEM CBSI3U

HaumeHosaHue npod)eccuonmbnoeo /110()}),7}1

B 00beme 36 wacoBC 202 mo 202 B opraHuzanuu

CMoONeHCKHI KOJUTEIK TeleKOMMYHHKauui (¢puiman) eneparsHOro rocy1apCTBEHHOTO OI0PKETHOTO
00pa3oBaTeIbHOTO yupexIeHus Beiciiero oopazoBanus «CaHkT-IleTepOyprekuii rocyapcTBEHHBbII
YHHUBEPCUTET TelleKOMMYHUKauii uMm. npod. M.A. Bonu-bpyesuday

HAUMEHOBAHUE OPCAHU3AYUU

r. CmoneHck, yi. Kommynuctnueckas, 1.21

opududeckul aopec

Buipl 1 Ka4eCTBO BBIMIOJHEHHS PabOT

Buowl pabom, evinoanennvix cmyoenmom Ommemxa o
60 8peMSsI NPAKMUKU BbINOHEHUU

1. Peanu3zanms noiauTuk 0€30MacHOCTH B CUCTEMAaX M CETSAX Ha MPUMEpE
JMCKPEIIMOHHBIX U MaHJATHBIX MpaB JOCTyma (6 4acos).

2. [IpoBeneHne aHanM3a 3alIMIIEHHOCTH 00BEKTa 3aIUTHI HH(OpMAIUH

(6 gacos).

3. IlpoBenenre HHCTPYMEHTAJIbHBIX IPOBEPOK OOBEKTA 3aIUTHl HHPOPMALIUT
(6 gacos).

4. OpraHu3anysi 3alIUThl KAHAJIOB CBSI3U TPH MOJKIIOUEHUH K 3alIUIICHHBIM
pecypcam ¢ ucnonb3oBanueM TexHosoruu ViPNet (6 gacos).

5. Opranu3zanus 3alyIeHHOro OOLIeH)sI KOPIIOPAaTUBHBIX ITOJIb30BaTelel (Ha
npumepe ViPNet CSS Connect) (6 gacos).

6. YrpaBneHue cucteMoii 0OHapyKeHHs BTOP>KEHHUH (Ha IpUMepe
«Kontunent COBy) (6 yacoB).

Konuuecmeo 6annos no mecmupoeaHuio.
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XapakTepucTrKa yueOHOM 1 MpoeCcCHOHANBHON AEATEIFHOCTH CTYyIEHTa BO BpeMs YUeOHOH MpPaKTHKH.
ATTecTyeMblii(as1) MpoAeMOHCTpUpoBali(a) / He MPOJEMOHCTPUPOBAII(a) BIafceHUE OOLIMMU 1
npodeccnoHaTbHBIMU KOMITCTEHIUAMHU:

Kon HawnmeHnoBaHue pe3ynbrata 00ydeHHus
MK 3.1 BbISIBIATE yrpo3sl W YS3BUMOCTH B CETEBOH MH(PACTPYKTYpE C HCIIOJIB30BAHUEM
CHCTEMBI aHAJIH3a 3aIIUIICHHOCTH.
IIK 3.2 PazpabareiBaTh KOMIDICKC METOIOB W CPEICTB  3alIUThl  HWHPOPMANUd B
WH()OKOMMYHHUKAITMOHHBIX CETSIX M CHCTEMaXx CBSI3H.
K 3.3 Ocy1ecTBIsATh TEKyIIee aAMHUHUCTPUPOBAHUE IS 3AIIUTHl HHPOKOMMYHHKAIIMOHHBIX

CeTed M CUCTEM CBS3M C HCIIOJIb30BAaHHEM CIICHUAIM3HPOBAHHOTO MPOTPAMMHOTO
obecrniedeHus 1 000pyAOBaHUS

OK 01 Brioupare  cmocoObl  pemieHHsS  3amad MPOPECCHOHATBHON  NESTEIBLHOCTH,
MMPUMCHHUTCJILHO K Pa3JIMYHBIM KOHTCKCTAaM.

OK 02 OcyIecTBIsATh MOUCK, aHAIW3 M HHTEPIPETANI0 WHPOPMAIH, HEOOXOAUMOU IS
BBINOJIHEHMS 33134 IPO(ECCHOHATBHON AEATEIILHOCTH

OK 03 [ImarmpoBaTh W peanu30BEIBATH COOCTBEHHOE MPO(MECCHOHATBHOE M JHMYHOCTHOE
pa3BHUTHE.

OK 04 PaboTath B KOJIEKTHBE U KOMaHje, d3PPEKTHBHO B3aUMOJICHCTBOBATH C KOJUIETaMHU,
PYKOBOJACTBOM, KIIMEHTAMU.

OK 05 OcCylLEeCTBIATh YCTHYIO U MUCBMEHHYI0 KOMMYHUKAIMIO Ha TOCYIapCTBEHHOM SI3BIKE C
Y4ETOM OCOOEHHOCTEH COLMAIBHOIO M KYJIBTYPHOTO KOHTEKCTA.

OK 06 [IposiBRATE Ipa’KAAHCKO-MATPUOTHYECKYIO MO3ULUIO, JEMOHCTPUPOBATH OCO3HAHHOE

MOBE/ICHUE HAa OCHOBE TPAIUIIMOHHBIX OOIICYEIOBEYECKMX IICHHOCTEH, MPUMEHSTH
CTaHAAPThl AHTUKOPPYILKUOHHOIO MOBEICHUS

OK 07 ConeiicTBOBaTh COXpaHEHUIO OKPYKAIOLIEH Cpefibl, pecypcocOepeskeHuIo, 3pPEeKTUBHO
JIeiCTBOBATH B YPE3BbIYAIHBIX CUTYAIHSIX.
OK 08 Hcnonb3oBath cpepctBa (DU3NUECKOH KyIbTYphl JJSl COXPAaHEHUS M YKPEIUICHUS

3M0pOBbsl B Tporecce MpO(EeCCHOHATBHON  JICATETBbHOCTH U MOAJICPKAHUS
HE00XO0IMMOT0 YPOBHSI (PU3MUECKON ITOATOTOBIEHHOCTH.

OK 09 Vcnonb30BaTh HHGOPMAIMOHHbIE TEXHOJIOTHH B IPO(GECCHOHATBHON AESTEILHOCTH.

OK 10 [lonws3oBarecsi  mpodecCHOHANBHON  JOKYMEHTAalMed Ha TOCYAapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

OK 11 Hcnons3oBath 3HAHMS o (uHaHCOBOI IPaMOTHOCTH, IIJIAHUPOBATh

IPEeINPUHUMATEIIHCKYIO IS TEILHOCTD B IpoeccroHanbHO chepe.

Jara .
[oamuce( n) pykoBouTensi(eil) MpaKTHKH

IIpenonasatens
NnoonuUCs pacuugposka noonucu
IIpenonasarens
nOONUCH pacuugposka noonucu
3aBeayromMi MPaKTUKON M. Jpanununa
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[Tpunoxenue 2
OEJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJIP)KETHOE OBPA30BATEJIBHOE

VUPEXEHUE BBICIIETO OBPA30BAHUS
«CAHKT-TIETEPBYPI'CKW TOCYJIAPCTBEHHBIN YHUBEPCUTET
TEJIEKOMMYHUKALIUI UM. TIPO®. M.A. BOHU-EPYEBUYA»
(CII6I'YT)

CMOJIEHCKHUI KOJUIEJIK TEJIJEKOMMYHUKALIAN (OVJIAAIT) CIT6IYT
(CKT(¢)CII6TYT)

TEXHUYECKUN OTYET

I10 HpOHBBOI[CTBGHHOfI IIPAKTHUKC

CTYJEHTa

QHO

[IM. 03 Oob6ecnedyenue nHGoOpMaIIMOHHONW 0€30MACHOCTH
NH(POKOMMYHHUKAITMOHHBIX CETEH W CUCTEM CBS3H

o crieruaiibioctd 11.02.15 HMHpokoMMyHHKAIIMOHHBIE CETH U
CHUCTEMBI CBSI3U

r.CMOJIEHCK

20 T.
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TPEBOBAHUA
O COCTABJIEHNIO TEXHHUYECKOI'O OTYETA
IO ITPAKTHUKE

TexHu4yeckuid OTYET MO TPOU3BOJCTBEHHON  MPAKTUKE CTYJIEHTHl MHIIYT BO BpeMs

MPOXOKJCHUS MPAKTUKU B COOTBETCTBUU C TpaduKOM yueOHOTo MmpoIiecca.
TexHuyeckuit OTUET AOJHKEH OBITH BBHITIOJIHEH HA CTaHIAPTHBIX JIMCTax nmucueit oymaru (. A 4),
B 00beme 10-12 crpanuil.
[lepeyeHp BOIIPOCOB TEXHUUECKOTO OTUETA CIAEAYFOIIHI:

*  TUTYJbHBIN JIUCT

*  MporpamMma IpaKkTUKU

* BBEJCHUE

* 1.00mue cBefeHus 0 QyHKIUAX U CTPYKTYpE MPEANPUSTUS

(cxema CTPYKTYpPBI PETTPUSATHS )
+ 2.0muca"ue Mpou3BOACTBEHHOTO MpOIecca y4acTKa,
Ha KOTOPOM IPOXOJUT OCHOBHOM MEPHUO]I TPOU3BOICTBEHHOM MPAKTUKH.

« 3.MuaauBuayanbHoe 3aaanue mno [IM.

*+ 4.0praauzanysi 1 COCTOSSHHE OXPAaHbI TPY1a HA MPEIIPUATUN.

+  CIIHCOK IMTepaTyphbl.

+  [punoxenue (poto, aynuo-haiasl Ipu UX HATUYUH).
TexHuyeckuit OT4ET NOJKEH OBITH OPOPMIIEH B COOTBETCTBUH C tpeboBanusimu (CTO 1.1-
2015) — TpeOoBaHMs K BBITOJHEHUIO TCKCTOBBIX JJOKYMCHTOB:

+ Texkcr oTyeTa NOJDKEH OBITh BBHITIOJHEH Ha KOMIBIOTEPE C OJMHAKOBBIM
MEXCTPOUYHBIM UHTEpBaJIOM (1,0).

* OTueT BBIMOJHSAETCS Ha JIUCTaX C OJHOW CTOPOHBI, pa30OpPUYUBO, aKKypaTHO,
YETKO.

+ Texct Habupaetcs: HexxupHbIM pudToM Times New Roman Ha cTanmapTHBIX
muctax 14 mpudToM C COOTBETCTBYIOIIEH paMKOW, TPaHUIIBI KOTOPOM
pacrnojiaratroTcsi ClIeyOLIM 00pa3oM:

- pacCTOsiHUE clieBa OT IPAHMIIBI TUCTA A0 paMKu — 20 MMm.
- paccTOsiHUE CBEPXY, CIIPaBa U CHU3Y OT I'PaHULIbI JIKCTA
JI0 PAaMKH 5 MM.

+ TeKCT Ka)KJoro JIMCTA 3aliCy J0DKEH UMETh CIIEeIYIOLIUe MMOJs:

- paccTOsiHHE clieBa OT TEKCTa 10 PaMKH SMM, CIIpaBa OT TEKCTa 10 PaMKH 3MM.
- pacCcTOsIHHME OT 3aroJIOBKa, BEpXHEH U HUKHEN CTPOKHU TeKcTa 10 pamku 10 mm.
- a03a1pl B TEKCTE€ HAUUHAKOTCS OTCTYNOM 15MM.

* B oruer 00s3aTeNBHO MODKHBI BXOAWTH CTPYKTYPHBIC, (DYHKIIMOHAIHHBIC
CXEMBI.

+  Hymepanust cTpanuil o0s3aTenbHa.

5. TexHWYECKHI OTUET JOJKEH OBITh IPOBEPEH M MOJMUCAH PYKOBOJIUTEIEM MPAKTHKU
OT MPEITNPUSATUS U 3aBEPEH MEYAThIO.

6. TexHuyeckuili OTYET cClaeTcsd  3aBEAYIOUIEMY MPAKTUKOW OT KOJUIEIXKA MJIs
MOJIYYEHUSI KOMIUIEKCHOTO TudPepeHIInanpHOTo 3aueTa.

3aBeqyrOUMi MPaKTUKOU Hpanumaa M. /1.
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YTBepxkaaro

3amM.aupeKTopa 1o yueOHoit padore

HNBanemxo U.B.

HNPOTPAMMA INPAKTUKH
Hazsanue MJIK Bunet paboT B cOOTBETCTBUH ¢ pabouuMu nporpamMmamu M/IK Konuuect
BO YaCOB
BBOHBII HHCTPYKTaX 10 MECTY NPOBEACHUS NPAaKTUKU. 3ydueHne npaBui
BHYTPEHHETO TPYAOBOI'O pactopsaka, IpaBuil OXpaHbl TpyAa. M3yuenue
JEeSITEbHOCTH OPTaHN3alllH B IIEJIOM M H30paHHOTO CTPYKTYPHOTO 6
noapazaeneHus. O3HaKOMIIEHHE CO CTPYKTYPOH M paboTON OCHOBHBIX
NIOAPAa3AEICHUN OpraHu3aliu.
N3ydeHne TUMOBBIX TOKYMEHTOB, PETJIaMEHTHPYIOLINX BOMPOCHI 3aINTHI
MIIK.03.01 nHpopMaIuu (crpaBoIHO-HHGOPMAITMOHHEIX, cTaHAapToB, ' OCToB,
n JAK.03. PYKOBOZSIINX TOKYMEHTOB); BO3MOYKHOCTH O0ECTICUSHHSI STMHOTO
PHMCHCHHC HOPMAaTHBHO-TIPABOBOTO PETYIMPOBAHMSI MTPOIIECCOB 3aIUTHI HHPOPMAIIHH;
TPOTPaMMHO- BO3MOXHOCTH CO3JIaHUsI Ha IPEANPUATHH (OPTaHU3aINH) YCIOBUH s 6
alapaTHbIX MMOHMMAaHUS CYIIECTBYIOMINX MpodeM 1o 3amute napopmanuu. M3ydenne
CPC/CTB 3aAIUITLL TpeOOBaHUM, IPEABIBIIEMBIX K 00ecTiedeHNI0 HHHOPMAIMOHHON
MHopManuy B 0e30MacHOCTH Ha 00BEKTE MH(POPMATH3AINHY, pa3pab0TKa MOTUTUK
MHQOKOMMYHNKA 0e301MacHOCTH B CHCTEMaX U CETHX.
CHCTI:?I;I/I(;I:(H;I;MX OzHakomiteHHe ¢ HH()OPMAITHOHHOW CUCTEMOM 0€30MacCHOCTH MPENITPHUATHS
CBSSIL (opranu3zanum), UCIOIb3yEMbIMU TEXHUYECKUMHU CPEICTBAMH U
MPOrPAMMHBIMU MPOAYKTAMHU, COCTABJICHUE KPATKOW XapaKTepUCTUKU 6
MJTK.03.02 nH(GOPMAITMOHHON cUCTeMBI. M3ydeHrne IpUMEeHsIeMBIX TEXHOJIOTHIA 1
TpiveHcHIe TEXHUYECKUX CPEACTB, HCMOIb3YEMBIX B IEIISX 00ECTICUCHUS 3alUThI
COMILICKCHO nH(GOPMAIUU Ha O0BEKTE. _
CHCTEMBI 3AIIHTEI Yyactue B porieype parpaHu4eHns KOMMepUYecKord HHPOPMAIIIH TT0
HEGOPMAITIH B rpynmaM: aenoBas nHpopManus; TeXxHndeckas nHbopMaius; THPOopMaIus o
HEbOKOMMYHHKS KIHEHTAX M KOHKYPEHTaX; M3y4eHNUE CYIECTBYIOLMX B OPraHu3aliin
[MOHHEIX MEXaHH3MOB 3allHTbI KOH(HIEHIIMAILHON HH(OpMAIINK; YIacTHe B paboTe
cncTemax i cersx | CHEHATBHOM CTPYKTYPBI U MOAPAs/IeNeHus 10 3a1nTe nH(pOpMaIny; 6
CBSI3M M3y4eHHe TIePUOTMIHOCTH U3JIaHUS HA MPEINPHUIATHN IPUKA30B,
pactopsbKeHUH, MHCTPYKIIUH 10 3aiuTe HHpopManuu. Yyactue B
peanu3anuy Kpunrorpapuaeckux METOIOB 3aIIUTHI HMHPOPMAIIIH, 3aIlIUTHI
nH(bopMaIuu B ceTssx DBM u nepcoHaIbHBIX KOMITBIOTEpaXx.
VYdacTre B peanu3alyy IPUMEHEHHSI METOIOB aHan3a (HakTopoB,
BIMSIIOIMX HA YPOBEHB 3alIUThI HHPOPMAIIUH, IPUMEHEHHS TEXHUUECKUX
MIPOTPaMMHBIX CPEJICTB Mo 3amuTe nHpopMmarmu. O0padboTka u
CUCTEMAaTH3aIUs KPUTUIECKOTO U (PaKTHUECKOTO MaTepuasa, aHalIn3 6
MOJTy4eHHOU MH(OpMAIMK 1 TPAKTUIECKOTO OIbITa TPUMEHEHHS KOMILJIeKCa
METOJIOB M CPEJICTB 3aIIUTHI HH(OPMAIUK B NH(HOKOMMYHHKAITMOHHBIX
CeTsIX.
BrinmonHeHre WHANBHYaTFHOTO 33/IaHU 110 TIPOU3BOJICTBEHHOMN MPAKTHKE.
Hamucanne otueta mo npaxTuke, ohpopMIIeHHE JHEBHUKA MTPAKTHKH U €r0
BHU3MPOBAHHME PYKOBOJIUTENIEM IPAKTUKH OT opraHu3anui. [loaydenne 6
OT3bIBa PYKOBOAMTEINS NPakTHKH. KoMIniekcHbil g depeHIMpoBaHHbIH
3auer ¢ YI1.03, ITI1.03.
Bcero 36

WNunuBunyanpaOe 3amanne (1-2 Bompoca MpakTHIECKOro XapaKTepa, COCTABIIAIOTCS MPEIOAaBaTEISIMHU

nmanuoro I1IM):

1.
2
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[IpumepHBIC BOIPOCH! HAa MTPOU3BOICTBEHHYIO MMPAKTUKY
1.Vopasnenue nonb3oBatensimu B JaCarta Management System.
. [IpoBepka pabdotocrocodHOCTH 3amuTHEIX Moayiieiit WEB ANTIFRAUD.
. OyHKIMOHaIBHBIE Bo3MoxkHOCTH Group-IB Fraud Hunting Platform.
. ApxuTekTypa cuctembl ayreHTH(GHKaIK Ha 6a3e JaCarta U2F.
. Cuenapuu ncrronb3oBanus SafeNet Authentication Service.
. Ympasienue SafeNet eToken.
. Cuenapuu ucnons3oBanus Silverfort.
. OyHknuoHansHbIe Bo3MoxHOCTH U paboTa ¢ ESET Secure Authentication 3.0.
. OyHKIIMOHAFHBIE BO3MOXKHOCTH M OIoKHpoBKa caiitoB SkyDNS.
10. Cuenapuu ucnons3oBanus Fortilsolator.
11. ®yHKIMOHANIBHBIC BO3MOXXHOCTH U pa3BepThiBanue «I'apna b1 4».
12. Pa3eepreiBanue u Hactpoiika C3U1 BU Dallas Lock.
13. Yupasnenue yuaerasiMu 3anucsivmu B C3U BU Dallas Lock.
14.Apxutekrypa u ¢pynkunonansHeie Bo3MoxkHocTd KES Cloud u KES Cloud Plus.
15. ApxutekTtypa u QyHKIIMOHAIBHBIE 0coOeHHOCTH Kaspersky Security s BUPTyalbHBIX Cpel.
16. ®yHknroHaIBLHBIE BO3MOXKHOCTH H padoTa ¢ vGate 4.1.
17. Cuenapuu ucnonb3oBanus CITO «Akkopa-KVMy.
18. ®dyHKIMOHAIBHBIC BO3MOXKHOCTH U ClieHapuu ucnoib3oBanus McAfee Web Gateway.
19. Cuenapun ucnions3zoBanus UserGate Log Analyzer.
20. dyHKIMOHANTBHBIE BOBMOKHOCTH U padoTa ¢ Solar webProxy.
21. Tlpumenenue Solar webProxy.
22. OyHKITMOHAIbHBIE BO3MOXKHOCTH M clieHapun SurfSecure.
23. OyHKITMOHAbHBIC BO3MOKHOCTH M BApHAHTHI MOaKIrodeHns StormWall.
24. OyHKIMOHAIIBHBIE BOBMOXXHOCTH U ClIeHapHH paboThl yeryrd «O6navnas 3amuTa ot DDoS-atak»
komnanuu «Mera®@on».
25. OyHKITMOHATbHBIE BO3MOXKHOCTH H ciieHapuu ucnoib3oBadus AVSOFT ATHENA.
26. TexHonoruu, ucnons3yemele B Kaspersky Threat Management and Defense.
27.ApxutekTypa u ciieHapuu ucnoibszoBanus C31 HC/ Dallas Lock Linux.
28. OyHKIIMOHAIBHBIE BO3MOXHOCTH U UCTIOJIB30BAHKE TIPOTPAMMHOTO MOJYJIS IOBEPEHHON 3arpy3KH
yposas UEFI BIOS ViPNet SafeBoot.
29. OyHKIIMOHAIIBHBIE BOBMOYXXHOCTH U MPAKTUYECKUE MPUMEpHI HacTpoiku «KoHTHHEHT 3.9.
30. dyHKIMOHATBHBIE BO3MOXHOCTH U clieHapuH uctonb3oBanus CK3U «KBazapy mis
KpunTorpaduyecKon 3aluThl KAaHAJIOB CBS3H.
31. dyHKIMOHAIBHBIE BO3MOKHOCTH U padorta ¢ Kpuntollpo DSS.
32.@yHKIMOHATBHBIE BO3MOXHOCTH U clieHapuu ucnonb3oBanus UserGate X10.
33. OyHKIMOHAIBHBIE BO3MOXHOCTH U padota ¢ UT-aktuBamu B MaxPatrol VM.
34. OcHoBHBIE (HYHKIIMOHAEHEIE BO3MOKHOCTH U mpuMeHenne UserGate Management Center
35. OyHKIIMOHAIILHBIE BOBMOYKHOCTH U CIIEHAPHH UCTIONIL30BAHMS KOMIUIEKCA JIJTsl 3allIUThI yJaIEHHBIX
pabouux mect cotpyaaukoB CAKYPA.
36. OdyHKITMOHAIbHBIC BO3MOXKHOCTH M CIICHapHH Ucnoib3oBanus InfoWatch Vision.
37. Ocuorubie Bo3moxkHocTu Dozor FC u pabora ¢ Dozor File Crawler.
38. IpunImT paboTE ¥ OCHOBHBIE Bo3MOkHOCTH IGA-cuctemsr Solar inRights.
39. OyHKIMOHATBHBIE BOBMOXKHOCTH U ClieHapuu ucnonb3oBanus Ideco UTM 10.
40. dyHKIIMOHATBEHBIE BO3MOKHOCTH YHUBEpCAINBbHOTO 1ITI03a Oe3onacaoctu UKC 7.2.

O©Ooo~NooThkowWwN

[Ipeacenarens METOIUYECKON KOMUCCUH Koxexuna E.H.
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JHEBHHUK

IIPOU3BOJICTBEHHOM ITPAKTUKU

[Ipunoxenne 3

DHO

I'pynna

CrenmansaocTs 11.02.15 MH(DOKOMMYHUKAITMOHHBIE CETH U CUCTEMBI CBSI3U

YCIIETITHO MPOIIeN(Jia) MPOU3BOACTBEHHYIO MPAKTHKY 10 POPECCHOHATEHOMY
MOJYJIIO:

[IM.03 Obecneuenne nHDOpMALMOHHON 0€30MaCHOCTH HHPOKOMMYHHKAIIMOHHBIX CETEH M CUCTEM CBSI3H

B 00beMe 36 4acoBC «  » 20 rmo« » 20 T

B opranuzanuu

adpec opaanusayuu

Jara

Kpartkoe onrcanue paboT, BBITOTHEHHBIX CTYJCHTOM
BO BpeMsI IPAKTHKH

OTtmMmeTKa
PYKOBOAMTEIS
MIPaKTHUKHU OT
MPEIIPUATHS O
BBIIIOJTHECHHOM
paboTte (IOAIHMCH)
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Ilocneguuii | cmada KJI3 B komiemke
JIeHb
MIPaKTHKH

OTHoueHne CTyAeHTA-IPAKTUKAHTA K padoTe (OpraHu3amus COOCTBEHHOU esSTeTbHOCTH),
oopmitsieTcst pyKOBOJMTENEM MPAKTHKH OT TPEATPUSTHS

Hara 202 r.

IToanuce pykOBOAUTENS IPAKTUKH OT
OpeAnpUATUS

[0 noonucs
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[Ipunoxenue 4

ATTECTAIIMOHHBIA JTUCT 110 ITPOU3BOJCTBEHHOM TIPAKTUKE

DUHO

OO0yuaromuiics (asgcs) Ha 3 Kypce B TpyIie o cnerpansHocT CI1O

CrnenuansaocTts 11.02.15 MHPOKOMMYHHKALIMOHHBIE CETH U CHCTEMBI CBA3H

YCIICIHO MpoIen(yia) MPOU3BOACTBEHHYIO MPAKTUKY MO MpodeccHOoHATbHOMY MOAYIIIO

IIM.03 O6ecniedenne nHHOPMAITMOHHON 0€30TTaCHOCTH NHPOKOMMYHHUKAIIMOHHBIX CETEH M CUCTEM CBAZH

B 00beme 36 yacoBC «  » 200 rmo« » 20 1.

B OpraHu3anuu

1opuduieckuil aopec

Buowt pabom, evinonnennvix cmyoeHmom 60 epems NPaKmuKu.

BBoaHBIN HHCTPYKTaXK IO MECTY MPOBEACHNUS NPAKTUKU. 3ydyeHue paBui BHyTPEHHETO TPYAOBOIO pacopsaKa,
NpaBWII OXpaHbl TpyAa. M3ydeHune nesTenbHOCTH OpraHu3alliy B EJIOM U U30paHHOTO CTPYKTYPHOTO
nonipazaeneHrsi. O3HaKOMIIGHHE CO CTPYKTYPOH M pabOTON OCHOBHBIX MOAPA3IEIICHUI OpraHu3aIim.

Wzyuenne TUIIOBBIX JOKYMEHTOB, PETIIaMEHTHPYIOIIMX BOMPOCHI 3aIIUTHI MH(OpMaLnH (CIpaBOYHO-
UHQOPMaIMOHHBIX, cTaHnapToB, 'OCToB, pyKOBOISIINX JOKYMEHTOB); BO3MOYXHOCTH 00ECIICUEHUS SIHOTO
HOPMAaTUBHO-TIPABOBOTO PETYJIMPOBAHHS MPOIIECCOB 3alIUTHl HHQOpMAIMK; BO3MOKHOCTH CO3JIaHHS Ha
OPEANpUITUH (OPTaHU3ALKH) YCIOBUH I HOHUMAaHUS CYLIECTBYIOIIUX NPOOJIEM M0 3a1uTe HHHOpMaLtu.
Uzyuenne TpeboBaHui, MpeIbIBISEMbIX K 00€CIICUeHHIO HHPOPMATMOHHOM 0€3011aCHOCTH Ha 00BEKTE
nH(OpMATH3ALUH, pa3paboTKa MOJUTUK 0€30MaCHOCTH B CHCTEMAaX U CeTAX.

O3zHakoMyIeHHE ¢ MHPOPMAIIMOHHOW CUCTEMON 0€30MacHOCTH MPEANPHUTHS (OpraHU3aIHH ), UCTIOIE3YEMbIMH
TEXHUYECKUMH CPEACTBAMH U MPOrPAaMMHBIMU NPOIYKTAMH, COCTABIICHUE KPATKOW XapaKTEPUCTHKH
UHQOPMAIMOHHOHN CUCTEeMBI. V3ydueHue MpuMeHsIeMbIX TEXHOJIOTHI U TEXHUYECKUX CPEJICTB, HCIIOJIb3yEMBIX B
HENSIX 00eCIeUeHHs 3alnuThl HHPOpMAIMKA Ha 00BEKTe.

VYyacTue B poLeaype pa3rpaHUIeHUs] KOMMEPUYECKOH HHPOPMAIMK 1O TPYIIaM: Ae]I0Basi HHpopMaLus;
TeXHU4YecKas: nHpopManus; HHGOpMaLKs O KIMEHTaX U KOHKYPEHTaxX; U3y4YeHHE CYLIECTBYIOLUINX B OpraHU3allH
MEXaHM3MOB 3aIIUThl KOH(QHUIECHIIMATBHON HHPOPMAIIH; ydacThe B padoTe CIeUaibHON CTPYKTYpPBI U
NoJpa3ieNieHHs 10 3aIluTe HHPpOpMaIK; N3yIeHUE IEPUOINIHOCTH H3JIaHHS Ha MPEANPHUSITAN PUKA30B,
pacropspKeHUM, MHCTPYKIUH 10 3aIuTe HHPOPMAMH. Y4acTHe B peann3alul KpUNTorpaduieckux MeTo10B
3alUThl HHPOPMAITUH, 3aIIUThl HHQOopMaluK B ceTsix DBM 1 nepcoHalIbHBIX KOMITBIOTEpaXx.

VYyacTre B pealn3anyy NPUMEHEHHsI METOI0B aHAN3a (haKTOPOB, BIHSIONINX HA YPOBEHD 3alIUTHI MHPOPMAIIH,
NPUMEHEHUS TEXHUYECKUX U MMPOrPaMMHBIX CPEJCTB M0 3amuTe nHpopmanuu. O6padoTka 1 cucTeMaTH3alus
KPUTUYECKOTO U (PaKTUIECKOT0 MaTepHaia, aHaJIu3 MOJyYeHHONH HH(OpMaIMK 1 TPAKTUYECKOTO OIIBITa
NPUMEHEHUs] KOMIUIEKCa METOIOB M CPEJICTB 3alIUThl HH(GOpMAIMK B MHHOKOMMYHHKAIIMOHHBIX CETSIX.

Bremonnunin WHAWBUAYAJIBHOC 3aJaHUEC 110 HpOHSBOJICTBCHHOﬁ TIIpaKTHUKE.

[ToaroToBms OTYET MO MPAKTHKE, O(OPMUI JHEBHUK MPAKTUKU. Cllasl KOMIUIEKCHBIHN Mg depeHIIpoBaHHbIH 3a4eT ¢
VIIL.03, TII1.03.

XapakTepucTuka yueOHOU 1 MPpOoQecCHOHATLHON IEATENLHOCTH CTY/ICHTa BO BpeMsl IPOU3BOJCTBEHHOM NMPAKTUKU
ATtTectyeMblii(as) npodemoncmpuposan(a) / ve npodemorHcmpuposa(a) Blagenue npopheccuoHaNbHBIMU U
OOLIMMHU KOMITETEHIHAMH
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C uenbio oBaaaeHus BuaoM aesatenbHoctr B/l 3 «Ob6ecneuenne nHGOPMAIMOHHOM 0€30MacHOCTH
WH(GOKOMMYHHUKAITMOHHBIX CETEH M CUCTEM CBSI3M» 00YUYaONTUMCsI OBLITH OCBOCHEI 001IHe 1 MTPO(ECCUOHATBHEIC

KOMIICTCHIIVH
Bamer (0-1) Bassr (0-1)
Hanmenosanne OK 0 - ue Hanmenosanue 1K 0-mne
OCBOCHA, OCBO€Ha,
1- ocBoeHa 1- ocBoeHa

OK 01. Bei6bupats cioco0sl perieHus 3axad
podeCcCHOHAIBLHOM eI TENLHOCTH,
MPUMEHUTENBHO K Pa3JINYHBIM KOHTEKCTaM.

IIK 3.1. BeISBIATB YIPO3HI U
YSI3BUMOCTH B CETEBOI MH(PaACTPYKType
C HCTIOJIb30BAHHEM CHCTEMBI aHAIIN3a
3aIIMIIEHHOCTH.

OK 02. OcymiecTBIATh IOUCK, aHATH3 U
HHTEpIpEeTannio HHPpOopMaIn, He0OX0TUMON
IUISL BRITIOJTHEHUSA 3a/1a4 1podeccnoHanbHoi
JeATeITbHOCTH

[IK 3.2. PazpabaTrIiBaTh KOMILIEKC
METOJIOB U CPEJCTB 3aLIUTHI
WHPOPMALINH B
WH()OKOMMYHHKAIIHOHHBIX CETSX H
CHCTEMaX CBSI3H.

OK 03. [InanupoBaTh U peaqn30BbIBaTh
coOCTBEHHOE PO ecCHOHANbHOE U TNYHOCTHOE
pa3BUTHE.

[IK 3.3. OcyecTBuiTh TEKyLIEe
AJIMUHUCTPHPOBAHUE IS 3AIUTHI
UH()OKOMMYHHKAIIMOHHBIX CeTell 1
CHCTEM CBSI3H C HCIIOJIb30BaHUEM
CIEUHATU3UPOBAHHOTO TPOTPAMMHOTO
obecrieueHus: 1 000pyIOBaHUsI

OK 04. Paborath B KOJUIGKTHBE M KOMAaHJE,
3G PEeKTUBHO B3aMMOJICHCTBOBATh C KOJUIETaMHU,
PYKOBOJICTBOM, KJIHEHTAMH.

OK 05. OcymecTBiTh YCTHYIO U IUCBMEHHYIO
KOMMYHUKAIlMI0 HA TOCYJapCTBEHHOM S3BIKE C
Y4E€TOM  OCOOCHHOCTEH  COIMANIbHOTO U
KyJIBTYPHOTO KOHTEKCTA.

OK 06. [IposBisaTe TrpaKkIaHCKO-
MAaTPHOTUYECKYIO TIO3UIUIO, JEMOHCTPHPOBATH
OCO3HAHHOE HOBE/ICHHE Ha OCHOBE

TPAJUIIMOHHBIX OOIIEYETIOBEUECKUX IIEHHOCTEH,
NPUMEHITh CTaHAAPThl AHTHKOPPYIIIHOHHOTO
TIOBEICHUS

OK 07. CopelicTBOBaTh COXPaHEHHUIO
OKpYXaIOLIeH  Cpellbl, PecypcocOepeeHuIo,
3¢ (GEeKTHBHO OEHCTBOBaTh B  YPE3BBIYAMHBIX
CUTYalHSIX.

OK 08. Hcnomp3oBaTh cpenctBa (usmueckont
KyJIbTYphl JUISI COXPaHEHHWS M yKpEIJICHUs
30pOBbsI B  TIporecce  NpoheccCHOHATHLHOM
JIeSITEIFHOCTA M TIOJJIepXKaHusT HeoOX0aAnMOro
YPOBHSI (pU3NUECKON ITOATOTOBICHHOCTH.

OK 09. MHcrmonps3oBath HWHPOPMALHOHHBIE
TEXHOJIOTUHU B po¢heCCHOHATIBHOM
JIESITEJIbHOCTH.

OK 10. Tlome3oBaTtbcs mpodeccrHoHaTbHOM
JIOKyMEHTallued  Ha  IOCYAApCTBEHHOM U
MHOCTPAHHOM A3bIKAX.

OK 11. Hcnons30Bath 3HaHUSA 1O (HYUHAHCOBOH
IPaMOTHOCTH, IUIAHUPOBATh
MpeANPUHIMATEIbCKYIO JIeSITENIbHOCTh B
npodeccroHansHOH chepe.

OO0111€€ KOJINYECTBO OAILIOB:

Maxkcumanvroe xon-60 Habpaunvix 6ainos: 12

Munumanvroe xon-eo 6annos: -0

PYKOBOI[I/ITCJ'H: MPAKTHUKU OT NPCATIPUATHA:

Q0NAHCHOC b

Jlata 20.....1T.
MII

noonucy
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[Ipunoxxenue 5
OEAEPAJIBHOE I'OCYJAPCTBEHHOE BIO/IDKETHOE OFPA30BATEJIBHOE
YUYPEXXAEHUWE BBICIHIEI'O OBPA3OBAHUA
«CAHKT-IIETEPBYPI'CKMI TOCY JAPCTBEHHBI YHUBEPCUTET
TEJJEKOMMYHUKALIUI M. TIPO®. M.A. BOHY-BPYEBUYA»
(CIIeI'YT)

CMOJIEHCKHI KOJUIE/DK TEJIEKOMMYHUKALIMHI (GUTUAJT) CII6IY T
(CKT(¢)CIT6I'YT)

BEJOMOCTD
20 /20 y4eOHBIA TOT
VI1.03 YuebHas mpakTHKa
[1I1.03 Ilpon3BoacTBEeHHAs MPaKTHKA (TI0 TPOQIITIO CIIEIIHATHFHOCTH)
[IM.03 OGecnieuenne nHPOPMALTMOHHON 0€30MaCHOCTH HHPOKOMMYHHKALIMOHHBIX CETEH 1 CUCTEM CBSI3H

Kype rpymnmna

CrenmaneaocTsh 11.02.15 MH(DOKOMMYHUKAIITMOHHBIE CETH W CUCTEMEI CBSI3U

IIpenonasarens
(pamunus, ums, omuecmeo)
Koma-Bo
Kon-Bo 6amnos OrneHka
DdUO 0aJLIOB 110 Koim-Bo 6amoB
NoNe mo YI1.03 pesynbTata K3
CTYJIEHTa TII1.03 110 OTYETY
I
IIpenonasarens
(pamunus, ums, omuecmso)
3aBenyrommid TPaKTUKON M. Jpanunyaa
« » 20 T.
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