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KOMIUJIEKT OI[EHOYHBIX CPEJICTB I10 ITPOMEXYTOYHOM ATTECTALIAM
(OK3AMEHY KBAJIMOUKALIMOHHOMY)
110 npoeccuonabHoMy Moaymo ITM.03 Obecriedenne HHGOPMAIMOHHON He3011aCHOCTH
HHPOKOMMYHHUKAIHOHHBIX CETEH U CHCTEM CBSI3U
Creranbiocts 11.02.15 VIH(OKOMMYHUKATIMOHHBIE CETH ¥ CHCTEMBI CBSI3H

Ok3aMeH KBaTM(DUKALKOHHBIN SBIsSE1ICs UTOIOBOM (GOPMOI KOHTPONS 1O MPodecCHOHATEHOMY MOIYJIO H
MPOBEPSIET TOTOBHOCTh CTYJAEHTA K BBINOJHEHHIO YKAa3aHHOIO BHAA TNPO(ECCHOHATBHON e TENbHOCTH,
chOPMHPOBAHHOCTH Yy Hel'0 KOMIICICHIMH, OnpeneneHHbIX B pasgene «TpeGoBaHus K pe3ysibraTaM OCBOCHHS
IITICC3» @I oC CIIO.

IIpy BLINONHEHMM 3a[aHMH CTYJAEHTBI MOTYT IOJIb30BATBCSA PA3TMYHBIM OOOPY/IOBAHHEM M HATJIAIHBIMU
nocoOMsAMHU, MaTepUaaMu CIIPABOYHOrO Xapakiepa, HOPMATHBHBIMU JIOKYMEHTAMH W PasiM4HBIMH 00paslamu,
KOTOpbIE pa3pelieHbl K MCIONb30BAHMIO HA JK3aMeHe KBaIU(pUKAIMOHHOM M YKa3zaHbl B Ounere B pasjene
HHCTPYKLIHS.

PesynbTaThl 2K3aMeHa KBaNM(MKALMOHHOIO ONPEAENMIOTCS HA OCHOBAHWM OLEHOYHOM BEAOMOCTH W/WIM
pesyJIbTaToOB pelieHHs INpo(ecCHOHANBHBIX 3a/iad OLEHKAMM «OTIIMYHOY, «XOPOIIOY», «YAOBIECTBOPUTEILHOY,
«HEY/IOBJIETBOPUTEIEHO», BHOCATCS B HTOTOBYIO BEJOMOCIb 9K3aMeHa KBATU(HKALMOHHOTO ATTECTALMOHHON
KOMMCCUM U OOBSBIISIOTCS B TOT JKE JICHb.

Pemenue — arrecraloHHOM  KOMMCCMM 00  OKOHYATeJbHOM  OLGHKE CTYOEHTa II0  HK3aMeHy
KBAJIMGUKALMOHHOMY TMPUHUMAETC HAa 3aKPHITOM 3acefaHHH [MPOCTBIM GONBIIMHCTBOM TOJNOCOB  YJICHOB
aTTECTAlMOHHOHM KOMHUCCHH, YUaCTBYIONIUX B 3aceiaHuy. [Ipi paBHOM 4ucIie rOOCOB roNIOC Npesice/iaTeNs Bisercs
PeILAIOIIAM.

Kpuiepuu olieHKH 5K3aMeHa KBAJIM(UKALIHOHHOTO

Ouenka Kpurepuu
5 «OTJIHYHOY Obmiee konu4gecTBO HabpaHHBIX Oa/LIOB (110 BECY KPHTEPHs) 110 BCEM JBYM
3aiaHusM 6ustera 9-10.
4 «xopoio» Obmee konuyecrBo HabpaHHBIX Oa/UIoB (10 BECY KPUTEPHS) 1O BCEM ABYM
3afanusM omnera 7-8.
3 «yHOBJIETBOPHTEIEHON Obuiee konuyecTBO HaOpaHHBIX OaIoB (1O BeCy KpUTEpPHs) TI0 BCEM [ABYM
3ajaHusM ouiera 5-6.
2 «HEeY[IOBJIECTBOPUTEIILHO» Obmiee kondecTBO HabpaHHBIX OamoB (110 BeCY KPUTEPHS) TI0 BCEM JIBYM
3a/jaHusAM Omniera MeHee 5.

Ok3aMeH 1o npodeccHOHAIbHOMY MOJYJIO NMPOBOAMICS B yCrHOM (opme mo Gumeram. Buiier comepxur jpa
HPaKTUYECKUX 3aJlaHust 1718 TIPOBEPKM OCBOGHHBIX npodeccuoHabHbIx kommereHiwi (ITK) 1 obmux komneTeHui
(OK):

IIK 3.1. BBISBIATH Yrpo3bl ¥ YS3BMMOCTH B CETeBOH HMH(PACTPyKType C HCIONb30BAHHEM CHCIEMBI aHAIM3a
3aLIUIICHHOCTH.

TIK 3.2. PazpaGaTeiBaTh KOMIUIEKC METOJOB M CPE/CTB 3allii1bl HHGOPMALMK B MHOOKOMMYHHKAIMOHHBIX CETSIX M
CHUCIEMaX CBS3H.

1K 3.3. OcymiecTBisrs TeKyIee aAMUHACTPUPOBAHUE sl 3aIH Thl HHOOKOMMYHHKALMOHHBIX CETEH U CHCTEM
CBAI3U C UCIIOJB30BAHKUEM CIICLMAIM3UPOBAHHOIO MPOrpaMMHOI0 obecrieyeHust 1 000pyL0BaHHUsL.

Kox Haumenosanue o0IIMX KOMITETEHIUNA

OK 01 | Beibupats crioco0bl petieHus 3a1a4 npodecCHOHATBHON eI TebHOCTH, IPUMEHH 1ETBHO K Pa3IuYHBIM
KOHTEKCTaM.

OK 02 | OcymecrBasgtb MOUCK, aHAJIM3 U MHTEPIIPETALIMIO HHpOpMALIUK, HEOOXOUMOM /Ul BBIIIONHEHUS 3a/1a4
NpoecCUOHATBHOM IeSTEbHOCTH

OK 03 | ITnaHupoBaTh M peaM30BhIBATh COOCTBEHHOE POdECcCHOHATIBHOE U JIMYHOCTHOE pa3BH1HeE.

OK 04 | Paborare B KOJIEKTHBE M KoMan/e, 5(GdekIMBHO B3aWMOJEHCTBOBATh C KOJUIETaMH, PYKOBOACTBOM,
KJIMEHTaMH.

OK 05 | OcyuecTBIATh YCTHYIO W IMCBMEHHYIO KOMMYHHKAIMIO HAa TOCYIAapCTBEHHOM A3BIKE C YYETOM
0c0oGEHHOCTeH COLMAILHOTO U KYJIbTYPHOI'O KOHTEKCTA.




OK 06 | [TposiBIIATh Tpa)IaHCKO-MATPUOTHYECKYIO TO3HUIINIO, JTEMOHCTPHUPOBATHL OCO3HAHHOE IOBEJICHHE Ha
OCHOBE TPaJUIIMOHHBIX OOIICYEIOBEUECKUX [IEHHOCTEH, MPUMEHSATh CTAHIAAPTHl AaHTHKOPPYIIIHOHHOTO
MIOBEJICHHUS

OK 07 | CoxeiicTBOBaTh COXpaHEHHIO OKPYKAIOLIEH Cpelbl, pecypcocOepexeHunto, 3pPpeKTUBHO eiicTBOBATh B
Ype3BbIYAHBIX CHTYAIHSIX.

OK 08 | Ucnonmp30oBaTh cpeacTBa (GU3NUECKOW KyIbTYPHI ISl COXPAHEHUS W YKPEIUICHHUS 3I0POBBS B TpoIiecce
npoecCHOHANBHOW ~ AEATCNBHOCTH W TMOAACPKAHHS ~ HEOOXOOUMOTO  YPOBHS  (DU3HYECKOM
MOJrOTOBJIEHHOCTH.

OK 09 | Ucronp3oBaTh HHGOPMAITMOHHBIE TEXHOJIOTHH B TPO(eCCHOHATBHOM NeATEITHFHOCTH.

OK 10 | ITomp30oBaThCs mpodeccnoHaIbHON JOKYMEHTAINEH Ha TOCYJapCTBEHHOM W MHOCTPAHHOM SI3BIKaX.

Kputepun oneHnBanus 3K3aMeHAIHOHHOTO 3a/1aHHS.
Dx3amMeH 1o MpoeCCHOHANBHOMY MOIYIIO TPOBOAMWTCS B YCTHOH ¢opme mo Owmireram. buier comepxuT nBa
NPaKTUIECKUX 33JaHusl VT IPOBEPKU OCBOSHHBIX MPOdhecCHOHaTBHBIX KOMITETCHITHIA.

3ananue 1.
Hucmpyrkyus:

BHumarensHo mpounTaiTe 3aaHue.

Brl MOkeTe 1101b30BaThLCS:

O6opynosanwue, I10: TIK. fstec.ru.

Bpewms Beimonnenus: 15 MUHYT.

TexkcT 3apanus:

Ha npeanpusitin cBsizu 00paboTka MHPOPMAIIMA OCYIIECTBISCTCS TPYIIIONH COTPYIHUKOB. B aBTOMaTH3MpOBaHHOM
cUCTEeMBbl 00pabOTKH aHHBIX pabOTalOT MOJIb30BATENN C OJMHAKOBBIM yPOBHEM JocTyma. Pecypcsl, momnexamiye
3allIUTe, ONpeleNieHbl KaK OrpaHWYEHHBIE B JIOCTYNIE M HMEIOIIME CTaTyC KOH(UACHIHMAILHON WH(OpMAIHH.
Onpenennre TpeOyeMbIil KIIACC 3alIMIEHHOCTH aBTOMATH3UPOBAaHHOW cUCTeMbl oOpaboTkm maHHBIX (ACO/]) Ha

MPEANPUATUH.
IIpeamer(s1) orieHUBaHUS OOBbeKT(bI) [TokazaTenu oneHKH Kpurepun ouenkn Bec
OLICHUBAHUS KpUTEp
us
TIK 3.1. BEISBIATE yTpo3sl IIpaBunbHOCTH OIIOP 1 - YeTkoe moHNMAaHHE 1. BemmonmHenwne 26
YSI3BUMOCTH B CETEBOM olnpeJiesIeHNs po6iieM HH(POPMAITMOHHOMH TpeboBaHuii 3a1aHUs 110
HHPPaCTPYKType C KJacca 0e30macHOCTH B OTIpeIeNICHHIO
UCIIOJIb30BaHUEM CUCTEMBI 3aIIUIIEHHOCTH TeJICKOMMYHUKAIIMOHHBIX CUCTEMAaxX MHHHUMAaJIBEHOTO COCTaBa
aHaJIN3a 3alUIEHHOCTH. aBTOMAaTH3MPOBA | M CETAX CBSA3M, HEOOXOIUMBIX
TIK 3.2. Pa3pabartbiBath HHOM  cuctembl | OIIOP 2 - 'paMOTHO BBISIBIISTD, MEXaHU3MOB 3allUTHI U
KOMIIJIEKC METOJIOB M CPEJCTB 06paboTku KJIacCH(UIMPOBATh U aHAM3UPOBATh | TpeOOBaHUIT K
3aIUTH HHpOpMaLUK B JIAHHBIX, yrpo3b! HHPOPMALUOHHON COJIEP>KAHUIO 3AIUTHBIX
MHQOKOMMYHUKAIIMOHHBIX CETSX | TPaMOTHOE 6e3omacHoCTH ¥ HOPMBI UX (yHKIHMH KaXI0To U3
U CHCTeMax CBS3HU. UCIIOIb30BaHUE HPOSIBICHUS; MEXaHU3MOB B KOKIOM
TIK 3.3. OcymecTBisTh TeKylee | HOPMAaTUBHBIX OIIOP 3 - Bri6op MeXaHU3MOB U U3 KIJIACCOB CHUCTEM.
aJMMHHUCTPUPOBAHKE IS JIOKyMEHTOB CpPeACTB 00ecHeyeHNs 2. IIpaBunbHOCTH 20
3aIIUTHI UH()OPMATOHHON orpeiesieHHs Kiacca
MH()OKOMMYHUKAIMOHHBIX ceTel 6e3omacHOCTH (IPOTPaMMHBIX U 3aLUIEHHOCTH
U CHCTEM CBSI3U C [IPOTPaMMHO-aIIapaTHHIX); aBTOMAaTH3UPOBAHHOM
UCIIOIb30BaHUEM OIIOP 13 - CBoeBpeMeHHOE U CHCTEMBI 00pabOTKH
CIeLHaIu3UPOBaHHOTO Ka4eCTBEHHOE IIPUMEHEHUE JTaHHBIX, TPaMOTHOE
IPOrpaMMHOTO 00ecCHeUEeHUs U KOMIIETCHLIUH, YMEHU 1 3HaHUH, HCIIOJIb30BaHUE
000pyI0BaHuU. IPUOOPETEHHBIX B PE3YNbTATE HOPMAaTUBHBIX
OK 01. Beibupats cocoOsI OCBOCHHS TEM, Pa3/IEyIoB, JIOKYMEHTOB
peleHus 3aaa4y mucuuruind, MJIK, moxyrneit. 3. TI'pamotneiii BbIOOD | 10

npodecCHOHATEHON
JeSTeIIbHOCTH, TIPUMEHNATEIBHO K
Pa3IMYHbIM KOHTEKCTaM.

OK 02. OcymiecTBisiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
uHPOpMaIH, HEOOXOAUMOU /IS
BBITIOJTHEHUS 33184
npodecCHOHATEHON
JeSTEITLHOCTH.

OK 09. ’cnons3oBaTh
MHPOPMALMOHHBIE TEXHOJIOTUH B

OIIOP 14 - Bri6op 1 npuMeHeHne
METOJIOB H CTIOCOOO0B peIIeHHS
npodeccnoHanbHBIX 33134 B 00JaCTH
obecrieyeHus 6€30MaCHOCTH ceTeit
CBSI3U.

OIIOP 15 - Pemienue cTaHAapTHBIX U
HECTaHJAPTHEIX NPO(eCCHOHATBHBIX
3a7a4 0 00eCIeYeH IO
0e30macHOCTH ceTeil CBS3H.

OIIOP 16 - DddhexTHBHBII MOKUCK
HeoO0XouMol nH(OopMauH JuIst

npodecCHOHATLHON pelieHus 3a1a4 B 00JIaCTH CETEBOM
JIESITETLHOCTH. 0€30MIaCcHOCTH.

OK 10. ITonb3oBaThCs OIIOP 18 - PaboTa ¢ pa3nuyHbIMU
podeCCHOHATBHOM MPOrpaMMHO-AMNaPaTHEIMU U

KOHKPETHOTO MOAX0Ma K
ONpeNeNIeHHI0  KJlacca
3aIIUIECHHOCTH
aBTOMaTU3UPOBaHHOM
CHCTEMBI 00paboTku
JTAHHBIX.
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JIOKYMEHTaIen Ha
roCyJJapCTBEHHOM U
HWHOCTPAHHOM S3bIKaX.

IIPOrpaMMHBIMHU CPEJICTBAMHU.
OIIOP 23 - AHanu3 HHHOBAIUK B
00JacTH MIPOrpaMMHOT0

obecnieyeHus1, pa3BUTHsL OTPACIIH.

3aganue 2.
Hnempykyus:

BHuMmatenbHO IpoynTainTe 3a1aHue.

BEI MOkeTe mOJIb30BaThC:

O6opymosanue, I1O: TIK. fstec.ru.

Bpewms BeimonHeHus: 15 MUHYT.

TexcT 3a7aHuA:

Ha mpeanpusitin cBsizn 00paboTka HHPOPMANIUK OCYIIECTBIISIETCS TPYIIION COTPYIHUKOB. B aBTOMaTH3npOBaHHOM
CUCTEMBI 00pa0OTKH JTAHHBIX PabOTAIOT MOJIB30BATEIH C OJMHAKOBBIM YPOBHEM JOCTyna. Pecypchl, momiexarime
3aIuTe, OMpeIeeHbl KaKk OrpaHUYEeHHBIC B IOCTYIE W UMEIOIINE cTaTyc KOHpHUIeHITMaIbHOH nHpopmarmn. Kirace
samumenHoctd AC mpemnpusatust ompeneneH kak 2A. Ompenenurte TpeOyeMbli Kiacc 3allUIIEHHOCTH CPEICTB

BeuucauTenbHoi Texuuk (CBT) ACOJl mpennpusiTus.
[Ipenmer(s1) orieHUBaHMS OO0BeKT(BI) [TokazaTenu oneHKH Kpurepun onenkn Bec
OLICHUBAHHUS KpUTEp
ust
1K 3.1. BeIABIATH yIpoO3bl U IIpaBunsHOCTH OIIOP 1 - Yerkoe noHUMaHUE 1. Beinosnnenue 20
YSI3BUMOCTH B CETEBOM OTIpeeTIeHIISI po6aeM HHHOPMAIIMOHHOM TpeOOBaHHIA 3aJaHUS 110
uHdpacTpykType ¢ KJacca 6e30MacHOCTH B OIIPEAENIECHUIO
HCIIONIb30BaHUEM CHCTEMBI 3aIIUIIEHHOCTH TEJIEKOMMYHUKAIIMOHHBIX CHCTEMAax MIPOTPaMMHBIX H
aHaJIM3a 3alIUIIEHHOCTH. CpPeICTB U CETSIX CBSI3M, TEXHUYECKHX YacTeH
IIK 3.2. Pa3pabatbiBath BeruucnutebHoi | OTIOP 2 - I'paMOTHO BBISBIATS, cucreM 00paboTKU
KOMIIJIEKC METOJIOB ¥ CPEJICTB TEXHUKH, KJIacCU(UIMPOBATh U aHAIU3UPOBATh | JaHHBIX.
3amuUTHl HHGOpPMAIIH B TpaMOTHOE yrpo36l HHPOPMAITUOHHOH 2. IpaBunbHOCTD
MH(OKOMMYHUKAIIHOHHBIX CETSX | HCIOJIB30BaHUE 6e30macHOCTH U (OPMBI HX OIIpeeNIeHUs KJacca
U CUCTEMaX CBSI3H. HOPMaTHBHBIX TIPOSIBIICHHUST, 3aIIUIIEHHOCTH CPE/ICTB
[K 3.3. OcymecTBisTh TEKyliee | JOKYMEHTOB OIIOP 3 - Bri6op MeXaHU3MOB H BBIUNCIIUTEIbHON
aJIMUHUCTPHUPOBAHUE JJISI 3aIIUTHI CpencTB obecneyeHust TeXHHKH, rpaMOTHOE
MH()OKOMMYHUKALIMOHHBIX CETeH UH()OPMALTIOHHON UCIIOJIb30BaHNE 26
1 CHCTEM CBSI3H C Oe3omacHOCTH (TIPOTPaMMHBIX U HOPMAaTHBHBIX
HCIIONIb30BaHUEM MPOrpaMMHO-aIIapaTHEIX ); JOKyMEHTOB
CIEIaIN3UPOBAHHOTO OIIOP 7 - Bnagenue cepBucamu, 3. T'pamotHBIN BBIOOD
POrpaMMHOTO oOecTieueHus u obecreynBaroIIMu KOHKPETHOTO IMoIXoja K
00opynoBaHus. MH(POPMAaIMOHHYIO 0€3011acHOCTh B OTPEICIICHUIO KJlacca
OK 01. Beibupats crioco0bt TEJIEKOMMYHUKAIIMOHHBIX CHCTEMax 3aIIUIIEHHOCTH CPE/ICTB
peueHu 3a1a4 U CETAX CBA3H, BBIYMCIIUTEILHOM
npodecCHOHANTLHON OIIOP 13 - CBoeBpeMeHHOE 1 TEXHUKH.
ACATCIIBHOCTU, MTPUMEHUTECIIBHO K Ka4CCTBCHHOC NPUMCHCHHUEC 16

Pa3INYHBIM KOHTEKCTaM.
OK 02. OcyecTBisTh OUCK,
aHallu3 ¥ UHTEPIPETAIHIO
HHPOpMaLK, HEOOXOAUMOMN st
BBITTOJTHEHHS 337144
npo¢ecCHOHANBLHON
JIEATENLHOCTH.

OK 09. Ucnonb30BaTh
HHPOPMAIUOHHBIE TEXHOJIOTHH B
npo¢ecCHOHANBLHON
JIEATENLHOCTH.

OK 10. ITonb30BaThCs
npodecCHOHATBLHON
JIOKyMEHTalue Ha
roCyJIapCTBEHHOM U
I/IHOCTpaHHOM SA3bIKAX.

KOMIIETCHIINI, YMEHUN U 3HAHUH,
pUOOPETEHHBIX B PE3YJIbTATe
OCBOCHHS TEM, pa3/icyioB,
nuctuminud, MK, mogynei.

OIIOP 14 - Beibop 1 mpUMEHEHHUE
METOJIOB U CIIOCOOO0B peIICHUS
npodecCHOHANBHBIX 3a/1au B 00J1aCTh
obecrieueHust 6€30MacHOCTH CeTei
CBSI3U.

OIIOP 15 - Pemienue cTaHAapTHBIX U
HECTaH/IAPTHBIX MPOGECCHOHATBHBIX
3a/1a4 1o 00ecreueHHI0
0€30MaCHOCTH CeTeil CBA3H.

OIIOP 16 - DddexTHBHBIN MOUCK
HEOOXO0IUMO#T HHPOPMALIUH TS
pelieHus 3a1a4 B 00J1aCTH CETEBOM
0e30MmacHOCTH.

OIIOP 23 - Ananu3 nHHOBAIUH B
obnacTu MpoOrpaMMHOTO
obecrieyeHusl, pa3BUTHUS OTPACIH.




3ananme 3.
Hncempykyus:

BuumarensHo HpO‘-IPITafITe 3aJaHHuC.

Br1 MoskeTe moJIb30BaThHC:

O6opynosanwue, [10: TIK; www.ldeco.ru (Bxoa uepe3 JIndHbIi KaOUHET).

Bpewms Beimonnenus: 15 MuHyT.
Tekcer 3agaHun:

IIpoBepuTh 3aIIUTy KOPHOPATHBHOM CETH, MCMONb3ys TectupoBanue ldeco UTM: OTKpBIThIE TOPTHI U OTBETHI
CEpBUCOB Ha BHEITHEM WHTep(delice HHTepHET-IUII03a; ecTh Jiu [P-aapec B 4€pHBIX CIUCKaX 3apaKEHHBIX XOCTOB;
BO3MOXXHOCTh MPOHUKHOBEHHUS TECTOBBIX OOpAa3llOB BHPYCOB M OSKCIUIOWTOB, TOPPEHTHI, CKayaHHBIC M3 CETH 3a
MOCJIeTHAN MeCsI; HATMYKE TMapoJisl K MOYTE B U3BECTHBIX 0a3ax JaHHBIX XaKepOB.

IIpenmer(bl) OLIeHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpHUTEP
ust

TIK 3.1. BeIsBnats yrpo3sl u I'pamotHO OIIOP 1 - YeTtkoe moHNMaHue 1. Brimonuenwne 26
yS3BUMOCTHU B CETEBOMH IPOBEACHHOE po6ieM UHGOPMATMOHHON TpeboBaHuUil 3a1aHUs 110
UHDPACTPYKTYpE C TECTUPOBAHNE 6e30MmacHOCTH B aHaIN3y 3aIIUIEHHOCTH
UCIIOIb30BAHUEM CUCTEMBI KOPIIOPaTUBHOH | TEIeKOMMYHMKAIIMOHHBIX CUCTEMaX U | BCEX YCTPOMCTB, Ha
aHaM3a 3alIUIIEeHHOCTH. ceTu CeTSIX CBA3N, KOTOPBIX paboTaroT
1K 3.2. Pa3pabaTbiBaTh OIIOP 2 - I'paMOTHO BBISIBIISTS, COTPYAHUKU KOMIIaHHU.
KOMIUTEKC METOJIOB M CPEJICTB KIacCU(GUIMPOBATh U aHATM3HPOBATh 2. I'pamoTHOe Branenue | 20
3aIuThl HHpOpMaLUK B yrpo3bl HHGOPMALMOHHON CepBHCaMH,
MHPOKOMMYHHKAIIMOHHBIX 0e30macHOCTH U GOPMBI X 00eCTIeYrBaOIMMHU
CeTsAX U CUCTEMax CBA3U. IIPOSIBIICHUS; [IPOBEJICHNE aHAIU3a
1K 3.3. OcymiecTBiIsTH OIIOP 3 - BoiOop MEXaHU3MOB U 3aIIUIIEHHOCTH CETU
TeKyllee aAMIAHACTPUPOBAHIE CPEICTB O0eCTIeueHsI 3. 'paMOTHBI BBIOOD 16

JUISL 3QIIUTHI
MH()OKOMMYHHUKAIIMOHHBIX
CeTeH U CUCTEM CBSI3H C
HCTIONIb30BaHAEM
CHEMAIM3UPOBAHHOTO
MIPOTrPaMMHOTO OOeCTIeUeHuUs 1
000pyI0BaHMUS.

OK 01. Beibupats crioco0st
pelieHus 3aaa4y
podecCHOHATBHOM
ACATCIBHOCTH, MIPUMCHUTECIIBHO
K Pa3IMIHBIM KOHTEKCTaM.

OK 02. OcymiecTBasiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
UHPOpMAIIH, HEOOXOAUMOMH
JUTS BBITTOJTHEHHS 327124
npogecCHOHAEHON
JEeSTEITLHOCTH.

OK 09. Hcnons3oBath
MHQOPMAOHHBIE TEXHOJIOTHH
B IpoeCcCHOHANBHON
JEeSTEITbHOCTH.

OK 10. ITonp30BaThCS
podeCCHOHATBLHOM
JIOKyMEHTaIei Ha
TOCY/IapCTBEHHOM U
HWHOCTPAHHOM SA3bIKax.

nH(OpMaLOHHON

0e30macHOCTH (IPOTPaMMHBIX U
[IPOrpaMMHO-ANINaPATHBIX);

OIIOP 7 - Biranenue cepBucamu,
obecrieynBaOIIMU
HHPOPMAITMOHHYIO 0€30MaCHOCTH B
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAaxX U
CeTsX CBA3N,

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE
KOMIETeHLIU), YMEHUH U 3HaHUH,
MIPUOOPETEHHBIX B pe3yibTaTe
OCBOCHHUS TE€M, pa3/ieiioB, JUCLUILINH,
MK, moxymei.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB M CIIOCOOO0B PEIICHNUS
npodeccuoHaIbHBIX 331a4 B 0071aCTH
obecnieyeHust 0E30MACHOCTH CeTei
CBSI3HU.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaH/IAPTHBIX MPOPECCUOHANBHBIX
3a7a4 10 00eCIIeYeHHIO 0E30MaCHOCTH
ceTel CBA3H.

OIIOP 18 - Pabora ¢ pa3nu4HbIMU
MIPOrpaMMHO-ANMNAapPaTHBIMH U
MIPOTPaMMHBIMH CPEICTBAMHU.

OIIOP 23 - Ananu3 WHHOBAIIMH B
00JIacTH MPOrpaMMHOTO 00eCTIeUeHN s,
Pa3BUTHS OTPACIIH.

MCXaHU3MOB U CPEACTB
JUII IPOBEACHWSA aHAIN3a
3alllMIICHHOCTH CETU

3aganue 4.
Hncempykyus:

BaumarensHO npquTaﬁTe 3aJJaHuC.

Bl MOXETE MOIB30BATHCS:
O6opynosanne, [10: T1K.
Bpewms BeimonHenus: 15 MUHYT.
Tekcr 3aqaHus:

3I0YMBIIIIEHHUKH 3amudpoBany  (aiasl KOPIOPATHBHOTO KOMIIBIOTEPA TPOSHOM cemeiicTBa Yanluowang.
3ammppoBaHHBIC KPUTHUECKH BAXKHBIC JaHHBIC HEOOXOAMMO BOCCTAHOBHTH. [Ipe/yiokuTe anroputMm JCHCTBUN B
YCIIOBUSIX MTPOU3OIIEIIICTO BUPYCO3aBUCHUMOTO HHIIUICHTA.,
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IIpenmer(bl) oLleHUBaHUS OO0bexT(bl) ITokazarenu oneHKH Kpurepuu onenku Bec
OLICHUBaHHUS KpHUTEP
ust

I1K 3.1. BeIBIATb yrpo3bl U Bei6op OIIOP 1 - Yetkoe noHuMaHue NpodiaeM 1. Beinonsenue 20
YSI3BUMOCTH B CETECBOM MEXaHU3MOB U MHPOPMAIMOHHOHN 0€30MaCHOCTH B TpeOOBaHMIA 3a1aHUS
uHdpacTpykType ¢ CpPEICTB TEJIEKOMMYHUKAIMOHHBIX CUCTEMAX U 10 00€CIEUEHHIO
HCTIONIb30BaHUEM CHCTEMBI obecrieyeHust CeTsX CBA3N, 3aIIUIIEHHOCTH BCEX
aHaIM3a 3allUIIEHHOCTH. unpopmaronHoit | OITOP 2 - 'paMOTHO BBISIBIIATD, YCTPOIHCTB, Ha
1K 3.2. Pa3pabarsiBaTh 0e30macHOCTH KJaccu(UIMPOBATh U AaHAJIM3UPOBATH KOTOPBIX pa0doOTaroT
KOMIUIEKC METOJIOB ¥ CPEACTB | (IIPOrpaMMHBIX U yrpo3bl HHGOPMALUOHHON COTPYIHUKHI
3alUThl UHPOPMAIHH B MPOTPaMMHO- 0e30macHOCTH U ()OPMBI MX MPOSBICHUS; | KOMIIAHUH. 26
NH()OKOMMYHUKAIIMOHHBIX annapaTHbIX); OIIOP 3 - BriOop MEXaHU3MOB U 2. I'pamoTHOE
CeTsIX M CHCTEMaX CBSI3H. MOCTPOCHHUE cpencTs obecniedeHnst THQOPMAIIMOHHON | BIIAJICHHE CEPBUCAMH,
1K 3.3. OcymiecTBIATh CHUCTEMBI 6e30macHOCTH (IIPOrPaMMHBIX U obecrieyBaOIIMU
TeKyIee AQHTUBHPYCHOM IIPOrpaMMHO-aIIaPATHEIX); nH(OPMALOHHYIO
aIMUHUCTPUPOBAHUE IS 3alUThI B OIIOP 7 - Bnanenue cepBucamu, 0e30MacHOCTh B
3aIIUTHI TEJIEKOMMYHHUKaU | 00ecHedrBaoIMU HHPOPMAMOHHYIO TENEeKOMMYHUKAIIMOHH
MH()OKOMMYHUKALIMOHHBIX OHHBIX CUCT€Max U | 0e30IacHOCTb B BIX CHCTEMAX U CETAX
ceTell U CucTeM CBSI3M C CeTSX CBS3U. TENeKOMMYHUKAIMOHHBIX CUCTEMAaX U CBSI3M. 16

HCTIOJIb30BaAHUEM
CHeHaTN3UPOBAHHOTO
MIPOTPaMMHOT0 O00ecIIeYeHHs
1 000pyoBaHus.

OK 01. BeiGupats crocoOsI
penieHus 3a1a4q
npogecCHOHANBEHON
JIeSITeIbHOCTH,
MIPUMEHHUTENEHO K
Pa3THYHBIM KOHTEKCTaM.
OK 02. OcymiecTBisTh IOUCK,
aHaJM3 U HHTEPIPETAIHIO
HHPOPMAITUH, HEOOXO MO
JUTSL BBITIOJTHEHUS 337144
npodecCHOHANTBLHON
JIeSITEILHOCTH.

OK 09. Ucnons3oBaTh
nH(OopMaIOHHBIE
TEXHOJIOTHH B
npo¢ecCHOHANBEHON
JIeSITeIbHOCTH.

OK 10. [Tonb3oBaTkcs
npodeccnoHanbHON
JIOKyMEHTalue Ha
TOCYZIapCTBEHHOM U
HWHOCTPAHHOM S3bIKaX.

CeTAX CBA3H;

OIIOP 13 - CroeBpemeHHOE 1
Ka4yeCTBEHHOE ITPUMEHEHUE
KOMITETEHIINA, YMEHUH 1 3HAHHH,
MpUOOPETEHHBIX B PE3yJIbTATE OCBOCHHS
TeM, pasnenos, nucruruinH, MK,
MOAYJEH.

OIIOP 14 - Beibop 1 npUMEHEHHE
METOJIOB ¥ CIIOCOOOB PEIICHUS
npo¢)eCCHOHANBHBIX 3a/1a4 B 00J1acTH

obecnieuenns 6€30MMacCHOCTH CETEH CBA3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHIAPTHBIX MPO(HECCHOHATBHBIX
3a/1a4 10 00eCIIeYeHHIO OE30MaCHOCTH
ceTeil CBS3H.

OIIOP 16 - DddexTHBHBIIH TOUCK
HeoOXoIuMoi MH(MOPMAIHH JUTS
peleHus 3a1a4d B 00J1aCTH CETeBOH
0€30MacHOCTH.

OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOTrpaMMHO-aIIapaTHEIMUA U
HPOrpaMMHBIMH CPEACTBAMH.

OIIOP 23 - Anann3 UHHOBALUI B
00J1aCTH MTPOrPaMMHOT0 00eCIIeYeHHMS,
pas3BHUTHS

oTpaciu

3. I'pamoTHBIH BEIGOD
MEXaHH3MOB U CPEJICTB
JULS IOCTPOEHUS
CHCTEMBI
AQHTUBUPYCHOM 3aIUTHI
B
TENIEKOMMYHUKAlUOHH
BIX CHCTEMAaX M CeTAX
CBA3U

3anganue 5.
HUncmpyxyus:

BHumatensHO npoynTaiTe 3a1aHue.

Bb1 MOXkeTe 110I630BaThCA:

O6opynoanue, I10: TTIK, Dr.Web vxCube.

Bpewms BeimonaeHus: 15 MUHYT.

Texct 3amanus:

B cetu xoMmmaHuu ecTh BaXKHBIE IOKYMEHTBI U KOH(PHIEHITMALHBIC CBEACHNS, 2 BBl BRISBIIIN MOJ03PUTEILHOE He-
M3BECTHOE MPIIIOKEHUE, HO HE YBEPEHBI B €T0 BPEJOHOCHOCTH, @ aHTUBUPYC CUUTAET (DAl «IUCTHIM», HO Y Bac
€cTb cOMHeHUs. [IpeuioKuTe anropuTM IeMCTBUNA B IAHHOW CUTYaIlMH.

[Ipenmer(pl) oleHUBaHUS OOBeKT(bI) ITokazarenu oneHKH Kpurepun onenku Bec
OLICHUBAHUS KpUTEP
ust

I1K 3.1. BeiABasTE Yyrpo3sl U Bri6op OIIOP 1 - Yerkoe noHUMaHue 1. Beinosnenue 26
YSI3BUMOCTH B CE€TEBOMI MEXaHU3MOB po6eM UHGOPMAMOHHON TpeOOBaHUM 3a1aHuUs 110
uHdpacTpykType ¢ TECTUPOBaHMs | OE30MacHOCTH B obecrieyeH IO
UCIIOJIb30BAHUEM CUCTEMBI AQHTUBUPYCHOH | TEIEKOMMYHHMKALMOHHBIX CHCTEMAX U 3aIIUILEHHOCTH BCEX
aHAJIN3a 3aIUIICHHOCTH. 3aIIUTHI CETSIX CBA3M, YCTPOMCTB, HA KOTOPBIX
I1K 3.2. Pa3pabatbiBaTh unpopmaiuon | OIIOP 2 - I'paMOTHO BBISIBIIATS, paboTaoT COTPYIHUKU
KOMIIIIEKC METOJIOB M CPEJICTB HOM CHCTeMBI KTacCU(pUINPOBATh U aHATU3HPOBATH KOMIIaHHH.
3aIiUThl HH(OpMaLUY B yrpo3bl HHGOPMALUOHHON 2. I'pamotHOe Bnasenne | 20
WHPOKOMMYHHKAIIMOHHBIX CETSIX 0e301acHOCTH U (OPMBI HX CepBUCAMH,
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U CUCTEMaX CBSI3H.
TIK 3.3. OcymecTBusTh TEKyIIEe
aJIMHHUCTPUPOBAHHE JUTS 3AIHTHI
MH()OKOMMYHUKAIIMOHHBIX CeTeH
Y CHCTEM CBSI3H C
UCIIOJIb30BaHUEM
CIeMaNTN3UPOBAHHOTO
MPOrPaMMHOTO 00ECIICUCHUSI U
000pyI0BaHMUS.

OK 01. Bei6upars cocoOsl
penreHus 3a1a4d
npodeccuoHaILHON
JeATeTbHOCTH, TPIMEHNATETBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymecTBasiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
UHpOpMAIH, HEOOXOAUMOM JIJIs
BBITIOJTHEHUS 33184
npodecCHOHATLHON
JIeATSITLHOCTH.

OK 09. Hcnonp3oBath
UH()OPMAI[OHHBIE TEXHOJIOTHU B
npoeCCUOHANBHOM
JIeATETLHOCTH.

OK 10. ITonp30BaThCs
npogecCHOHAEHON
JIOKyMEHTaIei Ha
TOCY/IapCTBEHHOM U
MHOCTPAHHOM SI3BIKaX.

TPOSIBIICHHUS,
OIIOP 3 - Bi6op MeXaHU3MOB H
cpencTB obecrieueHust
UH()OPMALOHHON

6e3omacHOCTH (ITPOrPaMMHBIX U
MPOrPaMMHO-AMIaPATHBIX );

OIIOP 7 - Bnanenue cepBucamu,
o0ecreynBaoIMMU HHOPMAIIHOHHYIO
6e30macHOCTh B
TEJICKOMMYHUKAIIMOHHBIX CUCTEMaX U
CeTsIX CBSI3H,

OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IPHMEHEHHE
KOMIIETEHIIUH, YMEHUH U 3HAHUH,
MPUOOPETEHHBIX B pE3yNbTaTe
OCBOCHHS TE€M, Pa3/IeiioB, AUCIUILTHH,
MUK, momymneii.

OIIOP 14 - Bei6op 1 npuMeHeHHE
METOOB M CLIOCOOOB PEIICHUS
npodecCHOHANBHBIX 3a/1ad B 00J1acTh
obecrieyeHus OE30ITaCHOCTH ceTeit
CBSI3HL.

OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a7a4 110 00eceYeHnIo 0e30IMacHOCTH
ceTeil cBA3M.

OIIOP 16 - DddhexTHBHBII MOUCK
HEOOX0TUMOM HH(MOPMAIIUH TS
penieHus 3a/1a4 B 00J1aCTH ceTeBOH
0e30macHOCTH.

OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMMapaTHEIMU U
MPOrPaMMHBIMHU CPEJICTBAMH.

o0ecreynBaOIMMU
HHPOPMAITHOHHYIO
6e30macHOCTh B
TEJICKOMMYHUKAIIMOHHBI
X CHCTEMax U CeTsX
CBSI3ML.

3. 'paMOTHBI BBIOOD
MEXaHU3MOB U CPEJICTB
JUISL TECTUPOBAHUS
CHCTEMbI aHTHBUPYCHOM
3aIHTHI B
TEJICKOMMYHUKAIIMOHHBI
X CHCTEMaX M CETSX
CBSI3U
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3aganue 6.
HUncempykyus:

BHumatensHO mpounTaiTe 3a1aHue.

BsI MOXkeTeE MOTB30BaThCS:
O6opymosanue, I10: TIK. fstec.ru.
Bpewms Beimonnenus: 15 MuHyT.
Tekcr 3agaHus:

Jus 3amuTel  Qu3MYEcKoil TpaHUWIBl (mepuMerpa) WHGOPMAIMOHHOW CHCTEMBI MPENNpHSTHS, COAepKaiei
CBEJICHUS, OTHECEHHBIE K TOCYIapPCTBEHHOM TaifHe, MPHOOpENn MeXKCeTEeBON 3KpaH 4-ro Kiacca 3aiuThl, pouis b.
Heobxomumo npoBeputh BEIOOP MO, chopMynupoBaTh TpeOOBaHUS K CePTH(PHUIIMPOBAHHBIM MEKCETEBBIM dKpaHAM

Y J1aTh PEKOMEH/IAIIMH TI0 3aIIUTe NHPOPMAIIHH.

IIpeamer(s1) orieHUBaHUS OO0BbexT(bI) ITokazarenn oneHKH Kpurepun onenkn Bec
OLICHUBAHUS KpUT
epust
TIK 3.1. BBIBIATD yrpo3sl 1 I'pamoTHBII OIIOP 1 - Yerkoe nmoHUMaHue npoodsiemMm 1. BeimonHenue 2
YSI3BUMOCTH B CETEBOM BEIOOD MD, | urdopMaIMoOHHOI 6e30MacHOCTH B TpeOOBaHUit 3a1aHUs
HHPPACTPYKTYypE € chOpMYIHPOBaH | TEIEKOMMYHHKAIMOHHBIX CHCTEMaX H 110 000CHOBAaHUIO
UCIIOJIb30BaHUEM CHCTEMBI Hble TPeOOBaHHUS | CETSAX CBA3M, BeIOOpa MD.
aHaJIM3a 3allUISHHOCTH. K OIIOP 2 - I'paMOTHO BBISIBIIAATS, 2. Boimosinenue
1K 3.2. Pa3pabaTbiBaTh cepTu(UINPOBaH | KIaccH(HUIUPOBATH U aHATM3UPOBATH TpeOoBaHUii 3a1aHNs 2
KOMIIJIEKC METOJIOB U CPEJICTB HBIM yrpo3bl HHPOPMATMOHHON K CpelcTBaM
3aIUTH HHGOpMaLUK B MEXKCETEBBIM Oe3omacHOCTH ¥ (OPMBI UX MPOSIBICHUS; | 00eCHEeYEeHUS
MH(POKOMMYHHKAIIMOHHBIX CETSAX | SKpaHam OIIOP 3 - Bribop MexaHU3MOB U 0e30macHOCTH
U CUCTEMaX CBS3H. cpencT obecnedeHust ”HGOPMAIMOHHON | MH(GOPMAIIMOHHON
TIK 3.3. OcymecTBisaTh TeKyliee 6e3onacHoCTH (IPOrPaMMHBIX U CHCTEMBI
aJIMUHUCTPUPOBAHHE JUTS 3aIUTHI MIPOrpaMMHO-AMINAaPATHBIX); MPEANPHSTHS,
MH(POKOMMYHHUKAIIMOHHBIX CeTeH OIIOP 7 - Bnanenue cepBucamu, cozeprKamei
U CHCTEM CBSI3H C o0ecneynBalOIMU HHGOPMAIHOHHYIO CBEJICHUS,
UCIIOIb30BaHUEM 6€e30MacHOCTb B OTHECEHHBIE K
CHEeLUAIU3UPOBAHHOTO TEJIEKOMMYHHKAILMOHHBIX CHCTEMAax U roCyZapCTBEHHOM
IIPOrpaMMHOI0 00ecIeueHus U CETsX CBA3Y,; TaiiHe.
000pyI0BaHMS. OIIOP 13 - CBoeBpeMeHHOE U 3. PaioHanpHOCTh 1
OK 01. Beibupats criocoobl Ka4yeCTBEHHOE TPUMEHEHUE pacrpeeseHus
peuieHns 3aaaq KOMITETEHIINH, YMEHUH U 3HAHHH, BpEMEHH Ha
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npogeccuoHanbHON
NeATeIbHOCTH, IPUMEHUTENBHO K
Pa3THYHBIM KOHTEKCTaM.

OK 02. OcymecTBisTh OUCK,
aHaJIM3 ¥ HHTEPIIPETALHIO
“HPOPMALUH, HEOOXOAUMOM ISt
BBITIOJTHEHHMS 3324
npogeccuoHaNbHON
JeSTeTbHOCTH.

OK 09. Ucnonb3oBatb
nH(OPMALIIOHHBIE TEXHOJIOTHH B
npogeccuoHaNbHON
JeSTeTbHOCTH.

OK 10. [Tonp3oBatscst
npo¢ecCHOHANTBLHON
JOKyMEHTAIUeH Ha
TOCYZIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

pUOOPETEHHBIX B PE3yJIbTaTe OCBOCHHUS
TeM, pa3nenos, aucruiuimH, M/IK,
MOAYyJIEH.

OIIOP 14 - Bpi6op u npuMeHeHUe
METOOB M CLIOCOOOB PEIICHUS
npod)ecCHOHANBHBIX 3a/1a4 B 00J1acTh

obecrieuennst 0€30IMaCHOCTH CETEM CBA3H.

OIIOP 15 - Pemenue cTaHIapTHBIX U
HECTaH/aPTHBIX NPO(ECCHOHATBHBIX
3aj1a4 1o 00eCTeyeHI0 Oe30IIaCHOCTH
ceTeil CBS3H.

OIIOP 16 - DddekTuBHBIN MOUCK
HEOOXOIUMO# HHPOPMALIUH IS
pelIeHus 3a/1a4 B 00JIaCTH CeTeBOM
6e30MacHOCTH.

OIIOP 18 - PaboTa ¢ pa3iIuuHBIMU
HPOrpaMMHO-aINapaTHBIMU 1
HPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - AHanu3 MHHOBAaLUH B
00JIaCTH MPOrPaMMHOTO 00CCTICUEHH,
Pa3BUTHSI OTPACIH

OIMUCaHKe
BBIOPaHHOTO
peLICHHUS.

3ananue 7.
Hnempyxyus:

BuaumatenbHO npouyuTaiiTe 3a1aHue.

BEI MOkeTe mOJIB30BaThHC:

O6opymosanue, I1O: TIK. fstec.ru.

Bpewmst BoinonHenust: 15 MUHYT.

TexcT 3a71aHuA:

JUist aHTUBHPYCHOH 3allIUTBI CEPBEPOB B TOCYAAPCTBEHHON WH(POPMALIMOHHON CUCTEME, TIPU OTCYTCTBHU CBEICHUH,
COCTABIISIIOIINX TOCYJapCTBEHHYIO TaifHy, MPUOOpPEIH CPEACTBO aHTHBHPYCHOHM 3aIMTHI 6 Kiacca 3ailuThl, TUI B.
Heo6xonumo npoBepuTh BBIOOP CPEICTB aHTUBHPYCHOM 3aIIUTHI, chOPMYIHMpPOBaTh TPEOOBAHUS K AHTHBUPYCHBIM
CpEACTBaM M JIaTh PEKOMEHJIAIIMH TI0 3aIIUTe HHPOPMAIHH.

[Ipenmer(s1) orieHUBaHMS OO0BeKT(bI) ITokazarenn omeHKH Kpurepun onenkn Bec
OIICHUBAHHUS KpHUTEP
us
I1K 3.1. BeiABaATE Yyrpo3sl U I'pamornslii BeOop | OITOP 1 - Yerkoe noHuMaHue mpodnem 1. Beinonxenue 2
YSI3BUMOCTH B CETEBOM CpencTB nH(OPMaOHHOW 0€30MacHOCTH B TpeGoBaHMiA
HHPPACTPYKTYypE C AHTHBUPYCHOI TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX U 3aJjaHus 110
HCTIOJIb30BAaHUEM CHUCTEMBI 3aIIMTHI, CeTAX CBA3H; 000CHOBaHUIO
aHanM3a 3allUIIeHHOCTH. chopMyInupoBaHH OIIOP 2 - I'paMOTHO BBISIBIISTS, BBIOOpa CPEICTB
1K 3.2. Pa3pabarsiBaTh ple TpeOOBaHHs K | KJIACCU(QHIMPOBATH M aHAIN3UPOBAThH AQHTUBUPYCHOU
KOMIUIEKC METOJIOB U CPEACTB CepTUGHULUPOBAHH | YTPpO3bl HHGOPMALMOHHOM 3aIIUTHI.
3aIuThl HHpOpMAaIIH B BIM cpexncTBaM | 0€30macHOCTH M ()OPMBI MX MPOsIBIICHUs; | 2. BrimonHeHune 2
MH()OKOMMYHUKAIIMOHHBIX CETSIX | aHTUBUPYCHOM OIIOP 3 - Boibop MEXaHU3MOB U TpeboBaHui
U CUCTEMaX CBSI3HU. 3aIIUTHI, cpencT obecredeHust ”HQOPMALMOHHON | 3aiaHus K
[IK 3.3. OcymiecTBnsaTh TeKyliee | MOHUMaHUE 6e3omacHOCTH (IPOTPAMMHBIX U cpencTBam
aJMAHUCTPUPOBAHKE IJIS 3AIUTHI | KiacCUpUKAILMU IIPOrpaMMHO-AIIIAPATHBIX); obecrieyeHust
MH()OKOMMYHUKAIIMOHHBIX CeTell | CpencTB OIIOP 7 - Bnanenue cepBucamu, 6e3onacHoCTH
U CHUCTEM CBSI3H C AQHTUBHUPYCHOU o0ecnevynBarMMU HHPOPMALIUOHHYIO UH()OPMAIIIOHHBIX
HCTIOJIb30BaHUEM 3aIIUTHI. 0e301acHOCTh B TEXHOJIOTHH 1O
CHELHATN3UPOBAHHOTO TEJIEKOMMYHHUKAIMOHHBIX CUCTEMAX M MPUMEHECHUIO
IIPOTPaMMHOT0 O0ecIIeueH s U CeTAX CBA3H; CpeICcTB
000opynoBaHHSI. OIIOP 13 - CBoeBpeMeHHOE U AHTUBUPYCHOU
OK 01. Beibupats crioco0sbl KaueCTBEHHOE IPUMEHEHUE 3aIUTHL.
pelueHus 3anay KOMITETeHIINH, yMEHUH U 3HAHWH, 3. ParuoHaILHOCTH 1
npodeccnoHanbHON IpUOOPETEHHBIX B pe3yJIbTaTe OCBOCHHUS | paclpeseneHust
JIEATEIbHOCTH, IPUMEHUTEIIBHO K TeM, pazzienoB, nucrumuind, MK, BPEMEHHU Ha
Pa3INYHBIM KOHTEKCTaM. MOJyJIeH. oIvcaHue
OK 02. OcymecTBasTh MOUCK, OIIOP 14 - Bri6op 1 npuMeHeHHe BBIOPaHHOTO
aHaJIU3 ¥ UHTEPIIPETAIHIO METOJIOB ¥ CHOCOOOB PELICHUs peleHHUsI.

HHPOPMAIH, HEOOXOAUMOMN ISt
BBIITOJTHEHHS 33144
npodecCHOHANBLHON

eI TeIbHOCTH.

OK 09. Ucnonb30BaTh
MH()OPMALOHHBIEC TEXHOJIOTHH B

podecCHOHAIBLHON

npodeccroHanbHBIX 3aa4 B 00JaCTH

obOecrieueHust 0€30IMaCHOCTH CETEH CBSA3HU.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJAPTHBIX MPOPECCHOHATBHBIX
3a/1a4 1Mo 00ecIeYeHu 0 0€30ITaCHOCTH
ceTeil CBA3U.

OIIOP 16 - DddekTHBHBIN TOUCK
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JIESTSIILHOCTH.
OK 10. ITonp30BaThCS
1po¢ecCrOHaNbHON
JOKyMEHTAlUeH Ha
TOCYAAPCTBEHHOM U
MHOCTPaHHOM SI3bIKaX.

HE0OX0IUMOW MH(POPMAIIUH TS
pelieHus 3a1a4 B 00JIaCTH CETEBOM
0E€30IaCHOCTH.

OIIOP 18 - PaGoTa ¢ pa3luuHbBIMU
MPOTPaMMHO-ANMAPATHBIMH U
MPOrPaMMHBIMU CPEJICTBAMHU.

OIIOP 23 - AHaM3 UHHOBAILIUH B
001acTH IPOTPaMMHOT0 OOecreueHus,
pa3BUTHS OTPACIH

3ananwme 8.
Hucmpyrkyus:

BuumartenbHO npounTanTe 3aaHue.

BEbI MOXeTe MOJIB30BaTHC:

O6opymosanue, I10: TIK, fstec.ru
Bpewms Bemonaenus: 15 MuHyT.

TexcT 3apanun:

Jnst 3a1MThl KOPIIOPATHBHOW CETH W OOHApPYKEHUsI MOMBITOK 3JI0YMBIIUICHHUKOB MIPOHUKHYTH B CETh, BBISBICHUS
UX MPUCYTCTBHA B HMH(QPACTPYKTYpE MPEANpUATHA (HA TPEANPHATHH OTCYTCTBYIOT CBEICHHS, COCTABIIAIOIINE
TOCY/IapCTBEHHYIO TaifHy), IUIaHUpYETCs NPHOOPECTH CHCTeMy OOHapy>KeHHS BTOp)KEHHH | Kiacca 3alluThI
Heo6xomumo mpoBeputh BbiOOp C3U u copmynupoBath TpeOoBaHHMS K cUCTEMaM OOHApy:KEHHsl BTOPIKECHHIt
(ucmonp3oBath crenudukanuio npoduiei sanmtel PCTIK Poccun).

[Ipenmer(b1) oLleHUBaHUS OOBeKT(bI) ITokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBAHUS KpHTEp
ust

TIK 3.1. BeIsBiaTs yrpo3sl u I'pamotHbiit  BeIOOp | OITOP 1 - YeTkoe moHUMaHUE MPOOIIEM 1. BeimonHenwne 2
YSI3BUMOCTH B CETEBOM COB, nH(OpPMaLOHHON 0€30IacCHOCTH B TpeboBaHuii 3a1aHUs
HHPPaCTPYKType C chOpMyIHPOBaHHBIE | TEIEKOMMYHHKAIIHOHHBIX CHCTEMAx U 10 000CHOBaHHIO
UCIIOJIb30BAaHUEM CUCTEMBI TpeboBaHUs K | CeTsX CBS3HU; BeI6opa COB.
aHaJIM3a 3alUIIeHHOCTH. ceprudpunupoBanbl | OIIOP 2 - I'paMOTHO BBISBIISITS, 2. Brmonuenwne 2
1K 3.2. Pa3pabaTbiBaTh M COB, noHumanue | KJIaCCU(QUIMPOBATH U aHAIU3UPOBATD TpeboBaHuii 3a1aHUs
KOMIUTEKC METOJIOB M CPEJICTB | CIielr(pHKALNH Yrpo3sl HHPOPMATHOHHOM K CpelcTBam
3alIUThl HHPOPMAIUH B npouIIei 3alUThI 0e3onacHOCTH U (OPMBI UX MPOSIBICHUS; | oOecrieyeHus
MH(POKOMMYHHKAIIMOHHBIX OIIOP 3 - Beibop MexaHU3MOB U 0e30MacHOCTH
CeTsIX M CHCTEMax CBSI3H. cpencTs obecnedeHust ”HQOPMAITMOHHON | MH(OPMAIIMOHHBIX
IIK 3.3. OcymiecTBasTh 6e3omacHOCTH (IPOTPaMMHBIX U TEXHOJIOTHH 110
TeKyIee IIPOrpaMMHO-aIIaPaTHBIX); YPOBHIO TOBEPHS,
aJIMMHUCTPUPOBAHUE JUIS OIIOP 7 - BnaneHnue cepBUCcaMH, TpeboBanus kK COB
3aIIUTHI o0ecneYnBaloIMU HHPOPMAIHOHHYIO BBIOPAHHOTO KJlacca
WH()OKOMMYHHUKAITUOHHBIX 0€e30MacHOCTh B 3aIUTHI
CeTeil U CUCTEeM CBSI3H C TENeKOMMYHUKAIIMOHHBIX CUCTEMaX U 3. PanmoHaabHOCTD 1

UCIIOJIb30BAHUEM
CIeHaTN3UPOBAHHOTO
MPOTPaMMHOT0 0OecrieueHHs
u 000opynoBaHUS.

OK 01. Beibupats crocoOsl
penreHus 3ama4q
npodecCHOHATEHON
JeSTeITLHOCTH,
MPUMEHUTENILHO K
Pa3IMYHBIM KOHTEKCTaM.
OK 02. OcymiecTBiasiTh IOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
UHPOpMAIIH, HEOOXOAUMOM
JUTSL BBITTOJTHEHHS 327124
npogecCHOHATEHON
JeSTEITLHOCTH.

OK 09. Hcnonb3oBathb
“HGOPMaMOHHBIE
TEXHOJIOTHH B
podeCcCHOHATHHOM
JIESITEIbHOCTH.

OK 10. ITonp30BaThCs
npodecCHOHATLHON
JIOKyMEHTaIei Ha
roCyJapCTBEHHOM U
MHOCTPAaHHOM SI3BIKaX.

CETAX CBA3H;

OIIOP 13 - CBoeBpemeHHOE U
Ka4eCTBEHHOE PUMCHEHHE
KOMIIETEHIUH, YMEHUI U 3HAHUMH,
NpUOOPETEHHBIX B PE3YJIbTATE OCBOCHUS
TeM, pasnenoB, nucruruinH, MK,
MOJYyJEH.

OIIOP 14 - BeiGop 1 npuMeHeHHe
METOJIOB ¥ CIIOCOOO0B PEIICHUS
podeccroHaNbHBIX 33134 B 00JIacTH
obecrieueHus1 0E30MACHOCTH CEeTel CBA3H.
OIIOP 15 - Pemenue cranaapTHBIX U
HECTaHJapPTHBIX MPO(ECCHOHATBHBIX
3aJa4 1o o0ecreyeHno 6e30MacHOCTH
ceTei CBS3M.

OTIIOP 16 - DddeKTHBHBIH MOUCK
HE00X0IUMOM HH(POPMALIUY IS
peleHus 3a1a4 B 00JIaCTH CETEeBOH
0e30macHOCTH.

OIIOP 18 - Pabora ¢ pa3nu4yHbIMU
MIPOrpaMMHO-ANNAaPATHBIMH U
IIPOrpaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - Ananu3 HHHOBaIMH B
00J1acTH IPOrPaMMHOT0 00ecreueHHUs,
Ppa3BUTHA OTPACIIH.

pacnpeneneHus
BPEMEHHU Ha
OIMHCaHKe
BBIOPAHHOTO
pelieHus.




3ananue 9.
Hnempykyus:

BaumatensHo nmpouuTaiiTe 3a1anue.

BrI MOXETE TONB30BATHCS:

O6opynosanwue, I[10: TIK, https://bdu.fstec.ru/calc.

Bpewms BeimonHeHus: 15 MUHYT.

Texcr 3aganus:

[IpoBecTH O1IeHKY YS3BUMOCTH B BEO-TIPHIIOKEHUH (YSI3BUMOCTD, TIO3BOJISIET MMPOBOANTD aTaKy THUIA «IOAETKa
MEKCANTOBBIX 3aITpocoBy [Cross-site request forgery] B manemu agMuHHCTpPaTOpa, MO3BOJISIET JOOABUTH HOBOTO
TOJIL30BATEIIS, YJAIUTH UMEIOIIETOCS TI0JIh30BATENs MM BOOOIIE BCEX MOJIB30BATENICH).

IIpenmer(sl) OLIeHUBaHUS OOBexT(bI) Ilokazarenu oneHKH Kpurepun ouenku Bec
OLICHUBaHUS KpHTEp
ust

I1K 3.1. BeIBIATH Yrpo3bl U I'pamoTHOE OIIOP 1 - Uerkoe noHUMaHHe NPodIEM 1. Beinonxenue 20
YSI3BUMOCTH B CETECBOM WCTIOJIb30BaHKue | MH(OPMAIIMOHHOM O€30MacHOCTH B TpeOOBaHMiA
uHppacTpykType ¢ CpEICTB TeJIEKOMMYHUKAIIMOHHBIX CUCTEMAX U 3a7aHus 110
HCIIONIB30BAHUEM CHCTEMBI aHANIM3a | OIEHKH CeTSIX CBSI3N, peanusayn
3ALIUIIEHHOCTH. yA3BUMOCTEN OIIOP 2 - I'paMOTHO BBISIBIIATS, OIIEHKH
1K 3.2. Pa3pabarsiBaTh KOMILIEKC KJaccH(HUIMPOBATh U aHATU3UPOBATH YSI3BHUMOCTEH C
METOJIOB U CPE/ICTB 3aIUTEI yrpo3bl HHPOPMALUOHHON nomoinsto CVSS
UHPOPMAITUH B 0e30macHOCTH U (POPMBI HX TPOSBICHUS; 2.0
MH()OKOMMYHUKALIMOHHBIX CETAX U OIIOP 3 - BbiOop MeXaHU3MOB U CPEJICTB 2. I'pamoTHOE 20
CHCTEMaX CBA3H. obecrieueHIsT HHPOPMAITMOHHON HCIIONB30BaHUE
1K 3.3. OcyiiecTBISTh TEKylIee 6e3omacHOCTH (IPOTPaMMHBIX U 0a30BbIX METPHK.
aIMUHUCTPUPOBAHHE JUIS 3aIUTHI MPOrpaMMHO-aNapaTHHIX ); 3. [IpaBuiIbHOCTH 16

NH()OKOMMYHUKAIIMOHHBIX ceTel U OIIOP 7 - BiasieHue cepBUCaMH, UCIIOIb30BAHUS
CHCTEM CBS3H C UCIIOJIb30BAHUEM 00ecCTIeunBaIONIMH HHPOPMATHOHHYIO KaJbKyJIsTOpa
CHELNAIN3UPOBAHHOTO 6€30MacHOCTb B TEJIEKOMMYHHUKALMOHHBIX | OLIEHKU
IPOTPaMMHOTO OOecIedeHHs U CHCTEMAaX M CETSX CBA3N, yA3BUMOCTEH.
00opyaoBaHus. OIIOP 13 - CBoeBpeMeHHOE U

OK 01. Beibupath criocoObI
pelieHus 3a1a4
npodeccnoHanbHON IeSITENFHOCTH,
MPUMEHHUTENILHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. OcymiecTBisTh IOUCK,
aHaJKM3 U HHTEPIPETAIHIO
HHPOPMAITUH, HEOOXOIUMOM ISt
BBITIOJTHEHHUS 33124
npodeccnoHanbHON IeSITENFHOCTH.
OK 09. Ucnons3oBaTh
nH()OPMAIOHHBIE TEXHOJIOTHH B
poeCCHOHANBEHON ACATEILHOCTH.
OK 10. [Tonp3oBaTsCst
npo¢ecCHOHANBHON
JIOKyMEHTAIneH Ha
rOCYyIapCTBEHHOM U HHOCTPAHHOM

KaueCTBEHHOE IPHMEHEHHE KOMITETSHIIHH,
yYMEHHH U 3HaHUM, IPUOOPETEHHBIX B
pe3ynbTaTe OCBOSHHS TEM, PA3/IENoB,
nuctumnud, MK, mogynei.

OIIOP 14 - Beibop 1 npuMeHEHHE
METOJIOB H CII0CO00B peIeHHUs
npodeccuoHanbHLIX 3a1a4 B 00J1aCTH
obecrieyeHus 0E30ITaCHOCTH CEeTeHl CBSI3H.
OIIOP 15 - Pemenue cTaHaapTHBIX U
HECTaHAaPTHHIX MPOPECCHOHANBHBIX 3a1a4
0 00€eCcTe4eHHI0 0€30MaCHOCTH CeTei
CBSI3ML.

OIIOP 16 - DddexTuBHBIN MOUCK
HEeoOX0IUMOW MH(MOPMAIIMH [UISl PEIICHUS
3a7a4 B 00JIaCTH CETEBOM 0€30MaCHOCTH.
OIIOP 18 - PaboTa ¢ pa3auYHBIMH
pOrpaMMHO-AMNMaPaTHEIMU U

A3BIKAX. IporpaMMHBIMHU CPEACTBAMH.
OITOP 23 - Ananu3s MHHOBALMHA B 00J1aCTH
nporpaMMHOIO 06CCH6‘ICHI/IH, pa3BUTHUA
oTpaciu
3amanmne 10.
Uncmpyxyus:

BHumartenbHO npouyuTaiiTe 3a1aHue.

Br1 MoskeTe moIbp30BaThC:

O6opynosanue, [10: I1K; Oracle VM VirtualBox; VM UKC.

Bpewms BeimonaeHus: 15 MUHYT.

Tekct 3ananust:

Hactpouts paboty Monayns «Fail2bany nns ananu3a JIoroB aBTOpu3aiiuu B Be0-I0YTE; TOYTOBOM cepBepe, SSH,
FTP. KonruecTBo HeyJauHBIX TIOMBITOK aBTopu3anuii — 3. IHTepBan HeyiayHbIX ONBITOK aBTopu3anuii — 10
MuH. biokupoBats Ha 15 munyT. 3abnokupyiite IP anpec: 192.168.1.101.

Ipenmer(bl) OLIeHUBAHUS OOBeKT(bI) ITokazarenu oueHKH Kpurtepun onenku Bec
OLICHUBAHUS KpHTEp
ust
I1K 3.1. BeIBSITE Yrpo3bl 1 Peanuzanus OIIOP 1 - Yerkoe moHnMaHue npoosiemMm 1. Beimonuenue 20
YSI3BUMOCTH B CETEBOH MOJIUTHKH nH(OopMaIOHHON 0€30MaCHOCTH B TpeOOBaHUI 3a1aHHs
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HHQPACTPYKTYpE C
HCIOJIb30BAHIEM CHCTEMEI

aHaM3a 3allUIIECHHOCTH.
1K 3.2. Pa3pabaTbiBaTh
KOMIUIEKC METOJIOB M CPE/ICTB
3aUTh HHpOpMALUK B
MH()OKOMMYHHUKAMOHHBIX CETSIX
U CUCTeMaX CBSI3H.

TIK 3.3. OcymecTBasTh TEKyIIee
aJIMHHUCTPUPOBAHKE JUTS 3AIUTHI
MH()OKOMMYHHUKAMOHHBIX CeTeH
Y CHCTEM CBSI3H C
UCIIOTb30BaHUEM
CMEHATN3UPOBAHHOTO
MPOTPaMMHOT0 0OecreueHus U
000pyIOBaHMS.

OK 01. Beibupatb crioco0bl
pelieHus 3ama4q
npodecCHOHATLHON
JIEATSIbHOCTH, IPUMEHUTEIBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymecTBasiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
uHpOpMaIH, HeOOXOAUMOH IS
BBITIOJTHEHUS 38181
npogecCHOHAEHON
JeSATEeITbHOCTH.

OK 09. Hcnons3oBath
“HQOPMAMOHHEIE TEXHOJIOTUH B
npogecCHOHAEHON
JeATEeITbHOCTH.

OK 10. IMTonp30BaThCs
npogecCHoOHAEHON
JIOKyMEHTaIMei Ha
roCyJapCTBEHHOM U
MHOCTPAHHOM SI3bIKaX.

MD.

TEJICKOMMYHUKAIIMOHHBIX CUCTEMAaX U CETAX
CBSI3H;

OIIOP 2 - I'paMOTHO BBISIBIISTS,
KJIacCU(UIMPOBATh U aHATU3HUPOBAThH
yrpo3bl UHPOPMAITHOHHO

6e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS,
OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB
obecnieyeHust UHHOPMAIMOHHON
6e3omacHOCTH (IPOTPaMMHBIX U
MIPOrpaMMHO-aITIaPATHBIX);

OIIOP 7 - Branenue cepBucamu,
o0ecneYnBaroIMMU HHPOPMAITHOHHYTO
0€30MacHOCTH B TEIEKOMMYHHKAITHOHHBIX
CHCTEMax M CETSIX CBSI3H;

OIIOP 13 - CBoeBpeMeHHOE U KaueCTBEHHOE
MIPUMEHEHUE KOMIETCHIIUH, YMEHHUH 1
3HaHUH, TPHOOPETEHHBIX B PE3YJIbTATE
OCBOEHUS TEM, pa3zienos, aucuuuing, MJIK,
MOJyJEH.

OIIOP 14 - Bbi6op u IpMEHEHHE METO/I0B
1 CIIOCOOO0B pelieHus MpodecCHOHATBHBIX
3aa4 B 00JacTH obecnieueHus 0e30MacHOCTH
ceTell CBS3H.

OIIOP 15 - PemteHue craHgapTHBIX U
HEeCTaHIAPTHBIX MPO(MECCHOHATBHBIX 3a/1a4
110 oOecreyeHn1o 0e30MacCHOCTH CeTeH CBSI3U.
OIIOP 16 - D¢ heKTHBHBIH TOUCK
HEO0X0MUMOM MHMOPMAIIMH TS PEIICHUSI
3a7a4 B 00JIaCTH CETEBOH OE30ITacHOCTH.
OIIOP 18 - PabGoTa ¢ pa3muYHbIMU
MIPOTpaMMHO-aIIaPaTHEIMUA U
MIPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHanu3 WHHOBAIWIA B 00J1acTH
MIPOTPaMMHOTO 00eciedeH s, pa3BUTHS
OTpacIH.

O peaT3aIuu
NoaUTUKU MDO.

2. IlpaBHIIBHOCTB
HACTPOHKU MOTYIS
Fail2ban.

3. IIpaBHIBEHOCTB
pCIIeHHUS 3aJaHHs:
P aBTOPU3ALHN
mocie 3 HeyJauHbIX
HOTBITOK yYeTHas

3aIUCh OJIOKHPYETCSL.

26

16

3aganue 11.
Hucmpyrkyus:

BaumarensHO HpO‘{HTafITC 3aJJaHuC.

Brl MOkeTe 1101b30BaThLCS:

O6opynosanwue, I10: TIK; Oracle VM VirtualBox; VM HKC.

Bpewms BrinonHeHus 3agaHust — 15 MUHYT.

Texkct 3amanus:

HacTpouts paboTy MeXCeTeBOro SKpaHa:

- aJgpeca M MOACETH, ¢ KOTOPBIX paspelieH goctyn K ynpasineHuio MKC uepes Be6-unrepodeiic u x cepepy MKC

no SSH - 192.168.17.206/24;

- MAKCUMAaJIbHOE KOJHUYECTBO aKTUBHBIX coenuHenuii - 10000;
- pe’KuM paboThI MeKCeTeBOro dKpaHa - ipfw -> pf.

Co3pmats paspeliaroniye npaBuiia: J0CTyIl K IOYTOBOMY cepBepy: paspemwntsb TCP tpaduk, Bxomsmuii Ha UKC Ha
nopt SMTP(25), nopt IMAP(143), mopt POP3(110) uepe3 BHenrHHe HHTEPEHCHI.

[Ipenmer(pl) oleHUBaHUS OO6BeKT(bI) ITokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpUTEP
ust

TIK 3.1. BeIABIATH yrpo3sl U Peanuzanus OIIOP 1 - Yetkoe moHUMaHHE NPOOIEM 1. BeinonHenue 16
YA3BUMOCTHU B CETEBOI otk MD. | nHGOpPManHOHHOI 6e30MacHOCTH B TpeboBaHui
MH(PACTPYKTYPE € HUCIOIB30BAHNEM TEJICKOMMYHUKAIIMOHHBIX CUCTEMAaX U 3amaHus 10
CHCTEMBI aHAJIU3A 3aIUIEHHOCTH. CETSX CBSI3H, peanuzanuu
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBIABIIATS, noauTuku MO.
METOJIOB U CPEJCTB 3aILlUThI K1accU(ULIUPOBATh U aHAIIM3UPOBATh 2. BeinonHenue 20
uH(popMaIy B Yrpo3b! HHPOPMAIMOHHON TpeboBaHuii
MH(QOKOMMYHUKAIIMOHHBIX CETSIX U 6e30omacHOCTH U (POPMBI UX TIPOSBICHNUS; 3a7aHus 10
CHCTEMaXx CBSI3H. OIIOP 3 - Bri60op MeXaHU3MOB H CPE/CTB HACTpOIiKe
1K 3.3. Ocy1iecTBIIATh TEKYLIEE obecnieueHust HH(GOPMALOHHOK aJpecoB U
aJIMMHUCTPUPOBAHHE JUIS 3aILUTHI 6e30macHOCTH (IPOrPaMMHEIX U HOJICETEN.
MH()OKOMMYHUKAIIMOHHBIX CETeH U IPOrpaMMHO-aMNaPaTHBIX); 3. IIpaBuneHOCTE | 26
CHCTEM CBS3H C NCIOJIB30BaHUEM OIIOP 7 - Bnanenue cepBucamu, CO37aHUsA
CIeLHAIU3UPOBAHHOTO o0ecreunBaroIUMU HHGOPMALIMOHHYIO HEO0OXO0IUMBIX

10
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IIPOrPaMMHOT0 OOecIieueHHs U
000pya0BaHUs.

OK 01. BeiOupats crioco0bl perieHus
3aja4 npodeccuoHaIbHOM
JIeSITeNIbHOCTH, IPUMEHHUTEIHHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBisiTh NOUCK,
aHaJIU3 ¥ UHTEPIIPETAIHIO
UHPOPMAITUH, HEOOXOAUMOM ISt
BBINOJIHEHHUS 33/1a4
npodeccnoHanbHON IeSITEeNFHOCTH.
OK 09. Ucnonb3oBatb
nH(OpPMALIOHHBIE TEXHOIOTHH B
po¢heCCUOHANBHON AEATENILHOCTH.
OK 10. [Tonp3oBaThest
po¢ecCHOHANBHON TOKyMEHTalueH
Ha TOCYZIapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

0€30MacHOCTh B TEIIEKOMMYHHKAI[IOHHBIX
CHCTEMax M CETSIX CBS3H,

OIIOP 13 - CBoeBpeMeHHOE U
Ka4eCTBEHHOE TIPHMEHEHHE KOMIICTCHIH,
YMEHUI U 3HaHUH, TPUOOPETEHHBIX B
pe3yNbTaTe OCBOCHHUS TEM, Pa3zIeiioB,
nuctumiud, MK, Mmoxymei.

OIIOP 14 - Bi6op u npuMeHeHHE
METOJIOB ¥ CHOCOOOB PEIICHUS
npo¢eCCHOHANBHBIX 3a]a4 B 00J1acTH
obecniedeHust 6e30MACHOCTH CETEH CBSI3H.
OIIOP 15 - PemleHue craHgapTHBIX U
HEeCTaHAAPTHBIX NPOPECCHOHATBHBIX 32124
110 00ecreyeHHI0 0€30MaCHOCTH CeTei
CBSI3H.

OIIOP 16 - DddexTHBHBII IOUCK
HE00X0IUMOH HH(POPMALIUH IS PELICHUS
3a1a4 B 00J1acTH ceTeBOi 0€30MacHOCTH.
OIIOP 18 - PaGota ¢ pa3iuYHBIMH
MIPOrpaMMHO-aIIaPATHBIMUA U
MIPOTPAaMMHBIMH CPECTBAMHU.

OIIOP 23 - AHanu3 WHHOBAIMIA B 00J1acTH
MIPOTPaMMHOTO 00ecTiedeH s, pa3BUTHS
0Tpaciu

TpaBHUI JIS
paspereHus
JOCTymna K
HOYTOBOMY
cepaepy.

3apanme 12.
HUncmpyxyus:

BaumatensHO npoyuTaiTe 3a1aHue.

Bl MokeTe 1101b30BaThCs:

O6opynosanwe, I10: TIK; Oracle VM VirtualBox; VM UKC.
Bpewms BeimonHenus 3aganus — 15 MUHYT.

Texct 3amanus:

Hactpouts paboTy MexceTeBOro sKpaHa:
- aJpeca M MOJICETH, ¢ KOTOPhIX paspelieH aoctyn Kk ynpasineHuro MKC uepes Be6-untepdeiic u x cepsepy MKC

no SSH - 192.168.17.206/24,

- MAKCUMaJTbHOE KOJTMYECTBO aKTHBHBIX coequHeHui - 8000;
- pexxuM paboThl MeKCeTeBOro dKkpana - ipfw -> pf.
Cosnath pazpenratoniue npasuia: goctyi kK VPN-ceprepy: paspemmts TCP Tpaduk, Bxoasmmii Ha UKC Ha mopT

pptp (1723) yepe3 BHelIHUE UHTEPQEHCHI.
TIpenmer(bl) OLIEHUBAHMUS OO0BeKT(bI) ITokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKH KpHTEp
ust
I1K 3.1. BeiABaATE Yyrpo3sl U Peanuzanus OIIOP 1 - Yetkoe moHUMaHKE NPOOIEM 1. BeinonHenue 16
VSI3BEMOCTH B CETEBOI TIOJUTHKH nH(OPMaIMOHHOW 0€30MacHOCTH B TpeOOoBaHUA
uHdpacTpykType ¢ MD. TENEKOMMYHUKAIMOHHBIX CUCTEMAX U CETAX 3a7aHus 10
HCIIONIb30BAHUEM CHCTEMBI aHAI3a CBSI3H; peanuzanuu
3aLIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIISITS, NoJUTUKU MDO.
1K 3.2. Pa3pabarsiBaTh KOMILIEKC KIacCH(OUIMPOBATH U aHATM3UPOBATH YTPO3BI 2. BeinonHenune 26
METOJIOB U CPEJCTB 3aIlUThI nH(OpMaLOHHON TpeboBaHui
nHdopmanun B 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS, 3aJjaHus 110
WHPOKOMMYHHKALIMOHHBIX CETAX U OIIOP 3 - Bri6op MEXaHU3MOB H CPEICTB HaCTpoiike
CHCTeMax CBS3U. obecrieueHus1 MH(HOPMALIMOHHON aZlpecoB U
[IK 3.3. OcymecTBasTh TEKyIlIee 6e3onacHoCTH (MPOrPaMMHBIX U nojceTeil.
aJIMUHUCTPUPOBAHUE JJIS 3AIUTHI [IPOrpaMMHO-aMINaPaTHBIX); 3. IlpaBuibHOCTE | 20
WHPOKOMMYHHKALIMOHHBIX CETEH U OIIOP 7 - Bnanenue cepBucamu, CO3JaHus
CHCTEM CBSI3H C HCIIOJIb30BAHUEM o0ecre4ynBaroMMU HHPOPMALIMOHHYIO HEOO0XOIUMBIX
CHELHATN3UPOBAHHOTO 0€30MacHOCTh B TEIEKOMMYHHKAIIMOHHBIX TIPaBHII IS
IIPOrPaMMHOT0 OOecIieueHHst U CHCTEMax M CETSIX CBSI3H; paspereHust
000opynoBaHHUS. OIIOP 13 - CBoeBpeMEHHOE M KaUECTBEHHOE noctyna k VPN
OK 01. Beibupats crioco0sb! NIpUMEHEHNE KOMIIETEHIINM, YMEHUI U 3HaHUM, | CEpBepy.

pelieHus 3ama4q
npodeccnoHanbHON IeSITENEHOCTH,
MIPUMEHHUTENIFHO K PA3THIHBIM
KOHTEKCTaM.

OK 02. OcymiecTBisaTh NOUCK,
aHaJIM3 U HHTEPIPETAIHIO
UHPOPMAIUH, HEOOXOAUMOM ISt
BBITIOJIHEHHS 337124

IIPUOOPETEHHBIX B PE3YNIbTaTe OCBOCHHS TEM,
paznenos, muctwruiuH, MK, Mogymneii.
OIIOP 14 - Beibop 1 npuMEHEHHE METO/I0B U
Croco00B penleHus MpoecCUOHaNbHBIX 3a/1a4
B 00JacTH oOecrieueHust 0€30MacHOCTH CeTeit
CBSI3M.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJapPTHBIX MPO(ECCHOHANBHBIX 3aJ1a4 10

11
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po(heCCUOHANBHON AEATEIbHOCTH.
OK 09. HUcnons3oBathb
“HPOPMALMOHHBIE TEXHOJIOTHH B
po(heCCUOHANBHON AEATEIbHOCTH.
OK 10. ITonmp30BaThCS
npodecCuoHaIEHON
JIOKyMEHTaIiei Ha
rOCyJapCTBEHHOM M HHOCTPaHHOM
S3BIKAX.

00CCICUCHHIO OC30IIaCHOCTH CETCH CBS3H.
OIIOP 16 - DddhexTHBHBII MOUCK
HEOoOX0IUMOM MH(MOPMAIIHMH TSl PEIICHUSI
3aj7ia4 B 00JIACTH CETEBOH OE30IIaCHOCTH.
OIIOP 18 - PaGoTa ¢ pa3iuyHBIMH
MPOrpaMMHO-AMIaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 HHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTpaciu

3aganue 13.
HUncempykyus:

BHumarensHo mpounTanTe 3aiaHue.

Br1 MoskeTe OJIb30BaTHC:

O6opynosanwue, [10: TIK; Oracle VM VirtualBox; VM HKC.
BpeM}l BBIITOJIHCHUS 3aJaHUA — 15 MHHYT.

TexkcT 3amanus:

Hactpouts paboTy MexceTeBOro sKpaHa:
- aJpeca ¥ MOJCETH, ¢ KOTOPBIX paspemieH aoctyn k ynpasiennto UKC uepes BeO-untepdetic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAaKCHMAaJIbHOE KOJMYECTBO aKTUBHBIX coeqnHenuii - 7000;
- peskuM pabOoThI MEKCETEBOTO JKpaHa - ipfw -> pf.
Cosnats paspemratonue npasuna: goctyn k WEB-cepsepy: pazpemmts TCP tpaduk, Bxonsmuii Ha UKC na mopt

BeO-cepBepa (80) yepes BHENTHUE HHTEPQEICHI.

[Ipenmer(bl) OLIeHUBaHUS OOBeKT(bI) [TokazaTenu oueHKH Kpurepun Bec
OLICHUBAaHUSA OLIEHKH KpUTep
ust
TIK 3.1. BeIsBIATE yrpo3sl u Peanmmzarus OIIOP 1 - Yerkoe moHUMaHue npodiieM 1. BeimonHenwne 16
YSI3BUMOCTH B CETEBOU HOJUTHKU uH()OPMAIIOHHON 0€30I1aCHOCTH B TpeboBaHuii
“HPPaCTPYyKType C MD. TEIEKOMMYHHMKALIMOHHBIX CUCTEMAX M CeTSIX 3aJjaHus 110
UCIIOJIb30BAHUEM CUCTEMBI aHAIN3a CBSI3H; peanuzanuu
3aIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIATS, MOJIMTUKHA MD.
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC KIacCU(HUINPOBATH U AHATU3UPOBATH YTPO3bI 2. BeinonHenue 20
METO/IOB ¥ CPEJICTB 3aIUTHI UH()OPMATIOHHON TpeGoBaHMA
UHpOpMAIH B 6e3omacHOCTH U (POPMBI HX MPOSIBICHUS; 3a/1aHus 110
MH(GOKOMMYHUKAIIHOHHBIX CETIX H OIIOP 3 - Bribop MeXaHU3MOB H CPEJIICTB HacTpoiike
CHCTEMaXx CBSI3H. obecrieyeHus: HHOOPMAIIMOHHOM aJpecoB U
TIK 3.3. OcymecTBusTh TEKyIIee 6e3omacHOCTH (TIPOTPAMMHBIX U moiceTei.
aJIMUHMCTPUPOBAHUE /TS 3ALUThI POrpaMMHO-AMNAPATHBIX); 3. IlpaBuneHOCTE | 26
MHPOKOMMYHHKAIIMOHHBIX CETeH U OIIOP 7 - Bnanenue cepBucamu, CcO3JaHus
CHCTEM CBA3H C UCIOJIb30BaHUEM o0ecreunBaoIuMU HHGOPMAILIMOHHYIO HEOOXOIUMBIX
CIEUaNu3UPOBAHHOTO 6€30MacHOCTb B TEJIEKOMMYHHUKAIIOHHBIX TIpaBUII IS
TIPOrpaMMHOTO O0ecrieueH s U CHCTEMaXx M CEeTAX CBA3H; pasperieHus
000pyIOBaHHUS. OIIOP 13 - CBoeBpeMEHHOE U KaYeCTBEHHOE nocryna k Web
OK 01. Beibupats crioco0st MpUMEHEHNEe KOMITIETEHITUH, YMEHWIA U 3HaHUH, | cepBepy.

peuieHus 3aaa4q
npodeccroHaTbHON JesITeTbHOCTH,
MPUMEHUTENLHO K Pa3IHYHBIM
KOHTEKCTaM.

OK 02. OcymiecTBasiTh MOUCK,
aHaJIN3 U UHTEPIIPETAIHIO
uHpOpMaIH, HEOOXOAUMOU /IS
BBITTOJIHEHHS 33729
npodeccuoHaIbHON IESITEIbHOCTH.
OK 09. Hcnons30BaTh
UH()OPMAIHOHHBIC TEXHOJIOTHH B
npodeccCHoHaTBFHON AeSITeTbHOCTH.
OK 10. ITonb3oBarbes
npodeccrnoHaTbHOM
JIOKyMEHTaIei Ha
TOCYIapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

pUOOPETEHHBIX B PE3YJIbTATE OCBOCHUS TEM,
paznenos, muctumuinH, MJIK, Moxynei.
OIIOP 14 - Bei6op 1 npuMeHeHHe METOI0B U
Croco00B pemeHus MpodecCHOHANBHBIX 33724
B o0acTu obecrnieueHust 0€30MacHOCTH ceTei
CBSI3H.

OIIOP 15 - Pemienue cTaHAapTHBIX U
HECTaHIAPTHBIX MPOGECCUOHATBHBIX 3a/1a4 10
o0ecrieueHnI0 O€30aCHOCTH CETEH CBS3H.
OIIOP 16 - DddekTHBHBIN MOUCK
HEOOXO0IMMO#T HHPOPMALIUY IS PELICHUS
3a7a4 B 00JIACTH CETEBOM 0€30I1aCHOCTH.
OIIOP 18 - PaboTta ¢ pa3nuuHbBIMU
MPOrpaMMHO-aNMapaTHBIMA 1
MPOTPaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - AHanu3 HHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTieUeHH S, Pa3BUTHS
OTpacIIH.
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3aganue 14.
Hnempykyus:

BuumarensHO npoanaﬁTe 3aJaHHuC.

Br1 MOkeTe mOJIb30BaThC:

O6opynosanwe, I10: TIK; Oracle VM VirtualBox; VM HKC.
BpCMH BBITIOJTHCHUA 3aJaHUA — 15 MHHYT.

Texct 3amaHus:

HactpouTh paboTy MeKCETeBOTO SKpaHa:
- aJipeca | MOJCETH, ¢ KOTOPHIX pa3pemieH aoctyn K ynpasiennto UKC depes BeO-unTepdeiic u k cepepy MKC

no SSH - 192.168.17.206/24,

- MaKCUMaJIbHOE KOJIMYECTBO aKTUBHBIX coeauHenuii - 5000;
- pexxuM paboThI MEXCETEBOTO 3kpana - ipfw -> pf.

Co3path paspemaronye npasuia: aoctyn Kk FTP-cepepy: pazpemmts TCP Tpaduk, Bxonsmuit Ha UKC Ha mopt
FTP (21) uepe3 BHemIHUE UHTEPPEHCHL.

IMpenmer(b1) oLleHMBAHUS OO0BeKT(bI) Ilokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHUTEP
ust
IIK 3.1. BeISIBIIATE yTpO36I 1 Peammzarus OIIOP 1 - Yerkoe moOHUMaHUE MPOOIIEM 1. Beimonuenwne 16
YS3BUMOCTH B CETEBOM MOJUTHKH “H(OPMAITMOHHOM 0€30MacHOCTH B TpeboBaHUi
uHdpacTpykType ¢ MD. TENEeKOMMYHUKAIIMOHHBIX CHCTEMAaX U CETSAX 3a7aHus 110
HCTIONIb30BAHUEM CHCTEMbI aHAITH3a CBSI3M; peauzanun
3alIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISBIIATS, HONMUTUKU MD.
1K 3.2. Pa3pabarsiBaTh KOMILIEKC KJaccu(UIMPOBATh U AaHATIM3UPOBATH YTPO3bI 2. BeimonHenue 20
METOJIOB M CPEJICTB 3aIlUTHI nH(OPMAITHOHHOM TpeboBaHui
HHPOPMAITUH B 0e30macHOCTH U (POPMBI UX MPOSBIICHUS, 3aJ]aHuUs 110
WH(POKOMMYHHUKALIMOHHBIX CETSIX U OIIOP 3 - Bri0op MeXaHU3MOB U CPEICTB HacTpolike
CcUCTEMaX CBSI3H. obecrieueHus: HH(HOPMAIIMOHHOM aZpecoB
K 3.3. OcymiecTBIsTh TEKyLIee Oe3onacHocTH (POrpaMMHBIX U oJiceTel.
aJIMUHUCTPHUPOBAHUE JJISI 3aIIUTHI IIPOrpaMMHO-aIIaPATHBIX); 3. IlpaBunpHOCTE | 20
WH(POKOMMYHHKALIMOHHBIX CETEH U OIIOP 7 - Bnanenue cepBucamu, CO3JIaHUs
CHCTEM CBSI3H C UCIIOJIb30BAaHUEM o0ecneynBaOIIMU HHPOPMAITHOHHYIO HEOOXOIUMBIX
CIELHATN3UPOBAHHOTO 0€30MacHOCTh B TEIEKOMMYHHUKAI[HOHHBIX TPaBHJI ISt
MPOrpaMMHOTO o0ecrieyeHus u CHCTEMax M CETSIX CBSI3H; paspereHus
00opynoBaHus. OIIOP 13 - CBoeBpeMEHHOE M KAYECTBEHHOE nocrymna k FTP
OK 01. Beibupats crioco0bt IIpUMEHEeHNe KOMIIETSHIIN, YMEHUH ¥ 3HAHUH, | cepBepy.

peluieHus 3ana4y
poheCCHOHANLHON JESTeILHOCTH,
MIPUMEHHUTENBHO K Pa3ITHYHBIM
KOHTEKCTaM.

OK 02. OcyecTBisiTh MOUCK,
aHallu3 ¥ UHTEPIPETAIHIO
HHPOpMAaLUK, HEOOXOAUMOMN ISt
BBITTOJTHEHHS 337144
poheCCUOHANBEHON ACATEILHOCTH.
OK 09. Mcnoap30BaTh
MH(POPMAaIMOHHBIE TEXHOJIOTHU B
poeCCHOHANBHON AEATEILHOCTH.
OK 10. ITonb30BaThCs
npodecCHOHATLHON
JIOKyMEHTalue Ha
rOCyJapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

NpUOOPETEHHBIX B PE3YJIbTATE OCBOCHUS TEM,
pasnenos, nucruruiaH, M/JIK, momyneit.
OIIOP 14 - Bri6op u nIpuMeHEeHHEe METOA0B U
Croco00B penreHus MpoeCCUOHANBHBIX 3a/1a4
B 00J1acTH obOecreueHus: 0€30MacHOCTH CeTe
CBSI3M.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHAapPTHBIX MPOQECCUOHANBHBIX 3a/1a4 0
obecrieyeHn0 0€30MacCHOCTH CeTel CBSI3U.
OIIOP 16 - D heKTHBHBIH MTOUCK
HEOOX0JMMOM HHPOPMALIUH IS PELICHHS
3a/1a4 B 00J1aCTH CETEBOM OE30IIaCHOCTH.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-AMMAPATHEIMU U
MIPOrPaMMHBIMHU CPEJICTBAMH.

OIIOP 23 - Ananu3 WHHOBAIMI B 00JaCTH
MIPOrPaMMHOT0 00ECIICUCHHSI, Pa3BUTHS
OTpACIIH.

3aganue 15.
Hnempyrkyus:

BHumatenbHO npouyuTaiiTe 3a1aHue.

BB1 MOXkeTe 110IB30BaThCA:

O6opymosanue, I1O: TIK; Oracle VM VirtualBox; VM MKC.
Bpewms BoimonHeHus 3aganus — 15 MUHYT.

TexkcT 3amanus:

HacTtpouts paboTy MexkceTeBOro IKpaHa:
- aj;peca M MOJCETH, ¢ KOTOPBIX paspemieH aoctyn k ynpasienuto UKC depes Be6-unTepdeiic u k cepsepy UKC

no SSH - 192.168.17.206/24,

- MAaKCUMaJIbHOE KOJIMYECTBO aKTUBHBIX coeauHeHui - 6000;
- pesxuM paboThI MEXCETEBOTO 3Kkpana - ipfw -> pf.
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Cosnath paspemaroniue mpasmia: goctyn k DNS-cepeepy: paspemnts UDP tpaduk, exoasuuii Ha UKC Ha opt

dns (53) uepes BHenTHME HHTEPDEHCEHL.

[Ipenmer(b1) OLIeCHUBAHUS O0BeKT(bI) ITokazarenu oueHKH Kpurepun Bec
OLICHUBAHUS OLIEHKH KpUTep
ust
TIK 3.1. BeisBnars yrpo3sl u Peammzamus OIIOP 1 - Yerkoe moHUMAaHHUE MPOOIIEM 1. Brimonnenwne 16
VSI3BUMOCTH B CETEBOU MTOJIUTUKH MHPOPMALMOHHOH 0€30MacHOCTH B TpeOoBaHMi
UH(PACTPYKTYpE ¢ UCIOoNb30BaHneM | MD. TENeKOMMYHUKAIMOHHBIX CUCTEMaX M CeTAX | 3a/JaHMS 10
CHCTEMBI aHaJIM3a 3aIIUIIEHHOCTH. CBSI3W, peanuzanuu
TIK 3.2. Pa3zpabarbiBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJIUTHKY MD.
METO/IOB U CPEZCTB 3aIIUTHI KIacCU(DUIMPOBATh U aHATU3HUPOBATh 2. BeInonHeHue 26
UHOpMAIIH B yrpo3bl UHPOPMAITHOHHO TpeOoBaHMi
UH()OKOMMYHUKAIMOHHBIX CETAX U 0e3onacHOCTH U (POPMBI UX MPOSIBIICHUS; 3aJlaHus 110
CHCTEMaXx CBSI3H. OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB HaACTpOiiKe
1K 3.3. Ocy1iecTBIATh TEKyIIEe obecrieueHust ”HPOPMALUOHHOM aJpecoB U
AJIMHHUCTPUPOBAHHE JUTS 3AIUTHI 6e3omacHOCTH (IPOTPaMMHBIX U HoZIceTeH.
MH()OKOMMYHUKAIIMOHHBIX CETeH U MIPOrpaMMHO-aITIaPATHBIX); 3. IlpaBunbHOCTE | 26
CHCTEM CBSI3H C UCIOJIB30BAaHUEM OIIOP 7 - Biranenue cepBucamu, CO3IaHUs
CIEeUAIN3UPOBAHHOTO obecrneynBaOIMMU HH)OPMAIIHOHHYIO HEOOXOIUMBIX
MIPOTPaMMHOTO O0eCTICUeHHUs 1 0€30MacHOCTh B TEIEKOMMYHHKAITHOHHBIX TIPaBHJI JUIS
000pyI0BaHHUS. CHCTEMaXx U CETSIX CBA3Y, paspenieHus
OK 01. BeiGupaTs crioco0bl perieHus OIIOP 13 - CBoeBpeMeHHOE M KQ4eCTBEHHOE | JTOCTyMa K

3aja4 npodeccuoHaIbHON
JIESITEIbHOCTH, TPUMEHHUTEIILHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBisTh MOUCK,
aHaIN3 ¥ HHTEPIPETAIHIO
nHPOPMALIUH, HEOOXOIUMOM 151
BBIIIOJIHEHHS 38144
po(heCCUOHANBHOM JESTEIbHOCTH.
OK 09. Hcnons30BaTh
UH(POPMAITUOHHBIE TEXHOJOTHH B
npodeccHoHaTbHOMN IESITEIbHOCTH.
OK 10. ITonp3oBatbes
npo¢ecCHOHALHON TIOKYMEHTaIen
Ha TOCYIapCTBEHHOM M HHOCTPAHHOM
SI3BIKAX.

MIPUMEHEHHE KOMIIETECHIIUH, YMEHHI 1
3HaHWUU, TPUOOPETEHHBIX B pe3yNbTaTe
OCBOEHUS TeM, pa3aenos, qucuumiud, MK,
MOJyJEH.

OIIOP 14 - BriGop 1 IpuMEHEHHE METO0B
1 CIIOCOOO0B pelieHus TpodecCHOHATBHBIX
3aa4 B 00J1acTH obecnieueHus 0e30MacHOCTH
ceTell CBS3H.

OIIOP 15 - PemteHue craHgapTHBIX U
HECTaHIAPTHBIX MPO(MECCHOHATBHBIX 3a/1a4
110 o0ecrie4eHnIo 0€30IaCHOCTH CeTeH CBSI3U.
OIIOP 16 - D¢ heKTHUBHBIH TOUCK
Heo0XxoquMoN MHGOPMaUU IS peLIeHUs
3a7a4 B 00J1aCTH CETeBOI1 OE30MaCHOCTH.
OIIOP 18 - PaGota ¢ pa3iuYHbIMU
[IPOrpaMMHO-ANINAPATHEIMU U
MIPOTPaMMHBIMH CPEICTBAMHU.

OIIOP 23 - AHanu3 WHHOBAIWIA B 00J1acTH
MIPOTPaMMHOTO 00ecTiedeH s, pPa3BUTHS
OTpaciIy.

noutoBomy DNS
cepBepy.

3ananue 16.
Hncempykyus:

BHuMmarenbHO npounTanTe 3aaHue.
Br1 Mo2keTe mOJIb30BaTHC:

O6opynosanwue, I10: TIK; Oracle VM VirtualBox; VM HKC.

Bpewms BeimonHeHus 3aganus — 15 MUHYT.

TexcT 3amanus:

HactpouTs paboTy MexceTeBOro sKpaHa:

- aapeca ¥ MOJICETH, ¢ KOTOPBIX paspemieH goctym k ymnpasiennto MKC gepe3 Be6-untepdeiic u xk cepepy MKC

no SSH - 192.168.17.206/24;

- MAaKCHMaJIbHOE KOJINYECTBO aKTUBHBIX coequHenuii - 9500;
- pekuM paboThI MEKCETEBOTO dKpana - ipfw -> pf.

CoznaTh paspemaroniie mpaBuiIa: JOCTYII sl 3BOHKOB yepes cepBep IP-renedonnn: paspemuts Tpaduk, BXOAAIIHIA
Ha MKC na mopr IP-tenedonun (5060), 5061, mopter miis VOIP-coequnennit (10000-20000), mopt IAX (4569) uepes

BHEILIHUE UHTEP(ENCHI.

[Ipenmer(pl) oleHUBaHUS OO6BeKT(bI) ITokazarenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpUTEP
ust
IIK 3.1. BeIABAATH yrpo3bl U Peanmuzanus OIIOP 1 - Yetkoe noHuMaHue nNpodiaeM 1. Beinonnexue 16
YSI3BUMOCTH B CETEBOU MOJIUTUKH MHPOPMALTMOHHOHN 0€30MacCHOCTH B TpeOoBaHMii
UHQPACTPYKType C UCNOAb30BaHuEM | MD. TEJIEKOMMYHUKAIMOHHBIX CUCTEMAX U CETAX | 3afaHus 0
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. CBSI3H; peannzanuu

1K 3.2. Pa3pabaTbIBaTh KOMILIEKC

OIIOP 2 - I'paMOTHO BBISIBIISITS,

MOJUTHKN MD.
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METOJIOB ¥ CPEJICTB 3aIUTHI
UHPOPMALUH B
MH()OKOMMYHUKAIIMOHHBIX CETIX U
cuCTeMax CBSI3H.

[IK 3.3. OcymecTBasTh TEKyIIee
aJIMUHUCTPHUPOBAHUE JIJIsI 3aIUTHI
MH()OKOMMYHUKAIIMOHHBIX ceTel 1
CHCTEM CBSI3H C HCIIOJIb30BAHUEM
CHELHATN3UPOBAHHOTO
IIPOrPaMMHOT0 O0ecIieueHHs U
000pyI0BaHUsI.

OK 01. BeiOupats criocoObl peleHus
3aa4 npodeccruoHanbHOI
JIeSITeIbHOCTH, TIPUMEHHUTEIBHO K
Pa3THMYHBIM KOHTEKCTaM.

OK 02. OcymecTBisTh ITOUCK,
aHaJIM3 ¥ HHTEPIIPETALHIO
HHPOPMAaLUK, HEOOXOAUMOH ISt
BBITIOJTHEHHUS 3384
po¢eCCHOHANBHON AEATEIILHOCTH.
OK 09. Ucnons3oBatb
UH()OPMAITHOHHBIE TEXHOJIOTHH B
npodeccnoHambHON IeSTENFHOCTH.
OK 10. [Tonp3oBaThCst
npodeccnoHanbHON TOKyMEHTaIHei
Ha rocyJapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

KIacCH(UIMPOBAThH U AHATTM3UPOBATH
yrpo3bl HHPOPMALTUOHHOH

6e3omacHOCTH U (YOPMBI UX TIPOSBICHUS;
OIIOP 3 - BbIOop MEXaHU3MOB U CPEJICTB
obecrieyeHus: HHQOPMAIIMOHHOM
6e3omacHOCTH (IPOTPAMMHBIX U
MPOrpaMMHO-aNIapaTHHIX);

OIIOP 7 - BnasieHue cepBUcamy,
o0ecreYnBaoIMMU HHYOPMAIIMOHHYIO
6€30MacHOCTh B TEJICKOMMYHHKAIHOHHBIX
CHCTEMax M CeTSX CBA3H,

OIIOP 13 - CBOEBpEMEHHOE U KAYECTBEHHOE
MPUMEHEHNE KOMITETEHINI, YMEHUN U
3HAHMH, NPUOOPETECHHBIX B PE3YJIbTATE
OCBOEHHUS TeM, pa3aenos, aucuurmind, MK,
MOJyJIeH.

OIIOP 14 - Beibop 1 mpUMEHEHUE METOIOB
U CIIOCOOO0B pelIeHus MPOoheCcCHOHATBHBIX
3a1a4 B 001acTH oOecreueHns 6e30MacHOCTH
ceTeil cBA3U.

OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX 3a1a4
10 00ecTIeYeHHI0 0E30MaCHOCTH CETEH CBSI3H.
OIIOP 16 - DddexTuBHBIN MOUCK
HEOOXO0IUMO#T HHPOPMALIUH IS PEIICHUS
3a7a4 B 00JIaCTH CETEBOM 0€30M1aCHOCTH.
OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrpaMMHO-AMMaPaTHEIMU U
MPOrpaMMHBIMHU CPEICTBAMHU.

OIIOP 23 - Ananu3 MHHOBaLUi B 00acTH
MPOTPaMMHOTO 00eCTIeYESHUSI, Pa3BUTH
OTpaCIIH.

2. BrinonHenue
TpeOoBaHMii
3a7aHus 110
HaCTpOIKe
aIpecoB U
nojceTei.

3. IIpaBunbHOCTH
CO3/1aHHA
HEOOXOTUMBIX
TPaBHJI JJIst
paspeneHust
JIoCTyIa K
cepsepy IP-
TeseOHUN.

26

26

3ananme 17.
HUncmpyxyus:

BHumatensHO npoyuTaiTe 3a1aHue.

Bl MoXeTe 1101b30BaThCS:

O6opynosanwe, I[10: IIK; Oracle VM VirtualBox; VM UKC.
Bpewmst BeinonHenus 3aganus — 15 MUHYT.

Texct 3amanust:

Hactpouts paboTy MEKCETEeBOT0 IKpaHa:
- aJpeca M MOJCETH, ¢ KOTOPhIX paspelieH aoctyn Kk ynpasineHuto MKC uepes Be6-untepdeiic u x cepsepy MKC

no SSH - 192.168.17.206/24,

- MAKCUMAaJIbHOE KOJIUYECTBO aKTUBHBIX coeauHeHui - 8000;
- pexxuM paboThl MeKCeTeBOro dKkpana - ipfw -> pf.
Co3path pazpemiaronye npasuia; I0cTyll K BeO-apropuzanuu: paspemwnts TCP tpaduk, Bxonsmuit Ha UKC ot

Jlokanbabie cetu, DMZ cetn Ha UKC Ha nopt 82 uepe3 BHyTpeHHue narepdeticel, VPN-unTepdeiicer, DMZ.

IIpenmer(sl) oLleHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kputepun Bec
OLICHUBAHUS OLICHKU KpUTEP
ust
[1K 3.1. BeiABasTE Yrpo3sl U Peanuzanus OIIOP 1 - Yetkoe moHUMaHKE IPOOIEM 1. Beinonxenue 16
YSI3BUMOCTH B CETEBOM MTOJIUTUKH nH(OpPMaLOHHON 0€30aCHOCTH B TpeboBaHuUi
uHdpacTpykType ¢ MD. TENeKOMMYHHUKAIMOHHBIX CUCTEMAaX U CeTAX 3a7aHus 10
HCTIOJIb30BaHUEM CHCTEMbI aHAJIN3a CBSI3H, peanuzanuu
3ALIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISBIIATS, MoJUTUKH MDO.
1K 3.2. Pa3pabarsiBaTh KOMILIEKC KIacCH(OUIMPOBATh U aHATM3UPOBATH YTPO3BI 2. BeinonHenune 26
METOJIOB U CPEJCTB 3aIlUThI nH(OpMaLOHHON TpebGoBaHUi
nHdopmanun B 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS; 3aJjaHus 110
MHPOKOMMYHHKAIIMOHHBIX CETSX U OIIOP 3 - Bri6op MeXaHU3MOB H CPEICTB HaCTpoiike
CUCTEMaXx CBSI3H. obecrieueHus1 MH(HOPMALMOHHON aZlpecoB U
[IK 3.3. OcymiecTBasTh TEKyIIee 6e3onacHoCTH (MPOrPaMMHBIX U nojceTeil.
aJIMUHUCTPUPOBAHHE JJIS 3AIUTHI [IPOrpaMMHO-AIINaPaTHBIX); 3. IlpaBuibHOCTE | 20
MH(POKOMMYHHKALIMOHHBIX CETEH U OIIOP 7 - Bnagenue cepBucamu, CO37aHus
CHCTEM CBSI3U C UCIOIb30BAHUEM obecrieunBaroIUMU UHGOPMALUOHHYIO HEOOXOAUMBIX
CHELMaIN3UPOBAaHHOTO 0€30MacHOCTh B TEIEKOMMYHHUKAITHOHHBIX MIPaBUII AJIs
IPOrpaMMHOI0 00ECIEUEHUS U CHCTEMAX U CETSIX CBA3Y, paspeleHus
000pyaOBaHUs. OIIOP 13 - CBoeBpeMEHHOE M KaYECTBEHHOE JIocTyIa K BeO-
OK 01. BeiGupats crocoObl IIPMMEHEHUE KOMIETEHIIMH, YMEHUI U 3HAHWH, | aBTOpPH3aLUK
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pelieHus 3ana4q
npodeccnoHaIbHON eSITEFHOCTH,
MPUMEHUTENBHO K Pa3THYHBIM
KOHTEKCTaM.

OK 02. OcymecTBisiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
UHpOpMAIH, HEOOXOAUMOM JIJIs
BBITIOJTHEHUS 33124
npodeccnoHaIbHON IeSITeIbHOCTH.
OK 09. HUcnons3oBath
MH()OPMAIIIOHHBIE TEXHOJIOTHH B
npodeccHoHaIbHON IESITEIbHOCTH.
OK 10. ITonb30BaThCs
npodeccuoHaILHON
JIOKyMEHTaIiei Ha
rOCY/IapCTBEHHOM Y HHOCTPaHHOM
S3BIKAX.

MPUOOPETEHHBIX B PE3YNIbTATE OCBOCHHUS TEM,
pazzenos, muctuminH, MJIK, Mogymei.
OIIOP 14 - Bei6op ¥ npUMeHEHHE METOI0B U
CroCco0OB pelIeHHUs MPOPECCHOHANBHBIX 3a1a4
B 00JacTH oOecrieueHns: 0e30MacHOCTH CETeH
CBSI3U.

OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHANBHBIX 32124 10
obecrieueHnI0 0€30IMaCHOCTH CETEH CBSI3H.
OIIOP 16 - DddekTHBHBIN MOUCK
HEOOXO0IUMO#T HHPOPMALIUH IS PEIICHUS
3a/1a4 B 00JIACTH CETEBOU 0€30MacHOCTH.
OIIOP 18 - PaboTa ¢ pa3iuYHBIMH
MPOrpaMMHO-AMIaPaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 uHHOBAIMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTPACIIH.

3ananue 18.
Hucmpyrkyus:

BHumarensHO mpounTaiTe 3a1aHue.

Br1 Mo2keTe mOJIb30BaTHC:

O6opynosanwue, I10: TIK; Oracle VM VirtualBox; VM HKC.

Bpems BeimonHeHus 3aganus — 15 MUHYT.

Texkct 3amanus:

Hactpouts paboTy MexceTeBOro sKpana:
- ajpeca ¥ MOJCETH, C KOTOPBIX paspemieH aoctyn k ynpasiennto UKC uepes BeO-untepdetic u k cepsepy MKC

no SSH - 192.168.17.206/24;

- MAaKCHMaJIbHOE KOJMYECTBO aKTUBHBIX coeanHenui - 10000;
- peskuM paboThl MEKCETEBOTO dKpana - ipfw -> pf.

Co3pate paspemaroniye npaBuia: AOCTYI Ui MPOrpaMMbl aBTopuzanuu: paspemnts TCP Tpaduk, Bxoasammii Ha
UKC or Jlokansubie cetr, DMZ cetn na MUKC na mopt Xauth (4888) uepe3 BHytpennue untepdeiics, VPN-

unTepdericer, DMZ.

[Ipenmet(v1) orieHUBaHUS O0BekT(bI) ITokazarenn oneHKH Kpurepun Bec
OLIEHUBAHUS OLIEHKH KpUTep
ust
TIK 3.1. BEISBIATE yTrpo3sl Peammzamus OIIOP 1 - Yerkoe monnManue mpobiaem 1. Bemmonnenwne 16
YSI3BUMOCTH B CETEBOM MOJIUTUKU HUH(OPMAIIMOHHOHN 0€30I1aCHOCTH B TpeboBaHui
HHQPACTPYKType C UCTIONb30BaHueM | MD. TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMaxX U CeTAX | 3aJaHus IO
CHCTEMBI aHAJIN3a 3AIUIEHHOCTH. CBSI3H; peanuzanuu
TIK 3.2. Pa3pabaTbhiBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIIAITS, MOJIUTUKY MD.
METOZOB U CPECTB 3aILUThI K1accu(UIUPOBaTh U aHATM3UPOBATH 2. BeinonHenue 20
nHpOpMaLH B Yrpo3sl HHPOPMAITMOHHOM TpeGoBaHMA
MH()OKOMMYHUKAIIUOHHBIX CETAX U Oe3onacHOCTH U (HOPMBI UX NPOSIBICHUS, 3a7aHus 10
CHCTEMaXx CBSI3H. OIIOP 3 - Beibop MexaHU3MOB U CPEJICTB HACTpOiiKe
1K 3.3. OcymiecTBIsATh TEKyIIee obecnieueHust HHGOPMALMOHHON aJIpecoB U
aJIMUHUCTPUPOBAHME JIJISI 3AL[UThI 6e3onacHoCTH (IPOTPaMMHBIX U noJiceTe.
MH()OKOMMYHHUKAIIMOHHBIX ceTeil n IIPOrpaMMHO-AIIIAPATHBIX); 3. IIpaBunpHOCTE | 26
CHCTEM CBSI3U C UCIIOJIb30BAaHUEM OIIOP 7 - Bnanenue cepBucamu, CO3J1aHUs
CHELUAIU3UPOBAHHOTO o0ecneynBaOIIMU HHGOPMAITMOHHYIO HEOOXOIUMBIX
TIPOrpaMMHOTO O0ecrieueH s U 0€301acHOCTh B TEIEKOMMYHHKAIIMOHHBIX TIPaBUII IS
000pyIOBaHHUS. CHCTEMaXx U CETSIX CBA3Y, paspeneHust
OK 01. BeiGupaTs crioco0bl pereHus OIIOP 13 - CBoeBpeMEHHOE M KAYECTBEHHOE | JIOCTYMa JUIs
3ama4 npodeccuoHaIbHON IIPUMEHEHUE KOMIETEHIIUH, YMEHUH U IIPOrPaMMBI
JIeSITEbHOCTH, IPUMEHHUTENIBHO K 3HaHU, TPUOOPETEHHBIX B Pe3yJIbTaTe aBTOpH3aLUU

Pa3IMYHBIM KOHTEKCTaM.
OK 02. OcymiecTBasTh NOUCK,
aHaJN3 U UHTEPIIPETAIHIO
uH(DOpPMAIUN, HEOOXOTUMOU IS
BBITIOJTHEHUS 33084
npodeccuoHaIbHON eSITEIbHOCTH.
OK 09. HUcnonb3oBath
MH()OPMAIIOHHBIE TEXHOJIOTHU B
po¢heCCUOHANBHON AEATEIbHOCTH.
OK 10. ITonb30BaThCs
11po¢eCCHOHANBHON JOKyMEHTalneH

OCBOEHUS TeM, pa3zaeios, aucuuruind, MK,
MOJYyJICH.

OIIOP 14 - Bri6op 1 IpuMeHEHHE METOA0B
1 crIoco00B penieHus NpohecCHOHATBHBIX
3amad B obnacTu obecriedeHnst 6€30MacHOCTH
ceTei CBS3U.

OIIOP 15 - PemleHue crangapTHBIX U
HECTaHAAPTHBIX MPO(ECCHOHAIBHBIX 3a/1a4
110 obecreyeHn1o 0€30MaCHOCTH CeTel CBSI3U.
OIIOP 16 - D¢ deKTHBHBIN TOUCK
He00X0IMMOH HH(pOpMALIUH JUIsl peLICHUS
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Ha rocyJapCTBEHHOM 1 MHOCTPAHHOM
SA3BIKaX.

3a7ia4 B 00JIACTH CETEBOM OE30IIaCHOCTH.
OIIOP 18 - PaGoTa ¢ pa3auYHBIMH
MpPOrpaMMHO-AMMaPaTHEIMU U
MIPOTPaMMHBIMH CPEJCTBAMHU.

OIIOP 23 - Ananu3 nHHOBAIMI B 00J1aCTH
MIPOTPaMMHOT0 O0ecrieueH s, pa3BUTHS
OTpaciIH.

3apanme 19.
Hncmpyxyus:

BuuMarenbHO npoyuTaiTe 3a1aHUE.

BEI MOKeETe TTOJIB30BaThCS:

O6opynosanwe, I10: TIK; Oracle VM VirtualBox; VM UKC.
Bpewmst BeinonHenus 3aganus — 15 MUHYT.

Texct 3amanus:

HactpouTs paboTy MeKceTeBOro sKpaHa:
- aJipeca | MOJCETH, ¢ KOTOPHIX pa3pemeH aoctyn kK ynpasiennto UKC depes BeO-unTepdeiic u k cepsepy UKC

no SSH - 192.168.17.206/24,

- MAKCUMAaJIbHOE KOJIUYECTBO aKTUBHBIX coeauHeHui - 9000;
- pexxuM paboThl MEKCEeTeBOro dKkpana - ipfw -> pf.

Cosznatp paszpemiaromye mpaBwia: A0cTyn K JokamsHoMy DNS-cepBepy: paspemmts UDP tpaduk, Bxomsmmii Ha
HUKC or Jlokaneubie cetn, DMZ cetu wa MKC nHa mopt dns (53) uepe3 BHytpeHnue unrepdeiics, VPN-

unTepdeiicel, DMZ.

TIpenmer(bl) OLIEHUBaHUS OOBexT(bI) [TokazaTenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHTEp
ust
IIK 3.1. BeISIBIIATE yTpO36I K Peammzarus OIIOP 1 - Yerkoe monnManue mpobiem 1. Beimonuenwe 16
YA3BUMOCTHU B CETEBOH noauTHKU MDO. | uHbOpMaMOHHOH 6€30I1aCHOCTU B TpeboBaHuUii
HHQPACTPYKTYpE C UCTIOTH30BAHUEM TENeKOMMYHUKAIIMOHHBIX CUCTEMaX U 3a7aHus 110
CHCTEMBbI aHAJIN3a 3aIIUIEHHOCTH. CeTsIX CBA3Y, peanuzanuu
1K 3.2. Pa3pabarbiBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJINTUKY MD.
METOJIOB ¥ CPE/ICTB 3aIlUTHI KJaccu(UIMPOBATh U AHAJM3UPOBATH 2. BeinonHenue 20
uHdopmauu B yrpo3bl HHGOPMALMOHHON TpeboBaHuii
MH()OKOMMYHUKAIIMOHHBIX CETIX U 0e30macHOCTH ¥ (HOPMBI UX TIPOSIBICHUS, 3a7aHus 10
cucTeMax CBSI3H. OIIOP 3 - BoiOop MEXaHU3MOB U CPEICTB HacTpolike
[IK 3.3. OcymiecTBusTh TEKyIIee obecrieueHus: HH(HOPMAIIMOHHOM anpecoB 1
aJIMHHUCTPUPOBAHUE IS 3AIUTHI 6e3omacHOCTH (IPOrPaMMHBIX U HoJiceTen.
WH()OKOMMYHUKAIIMOHHBIX CeTel 1 MIPOrpaMMHO-aIIapaTHBIX); 3. IlpaBuibHOCTE | 20
CHUCTEM CBSI3H C UCIIOJIb30BAHUEM OIIOP 7 - BnaneHnue cepBucamy, co3/1aHus
CHeHaTN3UPOBAHHOTO o0ecneynBalOIIMU HHPOPMAITMOHHYIO HEOOXOIUMBIX
IPOrpaMMHOI0 00eCIeUeHus U 0€30MacHOCTb B TEIEKOMMYHHUKAI[MOHHBIX | IPaBUII AJL
00opynoBaHHsI. CHCTEMax M CETSIX CBSI3H; paspereHus
OK 01. BeiOupats criocoObl pereHus OIIOP 13 - CBoeBpeMeHHOE U JlocTymna K
3ama4 npodheccuoHaIbHON Ka4eCTBEHHOE IIPHMEHEHIE KOMIIETCHIHH, | JOKATbHOMY
JIeATENbHOCTH, TPUMEHHUTENIBHO K YMEHUI U 3HaHUH, TPHUOOPETEHHBIX B DNS cepgepy.

Pa3INYHBIM KOHTEKCTaM.
OK 02. OcyecTBisTh MOUCK,
aHallu3 ¥ HHTEPIPETAIHIO
HHPOPMAIH, HEOOXOAUMOMN ISt
BBITTOJTHEHHS 337144
MpoeCCHOHANBEHON ACATEILHOCTH.
OK 09. Mcnonp30BaTh
MHPOPMAIMOHHBIE TEXHOJIOTHU B
poeCCHOHANBHON AEATEIILHOCTH.
OK 10. ITonb30BaThCs
po¢eCCHOHANTLHON JIOKYMEHTAITUCH
Ha roCcyJapCTBEHHOM U MHOCTPaHHOM
SA3BIKaX.

pe3yabTaTe OCBOCHHS TEM, Pa3/IeiioB,
nuctumug, MK, moaynei.

OIIOP 14 - Beibop 1 npuMeHeHHe
METOJIOB ¥ CIIOCOOO0B PEIICHUS
npodeCCHOHANBHBIX 3a/au B 00J1aCTH
obecnieueHns 0€30MaCHOCTH CETCH CBA3H.
OIIOP 15 - Pemenne cTanmapTHBIX U

o obecrevYeHnIo 0e30MaCHOCTH CeTe
CBSI3H.

OTIIOP 16 - D dekTHBHBII MTOUCK
Heo0XouMOoM NH(GOPMAIMH JUIS PeILICHUS
3a7a4 B 00JIACTH CETEBOI OE30IMaCHOCTH.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-aIIapaTHEIMUA U
MIPOTrPaMMHBIMH CPEICTBAMHU.

MPOTrPaMMHOTO 00ECIICUCHUS, Pa3BUTHS
OTpaciu.

HECTaHAAPTHBIX HpO(l)eCCI/IOHaHbeIX 3aJga4

OIIOP 23 - AHanu3 WHHOBAIMK B 00J1aCTH

3aganue 20.
HUncmpyxyus:
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BHumartenbHO npounTanTe 3aaHue.

Br1 MoskeTe moJIb30BaThC:

O6opymosanue, I10: TIK; Oracle VM VirtualBox; VM HUKC.
Bpewms BeImoTHeHUS 3a0aHUI — 15 MUHYT.

TexkcT 3amaHus:

HactpouTs paboTy MexceTeBOro sKpaHa:
- azpeca ¥ MOJCETH, C KOTOPBIX paspemieH aoctyn k ynpasiennto UKC uepes BeO-unTepdetic u k cepepy UKC

o SSH - 192.168.17.206/24;

- MaKCHMaJbHOE KOJIMYECTBO aKTUBHBIX coequHennii - 5500;
- pe’KUM paboThI MEKCETEBOrO dKpaHa - ipfw -> pf.
Co3pats pazpeniaroniye npasuia: goctym no nporokony ICMP: paspenuts ICMP tpaduk, Bxomsumii Ha UKC Ha

BHEIITHHE HHTEP(]EHCHI.

IIpenmer(b1) OLICHUBAHUS OOBeKT(bI) IToka3zarenu OueHKH Kpurepun Bec
OLICHUBaHH OLICHKH KpuTep
S ust
IIK 3.1. BeIBAATH yrpo3bl U Peamuzamu | OIIOP 1 - Yerkoe moHuMaHue npoodiaem 1. Boinonnexue 16
YSI3BUMOCTH B CETEBOU s TIOJIMTUKU | UH(OPMAIIMOHHO# 6€30MacHOCTH B TpeOoBaHMi
UH(PACTPYKTYPE C UCIONb30BAHUEM MDO. TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMaX M CeTAX | 3aJaHus MO
CHCTEMBI aHAITN3a 3aIIUIEHHOCTH. CBSI3H; peanu3anuu
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC OIIOP 2 - I'paMOTHO BBISIBIISTS, HoNUTHKU MDO.
METOJIOB U CPEJICTB 3allIUThI Kjaccu(UIMPOBaTh U AHAJM3UPOBAThH 2. BeimonHenue 20
uH(popMaIyy B yrpo3bl HHGOPMALMOHHON TpeboBaHuii
MHGOKOMMYHUKAIIMOHHBIX CETSIX U 6e3omacHOCTH ¥ (HOPMBI UX TIPOSIBICHUS; 3a7aHus 110
CHUCTEMaX CBSI3U. OIIOP 3 - Bri0op MeXaHU3MOB U CPEACTB HacTpoiike
TIK 3.3. OcymecTBisTh TEKyIIee obecrnieueHus: H(HOPMAIIMOHHOM anpecoB 1
AIMHHHACTPUPOBAHUE JUIS 3aIUTHI 6e30macHOCTH (IIPOrPaMMHBIX U nojiceTen.
MHPOKOMMYHHKAIIMOHHBIX CETeH U MPOTPaMMHO-aIMaPaTHBIX); 3. IlpaBuwisHOCTH | 26
CHCTEM CBA3H C HCIOJIb30BaHUEM OIIOP 7 - BnaneHue cepBucaMy, CO3/1aHus
CIEHATN3UPOBAHHOTO IIPOrPAMMHOTO o0ecneynBaOIIMU HHPOPMAITHOHHYIO HEOOXOTUMBIX
obecrieyeHust 1 000pyIOBaHUS. 0€30IaCHOCTb B TEJICKOMMYHHKAI[HOHHBIX HPaBUIT TS
OK 01. BeiGupaTh crioco0bl perieHus CHUCTEMaXx W CETSIX CBS3H; paspemieHus
3a7a4 npodeccuoHaIbHON OIIOP 13 - CBoeBpeMEHHOE U KaYeCTBEHHOE | JOCTYyIa II0
JeSTeNTbHOCTH, IPUMEHNTETBHO K IPUMEHEHNE KOMIETeHINH, YMEHUH 1 MPOTOKOITY
pa3IMYHBIM KOHTEKCTaM. 3HaHUH, IPHOOPETEHHBIX B PE3yJIbTaTe ICMP.

OK 02. OcymiecTBisTh OUCK, aHAITN3
U HHTEPIPETAII0 HHOpMAIHH,
HEOOXOINMOM ISl BBITIOJTHEHHUS 33124
npodeccuoHaIbHON IESITEIbHOCTH.
OK 09. Ucnons3oBaTh
UH(DOPMAIMOHHBIE TEXHOJIOTHU B
podecCHOHATLHON AESTENEHOCTH.
OK 10. IMTonp3oBaThes
npo¢ecCHOHABHON TIOKYMEHTaIen
Ha rOCy/IapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

OCBOCHHS TeM, pa3zienoB, qucuumind, MJIK,
MOJyJIEH.

OIIOP 14 - Be1bop u mpuMeHEeHNEe METO/I0B
U croco0oB peleHus npo(eccCHoHaIbHBIX
3a/1a4 B 00J1acTH oOecrieueHns 0€301MacHOCTH
CeTeH CBS3U.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHJIAPTHBIX MPOPECCHOHANBHBIX 33a1a4
Mo 00eCIeYCHHIO OE30MaCHOCTH CETEH CBA3H.
OIIOP 16 - D heKTHBHBIH MTONUCK
HE00X0IUMOM HH(POPMAIIUH TS PEIICHUSI
3a/1a4 B 00JIaCTH CETEBOM OE30IIaCHOCTH.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-AMMAPATHEIMU U
MIPOTPAMMHBIMH CPECTBAMH.

OIIOP 23 - AHanu3 MHHOBAIMK B 00J1aCTH
MIPOrPaMMHOT0 00ECTICYEHHS, Pa3BUTHUS
OTpaCIIH.

3ananue 21.
Hnempyrkyus:

BaumarensHO npquTaﬁTe 3aJJaHHuC.

Brl MOXkeTe 1101630BaThLCS:

O6opymosanue, I1O: TIK; Oracle VM VirtualBox; VM NKC.
Bpewms BeinosHeHus 3agaHus — 15 MUHYT.

Texkct 3amanus:

Hactpouts paboty nerekropa arak Suricata. JIs KOppeKTHOIO MPUMEHEHHs 0a3bl CUTHATYpP MOJYJISl YKaXKUTE pac-
MOJIO’KEHUE 0OBEKTOB (CETeH, CEPBEPOB U ITOPTOB), TIOJBEPIKEHHBIX ITPOBEPKE:

UnTepdeiicor:
BuyTpennue cetu:
Bremnue ceru:

BHEIIHUE WHTEPPEUCHI;
JIOKAJIbHbIE CETH;
BHEIIIHUE UaNa30Hbl apecoB;
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HTTP-mropTsr:
SHELLCODE-noptsr: 180

nopThI ciryx6 UKC;

Pexum paboThl netekropa arak: IDS/IPS;
baser mpasuin: «Emerging Threatsy, «Positive Technologies Open Rulesety, «Crimckun HKITKI».

[Mpenmer(bl) oLleHMBAHUS OO0BeKT(bI) Iloka3arenu oneHKH Kpurepun Bec
OLICHUBAHUS OLICHKU KpHUTEP
ust

[IK 3.1. BeIsIBIIATS yTpo3Hl 1 Peammzamus OIIOP 1 - Yerkoe moHUMAaHHUE MPOOIIEM 1. Beimonuenwue 16
YSI3BUMOCTH B CE€TE€BOU HOJIUTHKH nH(OpMaOHHO 0€30IaCHOCTH B TpeboBaHuii
HHPPACTPYKTYypE C IDS/IPS. TEJIEeKOMMYHHKAIIHOHHBIX CHCTEMaX U CEeTSIX 3a/1aHus 0
UCIIOIb30BAHUEM CHCTEMBI aHAIIM3a CBSI3HU; pea3anuu
3aIUIIEHHOCTH. OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJINTUKY MD.
1K 3.2. Pa3pabaTblBaTh KOMILIEKC KIacCU(UIMPOBATh U AHATM3UPOBATh YTPO3bI 2. Beinonuenue 26
METOJIOB U CPEJICTB 3aIllUThI nH(OpMaLMOHHOM TpeboBaHUH
UHPOPMAIUH B 0e30macHOCTH U (POPMBI HX MPOSIBIICHUS; 3aJ]aHus 110
NH()OKOMMYHUKAIIMOHHBIX CETIX U OIIOP 3 - BoiOop MEXaHU3MOB U CPEJCTB HaCTpOIKe
cUCTEMaXx CBSI3H. obecrieueHus1 HH(HOPMAIIMOHHOM JIETEKTOpa aTak.
1K 3.3. OcyiiecTBISTh TEKyLIEe 6e30macHOCTH (IIPOrPaMMHBIX U 3. IIpaBuneHOCTE | 26

AJIMUHUCTPHUPOBAHUE /IS 3AIUTEI IIPOrpaMMHO-aIIaPATHEIX); KOPPEKTHOTO
NH()OKOMMYHUKAIIMOHHBIX ceTel U OIIOP 7 - BnaneHue cepBucaMy, NIPUMEHEHNUS
CHCTEM CBSI3H C HCITOJIb30BAHUEM obecneunBaroMMU HH)OPMAITUOHHYIO 0a3bl CUTHATYP
CIELHATN3UPOBAHHOTO 0€3011aCHOCTb B TE€IEKOMMYHHUKAIIMOHHBIX MOJYJIS.
MPOrpaMMHOTO o0ecniedeHus u CHCTEMaXx M CETSIX CBSI3H;

00opyaoBaHUs. OIIOP 13 - CBoeBpeMEHHOE M KaYECTBEHHOE

OK 01. Beibupath criocoOsbI
peleHus 3aaa4y
po¢eCCUOHANBLHON JEATEIILHOCTH,
MIPUMEHHUTENBHO K PA3IUYHBIM
KOHTEKCTaM.

OK 02. OcymecTBisTh TOKCK,
aHallu3 ¥ UHTEPIPETAIHIO
UHPOPMAaLUH, HEOOXOAUMOM ISt
BBITTOJTHEHHS 337144
poheCCUOHANBHON AEATEILHOCTH.
OK 09. Mcnoap30BaTh
WHPOPMAaIMOHHBIE TEXHOJIOTHU B
po¢eCCHOHANBHON ACATEIILHOCTH.
OK 10. ITonb30BaThCs
npodecCHOHATLHON
JIOKyMEHTaluel Ha
rOCyJIapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

MPUMEHEeHNEe KOMIIETeHIINH, YMEHUH 1 3HAaHUH,
MPUOOPETEHHBIX B PE3YJIbTaTe OCBOCHHS TEM,
pasnenos, nucruruiaH, MJIK, momyneit.
OIIOP 14 - Bri6op u IpuMeHEeHHE METO0B U
Croco00B penreHus mpoeCCHOHANBHBIX 3a/1a4
B o0JslacTu obecrieueHust 6€30MacHOCTH ceTeit
CBSI3H.

OIIOP 15 - Pemtenue craHgapTHBIX U
HEeCTaHJAPTHBIX MPO(PECCHOHATBHBIX 33714 110
obecrneyeHn o 0e30MaCHOCTH CETEH CBSI3H.
OIIOP 16 - D heKTHBHBIH MOUCK
Heo0X0MMOoH HH(POPMAIIUU JUIS PEILICHUS
3a7a4 B 00JIACTH CETEBOH OE30ITacHOCTH.
OIIOP 18 - PaboTa ¢ pa3muuHbIMU
MIPOTpaMMHO-aIIapaTHEIMUA U
IIPOrpaMMHBIMU CPEJCTBAMM.

OIIOP 23 - Axann3 nHHOBALUI B 00/1aCTH
IPOrPaMMHOTO 00ECTICUCHUS, PA3BUTHS
OTpaciIy.

3ananme 22.
WNHcTpyknus:

BHumatensHO npoyuTaiTe 3a1aHue.

BB1 MoXkeTe moIp30BaThCA:

O6opymosanue, I1O: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server.
Bpewms BeimonnHeHus 3aganus — 15 MUHYT.

TexcT 3apaHuA:

[IpoBectn oOcCIeOBaHNE MOACHCTEMBI 3alllUTHl CETEBHIX B3amMmonehcTBUil (Penetration test) m aHanmmM3 JaHHBIX

cepsepa:

- CKaHHpOBaTh SEIVEr ¢ IIEIbI0 ONPEACIICHUS CEPBUCOB,

- CKaHHpOBaTh SEIVEl ¢ IEIbI0 NTOMCKA BO3MOKHbIX y‘-IéTHLIX 3aIMcell Ha KOHEYHOM XOCTE.

IIpenmer(sl) oLleHUBaHUS OObexT(bI) [TokazaTenu oneHKH Kputepun Bec
OILICHUBAHHUS OLICHKH KpHUTEP
ust

[1K 3.1. BeiBasATH Yrpo3sl 1 CpencrBa OIIOP 1 - Yerkoe nmoHUMaHue MpoodsiemMm 1. BrsmosnneHue 26
YSI3BUMOCTH B CETEBOU MOHUTOPHHIA U nH(OpMaLMOHHON 0€30MacHOCTH B TpebGoBaHUi
nHppacTpykType ¢ aHaJmM3a TEJIEKOMMYHHKAIIMOHHBIX CUCTEMaX U 3aaHus o
HCTIOJIb30BaHUEM CHCTEMBI aHANIU3a | JIOKAJIbHBIX CETAX CBS3H; o0cne0BaHuI0
3alUIIEHHOCTH. cereil; OIIOP 2 - I'paMOTHO BBISIBIIATS, MOJICUCTEMBI
1K 3.2. Pa3pabarsiBaTh KOMILIEKC MIPaBMWIBHOCTH KJaccu(UIMPOBATh U AaHAJM3UPOBATh 3aIIUTHl CETEBBIX
METOIOB M CPEJCTB 3aIUThI HCTIOJIb30BaHUS yrpo3bl THPOPMAITOHHOM B3aUMOJICHCTBUH
nHdopmauy B MIPaBHJI YTWINTHL | 06e30macHOCTH M (OPMBI UX MPOSIBICHNS; u aHau3y
MHPOKOMMYHHMKALIMOHHBIX ceTsiXx 1 | HactpauBaemoro | OITOP 3 - BeiGop MexaHU3MOB U CPEACTB JITAaHHBIX cepBepa.
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CHCTEMax CBSI3H.
TIK 3.3. OcymecTBasTh TEKyIIee
aJIMHHUCTPUPOBAHHE JUTS 3AIHTHI
MH()OKOMMYHUKAIIMOHHBIX CETeH U
CHCTEM CBSI3U C HCIIOIb30BAHUEM
CMeHAaTN3UPOBAHHOTO
MPOTPaMMHOT0 00ecreueHus U
000pyI0BaHMUS.

OK 01. Beibupatb crioco0bl
pelieHus 3ama4q
npodeccnoHaIbHON IeSITEeNFHOCTH,
MPUMEHHUTEITBHO K Pa3IMIHBIM
KOHTEKCTaM.

OK 02. OcymiecTBasTh NOUCK,
aHaIN3 ¥ UHTEPIPETAIHIO
uHpOpMaIK, HeOOXOAUMOH /IS
BBITIOJTHEHUS 33721
npodeccHoHaIbHOMN eI TEIEHOCTH.
OK 09. Hcnonp3oBath
UH()OPMAIOHHBIC TEXHOJIOTHH B
podeCcCHOHATBLHON AESTETEHOCTH.
OK 10. IMonp30BaThCs
npoeCCUOHANBHOM
JOKyMEHTAIlueH Ha
rOCY/IapCTBEHHOM M HHOCTPaHHOM
SI3BIKAX.

CKaHUPOBaHUA
Nmap.

obecrnieyeHust THPOPMALOHHON
6e3omacHOCTH (ITPOrPaMMHBIX U
MPOrpaMMHO-AIIaPaTHBIX);

OIIOP 7 - BnaneHue cepBucamy,
o0ecrneynBaoIMMU HHYOPMAIIMOHHYIO
6€30MacHOCTh B TEJICKOMMYHHKAIHOHHBIX
CHCTEMax M CeTSX CBS3H,

OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IPHMEHEHNE KOMIIETSHIINH,
yMEHHH U 3HaHUMH, NPUOOPETEHHBIX B
pe3ylbTaTe OCBOSHHS TEM, PA3/IENoB,
nucrumue, MK, mogynei.

OIIOP 14 - BeiOop 1 mpUMEHEHHUE
METOJIOB U CIIOCOOOB peICHUs
npodeCCHOHANBHBIX 3314 B 00J1aCTH
obecrieueHus 6€30I1aCHOCTH CEeTel CBSI3U.
OIIOP 15 - Pemenne cTaHnapTHBIX U

HECTaHAApPTHBIX HpO(l)eCCI/IOHaJ'ILHI)IX 3ajJ1a4

1o obecrieueHn o 6€30MacHOCTH ceTel
CBSI3H.

OIIOP 16 - DddhexTHBHBII MOUCK
HEOOX0TUMOM HH(MOPMAIIUH TS PEIICHHS
3a7a4 B 00JIACTH CETEBOM O0E€30IIaCHOCTH.
OIIOP 18 - PabGoTa ¢ pa3iuuHbBIMU
MPOTPaMMHO-aIIapaTHEIMH 1
MPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - Ananu3 nHHOBAIMI B 00JaCTH
MPOrPaMMHOTO 00ECIICYCHUSI, PA3BUTHUS

OTpaciu.

2. IIpaBUibHOCTD
CKaHUPOBAHHMS
SErver c
HOMOIIIbIO
YTHIHTEI NMap ¢
UCIIOIb30BaHUEM
NSE ckpunros.
3. IlpaBUIBHOCTD
HOHCKa
BO3MOKHBIX
Y4ETHBIX 3amuceit
Ha KOHEUHOM
XOCTe.
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3aganue 23.
WNHcTpykuys:

BHumaTenbHO poyuTaiiTe 3a1aHueE.

Br1 Mo2keTe mOJIB30BATHCS:

O6opymosanue, I1O: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server.
Bpems BeimonHeHus 3aganus — 15 MUHYT.

Texkct 3amanus:

IIposecTn o0cienoBaHue IIOACUCTEMBI 3aI[UTHI CETEBBIX B3aUMOIECHCTBUI (Penetration test) MU aHaJINU3 JaHHBIX

cepsepa:

- 1o100path Maposib K aIMUHUCTPATUBHOM YUETHOM 3anmcu admin;

- NOAKJIFOUUTHCS K CEPBEPY.

IIpeamer(s1) orieHUBaHUS O0BekT(bI) ITokazarenn oneHKH Kpurepun ouenkn Bec
OLICHUBAHUS KpHUTEP
us
TIK 3.1. BBIABIATE yrpo3sl U CpenctBa OIIOP 1 - Yerkoe noHUMaHHE NPOOIEM 1. Brinosnnenue | 2 6
YSI3BUMOCTH B CETEBOM MOHUTOPHHIA U nH()OPMAIIIOHHON 0€30IaCHOCTH B TpeboBaHuii
HHPPaCTPYKType C aHanmu3a TEJIEKOMMYHHUKALIMOHHBIX CUCTEMAaxX U 3aJaHus 1o
UCIIOJIb30BAHUEM CHUCTEMBI JIOKQJIBHBIX CeTsIX CBSI3H, 00cIeJ0BaHUIO
aHaJIM3a 3alUIIECHHOCTH. ceTel. OIIOP 2 - 'paMOTHO BBISIBIIATS, HOJCUCTEMBI
1K 3.2. Pa3pabaTbiBaTh KIacCU(UINPOBATH U AHATTM3UPOBAThH 3alIUThl  CETEBBIX
KOMIIJIEKC METOJIOB U CPEJICTB yrpo3bl ”HOPMALIMOHHOM B3aMMOJCHCTBUI 1
3alIUThl HHPOPMAIIUH B 0e30macHOCTH U (POPMBI HX MPOSIBIICHUS; aHamu3y  JaHHbBIX
MH(POKOMMYHHKAIIMOHHBIX CETIX OIIOP 3 - Bri6op MexaHU3MOB H CPEICTB | cepBepa.
U CHCTEMax CBS3H. obecrieyeHus1 HHQOPMAIIMOHHOM 2. IlpaBunbHOCTH 26
TIK 3.3. Ocy1ecTBisaTh TeKyliee 6e3omacHOCTH (IIPOTPaMMHBIX U CKaHUPOBaHUS
aJIMUHUCTPUPOBAHKE JIJIS 3AL[UThI MPOTPaMMHO-AIIAPaTHBIX); Server c HoMoIIbI0
MH(POKOMMYHHKAIIMOHHBIX CeTeH OIIOP 7 - Bnagenue cepBucamu, YTUJIUTBI
U CHCTEM CBSI3H C o0ecrneynBaoIMMU HHYOPMAIIMOHHYIO hydra/brutex.
HCIOJIb30BaHUEM 6e301acHOCTh B T€JIEKOMMYHHUKAIMOHHBIX | 3. Boinonnenue 16
CIeLUaNn3UPOBAHHOTO CHCTEMax M CETSIX CBA3N, TpeOOBaHMiA
MIPOrpaMMHOTO O0ecTieueH s U OIIOP 13 - CBoeBpeMeHHOE 1 3a/1aHus 110
000pyIOBaHHUS. Ka4eCTBEHHOE MPUMEHEHUE KOMIICTECHIIUH, | MOJIKIIOUYEHHIO K
OK 01. Beibupats crioco0sl YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B cepBepy ¢

perenus 3aiaq
npo¢eCCHOHANBHON
JeATeTbHOCTH, IPUMEHATEIBHO K
pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBasiITh MOUCK,

pe3ylbTaTe OCBOSHHMS TEM, PA3/ENIOB,
mucuuruind, MJIK, moxyneit.

OIIOP 14 - BeiOop 1 mpUMEHEHUE
METOJOB U CLIOCOOOB PEIICHUs
podecCHOHAIBHBIX 3314 B 00JIaCTH

TIOMOILIBIO YTUIIATHI
xfreerdp.
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obecrieyeHus1 6€30MaCHOCTH CeTel CBA3H.
OIIOP 15 - Pemenne cTaHAapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a7a4 Mo 00eCIe4YeHHI0 0E30MaCHOCTH
ceTel CBsI3U.

OIIOP 16 - DddekTuBHBIN MOUCK
HEOOXO0IUMO#T HHPOPMALIUH IS PEIICHUS

aHaJIM3 U HHTEPIPETALHIO
UHPOPMAIUH, HEOOXOAUMOM st
BBITIOJIHEHHUS 33124
npogeccuoHanbHON
JICSATEIBHOCTH.

OK 09. Ucnonb3oBatb
HH(MOPMALIOHHBIC TEXHOJIOTHH B

npodeccuoHaNbHON 3a/1a4 B 00J1aCTH ceTeBOi 0€30MacHOCTH.
JIeATEINbHOCTH. OIIOP 18 - PaboTa ¢ pa3auYHBIMH

OK 10. ITonb30Bathes MIPOrpaMMHO-alNNapaTHeIMA U
npodeccnoHanbHON [IPOTPAMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTpaciH.

JIOKYMEHTaIen Ha
roCyJJapCTBEHHOM U
HWHOCTPAaHHOM SI3bIKaX.

3apanmue 24.
NucTpyknus:

BHuMaTenbHO IpOYUTANTE 3a1aHHE.
BrI MOXeTE ONB30BATHCS:
O6opynosanwue, I10: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Server, Process monitor, Network Monitor,
StealerForEducation.exe.
Bpewmst BeinonHenus 3aganus — 15 MUHYT.
Tekct 3amanust:
[TpoBecTr aHanM3 BpeIOHOCHOTO NeWCTBHs Bupyca Tuma Stealer. [IpoanamusupoBath cocrosiHue Process monitor u
HAWTH Cpelu BCeX NEHCTBUI MaHHOTO mpoiiecca nHGOPMALUIO O ¢aiiyie, U3 KOTOPOro MPOUCXOAUT XHIeHHE UHDOP-
MAIIiH JTIFOOBIM U3 IBYX METOIOB:

- METOJI TIOCJIEIOBATENIFHOTO TIepedopa;

- pa3bop neiicTBHit mporpaMMel Process monitor.
@aiin conepxut IIAPOJIN B otkpeiTom Buae. Haiitu ceteBbie agpeca (IP m URL), ¢ koTopbiMu B3anMOJICHCTBYET HC-

CIeTlyeMbIil MpoLecc.

IIpeamer(s1) orieHUBaHUS OOBexT(bI) [TokazaTenu oneHKH Kpurepun Bec
OIICHUBAHHUS OLICHKH KpHUTEp
us
[IK 3.1. BBISIBIIATE yTpo36I 1 CpenctBa OIIOP 1 - Yerkoe moHnMaHue npodiieM 1. Bemoanenue | 2 6
YA3BUMOCTHU B CETEBOM MOHUTOPHHTA UH()OPMAIIOHHON 0€30IacCHOCTH B TpeboBaHuii
nHppacTpykType ¢ 1 aHaIM3a TEIEKOMMYHHUKALIMOHHBIX CUCTEMAax M CeTAX | 3aJaHus o
UCTIONIb30BAHUEM CHCTEMBI aHAJIN3a | JIOKAIBHBIX CBSI3H; o0cne0BaHuI0
3aNIAIICHHOCTH. ceTeil. OIIOP 2 - I'paMOTHO BBISIBIIATE, HOJCUCTEMBI
1K 3.2. Pa3pabaTbiBaTh KOMIUIEKC KIaccU(UIUPOBATH U AHATTM3UPOBAThH 3alIUThl CETEBBIX
METOJIOB ¥ CPEJCTB 3aIlUThI yrpo36l HHPOPMAITUOHHOM B3aUMOJICHCTBUH
HHPOPMALUH B 6e3omacHOCTH U (POPMBI HX MPOSIBICHUS; u aHaIN3y
MH()OKOMMYHUKAIIMOHHBIX CETIX U OIIOP 3 - Bribop MeXaHU3MOB H CPEIICTB JTaHHBIX.
cucTeMax CBsI3H. obecnieuenust HHGOPMALMOHHON 2. IlpaBunpHOCTE | 26
[IK 3.3. OcymiecTBisTh TEKyIIee 6e3omacHOCTH (TIPOTPAMMHBIX U oTpeneNIeHIS
aJMUHUCTPUPOBAHKE IS 3AIIUTHI MPOTPaMMHO-AIIaPaTHHIX); Gaiina, u3
MHPOKOMMYHHUKAIIMOHHBIX CETEH U OIIOP 7 - Bnanenue cepBucamu, KOTOpOro
CHCTEM CBSI3U C UCIIOJIb30BAaHUEM o0ecreynBaOIMMU HHHOPMALIMOHHYIO MIPOUCXOIHUT
CHEeNUAIN3UPOBAHHOTO 0e3011acHOCTh B TE€JIEKOMMYHHKAIIMOHHBIX XHIICHUE
IIPOrPaMMHOT0 00eCIIeUeHUs U CHUCTEMaX M CEeTSAX CBS3H; UHPOPMALIUH H
obopynoBaHus. OIIOP 13 - CBoeBpeMeHHOE U KaUeCTBEHHOE | cepBepe.
OK 01. Beibupats croco0s! [IPUMEHEHUE KOMIIETEHIIU), YMEHUH U 3. BeinonHenue 16
peleHus 3ana4y 3HaHWi, TPHOOPETCHHBIX B Pe3yJbTaTe TpeGoBaHMi
poeCCUOHANBLHOMN ACATEIILHOCTH, OCBOEHUS TeM, pa3zaenos, qucuumiud, MK, | 3aganus mo
MIPUMEHHUTENBHO K PA3TUYHBIM MOJTyJIeH. MIOUCKY CETEBbIX
KOHTEKCTaM. OIIOP 14 - Bei6op 1 npuMeHEeHHE METOI0B anpecos (IP u
OK 02. OcymecTBasTh ITOUCK, U cr10co00B pelieHns: TpodeccHoHaTbHbBIX URL), ¢
aHalIU3 ¥ UHTEPIPETAIHIO 3a/a4 B 00nactu obecneueHus 6e30MacHOCTH | KOTOPBIMHU
nH(opMaK, HEOOXOAUMOM ISt ceTel CBs3U. B3aUMOJIEHCTBYET
BBITIOJTHEHMS 3a4a4 OIIOP 15 - Pemenne cTaHAapTHBIX U HCCIIEeTyeMBbIil
npodeccnoHanbHON IeSITENFHOCTH. HECTaHAAPTHBIX MPOPECCHOHATBHBIX 3a1a4 porecc
OK 09. Ucnonb3oBatb no obecrieueHuto 6e3onacHocTu cereil ces3u. | (StealerForEduca
nH(OpMAaILIOHHBIE TEXHOIOTHH B OIIOP 16 - DddexTHBHBIN MOUCK tion.exe).
npodeccuoHanbHON esITeNbHOCTH. HE00X0IMMO HHPOPMALIUY IS PELISHUS
OK 10. ITonp30BaThcs 3a7a4 B 00J1aCTH CETeBOM 0E30MaCHOCTH.
npodeccuoHaNbHON OIIOP 18 - PaboTa ¢ pazau4YHBIMU
JIOKYMEHTaIen Ha [IPOTPaMMHO-aNNapaTHBIMK U
roCyJIapCTBEHHOM M HHOCTPAaHHOM IPOTPaMMHBIMH CPEJICTBAMHU.
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SI3BIKAX. OIIOP 23 - AHanu3 WHHOBAIMK B 00J1aCTH
MIPOrPaMMHOTO 00ECIICUCHHSI, PA3BUTHS
OTpPACIIH.
3aganmne 25.
MNuctpykuus:

BHumarensHo mpounTanTe 3aaHue.

BEbI MOeETe MOJIB30BaTHCH:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; VM Kali Linux, VM Windows Server, Process monitor, Network
Monitor, StealerForEducation.exe.
BpeM}l BBIITOJIHCHUS 3aJaHUA — 15 MHHYT.

Texkct 3amanus:

3abokupoBaTh BpeIOHOCHBIE AeicTBUS Bupyca Tuma Stealer. HyxHo caenaTs Tak, 9To05I y Tporiecca He OBLIO ce-

TEBOM aKTUBHOCTH ITIPpU MMOBTO

PHOM 3aITyCKC.

TIpenmer(bl) OlICHUBAHUS O0BeKT(bI) ITokazarenu OueHKH Kpurepuu oneHku Bec
OLICHUBAHUS KpUTEP
ust
IIK 3.1. BeIBAATH yrpo3bl U Cpencrsa OIIOP 1 - Yerkoe noHUMaHHE NPOOIEM 1. Beinonnenue | 2 06
YSA3BHMOCTH B CETEBOH MOHHUTOPHHTA H nH(OpMAaIOHHON 0€30MacHOCTH B TpeOOBaHUI 3aTaHus
UH(PACTPYKTYpE ¢ aHanu3a TeJICKOMMYHUKAIIMOHHBIX CUCTEMAX U no  o0cneaoBaHUIO
HCTIONIb30BAaHUEM CHCTEMBI JIOKaJbHBIX CeTSIX CBSI3H, TIOZICUCTEMBI 3aIlUThI
aHaJIK3a 3alUIEHHOCTH. cereit; OIIOP 2 - I'paMOTHO BBISABIIATS, CETEBBIX
TIK 3.2. Pa3pabartbiBath MPaBIILHOCTD KJaccu(HUIMPOBATh U aHATM3UPOBATH B3aWMOACHCTBUIA U
KOMIUIEKC METOJIOB U CPE/ICTB OIpeeNeHUs yrpo3b! HHPOPMALUOHHON aHaIMU3y JAHHbIX.
3aMThl HHGOpMAIK B MPU3HAKOB 0e30macHOCTH U (POPMBI HX TPOSBICHUS; 2. BeimonHenue 20
MH()OKOMMYHUKAIMOHHBIX aTaKH; OIIOP 3 - BoiOop MeXaHU3MOB U CPEJICTB TpeboBaHuii 3a1aHUs
CeTsIX M CHCTeMax CBSI3H. MPaBHIBHOCTD obecnieyeHust THGOPMALTIOHHON TI0 TIONCKY CETEeBBIX
TIK 3.3. Ocy1iecTBIsTh HACTPOEK 6e30macHOCTH (ITPOTPaMMHBIX U anpecos (IP u URL),
TeKylllee aIMUHUCTPUPOBAHHE OpanaMayspa. [IPOrpaMMHO-AMNaPaTHBIX); C KOTOPBIMH
TS 3aIATEI OIIOP 7 - Bnanenue cepBucamu, B3aMIMOJEHCTBYET
HMH(POKOMMYHHKAIIMOHHBIX o0ecreynBaoIIMU HHGOPMALIMOHHYIO UCCIeayeMBbli
CeTell U CUCTEeM CBSI3H C 0e301acHOCTh B TEJIEKOMMYHHUKALIOHHBIX | TIPOIECC
HCIIOIb30BaAHUEM CHCTEMax M CETSIX CBS3H; (StealerForEducation
CIEMATN3UPOBAHHOTO OIIOP 13 - CBoeBpeMeHHOE U .eXe).
IPOrpaMMHOTO 00eCHIeUEeHUs U Ka4yeCTBEHHOE ITPUMEeHeHne komnereHui, | 3. IIpaBuiabHOCTD 16

obopynoBaHus.

OK 01. Beibupats criocoOsl
penreHus 3ana4q
npogecCHOHATBHON
JeSTeNTbHOCTH, TIPUMEHNUTETHHO
K Pa3IMYHBIM KOHTEKCTaM.
OK 02. OcymiecTBIsTh MOUCK,
aHaJIN3 U UHTEPIIPETALHIO
nHPOPMALIUH, HEOOXOIMMO
JUIsl BBITIOJTHEHUS 3a/1a4
podecCHOHATBHOM
JIeSITeIbHOCTH.

OK 09. Ucnonn3oBath
UH(OPMAIIOHHBIE TEXHOJIOTHU
B PO eCCHOHATBEHON
JIESITEIBHOCTH.

OK 10. [Toms30BaThCS
npodecCHOHATEHON
JOKyMEHTalneH Ha
TOCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

YMEHUH U 3HAaHUH, TPHOOPETEHHBIX B
pe3ysbTaTe OCBOCHHUS TEM, Pa3zieiioB,
nmuctumuinH, MK, Momymnei.

OIIOP 14 - Bei6op 1 npuMeHeHe
METOJIOB H CII0CO00B peIeHHUs
npo¢)eCCHOHANBHBIX 3a]1a4 B 00J1acTH
obecrieyeHus OE30ITaCHOCTH CETEH CBSI3M.
OIIOP 15 - Pemenue craHaapTHBIX U
HECTaHAapTHBIX MPOPECCHOHANBHBIX 3a1a4
o obecreyeHuto 6€30MacHOCTH ceTer
CBSI3ML.

OIIOP 16 - DddexTHBHBIH MOUCK
HEeoOX0IUMOW MH(MOPMAIIMH TSl PEIICHUSI
3a/a4 B 00J1aCTH CETeBOM 0€30MacHOCTH.
OIIOP 18 - PaboTa ¢ pazau4HBIMH
MPOTPaMMHO-AINIAPaTHBIMH 1
MPOrpaMMHBIMHU CPEICTBAMH.

OITOP 23 - AHanu3 MHHOBAaLW B 001aCTH
MIPOTPaMMHOT0 00ecrieueH s, pa3BUTH
OTpaciH.

HACTPOEK
Opannmayspa B
pexuMe
MOBLIILICHHOM
06€e30ITacHOCTH.

3ananue 26.
Hncempykyus:

BHumaTenbHO pounTaiTe 3a1aHue.

BEI MOXkeTe 1101630BaThCA:

Oo6opynosanue, [10: TIK, Oracle VM VirtualBox; BM Astra_Client DAC_MAC.
Bpewms BeimonHeHUS: 15 MUHYT.

TexkcT 3amanus:

Asropusyiitech B cucreme BM Astra_Client DAC_MAC mnoj y4eTHO# 3anuchlo aAMUHUCTpaTopa astra-admin ¢ BbI-
COKHM YPOBHEM IIEJIOCTHOCTH M co3/iaiite B pactonoxkennu "/home/public" manky "documents".
JUi1sl CO31aHHO# TAIKK YCTAaHOBUTE CIICAYIOIINE CTaHapTHBIC IPaBa JI0CTYIA U JONOJIHUTEIbHBIe aTprOyTh Linux:
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- Bianener — root, rwx;

- T'pymma Bnagenbliia — root, rwx;

- OcTtanpHBIE — ---;
- sticky-6wur.

ITpoBephbTe, YTO MpaBa I0CTYyIA U aTpUOYTHI manku "doCUMeENts" ycTaHOBJIEHbBI BEPHO.

IIpenmer(sl) OLlEHUBAHUS O0BeKT(bl) IToxa3zarenu oueHKH Kpurepuu Bec
OLICHUBaHUS OLIEHKHU KpHUTEp
us
[IK 3.1. BeisiBIIATS yrpo3bl 1 Peanuzanus OIIOP 1 - Yerkoe moHUMaHHEe IPOOIEM 1. Brimonnenue 20
YSI3BUMOCTH B CE€TE€BOM HOJIUTUKU UH()OPMAIOHHON 0€30I1aCHOCTU B TpeGoBaHuit
I/IH(I)paCprKType C JUCKPELIUOHHBI TCICKOMMYHUKAIIUOHHBIX CUCTEMAX U CETAX 3aJ1aHus 110
UCIIOJIb30BAHUEM CUCTEMBI X TPaB JOCTYyMa. | CBA3H; HACTpOiiKe
aHaJIN3a 3aIUIECHHOCTH. OIIOP 2 - I'paMOTHO BBIABIIATE, JMCKPEIHOHHBIX
I1K 3.2. Pa3pabatbiBaTh K1accu(pUIUPOBATH U aHAM3HPOBATD NpaB JOCTyIIA.
KOMILTEKC METOJIOB ¥ CPE/ICTB yrpo36l HHPOPMATMOHHON 2 Brmonnerue | 26
3aIUTH HH)OPMAIIUH B 6e301acHOCTH U ()OPMBI MX MPOSBICHYIS; TpeBoBanit
MHPOKOMMYHHKAIIMOHHBIX CETSIX OIIOP 3 - Bri6op MexaHU3MOB H CPE/ICTB .
U CUCTEMaX CBSI3U. obecrieueHust HHGOPMALMOHHON
K 3.3. Ocy1ecTBIsTh TEKyIIee Oe3omacHOCTH (IIPOTPaMMHBIX U YCTaHOBKE
aJMHUHUCTPUPOBAHUE /IS 3AIUThI HPOrpaMMHO-AIIaPATHBIX); CTaHIApTHRIX
MH()OKOMMYHUKALIMOHHBIX ceTel OIIOP 7 - BiasieHue cepBUCaMH, TpaB 0CTyma 1
H CHCTEM CBSI3H C 06eCIeYHBAIOLIIMI HHPOPMALHOHHYO AOTOJIHUTCIBHEL
UCTIONb30BAHUEM 6€30MacHOCTD B TENEKOMMYHHUKAIMOHHBIX X _anH6yT
CTIETHATN3HPOBAHHOTO CHCTEMaxX ¥ CETAX CBA3M, Linux.
IPOrpaMMHOI'0 00ECHIEUESHUs U OIIOP 13 - CBOEBPEMEHHOE I KAYeCTBEHHOE | O-
060pY/I0BAHHS. IpYMEHEHHe KOMIIETEHIMH, yMEeHHU 1 ITpaBmwibHOCTH 16
OK 01. BeiGupats criocoOsI 3HAHUH, NPHOOPETEHHBIX B PE3YJILTATE IIPOBEACHUSA
pelieHns 3agaq OCBOEHUS TeM, pa3aenos, aucuuoine, MJIK, | mpoBepku npas
npodeccuoHanbHOM MOJyJei. Joctyna u
NIeSATENbHOCTH, TPAMEHUTEIBHO K OIIOP 14 - Beibop 1 mpUMEHEHUE METOIOB aTpuOyT MaKH
Pa3IUYHBIM KOHTEKCTaM. U crioco00B pelieHus: TpodeccHoHaTBHBIX "documents".

OK 02. OcymiecTBisiTh IOUCK,
aHaJIU3 ¥ UHTEPIIPETAIHIO
HHPOPMAITUH, HEOOXOIUMOM ISt
BBINOJIHEHNUS 33/1a4
npodeccnoHanbHON
JIeSITeTIbHOCTH.

OK 09. Ucnons3oBaTh
UH()OPMAITHOHHBIE TEXHOJIOTHH B
npodeccnoHanbHON
JIeSITeTIbHOCTH.

OK 10. [Toms30BaThCs
npo¢ecCHOHANBHON
JIOKyMEHTAIneH Ha
rOCyJIapCTBEHHOM M
WHOCTPAaHHOM SI3BIKaX.

3a7a4 B 00J1acTH o0ecrieyeHust 0e30MacHOCTH
ceTeit CBSI3U.

OIIOP 15 - Pemenne cTaHIapTHBIX U
HECTaH/IapPTHBIX MPO(ECCHOHANBHBIX 3a]1a4
1o obecreyeHnIo 6€30MacHOCTH CETEH CBA3H.
OIIOP 16 - DddexTuBHBIN MOUCK
HEOOXO0IUMO#T HHPOPMALIUH [T PEILICHUS
3a7ia4 B 00JIACTH CETEBOM OE30IIaCHOCTH.
OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrPaMMHO-AMMAPAaTHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OITOP 23 - Ananu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUCHHSI, Pa3BUTHS
OTpaciH.

3aganue 27.
Hnempykyus:

BHumarensHO npquTaﬁTe 3aJaHHuC.

BB1 MOkeTe 10Ib30BaThCA:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client_ DAC_MAC..

Bpewms Beimonaenus: 10 MuHyT.

TexcT 3agaHuA:

Asropusyiitech B cucteme BM Astra_Client DAC_MAC nox y4eTHO# 3aichio aaMHUHUCTparopa astra-admin ¢ Bbi-
COKHMM YPOBHEM IIEJIOCTHOCTH U co31aiite B pacrnonoxeruu "/home/public” manky "documents”.
Jns marku "/home/public/documents/" ycranosute ciemyromme mnpaBa goctyna POSIX ACL u Takue e mpasa 110

YMOJIYaHUIO:

- JUTS TIONIb30BaTelrd userl — rwx;
- JUTS TIOJTB30BaTe s USer2 — rwx;
- quts rpymmen "office™ — r-x.

IIposeprte, uro mpasa moctyna POSIX ACL M COOTBETCTBYIOIIHE IpaBa IO yMOJUYaHMIO I manku "documents”

YCTaHOBJICHBI BEPHO.

3aBepiuTe ceaHc PadOThI A MIUHUCTPATOPA, TIOCIEAOBATEIILHO 3aPETUCTPUPYHTECH B CUCTEME C YUSTHBIMH 3aIHCIMU
userl / user2 u yoemurech, 4TO 3TH MOJIL30BATEIM MOT'YT COBEPINATh pa3pelieHHbIe UM (aiIoBbIe ONIEPAIHU B MAIKe

"/home/public/documents/".
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IIpeamer(bl) OlIEHUBAHUS OO6BexT(bl) [Tokasarenu oreHKH Kpurepnu oneHku Bec
OLICHUBAHHUSA KpHUTEp
us

IIK 3.1. BBIABAATH Yrpo3bl U Peanuzanus OIIOP 1 - YeTkoe noHUMaHue NpodiaeM 1. BolnosineHue 20
YSI3BUMOCTH B CETEBOU TTOJTUTHKH MHPOPMAITMOHHOH 0€30MaCHOCTH B TpeGoBaHuii
HHPPACTPYKTYpPE C JUCKPEIMOHH | TEJIEKOMMYHHUKALMOHHBIX CHCTEMAX U 3aaHus Mo
HCIIOJIb30BAHNEM CHCTEMBI aHATN3A | pix mpaB CeTSIX CBA3N, YCTaHOBKE TPaB
3alIMIIEHHOCTH. JOCTYTIA. OIIOP 2 - I'paMOTHO BBISIBIISTS, nocryma POSIX
TIK 3.2. Pa3zpabaTbiBaTh KOMILIEKC KJaccu(pUIMPOBaTh U aHATH3HPOBATH ACL u
METOZOB M CPEIICTB 3aIUTHI yrpo3bI HH(POPMAIIMOHHO COOTBETCTBYIOIIH
UHpOpMAIIH B 0e30macHOCTH U (POPMBI UX MPOSBIICHUS, X TIpaB 1o
UH()OKOMMYHUKAIIUOHHBIX CETAX U OIIOP 3 - BoiOop MEXaHU3MOB U CPEJCTB
CHCTEMax CBSI3H. obecnieyenust ”HGOPMAITHOHHON YMOTHAHHIO LA

TIATIKA 20
1K 3.3. Ocy1iecTBIATh TEKyLIEe 6e3omacHOCTH (IIPOrPaMMHBIX U “Jhome/public/doc
AJIMHHUCTPUPOBAHHE IS 3AIUTHI IIPOrpaMMHO-aIIAPATHBIX); b
UH()OKOMMYHUKAIIUOHHBIX ceTell u OIIOP 7 - BnaneHue cepBUCaMy, uments/”.
CHCTEM CBSI3U C MCIIOJIb30BaHUCM o0ecreunBaroIMMH HHPOPMAITHOHHYIO 2. IlpaBnTbHOCTD
CeHATH3HPOBAHHOTO 6E30TaCHOCTh B TETEKOMMYHHKAMOHHBX | [POBCACHUA
MPOrPaMMHOTO 00ECIICUCHUSI U CHCTEMAX M CETIX CBSI3M, MPOBEPKHU MPaB
000pyI0BaHHUS. OIIOP 13 - CBoeBpeMeHHOE U nocryma POSIX
OK 01. Beibupatb crioco0sl KaueCTBEHHOE IIPUMEHEHNE KOMIIETCHIINH, ACL u
penreHus 3agaq YMEHHUH U 3HAHW, TPHOOPETCHHBIX B COOTBETCTBYIOIIU 16
HpoGheCCHOHANTBHON IeITeIbHOCTH, pe3ysbTaTe OCBOEHUS TEM, Pa3fIeyoB, X TIpaB 1o

TIPUMEHHUTENIBHO K Pa3TUYHBIM
KOHTEKCTaM.

OK 02. OcymecTBisTh IOUCK,
aHaIn3 ¥ HHTEPIPETAIHIO
nHPOPMALIUH, HEOOXOIUMOM 151
BBIIIOJIHEHHSI 38144
po(eCCUOHANBHOM JESTEIbHOCTH.
OK 09. Hcnons30BaTh
MH(POPMAITUOHHBIE TEXHOJOTHH B
npodeccHoHaTbHOMN eI TEIbHOCTH.
OK 10. ITonp3oBatbes
npogecCHOHAEHON
JIOKyMEHTAIMel Ha
rOCYIapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

nuctumutad, MK, Mogymei.

OIIOP 14 - Bri6op u npuMeHeHHe
METOJIOB M CIIOCOOOB PEIICHUS
npo¢)eCCHOHANBHBIX 3a/1a4 B 00J1acTH
obecniedeHust 0E30MACHOCTH CETEH CBSI3H.
OIIOP 15 - PemteHue craHAapTHBIX U
HEeCTaHIAPTHBIX MPO(PECCHOHATBHBIX 3a/1a4
110 obecredeHnIo 0e30MacHOCTH ceTei
CBSI3H.

OIIOP 16 - DddeKTHBHBII IOUCK
He00X0IuMOl HH(POPMALIUH [T PEIICHUS
3a7a4 B 00JaCTH CETEBOM 0€30MaCHOCTH.
OIIOP 18 - PaGota ¢ pa3iuYHbIMU
IpOrpaMMHO-aNMapaTHBIMU |
MIPOTPaMMHBIMH CPEICTBAMHU.

OIIOP 23 - AHanu3 WHHOBAIWI B 00J1acTH
MIPOTPaMMHOTO 00ecTiedeH s, pPa3BUTHS
OTpaciIy.

YMOJYAHUIO IS
IIarkKu
"documents™.

3. [IpaBunbHOCTH
TIPOBEACHUS
MIPOBEPKH paB
JOCTYTIA [T
YUYETHBIX 3aITUCe
userl, user2.

3ananue 28.
Hucmpyrkyus:

BHumatensHO mpounTaiTe 3a1aHue.

Brl MOXkeTe 1101b30BaThLCS:

O6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client_ SNLSP.

Bpewms Beinonnenus: 10 MUHYT.
Teker 3agaHus:

Asropusyiitech B cucteMe BM Astra_Client_SNLSP non y4erHoii 3amucero aqMuHuCcTpaTopa astra-admin ¢ Beico-
KM ypOBHEM IielocTHOCTH, 3amyctute "[lanens besomacHoctu Secret Net LSP".
[IpoBepbTe, 4TO TUCKpEIMOHHOE yripaBieHue noctynoM B SN LSP BkiroueHo.
Cpencreamu SN LSP co3naiite HOBOT0o MOJIL30BaTENS CO CIICAYIONMMHU aTPHOYTAMHU:
- Wmst nonb3oBarens — USEr3;
- I'maBuas rpymmna — oOffice;

- O6omouka — /bin/bash;

- napoJib / moarBepxaeHue — P@ssword;
- YHCIIO JIHEH, MOCTIe KOTOPBIX CPOK JIeHCTBHS mapois ucrekaet — 60.

YOenurecs, 4TO I0JIL30BATEND IOSBUJICS B CHCTEME.

IIpenmer(sl) oLleHUBaHUS OOBeKT(bI) Ilokazarenu oneHKH Kpurepun Bec
OLICHHUBAaHUS OLICHKH KpUTCp
ust

TIK 3.1. BeisBnats yrpo3sl u ys3BUMOCTH | Peanmm3ammst OIIOP 1 - Yerkoe nmoHUMAaHUE MPOOIIEM 1. Boimonnenwne 20
B ceTeBOW HH(ppacTpyKType ¢ MTOJIUTUKH MHPOPMALMOHHOH 0€301acHOCTH B TpeGoBaHMi
UCIIOJIb30BAHUEM CHCTEMBI aHAJIN3a JUCKPELMOHH | TeNeKOMMYHUKAIMOHHBIX CHCTEMAaX U 3aaHus 110
3aLUIEHHOCTH. BIX IIpaB CeTAX CBA3H; YCTaHOBKE IpaB
T1K 3.2. Pa3pabarbiBaTh KOMILUIEKC JOCTyTA. OIIOP 2 - I'paMOTHO BBISIBIISITS, nocryna B Secret
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METOJIOB M CPENICTB 3aIHThI
UHPOPMALUH B
MH()OKOMMYHUKAIIMOHHBIX CETIX U
CHCTEMax CBS3U.

[IK 3.3. OcymecTBasTh TEKyIIee
aJIMUHUCTPHUPOBAHUE JIJIsI 3aIUTHI
MH()OKOMMYHUKAIIMOHHBIX ceTel 1
CHCTEM CBSI3H C UCTIOJIb30BaHUEM
CHELHAIN3UPOBAHHOTO IPOTPAMMHOTO
obecrieueHus ¥ 000pyIOBaHUS.

OK 01. BeiOupath criocoObl perieHus
3aaa4 npodhecCuoHaTbHON
JIeSITeNIbHOCTH, IPUMEHHUTEIHHO K
Pa3THMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBisiTh IOUCK, aHATU3 U
MHTEpIpeTauio HHPOPMAIHH,
HEOOXOIUMO /IJIsI BBIIOTHEHUS 3aa4
npodeccnoHanbHON ISSITENbHOCTH.

OK 09. Ucnons3oBatb
UH()OPMAIIOHHBIE TEXHOJIOTUH B
npodeccnoHambHON IeSTENFHOCTH.

OK 10. [Tonb3oBaThCst
npodeccnoHanbHOM JOKYMEHTael Ha
rOCYy/IapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

KJIacCH(UIMPOBAThH U AHATTM3UPOBATH
Yrpo3bl HHPOPMALTUOHHOH

OIIOP 3 - Bb1Oop MeXaHU3MOB U

6e30macHOCTH (IPOrpaMMHEIX U
MPOrpaMMHO-aNNapaTHHIX);
OIIOP 7 - BrnaseHue cepBUcamy,

0e30IacHOCTh B
TEJIEKOMMYHHKAIIMOHHBIX CUCTEMAX U
CeTSX CBS3M,

OIIOP 13 - CBoeBpeMeHHOE U
Ka4yeCTBEHHOE NIPUMEHEHUE
KOMIIETeHIINY, YMEHUH U 3HAHUH,

TeM, pas3zenos, auciuiuimH, MJIK,
MOJyJIeH.

OIIOP 14 - Beibop 1 mpUMEHEHHUE
METOOB U CIIOCOOOB PELICHUS
npodecCHOHANBHBIX 3a/1au B 00J1aCTH

OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a7a4 10 00ecneYeHno 0e30IMacHOCTH
ceTeit CBSI3U.

OIIOP 16 - D¢ddexTuBHBII MOUCK
HE0OX0MUMOM HH(MDOPMAIMHY IS
pelieHus 3a1a4 B 00JIaCTH CETEBOM
0€30IacHOCTH.

OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrPaMMHO-AMMaPaTHEIMU U
MPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - AHanu3 UHHOBAILIUH B
00J1aCTH MPOrPaMMHOT0 00eCTIeueHHUS,
pa3BUTHS

OTpPACIIH.

6e3omacHOCTH U (POPMBI UX TIPOSABICHNUS;

cpenctB obecnieueHus: HH(HOPMAIMOHHON

o0ecreYrBaoIMMU HHYOPMAIIMOHHYIO

HpI/I06peTeHHLIX B pE€3YJIbTATC OCBOCHUSA

oOecrievueHust OE30MaCHOCTH CETEH CBS3H.

Net LSP.

2. IIpaBunbHOCTD
HCIIONIb30BAHUS
cpencte SN LSP
ULt
YCTaHOBIICHUS
IpaB OCTYyIIa
JUTS TIATIKH
"documents".

3. IIpaBuiIBHOCTH
IPOBEACHHS
MPOBEPKH MPaB
JIOCTYTIA JUIst
YUYETHBIX 3alUCceH
userl, user3.
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3aganue 29.
Hnempyxkyus:

BHumatensHO npoyuTaiTe 3a1aHue.

BB1 MoXkeTe 0Ib30BaThCA:

Ob6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra_Client SNLSP.

Bpewms Beimonnenus: 10 MuHyT.
Tekcr 3aganus:

Asrtopusyiitech B cucreme BM Astra_Client SNLSP mox ydetHo#t 3anuchio aaMuHEcTpaTopa astra-admin ¢ Beico-
KHM YPOBHEM IIeJIOCTHOCTH, 3anyctute "llanens besomacnoctu Secret Net LSP".
B pacnonoxernnu "/home/public" cozmaiite manky "documents" u cpencreamu SN LSP ycranoBute aiist Hee CIIeIyro-

LIMe MpaBa JOCTyMa:
- Buanener — root, rwx;

- T'pyrma Bnazgensiia — root, r-x;

- OcTtanbHbBIE — I-X;
- sticky-ouT.

- JUIA TIOJIB30BaTelIs USer2 — rwx;
- IS [TOJIb30BaTelrs USer3 — rwx;

- quts rpymmen "office™ — r-x.

IMocemoBaTeIbHO 3apPETHCTPUPYHTECH B CHCTEME C YUETHBIMH 3amucsMu Userl / user3 m ybemwrech, UTO mpaBa
nocryna k manke "/home/public/documents/" y stux mone3oBateneii pasHble.

IIpeameT(sl) OLICHUBAHUS O0BexT(bI) [Toxaszarenu oueHku Kpurepuu onenku Bec
OLICHIBAHUS KpHTEp
ust

I1K 3.1. BeIBIATb yrpo3bl U Peanuzanus OIIOP 1 - Uerkoe noHuUMaHKe IpodIEM 1. Beinonxenue 20
YSI3BUMOCTH B CETEBOM JUCKPEIIMOHH | MH(QOPMAIIMOHHOM O€30MaCHOCTH B TpeOOBaHMA
HH(PACTPYKTYype C UCIOIb30BAHUEM | bIX IIpaB TEJIEKOMMYHUKAIIMOHHBIX CUCTEMAX U 3a1aHus IO
CHCTEMBI aHAJIN3a 3aIUIEHHOCTH. JOCTyIa B CETSIX CBSI3H; yCTaHOBKE IpaB
K 3.2. Pa3pabarbiBaTh KOMILIEKC Secret Net OIIOP 2 - I'paMOTHO BBISBIISATS, nmocryna B Secret
METOJIOB M CPEJCTB 3aILUThI LSP KJ1acCU(UIUPOBATh U aHAIM3UPOBATh Net LSP. 20
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uHdopManuy B
MH()OKOMMYHHUKAIMOHHBIX CETAX U
CHCTEMax CBSI3H.

IIK 3.3. Ocy1iecTBIATh TEKyLIEE
AJIMHUHUCTPUPOBAHME JUTS 3aIUTHI
MH()OKOMMYHUKAIIMOHHBIX CETEH U
CHCTEM CBSI3U C HCIIOJIb30BaHUEM
CIEHATN3UPOBAHHOTO
MPOTPaMMHOT0 0OecreueHus U
000pyIOBaHMS.

OK 01. BeibupaTh criocoObl pelieHus
3a7a4 npodeccnoHaIbHON
JeATeTbHOCTH, TPIMEHNATETBHO K
Pa3IHYHBIM KOHTEKCTaM.

OK 02. OcymecTBasiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
UHpOpMAIH, HEOOXOAUMOM JIJIs
BBITIOJTHEHUS 33184
npodeccuoHaIbHON IeSITENIbHOCTH.
OK 09. HUcnons3oBath
“HGOPMAMOHHEIE TEXHOJIOTUH B
Hpo(heCCHOHANBHOM ISSTEIBHOCTH.
OK 10. ITonp30BaThCs
npo¢ecCHOHAEHON TOKYMEHTaIen
Ha rOCy/IapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

yrpo3bl HHPOPMAMOHHON

6e3omacHOCTH U (OPMBI HX MPOSIBIICHUS,
OIIOP 3 - BolOOp MEXaHU3MOB U CPEJCTB
obecnieyeHust UHHOPMATMOHHON
6e3onacHoCTH (POTPaMMHBIX U
MIPOrpaMMHO-aITIaPATHBIX);

OIIOP 7 - Biranenue cepBucamu,
00ecTieyHBAIOINMH HH)OPMAIIHOHHYIO
0€30MacHOCTH B TEIEKOMMYHHKAIIHOHHBIX
CHCTEMax M CETSIX CBSI3H;

OIIOP 13 - CBoeBpemeHHOE U
Ka4eCTBEHHOE PHMEHEHIE KOMIICTCHIH,
YMEHUi U 3HAaHUH, TPHUOOPETECHHBIX B
pe3yabTaTe OCBOCHHS TEM, Pa3/cioB,
npuctumiud, MK, Mmoxysei.

OIIOP 14 - Bri6op u nIpuMeHeHHE
METOJIOB ¥ CHOCOOOB PEIICHUS
npo¢eCCHOHANBHBIX 3aa4 B 00J1acTH
obecniedeHus 6€30MACHOCTH CETEH CBSI3H.
OIIOP 15 - PemleHue cranJapTHBIX U
HEeCTaHIAPTHBIX MPO(PECCHOHATBHBIX 3a/1a4
10 obecredeHnIo 0e30MacHOCTH ceTei
CBSI3H.

OIIOP 16 - DddeKTHBHBII TOUCK
He00X0IuMOH HH(POPMALIUH [T PEIICHUS
3a7a4 B 00JIaCTU CETeBOM 6€3011acHOCTH.
OIIOP 18 - Pabota ¢ pa3iuYHBIMH
MIPOTPaMMHO-aIIAPATHBIMU U
MIPOTPAaMMHBIMH CPECTBAMH.

OIIOP 23 - AHanu3 WHHOBAIMIA B 00J1acTH
MIPOTPaMMHOTO 00ecedeH s, pa3BUTHUS
oTpaciu.

2. IlpaBuUnbHOCTb
HCIIONB30BAHUS
cpencte SN LSP
JUISL yCTaHOBIIEHUS
IpaB AOCTYTIA IS
HaIKy
"documents".

3. IIpaBuIIbHOCTD
IPOBEICHHS
IIPOBEPKHU IIpaB
JOCTYyTIa JUIS
YUYETHBIX 3anucen
userl, user3.
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3ananne 30.
Hucmpyrkyus:

BaumarensHO HpO‘fII/ITaI\/JITe 3aJJaHuC.

Brl MOXeTe 1101b30BaThLCS:

Oo6opynosanue, ITO: TIK, Oracle VM VirtualBox; BM Astra_Client_ SNLSP.

Bpewms Beinonnenus: 10 MUHYT.
Tekcr 3agaHus:

Astopusyiitecs B cucteme BM Astra_Client_SNLSP mox yuertHoit 3ammceio aqmuaicTpaTopa astra-admin ¢ Beico-

KHM YPOBHEM IECJIIOCTHOCTH.

Hactpotite xypHan cobbrrmii SN LSP, CBsI3aHHBIX ¢ M3MEHEHHSIMU JIOCTyNa K OOBEKTaM (aiijIoBOH CTPYKTYpHI.

ITocTpoiite oTyer.

[Ipenmer(v1) orieHUBaHMS O0BekT(bI) [TokazaTenu oneHKH Kpurepun ouenkn Bec
OLICHUBAHUS KpHUTEP
us
TIK 3.1. BeIABIATH yrpo3sl U Hactpoiika OIIOP 1 - YeTkoe moHNMaHKE IPOOIEM 1. BeinosnHenue 26
YSI3BUMOCTH B CETEBOU JKypHaja MHPOPMALMOHHOH 0€301acHOCTH B TpeGoBaHMi
UH(PACTPYKTYpE ¢ COOBITHI TENEKOMMYHUKAIMOHHBIX CUCTEMAaX U 3a7aHus 10
WCIIONIb30BaHKEM CHCTeMbl aHanm3a | Secret Net LSP | cersx cBsi3u; HacTpoike
3aIIUIICHHOCTH. OIIOP 2 - I'paMOTHO BBISBIIATS, JKypHajia COOBITHIH
TIK 3.2. Pa3zpabarbiBaTh KOMIUIEKC KIacCU(DUIMPOBATH U aHATM3HPOBAThH Secret Net LSP.
METOJIOB M CPEJICTB 3alUThI yrpo3bl HHGOPMALMOHHON 2. IIpaBunbHOCTD 26
nHpOpMAaLIUH B 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS, HCTOJIb30BaHUSA
WH(QOKOMMYHHUKALIUOHHBIX CETSIX H OIIOP 3 - Bribop MeXaHU3MOB H CPEACTB cpeacts SN LSP
CUCTeMax CBS3H. obecrieueHust UH(HOPMALMOHHON JUISl yCTAHOBJICHHS
TIK 3.3. Ocy1ecTBasTh TEKylIee 6e3omacHOCTH (IPOTPAMMHBIX U apamMeTpoB:
aJIMUHUCTPUPOBAHME JIJISI 3AL[UThI [IPOrpaMMHO-AININaPaTHBIX); "T'pynmna
WH()OKOMMYHHKALIMOHHBIX CETEH U OIIOP 7 - Bnanenue cepBucamu, cooOuieHuit" —
CHCTEM CBSA3H C HCIIOJIb30BAHUEM o0ecre4ynBaroUMU HHPOPMALMOHHYIO "Vnpasnenue
CIELUaNn3UPOBAHHOTO 0€30MacHOCTh B TEIEKOMMYHHKALMOHHBIX | KOHTPOJEM
IPOrPaMMHOTO 0OeCHeUEeHUS U CHCTEMax U CeTsAX CBSA3N,; jJoctyna".
000pyI0OBaHMS. OIIOP 13 - CBoeBpeMeHHOE U 3. BeimonHenue 16
OK 01. Beibupatb crioco0bl Ka4yeCTBEHHOE NMPUMEHEHUE KOMIETCHIIMK, | TpeOOBaHMiA
pelieHus 3a1a4 YMEHMI U 3HaHUMH, IPUOOPETEHHBIX B 3aaHus 110
npodeccnoHaIbHON IeSITEBHOCTH, pe3yabTaTe OCBOSHMS TEM, Pa3ZeiioB, MIOCTPOEHUIO
TIPUMEHHUTENBHO K Pa3IMUYHBIM quctumuing, MK, Monyneil. OT4eTa.
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KOHTEKCTaM.
OK 02. OcymiecTBisaTh IOUCK,
aHaJIM3 U HHTEPIPETAIHIO
nHpOpPMaLUK, HEOOXOAUMON ISt
BBITTOJTHEHHS 3344
po¢eCCUOHANBHON AEATEILHOCTH.
OK 09. Mcnonab30BaTh
UH()OPMAIIMOHHBIE TEXHOJIOTHH B
poeCCUOHANBLHON ACATEILHOCTH.
OK 10. ITons30BaThCs
npodecCHOHANTBLHON
JIOKyMEHTAInei Ha
rOCyJapCTBEHHOM M HHOCTPAHHOM
S3BIKaX.

OIIOP 14 - Bi6op u npuMeHeHUe
METOIOB M CLIOCOOOB PEIICHUS
npodecCHOHANBHBIX 3a/1a4u B 00J1acTh
obecrieyeHus1 6€30MaCHOCTH CeTel CBA3ZH.
OIIOP 15 - Pemenne cTaHAapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHANBHBIX 32124
110 00ecTeYeHHI0 0E30MaCHOCTH CeTeH
CBSI3ML.

OIIOP 16 - D¢ddhexTuBHBII MOKUCK
HEOoOX0TUMOM MH(MOPMAIIHMH TS PEIICHHS
3a1a4 B 00JaCTH CETEeBOH O€30MaCHOCTH.
OIIOP 18 - PaboTa ¢ pa3iIuuHBIMU
POrpaMMHO-aMMapaTHEIMU U
MPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - AHanu3 NHHOBALMi B 001aCTH
MPOrPaMMHOTO 00ECIICYCHUSI, PA3BUTHSI
OTpPAaCIIH.

3aganue 31.
Hnempyxyus:

BuaumatenbHO npouyuTaiiTe 3a1aHue.

Bl MoOkeTe 1101b30BaThCS:

Ob6opynosanwue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17 1.
PEKBU3UTHI YYETHOW 3aIMCH aJIMUHICTpATOpa: JIOTHH — astra-admin, mapons — P@sswOrd; peKBU3UTHI yIE€THBIX 3aITH-

ceil mosp3oBarenei sSamba: moruaer Smb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Beimonnenus: 10 MuUHYyT.
Tekcr 3aganus:

Cdopmupyiite mpaBmia (QUIbTpanUy TakK, YTOOBI OBUIM pa3pelieHbl BXOJAIINE COSTUHEHHUS 1o mporokory SMB
(TCP/139, 445, UDP/137, 138) ¢ OTCIeKUBAHUEM COCTOSHHS COCAMHEHHUS W OJOKHpOBaH Bech octansHoi TCP/UDP-

TpaduK ¢ IOTUPOBAHUEM COOBITHIA.

[IpoBeputs neiicTBre npaBuil.
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Astra_17

Puc. 1 CereBas cpena 1o yciaoBHIO 3aJJaHUs

TIpenmer(bl) OLIEHUBAHHUS OOBeKT(bI) [TokazaTenu oueHkH Kpurepun Bec
OLICHUBAHUS OLICHKH KpHTEp
ust
[IK 3.1. BeISIBIIATE yTpo36l 1 Peammzarus OIIOP 1 - Yerkoe monnManue mpobiem 1. Beimomuenue 16
yA3BUMOCTH B CETEBOM npasuiia UH(OPMAIIMOHHOHN 0€30I1aCHOCTH B TpeboBaHuii
HH(paCTPYKType ¢ UCTIOIb30BaHUEM | (riIbTpanum, TENeKOMMYHUKAIIMOHHBIX CUCTEMAaX U 3a7aHus 10
CHCTEMBbI aHAJIN3a 3aIIUIEHHOCTH. pasperaoniee | CeTax CBS3H; peanuzanuu
1K 3.2. Pa3pabarsiBaTh KOMILIEKC BXOJAIINE OIIOP 2 - I'paMOTHO BBISIBIIATS, oJMTUKU MO.
METOJIOB M CPE/CTB 3AIUTHI COCIMHEHMS 110 | KJIACCU(DUIIMPOBATH U aHAIN3UPOBATD 2. MpaBuneHOCTL | 26
nHdopmanuy B MIPOTOKOIY yrpo3bl HHPOPMATMOHHON IpaBuIa
MH()OKOMMYHUKAIIMOHHBIX CETIX U SMB 0e30macHOCTH ¥ (HOPMBI UX MPOSIBICHUS, GbunbpTpanuy,
cUCTEMaXx CBSI3H. (TCP/139, 445, | OIIOP 3 - Beibop MeXaHU3MOB H CPE/ICTB pasperatoniee
1K 3.3. OcymiecTBasTh TEKyLIee UDP/137, 138) | obecnieueHust nHGOPMAIHOHHON BXO/JISIIIINE
AIMHHUCTPUPOBAHUE IS 3AIUTHI c 6e3omacHOCTH (IPOTPaMMHBIX U COeMHEHNS 110
MH()OKOMMYHUKAIIMOHHBIX CeTel 1 OTCIISKHBAaHUE | MPOrPaMMHO-AIIIAPATHBIX); nporokosnry SMB
CHCTEM CBSI3H C UCTIOJIb30BAHUEM M COCTOSTHUS OIIOP 7 - BrnaneHue cepBHCAMH, (TCP/139, 445,
CHEUAIN3HPOBAHHOTO COCTUHEHMS. o0ecre4ynBaroMMU HHPOPMALMOHHYIO UDP/137,138) c
IIPOrPaMMHOT0 00eCIIeUeHUs U 0€30MacHOCTH B TEIEKOMMYHHUKALMOHHBIX | OTCIICKHBAHHEM
obopynoBaHus. CHCTEMax M CETSIX CBSI3H; COCTOSTHUS
OK 01. BeiGupath criocoObl perieHust OIIOP 13 - CBoeBpemeHHOE 1 COETMHEHUS
3aga4 npodhecCuoHaIbHON KayecTBEHHOE NpUMeHeHne komnereHmi, | 3. IlpaBunbHOCT | 26
JIeSTeIbHOCTH, TPUMEHHUTEIIBHO K YMEHUI U 3HaHUH, TPHUOOPETEHHBIX B OJIOKMPOBAHUS
pa3IMYHBIM KOHTEKCTaM. pe3yabTaTe OCBOEHH TEM, Pa3JeiioB, TCP/UDP-
OK 02. OcymiecTBisaTh NOUCK, nuctumud, MK, Mmoxymeii. Tpaduk ¢
aHaJIN3 U UHTEPIPETALUIO OIIOP 14 - BeiGop 1 npuMeHeHHe JIOTUPOBAaHUEM
UHPOPMAIUH, HEOOXOAUMOM ISt METOJIOB ¥ CIOCOOOB PEIICHUS COOBITHIA.

BBINOJIHEHNUS 33/1a4
npodeccnoHanbHON IESITENPHOCTH.

npo¢ecCHOHANBHBIX 3aa4 B 00J1acTH
obecnieyeHust 6€30MACHOCTH CETEH CBSI3H.
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OK 09. Hcnons30BaTh
UH(POPMAIOHHBIC TEXHOJIOTHH B
podeCCHOHATBHOM AESTETEHOCTH.
OK 10. ITonb3oBarbes
npo¢ecCHOHALHON TIOKYMEHTAIen
Ha TOCYJIapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

OIIOP 15 - Pemenue craHIapTHBIX U
HECTaHJAPTHBIX NPO(HECCHOHATBHBIX 3a/1a4
1o obecredeHnIo 6e30macHOCTH ceTeit
CBSI3U.

OIIOP 16 - DddhexTuBHBII MOKUCK
HEeoO0X0ANMON HH(OPMAINH JUTS peLICHUS
3a1a4 B 00J1aCTH CETEeBOM O€30MaCHOCTH.
OIIOP 18 - PabGoTa ¢ pa3iuuHbBIMU
OPOrpaMMHO-ANMAPATHBIMH U
HPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - AHanu3 HHHOBALMI B 001aCTH
HPOTrpaMMHOT0 OOeCcIIeYeHH s, PA3BUTHS
OTpaciu.

3aganue 32.
Hucmpyrkyus:

BuumartenbHO npounTanTe 3aaHue.

BEbI MOXeETe MOJIB30BaTHCH:

Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17 1.
PEKBU3UTHI YYETHOW 3aICU aJIMUHICTPATOpa: JIOTHH — astra-admin, mapons — P@sswOrd; peKBU3UTHI YHETHBIX 3aIlH-

cell monp3oBarenei sSamba: moruael Smb-userl, smb-user2 u smbadmin, maposns — P@sswOrd.

Bpewms Beimonnenus: 10 MUHYT.
Tekcr 3aganus:

- Ha BM Astra_17 1 mposeputs goctyn k BM Astra 17 mo SMB, o SSH, npocmotpeTts cBenieHnst 06 yCTaHOBIEHHBIX

COCIMHCHUAX.

-ra BM Astra_17 npocMOTpeTs 3alIiCH CUCTEMHOTO KYPHaJIa O 3a0JJ0KUPOBAHHBIX TOAKIIFOYCHHUSX.
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SEBX

Astra_17_1 Astra_17
Puc. 1 CereBas cpea 1o yCiaoBHIO 3aJaHUSA
[penmer(b1) oLleHUBaHUS OObeKT(bI) [Tokazarenu oneHkH Kpurepun Bec
OLICHUBAHUS OLICHKH KpHTEp
ust
TIK 3.1. BEISBIATE yTrpo3sl ITpoBepka neii- | OTIOP 1 - YeTkoe moHUMAaHHUE MTPOOIEM 1. Bemmonnenwne 16
YSI3BUMOCTH B CETEBOM CTBUSL HACTPO- | MH(OPMAIIMOHHON 0€30IaCHOCTH B TpeboBaHuii
HHQPACTPYKTYpe C UCTIONH30BAHUEM | €HHBIX MPAaBUI | TEICKOMMYHUKAIMOHHBIX CUCTEMaX 3a7aHus 110
CHCTEMBI aHaJIN3a 3aIUIIEHHOCTH. MCD3: Ha BM | cersix cBsizy; peanuzanuu
TIK 3.2. Pa3pabaTbiBaTh KOMILIEKC Astra_17_1 - | OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJIUTUKY MD.
METOJIOB ¥ CPEJICTB 3AILUTHI noctyn kK BM | kimaccubuuupoBaTh U aHATM3UPOBATH 2. IlpaBmibHOCTE | 20
uH(popMaIy B Astra_17  mo | yrpo3sl HHGOPMALUOHHON MIPOBEPKU
MH()OKOMMYHUKAIIMOHHBIX CETSIX U SMB, no SSH. | 6e3omacHOCTH 1 (OPMBI HX MTPOSIBIICHUS; JeUCTBUS
CHCTEMax CBA3H. OIIOP 3 - Boi0op MeXaHU3MOB U CPEJICTB HACTPOEHHBIX
TIK 3.3. OcyecTBisaTh TeKyliee obecrnieyeHust THPOPMALOHHON npasuit MCO: Ha
aIMUHHUCTPUPOBAHUE JJIS 3aLTUTHI 6e3omacHOCTH (ITPOrPaMMHBIX U BM Astra_17_1 -
MH()OKOMMYHUKAIIMOHHBIX CEeTeH MPOrpaMMHO-AIIaPaTHBIX ); noctyn Kk BM
CHCTEM CBS3H C UCIOJIB30BaHUEM OIIOP 7 - Bnanenue cepBucamy, Astra_17 no
CIEeIHAIU3UPOBAHHOTO obecreynBaloMMK HHPOPMAIIHOHHYIO SMB, mo SSH.
HIPOrpaMMHOTO 00ecHeUEeHUs U 6€30MacHOCTb B TEIEKOMMYHHUKAIIOHHBIX 3. IIpaBuipHOCTE | 20

000pynOBaHUS.

OK 01. Beidupars cocoObI pemmenus
3ama4 npodeccnoHambHON
JIESITEeIbHOCTH, TPUMEHHUTENBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBasiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
uHpOpMaIH, HEOOXOAUMOU /IS
BBITIOJTHEHUS 33084
npodeccuoHaIbHON eSITENIBHOCTH.
OK 09. Hcnonp3oBatb
MH()OPMAIIIOHHBIE TEXHOJIOTHH B
po¢heCCUOHANBHON JEATEIbHOCTH.
OK 10. ITonb30BaThCs
1po¢eCCHOHANBHON JOKyMEHTalueH

CHCTEMaX M CETIX CBS3H,

OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IIPUMEHEHNE KOMITCTEHIIHH,
YMEHHH U 3HaHUH, TPUOOPETEHHBIX B
pe3yIbTaTe OCBOCHHS TEM, Pa3JIeNoB,
nuctumue, MK, mogynei.

OIIOP 14 - Beibop 1 npuMeHeHUe
METOJIOB U CIIOCOOO0B peIICHUS
npo¢hecCHOHANBHEIX 33/1ad B 00JIaCTH
obecrieueHNsT 0€30ITaCHOCTH CeTeil CBA3M.
OIIOP 15 - Pemenue craHIapTHBIX U
HECTaHJAPTHBIX MPO(EeCCHOHATBHBIX 3a1a4
1o obecredyeHHIo 0e30MacHOCTH ceTei
CBS3M.

OIIOP 16 - DddekTHBHBIN MOUCK

ay/uTa 3alucH
CHCTEMHOTO
JKypHaa o
3a0JI0KUPOBAHHBI
X HOIKITIOUCHUSIX
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Ha rocyJapCTBEHHOM 1 MHOCTPAHHOM
SA3BIKaX.

HE00X0AUMOH MH(OPMAIIHH TS PEIICHUSI
3a1a4 B 00JIaCTH CETEBOM 0€30IaCHOCTH.
OIIOP 18 - PabGoTa ¢ pa3nuyHbIMU
MIPOrpaMMHO-aIIaPaTHBIMU U
MIPOrPaMMHBIMHU CPEJICTBAMHU.

OIIOP 23 - AHanu3 WHHOBAIUK B 00J1aCTH
MIPOrPaMMHOTO 00ECIICUCHHSI, PA3BUTHS
OTpaciu.

3ananme 33.
Hnempykyus:

BHuMaTenbHO IpOYUTANTE 3a1aHHE.

BrI MOkeTe mOJIb30BaThC:

Ob6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17_1.
PCKBU3UTELL yquHoﬁ 3allMCU aIMUHHUCTPATOpPA: JIOTUH — astra-admin, napoJjib — P@SSWOI‘d; PCKBU3UTHI YUCTHBIX 3aIlU-

ceif momp3oBareseii samba: orunsr Smb-userl, smb-user2 u smbadmin, maposas — P@ssword.

Bpewms Bemmonaenus: 10 MuHyT.
Texker 3aganus:

HactpouTh aBTOMaTHYECKYIO 3arpy3Ky npasui puibtpanuu npu 3arpy3ke OC na BM Astra_17:
- co371aTh (ailn I coXpaHEeHUsI TIPaBHIT;
- OTpaHUYUTh UTeHHUe (aiina s MPEeAOTBPALICHHS aTaK C UCTIONH30BAaHUEM OTKPBITHIX MOPTOB;
- BBITPY3UTH TEKYIIHE TpaBmia iptables B daiir;
- CO3/IaTh CIICHAPUI JJIsl BBIMOIHEHHUS B aBTOMAaTHYCCKOM PEXUME TIepe]] BKIFOUCHHEM CeTeBOTro uHTepdeiica u cre-

nath (ailyl cieHapys UCTIOJIHSAEMBIM.
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Astra_17_1 Astra_17
Puc. 1 CereBas cpena 1o yCiaoBHIO 3aJJaHUs
TIpenmer(bl) OLICHUBAHUS OOBeKT(bI) [TokazaTenu oueHKH Kpurepun Bec
OLICHUBAHUS OLICHKH KpHTEp
ust
[IK 3.1. BeISIBIIATE yTpo36I 1 Hacrpoiika OIIOP 1 - Yerkoe monnManue mpobiaem 1. Beimomaenue 16
YA3BUMOCTHU B CETEBOM aBTOMATHYECKO | MHGOPMAIMOHHOM 6€30MacHOCTH B TpeboBaHuii
nH}paCTPyKType C UCTIOIB30BaHUEM | U 3arpy3KH | TeJIEKOMMYHUKAIMOHHBIX CHCTEMaX H 3aaHus 110
CHCTEMBI aHAJIN3a 3aIIUIEHHOCTH. HpaBuil CeTsIX CBA3Y, peanuzanuu
IIK 3.2. Pa3zpabaTsiBaTh KOMILIEKC bunbTpaun OIIOP 2 - I'paMOTHO BBISIBIIAATS, MOJITUKY MD.
METOJ0B U CPEJCTB 3aLUThI npu  3arpy3ke | KJIacCH(UIMPOBATH H aHAJTU3UPOBATH 2.Peanuzanus 26
HHPOPMAIUH B OC wna BM | yrpo3sl nHbOpMaMOHHON Gaiiza  gus co-
MH()OKOMMYHUKALIMOHHBIX CETAX U Astra_17. Oe3onacHOCTH U (HOPMBI UX NPOSIBICHUS, XpaHEHMs1 NpaBHII
CHCTEMaxX CBS3U. OIIOP 3 - Boibop MexaHU3MOB H CPEICTB ¢bubTpanyy,
K 3.3. OcymiecTBIsTh TEKyLIee obecrnieueHust ”HPOPMALMOHHOM orpaHH4eHNe
aJIMUHUCTPHUPOBAHUE TSI 3aIUTHI 0e30macHOCTH (TPOTPaMMHBIX U YTEHUS ¢aiina
WHPOKOMMYHHKALIMOHHBIX CETEH U MIPOrpaMMHO-AMINAaPATHBIX); JUIT  TPEemoTBpa-
CHCTEM CBSI3H C HCIIOJIb30BAHUEM OIIOP 7 - Bnanenue cepBucamu, LOIeHUs aTrak ¢
CHELHATN3UPOBAHHOTO o0ecneynBalOIIMU HHGOPMAITHOHHYIO UCIIONB30BaHUEM
IIPOrPaMMHOT0 OOecIieueHHst U 0€30IaCHOCTh B TEJIEKOMMYHHUKALIMOHHBIX | OTKPBITHIX  IOp-
000opynoBaHHUS. CHCTEMaXx U CETSIX CBA3Y, TOB.
OK 01. BeiOupatb criocoObl perieHust OIIOP 13 - CBoeBpeMeHHOE U 3. Beirpyska npa- | 26
3ama4 npoeccuoHaIbHON Ka4eCTBEHHOE IIPIMEHEHNE KOMIETeHIMH, | B iptables B
JIeSITeIbHOCTH, IPHMEHUTETHHO K YMEHUi U 3HaHUH, TPHUOOPETEHHBIX B Gait, cozmaHue
Pa3IMYHBIM KOHTEKCTaM. pe3ysbTaTe OCBOCHHS TEM, Pa3AeioB, cLeHapus JULST
OK 02. OcymiecTBisTh OUCK, mucturmud, MK, Moxyneii. BBIITOJTHEHUS B
aHaJIN3 U UHTEPIPETALNIO OIIOP 14 - BeiGop 1 npuMeHeHHe aBTOMAaTHYECKOM
HHPOPMAIH, HEOOXOAUMOMN ISt METOJIOB ¥ CIOCOOOB PELICHUS pexume  mepen
BBINOJIHEHNUS 33/1a4 npodecCHoHaNBHBIX 3aa4 B 00J1acTH BKJIFOUCHHUEM

MpoeCCHOHANBLHON ACATEIILHOCTH.
OK 09. Ucnonb3oBatb
nH(OpPMALIOHHBIE TEXHOIOTHH B
po¢eCCHOHANBHON AEATEILHOCTH.
OK 10. [Tonp3oBatsest
po¢ecCHOHANBHON TOKyMEHTalueH
Ha rocyapCTBEHHOM U HHOCTPaHHOM

obecrnieyeHust 6€30MAaCHOCTH CETEH CBSI3H.
OIIOP 15 - PemieHue crangapTHBIX U
HEeCTaHAAPTHBIX NPOPECCHOHANBHBIX 3a1a4
10 oOecneYeHnIo 6e30MacHOCTH CeTer
CBSI3H.

OIIOP 16 - DddexTHBHBII IOUCK
HE00X0IMMOH HH(MOPMAIIUH [T PELICHUS

CETEeBOr0 HHTEP-
¢eiica.
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SI3BIKAX. 3a7la4 B 00JIACTH CETEBOM OE30IIaCHOCTH.

OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MpOrpaMMHO-AMMapaTHEIMU U
MPOrpaMMHBIMU CPECTBAMHU.
OIIOP 23 - Ananu3 nHHOBAIMI B 00J1aCTH
MPOrPaMMHOTO 00ECIICYCHUSI, PA3BUTHSI
OTpaciIH.

3aganne 34.

Hucmpyrkyus:

BuumarenbHO npounTanTe 3aaHue.

BbI MOXeETe MOJIB30BaTHC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBU3UTHI YYETHOW 3aMKCH aJIMUHICTpATOpa: JIOTHH — astra-admin, maposs — P@sswOrd; peKBU3UTHI YHETHBIX 3aIH-

cell monp3oBarenei samba: noruael Smb-userl, smb-user2 u smbadmin, mapomns — P@sswOrd.

Bpewms Beimonnenus: 10 MUHYT.
Tekcr 3aganus:

Ha BM Astra_17 nactpouts npasuia MC3 B Secret Net LSP: chopmupoBaTs mpaBuia GuiibTpaluy TakK, 4TOObI ObUIN
paspeleHbl BXOIAIINE COeauHeHHs mo mpotokony SMB (TCP/139, 445, UDP/137, 138) u OnokupoBaH BeCh
octansHoi TCP/UDP-Tpaduk ¢ JorupoBaHrUEM COOBITHIA.

IIpoBeputhb aeiicTBHE MPABUIL
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SEBX

Astra_17_1 Astra_17
Puc. 1 CereBas cpena o yCIOBUIO 33JaHHS
[Ipenmer(bl) oLleHUBaHUS OOBeKT(bI) ITokazarenu oneHKH Kpurepun Bec
OILICHUBAHHUS OLIEHKH KpUTep
ust
TIK 3.1. BBISBISTH yrpo3sl U Hacrpoiika OIIOP 1 - Yerkoe moHWMaHue npodiieM 1. Brimonnenue 16
YSI3BUMOCTH B CETEBOM paspemaronux | HHPOPMalMOHHOH 6€301aCHOCTH B TpeOGoBaHU
MH(PACTPYKTYPE C UCTIONB30BAHUEM | mrpapun  MCD | TENEKOMMYHHKALMOHHBIX CHCTEMAX 3aaHuS TI0
CHCTEMBI aHAJIN3a 3AIUIEHHOCTH. B Secret Net | cersx cBs3u; peanu3anuy
TIK 3.2. Pa3pabaTbiBaTh KOMILIEKC LSP. Ilposep- OIIOP 2 - I'paMOTHO BBISIBIIATS, HOIUTHKE M.
METOJIOB U CPEJICTB 3aI[UThI Ka  JeiicTBHS KJIacCU(UIMPOBATh U aHAIU3UPOBATH 2 Peammsamus 26
nHpOpMaLH B npau. MCD | YTPO3®I HH)OPMAIMOHHOM npasuna (uILT-
MH()OKOMMYHUKAIIUOHHBIX CETAX U B Secret Net 6e3omacHOCTH U (POPMBI UX TIPOSIBICHNUS; paunn,  paspe-
CHCTEMaXx CBSI3H. LSP. OIIOP 3 - Bri6op MeXaHU3MOB H CPE/CTB MAOMAX  BXO-
1K 3.3. OcymiecTBaIsATh TEKyLIee obecnieuenust HHGOPMALOHHON
aJIMUHUCTPUPOBAHME /ISl 3AL[UThI 6e3omacHOCTH (IIPOTPAMMHBIX U JUILIIIC - COCITHHC-
MH()OKOMMYHHUKALIMOHHBIX CETEH U MPOTPaMMHO-AIIaPaTHBIX); HIGL 11O TPOTOXO-
CHCTEM CBSI3U C UCIIOJIb30BAHUEM OIIOP 7 - Bnanenue cepBucamu, Ty SMB
CHEIUaTU3UPOBAHHOTO o0ecreynBaOUMMU HHHOPMALIMOHHYIO (TCP/139, ~ 445,
MIPOrpaMMHOTO O0ecTieueH s U 6e3011acHOCTh B TE€JIEKOMMYHHKAIIMOHHBIX UDP/137, 138) n
000pynOBaHMS. CHCTEMAX U CETAX CBSI3H, GIOKMpOBaHKE
OK 01. BeiGupaTs crioco0bl perieHus OIIOP 13 - CBoeBpeMeHHOE 1 TCP/UDP-
3ama4 npodeccnoHaIbHON KauECTBEHHOE IIPUMEHEHNE KOMIIETEHIINH, tpaduk ¢ soru-
JIESITEIBHOCTH, TPUMEHHUTENBHO K YMEHHH U 3HaHUH, TPUOOPETEHHBIX B poBaHHEM COOBI- | 20

Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBasiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
uHPOpMaIH, HEOOXOAUMOU /IS
BBITIOJTHEHUS 33084
npodeccuoHaIbHON IESITENIBHOCTH.
OK 09. Ucnonn3oBath
MH()OPMAIIIOHHBIE TEXHOJIOTHH B
poQeCCHOHATLHON AESTETEHOCTH.
OK 10. ITonmp30BaThCs
1po¢eCCHOHANBHON JOKyMEHTalueH
Ha TOCYJIapCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

pe3ysIbTaTe OCBOCHHUS TEM, Pa3ieiioB,
nuctumue, MK, mogynei.

OIIOP 14 - Beibop 1 npuMeHeHUe
METOJIOB U CIIOCOOO0B peIICHUS
npodecCHOHANBHBIX 3a/1au B 00J1aCTH
obOecrieueHnst 0€30MaCHOCTH CETEH CBA3H.
OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaH/IapPTHBIX MPO(ECCHOHANBHBIX 3a/1a4
o o0ecrieyeHn0 6€30IaCHOCTH CeTel
CBSI3U.

OIIOP 16 - DddexTuBHBIN MOUCK
HEOOXO0IMMO#T HHPOPMALIUH IS PEICHUS
3a7la4 B 00JIACTH CETEBOM OE30ITaCHOCTH.
OIIOP 18 - PaGoTa ¢ pa3iuYHBIMH
MpOrpaMMHO-AMMapaTHEIMU U
MPOTPaAMMHBIMH CPEJICTBAMH.

TUH.

3. IIposepka
JieicTBUs  TIpa-
Bui. MCD B Se-
cret Net LSP.
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OIIOP 23 - AHanu3 MHHOBAIMK B 00J1aCTH
MIPOrPaMMHOTO 00ECIICUCHHsI, PAa3BUTHS
OTpACIIH.

3apanme 35.
Hncmpyxyus:

BHuMaTenbHO IpoynTaiTe 3a1aHue.

BEI MOXKeTe MOJIB30BaThCS:

O6opynosanwe, I10: TIK, Oracle VM VirtualBox; BM Astra_17, BM Astra_17_1.
PEKBU3UTHI YYETHOW 3alCH aJIMUHICTpATOpa: JIOTHH — astra-admin, mapons — P@sswOrd; peKBU3UTHI y4eTHBIX 3aIv-

ceit monp3oBarenei Samba: nmoruasl Smb-userl, smb-user2 u smbadmin, maposs — P@sswOrd.

Bpewms Beimonnenus: 10 MuUHYT.
Tekcr 3aganus:

Ha BM Astra_17 nactpouts npasuiia MCD B Secret Net LSP: copmupoBaTs mpaBuiia GpuibTpanyu Tak, 4ToObl ObUTH
paspelicHbl BXOJSIINE COeauHeHus Mo mpotokony SMB (TCP/139, 445, UDP/137, 138) u OnokupoBaH BeCh
octanproit TCP/UDP-tpaduk ¢ morupoBaHreM COOBITHIA.

IIpoBeputhb nercTBHE TTpaBuUIL.
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Puc. 1 CereBas cpena o yCiaoBHUIO 3aJaHUs

TIpenmer(bl) OLIeHUBaHUS OOBexT(bI) [TokazaTenu oneHKH Kpurepun Bec
OLICHUBAHUS OLIEHKH KpUTep
ust

I1K 3.1. BIBISITE yrpo3bl U Hacrpoiika OIIOP 1 - Yerkoe mOHUMaHHUE MPOOIIEM 1. Brimonnenue 16
YA3BUMOCTH B CETEBOM 3alnpenarmx HH(bOpMaHHOHHOﬁ 0€30I1aCHOCTH B Tpe60]3a1—11/1171
I/IH(I)paCprKType C HCIIOJIb30BaHUEM MIPaBUII MCD | TeICEKOMMYHHUKAIIMOHHBIX CUCTEMAX U 3aaHusA 110
CHCTEMBbI aHAJIN3a 3aIIUIEHHOCTH. B Secret Net | ceTsx cBs3y, peanu3anym
IIK 3.2. Pa3zpabaTsiBaTh KOMILIEKC LSP. Ilposep- OIIOP 2 - I'paMOTHO BBISIBIIAATS, HOIUTHKE M.
METOJIOB ¥ CPE/ICTB 3AIUTHI Ka  JeicTBHS K1accu(pUIUpoBaTh U AHAM3MPOBATH 2 Peammsamus 26
nHdopmanuy B npau. MCD | YTPO3EHI MH)OPMATMOHHOM npasua pILT-
MH()OKOMMYHUKAIIMOHHBIX CETIX U B Secret Net Oe3onacHOCTH U (HOPMBI UX NPOSIBICHUS, paunm,  3ampe-
CHCTEeMaXx CBSI3U. LSP. OIIOP 3 - Bri6op MeXaHU3MOB U CPEICTB AOMEX  BXO-
K 3.3. OcymiecTBIST TEKyLIee obecrnieueHust ”HPOPMALMOHHON
aJMAHUCTPUPOBAHHE JJIS 3AIUTHI 0e30macHOCTH (TIPOTPaMMHBIX U JUILIIC - COCTHMHC-
WH(POKOMMYHHKALIMOHHBIX CETEH U NpOrpaMMHO-amNIapaTHbIX); HIGL 11O TPOTOXO-
CHCTEM CBSI3H C UCIIOIB30BaHUEM OIIOP 7 - Bnanenue cepBucamu, 1y SMB
CIEIaIN3UPOBAHHOTO o0ecrneynBarIMMU HH)OPMAIIHOHHYIO (TCP/139, ~ 445,
POrpaMMHOTO 00ecriedeHus u 0€30MacHOCTh B TEIIEKOMMYHHKAITHOHHBIX UDP/137, 138). 26
000pyI0BaHHUSL. CHCTEMaXx U CETSIX CBA3Y, 3. IHposepxa

OK 01. BeiOupaTh criocoObl perieHust
3aja4 npodeccroHanbHOI
JIeSITEIbHOCTH, IPUMEHHUTEIHHO K
Pa3IUYHBIM KOHTEKCTaM.

OK 02. OcymecTBasTh ITOUCK,
aHaJIM3 ¥ HHTEPIPETALHIO
HHPOPMAIH, HEOOXOAUMOMN ISt
BBITIOJTHEHHS 33124
MpoeCCHOHANBHON ACATEILHOCTH.
OK 09. Ucnonb3oBatb
UH()OPMAITHOHHBIE TEXHOIOTHH B
npodeccnoHanbHON IeSITENFHOCTH.
OK 10. [None30BaThCs
npodeccnoHanbHON TOKyMeHTauei
Ha roCcyJapCTBEHHOM U MHOCTPaHHOM
SI3BIKAX.

OIIOP 13 - CBoeBpemeHHOE 1
Ka4eCTBCHHOE PUMEHEHUE KOMIICTEHIINH,
YMEHUi U 3HaHUH, TPUOOPETEHHBIX B
pe3yabTaTe OCBOCHHS TEM, Pa3ZIeiioB,
muctumuinH, MK, Moxymei.

OIIOP 14 - Beibop 1 npuMeHeHHe
METOJIOB ¥ CIIOCOOO0B PEIICHUS
npodecCHoHANBHBIX 3aa4 B 00J1acTH
oOecrieueHus1 0€30MACHOCTH CEeTEH CBA3H.
OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHAAPTHBIX MPO(ECCHOHATBHBIX 3a/1a4
110 obecreyeHnIo 6€30MacHOCTH ceTei
CBSI3U.

OTIIOP 16 - D dekTHBHBII MTOUCK
HE00X0IUMOM HH(POPMALIUY IS PELICHUS
3a1a4 B 00J1aCTH ceTeBOIl 6€30M1acCHOCTH.
OIIOP 18 - PaboTa ¢ pa3muyHbIMU
MIPOrpaMMHO-aNNapaTHBIMU U
IIPOrpaMMHBIMH CPEJICTBAMHU.

OIIOP 23 - Ananu3 HHHOBAIMIA B 001acTH
IIPOTrPaMMHOT0 00ecIeyeH s, Pa3BUTHUS
OTpAaCIH.

JieficTBUs  TIpa-
Bmi1. MCD B Se-
cret Net LSP.
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3ananue 36.
HUncempyxyus:

BHumartenbHO npounTanTe 3aaHue.

BbI MOXeTe MOJIB30BaTHC:

O6opynosanue, I10: TIK, Oracle VM VirtualBox; BM Astra 17, BM Astra_17_1.
PEKBU3UTHI YUETHOW 3aMMCH aJIMUHICTpATOpa: JIOTHH — astra-admin, maposs — P@sswOrd; peKBU3UTHI YHETHBIX 3aITH-

ceif momp3oBaTeseii samba: orunsr Smb-userl, smb-user2 u smbadmin, mapoas — P@ssword.

Bpewms Beimonnenus: 10 MUHYT.
Tekcr 3agaHun:

B xxypnaie SN LSP Haiinute coObITus, cBsi3anHble ¢ pabortoit [IMD SN LSP:
- COOBITUSI CUCTEMHOTO JXypHana 00 ynpasineauu [IMD;

- COOBITHUS KypHala ayauTa o cpabaTeiBanuu npaswi [IMO.

IIpoBemuTe 3ammch B daitr mpaswmt [IMD.
Y6emurecs, 4T0 apXUBHBIH (haiin pe3epBHON Konmu coxpaneH ("'<ums aiina>.tar.gz").

IIpenmer(b1) OLIeCHUBAHUS OOBeKT(bI) IToka3zarenu OLUeHKH Kpurepun Bec
OIICHUBAHUS OLICHKU KpUTEP
ust
TIK 3.1. BBIBIATE yrpo3sl U Anamu3 coObl- | OITOP 1 - Yerkoe noHMMaHue poodieM 1. Bemmonnexnue 16
YSI3BUMOCTH B CETEBOU THA  cHcTeM- | MHPOPMAIMOHHOHN 0€30MacHOCTH B TpeGoBaHmit
MH(PACTPYKTYpE C UCTIONB30BAHMEM | HOrO JKypHala | TEIEKOMMYHHKAIMOHHBIX CHCTEMAX U 3a/IaHAS IO
CHUCTEMBI aHAJIN3a 3alUIICHHOCTH. 06 ynpasiie- CETAX CBA3H, peanu3anuu
IIK 3.2. Pa3pabaTsiBaTh KOMILIEKC HUH IIMD, | OHOP 2 - I'paMOTHO BBIABIATE, HOTHTHKE M.
METO/OB M CPEICTB 3aIUThI AHAMM3 CcOOBI- | K1ACCH(HIMPOBATE U AHATH3UPOBATH 2. TIpaBuibHOCTS | 26
nHGOPMALIUH B THit  KypHATa grpoul HHPOPMALTHOHHOH NPOBEPKH  COOBI-
UH(OOKOMMYHUKAIIMOHHBIX CETAX U MAacHOCTHU U MBI HX TPOSIBIICHUS; N
(hoxoMMyHHKALIHO ce ayIuTa o cpa- | CSOHACHOC bop POABJICHHA, TUH CHCTEMHOTO
CHCTEMaXx CBSI3U. OIIOP 3 - Bi6op MexaHU3MOB H CPEJCTB
OaThIBAaHUU N KypHaJia 00
1K 3.3. OcymiecTBIsATh TEKyLIee obecrieueHust HHGOPMALOHHOK
npasw1 [IMDO. YIPaBICHUU
aJIMHHUCTPUPOBAHHE JUTS 3aIUTHI Oe3omacHOCTH (TIPOTPaMMHBIX U .
o ) IIMD u coObITHi
UH()OKOMMYHHUKAIMOHHBIX ceTeil 1 MPOrPaMMHO-AIMAPATHBIX );
JKypHalla ayaura
CHCTEM CBSI3HU C HUCIIOJIL30BAHUEM OIIOP 7 - Bnanenue cepBucamu,
0 cpabaTsIBaHUA
CIICIMATIM3UPOBAHHOTO obecreynBaoIUMU HHOPMAIIMOHHYIO
HpOrpaMMHOTr0 00eCTeYeH s U 6e30MaCHOCTD B TeeKOMMYHHUKammorsx | 1PaBHI [IMO.
06opymoBaHusI. CHCTEMAX U CETIX CBS3H, 3. Co3nanne 26
OK 01. Beibupats crmoco0sl penieHus OIIOP 13 - CBoeBpeMeHHOE 1 pe3cpBHOU
3a7a4 npodeccuoHaIbHON Ka4eCTBEHHOE TPUMEHEHUE KOMIIeTeHInH, | KOTIMH
JeSTeNTbHOCTH, IPUMEHHUTEIHHO K YMEHHI M 3HaHUH, TPHOOPETEHHBIX B ApXHUBHOTO
Pa3TUYHBIM KOHTEKCTaM. pe3yJbTaTe OCBOCHHS TEM, Pa3/cioB, ¢aiina.

OK 02. OcymiecTBIsTh MOUCK,
aHaJIN3 U UHTEPIIPETAIHIO
nHGOPMALIUH, HEOOXOIUMOM 15t
BBITIIOJIHEHHSI 33144
Mpo(eCCUOHANBHOM JESTEIbHOCTH.
OK 09. Hcnons30BaTh
MHPOPMALTUOHHBIE TEXHOJIOTHH B
npodeccuoHaIbHON IESITEIbHOCTH.
OK 10. ITonp3oBaTbes
npo¢ecCHOHALHON TIOKYMEHTaIen
Ha rOCyIapCTBEHHOM W HHOCTPAHHOM
SI3bIKAX.

nmuctumuinH, MK, Momymnei.

OIIOP 14 - Bei6op u npuMeHeHe
METOIOB M CIIOCOOOB PEIICHUS
npo¢)eCCHOHANBHBIX 3a]1au B 00J1acTH
obecrieueHust 0€30IMaCHOCTH CETEH CBS3MH.
OIIOP 15 - Pemenue craHaapTHBIX U
HECTaH/IAPTHBIX MPO(GECCUOHANBHBIX 3a/1a4
Mo o0ecreYeHnI0 0€30MacHOCTH ceTei
CBSI3H.

OIIOP 16 - DddexTHBHBIN MOUCK
HEOOXO0IUMO#T HHPOPMALIUH IS PEIIICHUS
3a/1a4 B 00JIACTH CETEBOM 0€30MacHOCTH.
OIIOP 18 - PaboTa ¢ paziau4HBIMH
MPOTPaMMHO-ANMapaTHEIMH U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 uHHOBAIMH B 00J1aCTH
MPOTPaMMHOT0 00eCIIeUeHHsI, Pa3BUTHS
OTpacIIH.

3ananume 37.
Huempyrkyus:

BaumarensHO npquTaﬁTe 3aJJaHHuC.

Brl MOXkeTe 1101b30BaThLCS:

Oo6opynosanue, [10: TIK, Oracle VM VirtualBox; BM Astra_Client_SNLSP.

Bpewms Bemonnenus: 10 MUHYT.
Tekcr 3aganus:

Astopusyiitecs B cucteme BM Astra_Client_ SNLSP mox yuertHoii 3ammceio aqmuaicTpaTopa astra-admin ¢ Beico-

KHUM YPOBHEM IICJIOCTHOCTH.
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Hacrtpoiite xypHan coObrtuii SN
ITocTpoiite oTuer.

LSP, cBs3aHHBEIX

C M3MCHCHMSMH JOCTyNa K OO0BbeKTaM (DaiiioBOM CTPYKTYPHI.

IMpenmer(bl) OLIeHUBAHUS OO0BeKT(bI) [Tokazarenu oUeHKH Kpurepuu oueHku Bec
OLICHUBAHHUS KpHTEp
ust
[IK 3.1. BeisIBIIAATS yrpo3bl 1 Hacrpoiika OIIOP 1 - YeTkoe moHMMaHuE 1. BemmonHenwne 26
YS3BUMOCTH B CETEBOH KypHasa npo0IeM HHPOPMAITHOHHOH TpeOoBaHUH
HHPPACTPYKTYpE C UCTIONL30BaHUEM | coObITHIT Secret 0e30MmacHOCTH B 3aJjaHus 10
CHCTEMBI aHAJTH32 3alUICHHOCTH. Net LSP TENIEKOMMYHHUKAIIMOHHEIX CHCTEMaX U | HacTpoiike
1K 3.2. Pa3pabarbiBaTh KOMILIEKC CETSIX CBSI3H; JKypHaa CoObITHI
METOJIOB ¥ CPEJCTB 3aIlUThI OIIOP 2 - I'paMOTHO BBISBIIATS, Secret Net LSP.
HHPOPMAIUH B KJaccu(UIMPOBATh U aHAJTU3UPOBATh 2. [IpaBUIBHOCTH 26
NH(POKOMMYHHUKAIIMOHHBIX CETSIX U YIpO3bl HHPOPMALIMOHHOMN UCIOJIB30BaHUS
cUCTEMaXx CBSI3H. 6e3omacHOCTH U (HOPMBI X cpencts SN LSP
I1K 3.3. OcyIecTBIsATh TEKyIee HPOSIBIICHHUS; JUISl YCTAHOBIICHUSI
aIMUHUCTPUPOBAHHE IS 3aIUTHI OIIOP 3 - Bei6op MeXaHU3MOB H apaMeTpoB:
NH()OKOMMYHUKAIIMOHHBIX ceTel U CpeACTB 00eCIeUeHUs "I'pynma
CHCTEM CBSI3H C HCIIOJIb30BAHUEM HHPOPMAIIOHHOH cooOuieHuit" —
CHELNAIN3UPOBAHHOTO 6e3omacHOCTH (IIPOrPaMMHBIX U "VrpasieHue
POrpaMMHOTO o0ecriedeHus u MPOrpaMMHO-AIIapaTHEIX ); KOHTpOJIEM
00opyaoBaHMs. OIIOP 7 - Bnagenue cepBucamu, nocrymna".
OK 01. BeiOupath crioco0bl perieHust 00eCTeYnBaOIMMU 3. BeimonHeHue 16
3a1a4 npodeccuoHaIbHON UH(OPMAIIOHHYIO 0€3011aCHOCTH B TpeboBaHui
JIeITeNbHOCTH, TPAMEHUTETBHO K TEJIEKOMMYHUKAIIMOHHBIX CUCTEMaX U | 3aJaHus 1O
Pa3INYHBIM KOHTEKCTaM. CETSIX CBSI3N; HOCTPOCHHUIO
OK 02. OcymiecTBisTh IOUCK, OIIOP 13 - CBoeBpeMeHHOE U oTuera.

aHaJu3 U HHTEPIIPETAIHIO
HHPOPMAITUH, HEOOXOIUMOM ISt
BBITIOJTHEHHUS 3124
npodeccnoHaIbHON IeSITENFHOCTH.
OK 09. Ucnonb3oBatb
nH()OPMALIIOHHBIE TEXHOJIOTHH B
npodeccnoHanbHOM IeSITENbHOCTH.
OK 10. [Tonp3oBaThcst
poeCCHOHANBLHON TIOKyMEHTalueH
HA rOCYIapPCTBEHHOM M HHOCTPAaHHOM
SI3BIKAX.

Ka4ueCTBEHHOE TIPUMEHEHHE
KOMIIETeHIINY, YMEHUH U 3HAHUH,
MPUOOPETEHHBIX B pe3yybTaTe
OCBOCHHS T€M, pa3ziesioB, TUCIIUIUINH,
MK, monyneil.

OIIOP 14 - Beibop 1 mpUMEHEHHUE
METOJOB M CIIOCOOOB PELICHUS
npodecCHOHANBHBIX 3a/1au B 00J1aCTH
obOecrieueHust 0€30MacHOCTH CeTei
CBSI3U.

OIIOP 15 - Pemenne cTaHIapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX
3a/1a4 110 00eCIeYeHHI0 0€30IIaCHOCTH
ceTeit CBSI3H.

OIIOP 16 - DddexTuBHBII MOUCK
HEOOXO MO HHPOPMALIUH IS
pelieHus 3a1a4 B 00JIaCTH CETEBOM
06e30IMacHOCTH.

OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrPaMMHO-AMMAPATHEIMH U
MPOTPaMMHBIMH CPEJICTBAMH.

OITOP 23 - AHain3 HHHOBALUH B
00J1aCTH IPOTPAMMHOT0 00eCIeueHHMS,
pa3BUTHS

OTpacIIH.

3ananue 38.
HUnempyrkyus:

BaumarensHO HpO‘-IPIT&fITC 3aJaHuc.

Brl MOXeTe 110JI630BaThHC:

Oo6opynosanue, [10: TIK, VMware Workstation; crern AITKII "KontuHeHt".

Bpewms BeinonHenus: 15 MuHyT.

TexcT 3amanud:

Hactpouts mnpaBuio ¢uibTpanuu, pasperiamliee MpoxXoxkaeHHe Tpapuka MeXIy KOMIIBIOTEpaMH U3
BHYTPEHHUX CETEH, 3aIUIIAEMbIX PA3HBIMHU KPUIITOLLIIO3aMH.
AJIMUHHUCTpATOPYy HEOOXOIUMO 00€CleYUTh BO3MOXHOCTH MOJKIIOYAThCS IOJIb30BATENI0 U3 OJIHOMN
3alMIaeMoil ceTu K BeO-cepBepy, KOTOPBIH HaxoauTcs B 3amuinaemMoit cetu 3a apyrum KIII. Ha yyeGHOM
CTEHJIC poJib BeO-cepBepa OyJeT BHINOJIHATH BUpTyaidbHas MamuHa ARM, a ponb monw3oBarens — BM

WSI (em. puc. 1).
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ARM

cus

%)
e 11590 1

HE 11560 §
6,115 90 J0d

Router

K5H-main

Puc. 1 CereBas cpeia no yCcioBHIO 3a1aHUS

W51

[Ipenmer(bl) oLleHUBaHUS OOBexT(bI) [TokazaTenu onleHKH Kpurepun onenku Bec
OLICHUBAHUS KpHUTEP
ust
TIK 3.1. BeIsBnats yrpo3sl u Peanmzarus OIIOP 1 - YeTkoe moHNMaHHE 1. Bemonnenne 16
yS3BUMOCTHU B CETEBOMI npaBuia npo6iieM HH(POPMAIIMOHHON TpeboBaHui
UHpaACTPYKTYypE C (dunpTparum, 0e30MmacHOCTH B 3aJjaHus 10
UCIIOJIb30BAHUEM CUCTEMBI aHAM3a | pa3peliarolee TENICKOMMYHHUKAI[HOHHBIX CUCTEMaX H | pealu3alin
3aIUIIEHHOCTH. npoxoxaenue [P CETAX CBS3H, HOJUTHKHA MD.
1K 3.2. Pa3pabaTbiBaTh KOMIUIEKC | TpaduKa MEeXIy OIIOP 2 - I'paMOTHO BBISBIISTS, 2. IlpaBUnbHOCTb 20
METOJIOB M CPEJICTB 3AIUTHI XOCTaMH, KIacCH(UIUPOBATh U aHATIM3UPOBATh | MpaBHiIA
uHOpMaIH B HAXOJISAIIUMUCS B yrpo3bl HHPOPMATTUOHHON ¢bunbTpanyy,
WHPOKOMMYHHUKAITUOHHBIX CETSIX U | CETMEHTaX CETH, 6e3omacHOCTH U (HOPMBI X o0ecreYnBaroniero
CHCTEMAaXx CBS3U. 3aIIUIAEMBIX IPOSIBICHUS; npoxoxzaeHue IP
TIK 3.3. OcymecTBusTh TEKyIIee pa3HBIMH OIIOP 3 - Bri6op MeXaHU3MOB H Tpaduka o
aJIMMHUCTPUPOBAHUE JUIS 3all[UThI KPUITOLUII03aMHU CpeACTB o0ecreyeHus nporokoiy http ot
MHPOKOMMYHHKAIIMOHHBIX CETeH U HHPOPMAIHOHHOH WS1 x ARM.
CHCTEM CBA3H C HCIOJIb30BAHUEM 6e3omacHOCTH (IPOTPaMMHBIX U 3. ITpaBuIIbHOCTD 26
CIeMaTN3UPOBAHHOTO MPOrpaMMHO-aMIapaTHEIX ); IIPOBEICHUS
IPOrpaMMHOTO 00eCHeYeHUs U OIIOP 7 - Bnanenue cepBucamy, IIPOBEPKU
000pyIOBaHHSI. obecneynBaroIUMu TIOJKITIOUSHHUS U3
OK 01. Beibupats crioco0bI HH(POPMAIHOHHYIO 0€301TaCHOCTh B OJTHOM

peleHus 3a1a4
po()eCCUOHANBHON ICATEILHOCTH,
MPUMEHUTENBHO K Pa3IHYHbIM
KOHTEKCTaM.

OK 02. OcymiecTBasiTh MOUCK,
aHaJIN3 U UHTEPIIPETAIHIO
uHpOpMaIH, HEOOXOAUMOU IS
BBITIOJTHEHHS 33749
npodeccuoHaIbHON IESITEIbHOCTH.
OK 09. Hcnonas30BaTh
UH(OPMAIOHHBIE TEXHOJIOTHH B
po(eCCUOHANBHOM JESTEIbHOCTH.
OK 10. ITons30BaThCs
npoeCCUOHATBHOM
JIOKyMEHTaIuei Ha
TrOCyIapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

TEJIEKOMMYHHKALIMOHHBIX CUCTEMaxX U
CeTsIX CBSI3M,

OIIOP 13 - CBoeBpeMeHHOE U
KaueCTBEHHOE IIPHMEHEHHE
KOMIIETEHIIUH, YMEHUI U 3HaHUH,
MPUOOPETEHHBIX B pE3yNbTaTe
OCBOEHHS T€M, Pa3/IeI0B, AUCIUILIUH,
MUK, momyneii.

OIIOP 14 - Bei6op 1 npuMeHeHe
METOJIOB H CII0COO0B peIeHHUs
npodeccuoHanbHLIX 33134 B 0071aCTH
obecrieyeHus 0e30IMacHOCTH ceTeit
CBSI3HL.

OIIOP 15 - Pemenne cTaHnapTHBIX U
HECTaH/IaPTHBIX MPOPECCHOHATBHBIX
3a1a4 110 00ecTeueH 0 0€30MacHOCTH
ceTel CBs3U.

OIIOP 16 - DddhexTHBHBII MOUCK
HEOOXOMMO HHPOPMALIUH IS
penIeHus 3a/1a4 B 00J1aCTH ceTeBOH
6€30MacHOCTH.

OIIOP 18 - PaboTa ¢ pazau4YHBIMU
MPOTPaMMHO-AINMAPaTHBIMH U
MPOrpaMMHBIMHU CPECTBAMH.

OIIOP 23 - AHanu3 MHHOBAIMH B
001aCTH IPOTPaMMHOT0 OOecreueH s,
pa3BUTHA

OTpaciH.

3alUIIaeMoi cetn
K BeO cepBepy B
Jpyrou

3aIHUIaEMON CETH.

3aganue 39.
HUnempykyus:

BaumarensHO npounTaiiTe 3agaHue.

BEI MokeTe MOJIb30BaThCA:

Oo6opynosanwue, [10: TIK, VMware Workstation; crenn AIIKII "KontuHent".

Bpewms BbimonHenus: 15 MUHYT.

Texcr 3apanusa:

AIMUHUCTpATOPYy HEOOXOAMMO opraHu3oBaTh VPN-coennHeHue depe3 CeTh OOMIET0 JOCTyNa MEXIY
MOJIb30BATESIMU, HAXOISIIMMUCSA B 3alllMIIAEMbIX CETSAX 3a Pa3HBIMU KPHUMNTOLLIO3aMHU Uil oOMeHa
KoH(puAeHIManpHOM uH(popMmanmeir. Ha TecTtoBoM creHae ponu mosb3oBareneil 3a pasHbiMu  KII
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BBITNIOJHSAIOT BUpTyalbHble MamMHbl ARM u WS1, a ponu kpuntonuio3oB — BupTyanbHble Mamasl CUS

u KSH_main (cm. puc. 1).

ARM

)N

4 03]
\I:/ 19511592 1

PLRILTR! &

cus

mau&nmbnm&nﬁa

Router KSH-main

Puc. 1 CereBast cpena 1o yciaoBHIO 3a1aHUs

‘KX_C) 10.02.200
{0021 :

IIpenmer(sl) OLleHUBAHUS O0BeKT(bl) IToxa3zarenu oueHKH Kpurepuu ouenku Bec
OLICHUBAHUS KpHUTEp
us
1K 3.1. BeIABIATH yrpo3bl U Opranmsanust | OIIOP 1 - Yerkoe noHnMaHue npooiem 1. Beimmoniaenne 16
YSI3BUMOCTH B CETEBOM L3VPN HH(POPMAIHOHHOH 0€30MacHOCTH B TpeGoBaHmi
uHppacTpykType ¢ TEJICKOMMYHUKAIIMOHHBIX CUCTEMaxX U 3aIaHus 10
HCTIONIb30BAHNUEM CHCTEMBI aHAIIH3a CeTsIX CBSI3M, OpraHM3aIuN
3aIIMIICHHOCTH. OIIOP 2 - I'paMOTHO BBISABIISATS, L3VPN.
1K 3.2. Pa3pabarsiBaTh KOMILIEKC KJaccH(HUIMPOBATh U aHATM3UPOBATH 2. TIpaBHIBHOCTH 16
METOJIOB M CPEJICTB 3aIUThI yrpo3bl HHPOPMATTHOHHOM HAMHCAHHS
HHPOPMAITUH B 0e30macHOCTH U (POPMBI HX TPOSBICHUS; npaBma
MH()OKOMMYHUKAIIMOHHBIX CETAX U OIIOP 3 - Bri0op MeXaHU3MOB H CPEJICTB bumeTparmH
cucTeMax CBS3H. obecrieueHust UH(GOPMAILOHHOK ’
[IK 3.3. OcymecTBisTh TEKyIee 6e30omacHOCTH (ITPOTPaMMHBIX U PaspelLIAomero
aJIMUHUCTPUPOBAHUE JIJISI 3AIUTHI MPOrPaMMHO-AIAPATHBIX ); TPOXOAKICHHC
MHPOKOMMYHHKAIITMOHHBIX CETEH U OIIOP 7 - Bnanenue cepBucamu, TpaduKa MOXAY
CHCTEM CBSI3U C MCIIOJIb30BaHUCM obecreynBaoIUMU HHOPMAIIMOHHYIO BHPTYaJIbHBIMU
CIIENMATH3HPOBAHHOTO 6e30MaCHOCTb B TeeKOMMyHUKalMoH b | MAIMHAMH ARM
HPOrPaMMHOT0 00ECTICUCHHS 1 CHCTEeMaxX M CETSX CBS3H; 1 WSI.
00opyoBaHHsI. OIIOP 13 - CBoeBpeMeHHOE U 3. IIpaBHILHOCTH 26
OK 01. BeiGupats crioco0bt Ka4eCTBEHHOE MPUMEHEHHE KOMIeTeHIuH, | HACTPOMKH CBS3H
pernenus 3agaq YMEHHI U 3HaHUH, TPHOOPETEHHBIX B MEXKIY
npoheCCHOHANBEHOM AeITeIBHOCTH, pe3yJIbTaTe OCBOCHHS TEM, Pa3/IeioB, KPHUITOLLTIO3aMHU
NPUMEHHUTENFHO K Pa3THIHBIM e, MK, Moxymeit. CUS un
KOHTEKCTaM. OIIOP 14 - Beibop 1 npuMeHEHHUE KSH_main.
OK 02. OcymiecTBisTh IOUCK, METOIOB M CIIOCOOOB PEIICHUS 4. TIpaBUIILHOCTH 16
aHalIU3 ¥ UHTEPIPETALHIO po¢)eCCHOHANBHBIX 3324 B 00J1aCTH TIpOBEICHHS
nH(opMaIK, HEOOXOAUMOM ISt obecrieyeHus 0E30TIACHOCTH CETEH CBSI3M. [IPOBEPKHU
BBITNIOJIHEHUS 3324 OIIOP 15 - Peuienne CTaHAAPTHBIX U nepesaun
npodeccnoHanbHON IeSITENFHOCTH. HECTaHAAPTHBIX MPOPECCHOHANBHBIX 3a1a4 TpaduKa MexIy
OK 09. Ucnonb3oBatb o obecreyeHuto 0e30MacHOCTH ceTel KL ¢ [IYC u
nH()OPMAOHHBIE TEXHOJIOTUH B CBSI3ML. KSH_main.

MpoeCCUOHANBEHON ACATEILHOCTH.
OK 10. [Toms30BaThCs
npo¢ecCHOHANBLHON
JOKyMEHTAIneH Ha
rOCY/IapCTBEHHOM U HHOCTPAHHOM
SI3BIKAX.

OIIOP 16 - DddexTuBHBIN MOUCK
HEOOXO0IUMO#T HHPOPMALIUH IS PEIIICHUS
3a7ia4 B 00JIACTH CETEBOM OE30ITaCHOCTH.
OIIOP 18 - PaboTa ¢ pa3auYHBIMH
MPOrPaMMHO-AIMAPATHEIMU U
MPOTPaMMHBIMH CPEJICTBAMH.

OIIOP 23 - Ananu3 uHHOBAIMI B 00J1aCTH
MPOTPaMMHOT0 00eCIICUeHH S, Pa3BUTHS
OTpaciu.

3aganue 40.
HUnempyrkyus:

BaumarensHO HpO‘-IPIT&fITC 3aJaHuc.

Brl MOXeTe 110JI630BaThHC:

Oo6opynosanue, [10: TIK, VMware Workstation; crern AITKIII "KontuHent".
Bpewms BeimonHenus: 15 MuHyT.

TexcT 3amanud:

UtoOb1 obecnieunTh OOMEH HWH(OpManuei MeXIy IBYMs YAQJICHHBIMA CETMEHTAMH OJHOW CeTH
aJIMUHUCTPATOpy HEOOXOIMMO OPraHM30BaTh 3AIIMIICHHOE COCIUHEHHE Mexay HuMH. Ha ydeOHOM
CTEHJIe poiu KpUNTOKOMMYTaTopoB "KonTnHeHT" BhImoNHAIOT BUpTyanbHbie Mamnabl KK1 n KK2. Kanan
mmdpoBaHusl MpoBepsieTcsl MyTeM IMepenayn Tpaduka MeXay BUPTyalbHbIMH MammHamMu AP u WSI.
Pabouee mecto agmunuctpatopa — BM ARM (cm. puc. 1).
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Puc. 1 CereBas cpena o yCiaoBHIO 3a/1aHHs

[IpeameT(s1) oleHUBaHUA OOBeKT(bl) Ilokazarenu oueHKU Kpurepuu ouenku Bec
OLICHUBAHUS KpHUTEP
us
TIK 3.1. BBISIBISTE yrpo3bl Opranmsanu | OIIOP 1 - Yetkoe moHMMaHHE TPOOIEM 1. Brimonnenue 16
YA3BHMOCTH B CETEBOM s L2VPN nH(GOPMALOHHO 0€30I1aCHOCTH B TpeOoBaHMit
HHPPaCTPYKType C TEeTeKOMMYHHUKAIIMOHHBIX CUCTEMAX M CETAX | 3amaHus 1Mo
UCIIOJIb30BAaHUEM CUCTEMBI CBSI3H; OpraHM3aIMK
aHaJIM3a 3alUIIEeHHOCTH. OIIOP 2 - I'paMOTHO BBISBIIATE, L2VPN.
1K 3.2. Pa3pabaTbIBaTh KJIacCU(UIUPOBATH U aHAIM3MPOBATH 2. TIpaBHIbHOCTD 26
KOMIUIEKC METOJIOB M CPEJICTB yrpo3sl HHPOPMATHOHHOM OpraHHM3aLu
3aIUThl HHpOpMaLUK B 6e3onacHOCTH U (OPMBI UX NPOSIBICHUS,; T,
MHPOKOMMYHHKAIIMOHHBIX CETIX OIIOP 3 - Bribop MexaHU3MOB M CPenICTB COETHHEHNS MEKITY
U CHUCTeMaxX CBS3HU. obecrnieueHust HHGOPMALMOHHON
TIK 3.3. OcymecTBusTh TEKyIIee 6e3omacHOCTH (IPOTPAMMHBIX U FBYM CerMeHTuaMH
aJIMMHUCTPUPOBAHUE JUIS 3aLIUThI IIPOrpaMMHO-AIIIAPATHBIX); CCTH M HACTPOHKH
MH(POKOMMYHHKAIIMOHHBIX CETEH OIIOP 7 - Bnanenue cepBucamu, KaHaJa
U CHCTEM CBSI3H C obecreunBaOIUMU HHGOPMAIIMOHHYIO mH(poBaHHs
HCIIOJIB30BAHUEM 0€30MaCcHOCTh B TeIEKOMMYHHUKAIMOHHbIX MEKIY HAMH.
CIeUaNIU3UPOBAHHOTO CHCTEMaXx U CETSIX CBA3Y, 3. IlpaBubHOCTH 26
MPOrPaMMHOTO 00eCTICUEeHUS U OIIOP 13 - CBoeBpemMeHHOE 1 KadecTBeHHOe | POBCACHUA
000pyIOBaHHUSL. NPUMEHEHUE KOMIIETEHIIUH, YMEHU 1 NPOBEPKHU KaHAJIa

OK 01. Beibupats crioco0sl
pelieHus 3aaa4y
podecCHOHATBHOM
JESITENbHOCTH, TPUMEHHUTEIILHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBasiTh MOUCK,
aHaJIN3 ¥ UHTEPIPETAIHIO
uHpOpMaIH, HeOOXOAUMOU IS
BBITIOJTHEHUS 3384
npogecCHOHAEHON
JEeSTEITLHOCTH.

OK 09. Ucnonr3oBath
UH(OPMAIOHHBIE TEXHOJIOTHH B

3HaHUA, TIPUOOPETCHHBIX B PE3yJIbTATEe
OCBOEHHS TeM, pazzenoB, nuciummiud, MK,
MOJYyJICH.

OIIOP 14 - Bri6op u IpMEHEHHE METO/I0B
1 CIIOCOOO0B pelieHus MpodecCHOHATBHBIX
3a1a4 B 00actu odecrneueHus 0€30MacHOCTH
CETeH CBS3M.

OIIOP 15 - Pemtenue craHgapTHBIX U
HECTaHAAPTHBIX MPO(ECCHOHATBHBIX 3a/1a4
M0 00eCIEYCHNIO OE30ITACHOCTH CETEH CBS3H.
OIIOP 16 - D¢ heKTHBHBIN MTONUCK
HE00X0IUMOH HH(POPMALIUH [T PEIICHUS
3a7a4 B 00JIaCTH CETEBOM 0€30MaCHOCTH.

npoeCCUOHANTBHOM OIIOP 18 - PaGota ¢ pa3iuYHBIMU
JeATeNIbHOCTH. MIPOrpaMMHO-ANMNAapPaTHBIMH U

OK 10. ITonp30BaThCs MIPOTrPaMMHBIMH CPEJICTBAMU.
npodeccuoHaIbHON OIIOP 23 - Ananu3 nHHOBAIMH B 001acTu

JIOKyMEHTaIei Ha
TOCYAapCTBEHHOM U
HWHOCTPAHHOM SI3BIKaX.

MPOrPaMMHOTO 00ECTICUCHHSI, Pa3BHTHSI
oTpaciu.

mmdpoBaHUs ¢
MOMOUIBIO YTHIIUTBI
ping Mexay
BUPTYAJIbHBIMU
MamuHaMu AP u

WS1.

3ananme 41.
Hnempyrkyus:

BraumarennHO HquHTaﬁTC 3aJaHuc.

Brl MokeTe 1moJ1b30BaThHCH:

Oo6opynosanue, I[10: TIK, VMware Workstation; crern AITKII "KontuneHt".
Bpewms BbimonHenus: 15 MuHyT.

TexkcT 3apanug:

AJIMUHHCTpPATOPY HEOOXO0IMMO opranu3oBaTh VPN-kaHam /st 1ocTymna yaajaeHHOTO MOoJb30BaTels K BeO-
cepBepy, KOTOpbIii HaxoawTcs B 3amummaeMoi ceru 3a KIII. Ha ydeOHOM cTeHIe poib yIaJIeHHOTO
nosib30oBates BeinoiHsaeTr BM AP, a posb BeO-cepBepa — BM ARM (cwM. puc. 1).

36



ARM

cus Router

Puc. 1 CereBast cpena o ycioBHIO 3a/IaHUsI

[IpeameT(p1) olleHUBaHUS O0OBeKT(bl) IToxa3zarenu oneHKH Kpurepuu ouenku Bec
OIICHUBAHUS KpuUTep
us
I1K 3.1. BISBISTE yrpo3sl Opranuzanus OIIOP 1 - Yerkoe moHUMAaHHUE MPOOIIEM 1. Beinonnenue 16
YSI3BUMOCTH B CETEBOM VPN-kaHana MHPOPMALMOHHOH 0€30MacHOCTH B TpeboBaHuit
uHdpacTpykType ¢ JUISL ToCcTyma TEJIEKOMMYHHKALHOHHBIX CUCTEMaX U CETAX | 3amaHus Mo
HCIIOJIE30BAHUEM CHCTEMBI yIa7IeHHOTO CBAI3N, OpraHM3aInn
aHaJIN3a 3aIIUIIECHHOCTH. OJIE30BATENS OIIOP 2 - I'paMOTHO BBISABIIATE, VPN-kanana mis
1K 3.2. Pa3pabatbiBaTh KJIacCU(UIUPOBATH U aHAM3HPOBATH f0CTyIa
KOMILTEKC METOJIOB M CPE/ICTB Yrpo3sl HHPOPMAITMOHHOH y/IaNeHHOTO
3aIUTH HH)OPMALIUH B 0€30IaCHOCTH M (GOPMBI X HPOSBICHHS; 1OJTE30BATEILSL.
HHPOKOMMYHHKAITMOHHBIX OIIOP 3 - Bribop MexaHU3MOB M CPenICTB 2. TIpaBHIBHOCTS 2%
CETSIX U CHCTEMAaXx CBS3M. obecredeHust HHPOPMAIMOHHOM .
[IK 3.3. OcymecTBasTh 6e3onacHOCTH (IPOTPAMMHBIX U HACTPOHKH
TeKyllee aAMHHHCTPUPOBAHHE HPOrpaMMHO-aIIIapaTHEIX); cepsepa ocTyna
IS 3QIATEI OIIOP 7 - Bnanenue cepBucamu, n VPN-kanana
MH()OKOMMYHUKAIIMOHHBIX 00ecIeYHBaOIMMH HHPOPMALIMOHHYIO AL oetyna
CETEl U CHCTEM CBSI3H C 0€30MacHOCTh B TEJIEKOMMYHUKAIMOHHBIX YHAJICHHOTO
HCIIOJIb30BAHUEM CHCTEMAX W CETAX CBSI3H; HOJIB30BATEILT K
CIELHATN3UPOBAHHOTO OITOP 13 - CBoeBpeMeHHOE i KauecTBeHHOe | BEO-CEpBEpy B
MIPOrPaMMHOT0 00ECIICUCHHSI 1 IIPUMEHEHUE KOMIETEHIIUN, YMCHUH U 3aIMILAEMOM CETH
000pyI0BaHUs. 3HAHM, TPHOOPETEHHBIX B PE3YIILTATE 3a KII ¢ Y Com.
OK 01. Beibupats crioco0bt OCBOEHHMS TeM, pasaenos, aucunmnd, MJIK, | 3. [IpaBuibHOCTD 26
peleHus 3a1a4y MOAYJEH. MOAKJIIOYEHUS
npodecCHOHANTLHON OIIOP 14 - Beibop 1 pUMEHEHHE METO/I0B YIAICHHOTO
JIESTENBbHOCTH, IPUMEHUTEIILHO U croco0o0B peleHus npo(ecCHoHaIbHBIX OJIL30BATENIS K
K Pa3In4YHBIM KOHTEKCTaM. 3a1a4 B 001acTh obecriedenHst 0€30NaCHOCTH | 3amummaeMoi
OK 02. OcymuiecTBaaTh OKCK, ceTeil CBs3M. CeTH.

aHallu3 ¥ UHTEPIPETAIHIO
WHPOPMALIUH, HEOOXO MO
TS BEITIOJIHEHHMS 3a0a4
npo¢ecCHOHANBEHON
JIEITENLHOCTH.

OK 09. Ucmonb3oBaTh
MHPOPMAIUOHHBIE TEXHOJIOTHH
B Ipo(heCcCHOHATBHON
JIEITENLHOCTH.

OK 10. ITonb30BaThCs
npodecCHOHATLHON
JIOKyMEHTalue Ha
roCyJIapCTBEHHOM U
I/IHOCTpaHHOM SA3bIKAX.

OIIOP 15 - Pemenne cTanmapTHBIX U
HECTaHIAPTHBIX MPOPECCHOHANBHBIX 3a1a4
1o 00ecTeYeH 0 0E30MACHOCTH CETEH CBSI3H.
OIIOP 16 - DddexTHBHBIIH TOUCK
HEeoOX0oIUMOH MH(MOPMAIIHH JUTS PeICHUS
3a7a4 B 00JaCTH CETEBOM 0€30M1aCHOCTH.
OIIOP 18 - PaGota ¢ pa3inyHbIMU
NpOrpaMMHO-aNMapaTHBIMH |
MIPOTrPaMMHBIMH CPEICTBAMHU.

OIIOP 23 - AHanu3 WHHOBAIMIA B 00J1acTH
MIPOTrPaMMHOTO 00eCTIeUeHUsI, Pa3BUTHS
OTpaciIy.

3ananue 42.
HUnempyrkyus:

BaumarensHO HpO‘-II/ITaI\/'IT6 3aJaHuc.

BsI MOkeTE MOIB30BaTHCS:
Oo6opynosanue, I10: TIK, Oracle VM VirtualBox; VM Server, ¢aiin-nemmudparopa.
Bpewms BbinonHeHus 3aaanus — 15 MunyT.

Texcer 3apauud:

[Ipoananu3upoBaTh CTPYKTYpy (aiina Crypt.py (IIudpoBagbIHK) H ONPEICIUTD!
- (paiim (*.txt), 3amm@poBaHHBIN STUM ATOPUTMOM.

- B KaKoM MecTe (aiisia pacnoiaokeH KoY IS paciiiu(pOoBKHU;

- KAaKUM JITOPUTMOM TdpoBaHus 3amudpoBan (aii.
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Hcnons3oBars ckpunt (¢paii-gemmdparop) mist pacimuppoBku ¢aiiia, ¢ IEIbI0 MOJIYUYCHUS «Naposisiy,

HaXOSIIIIETOCs B HEM.

[Ipeamert(b1) oleHUBaHUA O0BexT(bl) IToxa3zaTenu oleHKH Kpurepuu ouenku Bec
OIICHUBAHUS KpUTEp
us
TIK 3.1. BBISIBISTE yrpo3bl Opranuza- OIIOP 1 - Yerkoe moHUMaHue npodiiemMm 1. I'pamoTHBII 16
YA3BUMOCTH B CETEBOI mUs  Toucka | MH(opManMoHHO 6e30macHOCTH B aHaJIU3 CTPYKTYPHI
I/IH(I)paCprKType C BPEIOHOCHO- TCICKOMMYHUKAIIUOHHBIX CUCTEMAX U CETAX (baﬁﬂa cryptpy
HCIIONb30BAHNEM CUCTEMBI aHAIHM3a | ro []0, mo- | CBI3H; 2. IpaBuneHOCTh | 26
3aIMIIEHHOCTH. nck  wmcrtou- | OIOP 2 - 'paMOTHO BBIABIIATS, OTIpe/ICITCHHST
1K 3.2. Pa3pabaTbIBaTh KOMILIEKC HUKA ~ 3apa- K1accu(UIUPOBATh U aHAM3KPOBATh Tapoust JuLst
METOJIOB M CPEJICTB 3AIUTHI e — B | YIPO3bI HHPOPMALHOHHON paciHbpoBKH
UH(POPMAIUH B Orax 6e30macHOCTH U ()OPMBI MX MPOSBICHYIS; taitma u
UH(POKOMMYHHUKAIIHOHHBIX CETSIX U OIIOP 3 - Bei60op MeXaHU3MOB H CPE/CTB pACITH(POBAHHOTO
CHCTEMaX CBSI3H. obecrieueHUst HH(OPMAIIMOHHOM Haponst
TIK 3.3. Ocy1ecTBIsTh TEKyIICe 6e3omacHOCTH (IIPOTPaMMHBIX U DOJIA.
aJIMHHUCTPUPOBAHKE JUTS 3aIHTHI MPOrPaMMHO-AMIaPATHBIX ); 3. lpasueHocts | 26
UH(QOKOMMYHUKAIUOHHBIX CETEH U OIIOP 7 - Bnanenue cepBucamu, OMpCACTICHHA
CHCTEM CBAI3H C HCTIOIb30BAHUEM 06ecreynBaIOIIMH HHPOPMAITHOHHYTO «CCKpETHOrO»
CHENUATM3UPOBAHHOTO 0€30MacHOCTh B TEJIEKOMMYHUKAITMOHHBIX COOOLICHHS,
MIPOrPaMMHOTO 00ECTICUCHUS U CHCTEMaXx M CEeTAX CBA3H; NICpEAaBaeMoro
000pyI0BaHus. OIIOP 13 - CBoeBpeMeHHOe 1 KadecTBenHoe | Malware.exe mpu
OK 01. Beibupatb crioco0bI MPUMEHEHNE KOMITETEHINI, YMEHUN U YCTAHOBJICHUH
peuieHus 3a1a4 3HAHUH, IPUOOPETEHHBIX B PE3YJIbTATE NOAKIIOYCHUA K
po()eCCUOHANBHON ICATEILHOCTH, OCBOEHHS TeM, paszenos, auciumina, MK, | control.exe

MPUMEHUTENLHO K Pa3IMYHbIM
KOHTEKCTaM.

OK 02. OcymiecTBasiTh MOUCK,
aHaJIN3 U UHTEPIIPETAIHIO
uHpOpMaIH, HEOOXOAUMOU IS
BBITTOJTHEHMS 3379
po¢eCCUOHAIBEHON IEATSITBHOCTH.
OK 09. Hcnonas30BaTh
UH(OPMAIOHHBIE TEXHOJIOTHH B
Mpo(eCCUOHANBHOM JESTEIbHOCTH.
OK 10. ITons30BaThCs
npoeCCUOHATBHOM
JIOKyMEHTaIuei Ha
TrOCyIapCTBEHHOM U HHOCTPaHHOM
SI3BIKAX.

MoayJeH.

OIIOP 14 - BeiOop 1 mpUMEHEHUE METOIOB
U CIIOCO0O0B peleHus MPohecCHOHATBHBIX
3a7a4 B 00J1acTH oOecrieyeHust 6€301acHOCTH
ceTeit CBSI3U.

OIIOP 15 - Pemenne cTaHmapTHBIX U
HECTaHAAPTHBIX MPOPECCHOHATBHBIX 3a1a4
1o o0ecIeyeHn o 6€30IMacCHOCTH CETEN CBA3H.
OIIOP 16 - DddexTHBHBI MOUCK
HEOOXOIUMO#T HHPOPMALIUH IS PEIIICHUS
3a7ia4 B 00JIACTH CETEBOM OE30ITaCHOCTH.
OIIOP 18 - Pabota ¢ pa3nuaHBIMU
HpOFpaMMHO'aHHapaTH])IMI/I nu
MPOTPaMMHBIMH CPEJICTBAMH.

OITOP 23 - Ananu3 MHHOBALMH B 00J1aCTH
MPOTPaMMHOT0 00eCTICUeHHSI, Pa3BUTHS
OTpaci.
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