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KoHTpo/ibHO-01IeHOUHBIE cpeacTBa AJIs IPOMEKYTOUHOM aTTeCTANHN
MJIK.02.02 Texnosiorus npuMeHeHAs KOMILTEKCHOMN CHCTEMBI 3aMIATHI uHpoOpMaUHK B
TeJEKOMMYHHKAIHOHHBIX CHCTEMaX H HH(OPMALHOHHO-KOMMYHHKAIHOHHBIX CETAX CBA3H
IIM.02 Obecnesenne nuGpopMANHOHHOMN (e30MACHOCTH TeEKOMMYHHKAIMOHHBIX CHCTEM H
HH(OPMANHOHHO-KOMMYHHKAMOHHBIX CeTel CBA3M
1o cnenuaabHOCTH 11.02.11 CeTH CBAI3H H CHCTEMBI KOMMYTAIMH

HuddepeHupoBanHEIi 3a4eT SBIAETCS IPOMEKYTOIHOMH (OPMOI KOHTPOIS, TIONBOIAT HTOT OCBOEHHS
MJIK 02.02.
B pesynsrare ocsoenus MJIK 02.02 cTyaeHT T0TIKEH OCBOUTSH ClEAYIOLIME TPO(ECCHOHATBHEIE

KOMIIETEHIIHH:
Kon HaumenoBanue npohecCHOHATBHBIX KOMIETEHIMH
[IK 2.1 Wcrions3oBath  MporpaMMHO-aNiapaTHEIE — CPeICTBA  3alUTEl  MH(OpMAanuu B
TENEKOMMYHUKAIIMOHHEIX CHCTEMAX U CETAX CBS3H.
[IK 2.2 IIpuMeRATh CHCTEMBI aHaTW3a 3AIIUINEHHOCTH i OGHApYKEHHS YA3BHMOCTH B CETEBOI
MH(PACTPYKType, BBIABATh PEKOMEH ALK [0 HX YCTPAHEHHUIO.
[IK 2.3 Ob6ecneunBats 6e30macHOE aMUHHCTPHPOBAHHE TENEKOMMYHHKAIMOHHBIX CHCTEM M
HH(OPMAIHOHHO-KOMMYHHKAIIHOHHEIX CETEH CBS3H.
A Taxoke o0IIue KOMIETEHITUHN:
Kon HaumenoBanue 06mmx KoMIeTeHImi
OK 1. Hovrmmarf CYIIHOCTb H COIMANLHYIO SHATHMOCTS cBoel Oyaymeit mpoecCHH, IPOSBIATE K
HEH yCTOMYMBEI HHTEpEC.
OK 2 OpraHu3oBEIBAaTE COOCTBEHHYIO JESTEIEHOCTD, BRIOHPATEH THIIOBBIE METO/BI H CIIOCOOEI
' BBITIOJTHEHHUS TPOGhECCHOHAIBHBIX 33124, OLIEHUBATH UX 3O()EKTHBHOCTE U KaYECTBO.
OK 3 [IpuHUMAaTh pelneHns B CTAaHAAPTHBIX M HECTAHJAPTHRIX CUTYAlUAX W HECTH 3@ HUX
' OTBETCTBEHHOCTb.
OCyIIeCTBISTh MOMCK M MCIONTB30BaHKE HHPOPMALUH, He0OX0UMOH 171 5 HEeKTHBHOTO
OKC4. BBIMOTHEHHS TPO(ECCHOHATBHBIX 33189, TPOGECCHOHATBHOTO M INYHOCTHOTO Pa3BUTHI.
Hcnomns3oBath HHOOPMAMOHHO-KOMMYHHAKAIOHHEIE TEXHOIIOTHH B IIPO(ECCHOHATBHOK
— JIEATENBHOCTH.
6 PaGoTaTh B KOIIEKTHBE B KOMaH/e, 3Q(GEeKTUBHO 00IIaThCs ¢ KOTIEraMy, pyKOBOJCTBOM,
Q. noTpeOUTESIMH.
OK 7 Bpartb Ha cebs 0TBETCTBEHHOCTH 3@ paboTy WIEHOB KOMAH/IBI (MOAYMHEHHBIX ), PE3YJIBTAT
) BBIIONTHEHHAS 3a/JaHAM.
CaMOCTOSTENBHO ONpPENENITh 33129l MPO(ECCHOHATLHOTO U TAYHOCTHOTO Pa3sBUTHS,
K2 3aHAMATECS CaMo06Pa30BaHHEM, OCO3HAHHO IIAHHPOBATH IIOBBIIEHHAE KBATH(DHUKAIMH.
OpHEHTHPOBATHCS B YCIOBHSIX Y4CTOM CMEHBI TEXHONOTHH B IPOGECCHOHATBHOMI
— JIESITEIIbHOCTH.




HNmeTh pakTUYECKH OMBIT:

I1O 1 — BBIsABICHUS KaHAIOB YTEUKHU HHPOPMALIUY;

I1O 2 — onpenenenust HEOOXOIUMBIX CPECTB 3AIIUTHI;

I1O 3 — npoBeeHus aTTecTau 00BEKTa 3aITUTHI (IPOBEPKH YPOBHS 3alTUIIICHHOCTH);

I10 5 - ycTaHOBKM, HACTPOWKH CIIELUATU3UPOBAHHOTO 000OPYIOBAHMUS 110 3alIUTE WH()OPMALINK;

I1O 6 - BbIsABIICHHS] BO3MOXHBIX aTaK Ha aBTOMATU3UPOBAHHBIEC CUCTEMBI;

I1O 7 - ycTaHOBKM M HAaCTPOMKHU MPOTPaMMHBIX CPEJICTB 3aIIUThl aBTOMAaTU3UPOBAHHBIX CUCTEM
¥ MTHPOPMAITMOHHO-KOMMYHUKAIIMOHHBIX CETEH;

[I0 8 - xoHpurypupoBaHusi aBTOMATHU3UPOBAHHBIX CHCTEM M  HH(POPMAIMOHHO-
KOMMYHUKAI[UOHHBIX CETEH;
I[IO 9 - mpoBepkH 3alIMIIEHHOCTH aBTOMATH3MPOBAHHBIX CHUCTEM U HH(OPMAIMOHHO-

KOMMYHHKAIIUOHHBIX CETEH;

I1O 10 - 3ammTEl 6a3 JAHHBIX;

I1O 11 - opranu3zanuu 3alyThl B pa3InYHbIX ONEPALMOHHBIX CUCTEMAX U Cpellax;

I10 12 - mmdpoanus nadopmanuu;

[1014 — ucnionp3oBaHMsI cUCTEMbI OOHAPYKEHUS BTOPKEHUHM ¢ IPUMEHEHUEM CHCTEM
MOHUTOPHHTA;

[1015 — nucnosnb30BaHMsI CUCTEM 3AIUTHI OT pacnpeenéHubix atak Ha AUC;

I1016 - ycTaHOBKM, HACTPOMKHU CHELUATU3UPOBAHHOTO MPOrPAMMHOIO obecredeHus (CBOOOIHO
pacmpocTpaHseMOro IMporpaMMHOro obecnedeHus) 1Mo 3amure uHpopManuun B HUHGOPMAIIMOHHO-
KOMMYHHKAIIUOHHBIX CETSIX.

YMers:

VY2 — npoBOAUTH BBIOOP CPECTB 3aALIUTHI B COOTBETCTBUU C BBISIBIEHHBIMU YIPO3aMU;

V4 - ocyiecTBAAT, MEPOIIPUATHS 11O IPOBEJICHUIO ATTECTALIMOHHBIX padoT;

VY6 - ucnoab30BaTh NPOrpaMMHBIE IPOTYKTHI, BHISBISIOIINE HEJOCTATKH CUCTEM 3allUTHI;

VY7 - BBINOJHATH pacyeT U yCTAaHOBKY CIIEHUAIN3UPOBAHHOTO 000PYIOBAHUS I MAKCUMAJIbHON
3aLUIEHHOCTH 00BEKTa;

V8 - Ipou3BOAUTH YCTAHOBKY M HACTPOUKY CPEJICTB 3alllUTHI;

Y9 - KxoHQUrypHpoBaTb  aBTOMAaTU3MPOBAHHBIE  CHUCTEMbBl U  HMH()OPMALMOHHO-
KOMMYHHUKAIIMOHHBIE CETH B COOTBETCTBUHM C OJUTHUKON MH(DOpPMALIMOHHON O€3011aCHOCTH;

V10 - BBINOJHATE TECTUPOBAHUE CUCTEM C LIEJBIO ONPEAEIEHUS YPOBHSI 3aILUIIEHHOCTH;

V11 - ucnonp30BaTh MPOrpaMMHBIE MPOIYKTHI ISl 3aIIUThI 0a3 JaHHBIX;

V12 - npuMeHsTh KpUnrorpaduyeckre MeTo bl 3aIluThl HHPOPMALIUY;

VY14 — ncnionp30Bath penieHus: Ha ocHoBe TexHojaoruu NAC;

V15 — ucnonp3oBaTh NpOrpaMMHO-aNNapaTHbIE KOMIUIEKCHI C MPUMEHEHHEM TexHosiorui IPS
(IDS).

3HaTh:

32 — Ha3HaueHue, KIaccu(UKalMIo U MPUHIMIIBI padOThI ClIEHUATU3UPOBAHHOTO 000PYIOBAHMUS;

33 - npUHIUIBI TOCTPOECHUS MHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETeH;

34 - BO3MOXHBIE CIIOCOOBI HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

38 — TeXHOJIOTUM MPUMEHEHUS POTPAMMHBIX MTPOAYKTOB;

39 — BO3MOXHbBIE CLIOCOOBI, MECTA YCTAHOBKU U HACTPOMKH MPOTPaMMHBIX NMPOIYKTOB;

310 - koH(pUTYpalMK 3alIUIIIAEMbIX CETEH;

311 - anropuT™Mbl pabOTHI TECTOBBIX MTPOrPaMM;

312 - cpencTBa 3alIMTHI Pa3IMYHBIX ONEPALMOHHBIX CUCTEM U CpEZ;

313 - cnocoObl 1 MeTOABI MHUPPOBAHUS HHPOPMALIH.

315 — npyHLHKIIBI AETEKTUPOBAHMS MTPeI(POAOBOTO COCTOSIHUS;

316 — npuHLUIIEI 0OecnieyeHust tHPopMaIoHHOM 6e3omacHocTH B VOIP cetsix;

317 - yrpo3sl HHpOPMAITMOHHON OE€30MaCHOCTH, aKTYaJIbHBIE JJIs1 BUPTYaIbHBIX CPE].

Huddepennmupoannbii 3auer mo MJIK 02.02 mpoBoautcs B dopme TectupoBanus. Tect
cogepxur 20 BOMPOCOB (CyMMapHO TECTOBBIX MO3UIMHA U TEOPETHUYECKUX BOMPOCOB C KPATKUM
OTBETOM), BBIOMPACMBIX CIy4alHBIM OOpa3oM MporpaMMoOil M3 Kaxkmoro Onoka (mepswiid 010k 160
BOITPOCOB, BTopo# 0ok 150 BompocoB) 3amanuii o 10 BOpoCoB.

Bpewmst TectupoBanus — 90 MuHyT (110 3 MUHYTHI Ha KaXKJIbIH BOIPOC TECTOBBIX MO3UIUHI U 10 4
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MHHYTHl Ha KpAaTKHE OTBETHl TEOPETHYECKHX BOIPOCOB). BpeMsi Ha NOATOTOBKY U IIPOBEPKY
TecTupoBaHus — 20 MUHYT

Kpurepum oueHuBanus:

- OIICHKAa «OTJIMYHO)» BBICTABISIETCS OOYYaIOMIEMYCs, €CIH MPOIEHT Pe3yAbTaTHBHOCTH (B %
BoITIosIHEHHS ) cocTaBisieT 90-100%;

- OLICHKA «XOpOIIO» «4» - CTABUTCS B TOM CIIy4yae, €CJIM BEPHbBIE OTBETHI cOCTaBIIAOT 71 -89% oT
00I11ero KOJIM4eCcTBa;

- OLIGHKE «yJIOBJIECTBOPHUTEILHO» COOTBETCTBYET paborta, coaepxkamas 51-70% mpaBHIbHBIX
OTBETOB;

- OILIEHKE «HEYIOBIECTBOPUTEIHHO
IIPABUJIbHBIX OTBETOB.

COOTBETCTBYeT pabota, coxmepxkamas wmeHee 50%

biiok 3amannii 3aKpeITOTO TUIIA
®dopmupyemsie [1K 2.1

[Tony4enue n ananu3 nHGOPMALIUH O
COCTOSIHUM PECYPCOB CHUCTEMBI C
MOMOILBIO CIIELHAIBHBIX CPENICTB
KOHTPOJIS Ha3bIBAETCS?

1.MOHUTOPUHT.

2.Aynur.

3.YmpaBneHue pecypcamu.
4. AIMUHUCTPUPOBAHUE.

Cepruc 0e30nmacHOCTH — 3T0?

1.CepBuc, KOTOpBIH 00eCIieunBacT 3a1aBacMyI0 TTOJTUTHUKON
0e30MmacHOCTh HH(GOPMAIIMOHHBIX CUCTEM H/UITH
NepeaaBaeMbIX JAHHBIX.

2.CepBuc, KOTOPBIA ONPEICISIET OCYLIECTBICHUE aTaKH.
3.CepBuc, KOTOpPBIi MpeoTBpaIiaeT
HECaHKLMOHUPOBAHHBIN TOCTYI K (ailiamM 1 nporpamMman.
4.CepBuc, KOTOPBIH 00ECTIeYNBAET B3aNMO/ICHCTBHUE C
BBILIECTOAILICH OPraHU3aLMei.

Mexanu3m 6e30MacHOCTH — 3TO?
(BBIOEpHTE CaMOE TOYHOE OTpeeIICHHE,
OJIMH OTBET)

1 .ITporpaMMHOe 1/WiM anmapaTHOE CPECTBO, KOTOPOE
ompeesseT U/UIK NPeloTBPAIacT aTaKy.

2.HacTpoiiku MeXCETEBOr0 3KpaHa.

3.Hactpoiiku mporpaMMHOTO 06ecTeueHusl.
4.Anmnapatypa, KOTopasi IpeA0TBpaIlIaeT
HECaHKLIMOHUPOBAHHBIN IOCTYII K (aiiyiaM U mporpamMman.

UTo U3 NepevrcICHHOIO HE OTHOCUTCS K
cepBucam 06e30macHOCTH?

1.Ucnonp3yemble MaTeMaTHUECKHE AT OPUTMBI.
2.IlpenoTBpaleHre HECAaHKIIMOHUPOBAHHOTO AOCTYIIA.
3.00Hapy>xeHHe U JOKYMEHTHPOBAaHUE TPOHUKHOBEHHMS.
4.BrinosnHeHne ayTeHTU(UKALMK cepBepa.

YTto moHMMAaeTCs o1 aTaKOH Ha
WHPOPMALTMOHHYIO CHCTEMY

1JTro6oe aeiicTBue, HapyliamIiee 0€30MaCHOCTh
WHPOPMAITMOHHON CHCTEMBI.

2.JleficTBHE WM MIOCJIEIOBATEIBHOCTD CBSI3aHHBIX MEXKILY
co0oM IeHCTBUH, UCTIONB3YIOMINX YSI3BUMOCTHU JTaHHON
WHPOPMAITMOHHON CHCTEMBI U IPUBOASAIINX K HAPYIICHHUIO
HOJINTHKH O0€30MacHOCTH.

3.Hcnonp30Banne OMMOKY B IPOrPaMMHOM 00€CIIEUeHUH.
4 VICKIIOYNTENThHO HECAaHKIIMOHUPOBAHHBIN JOCTYII B
CUCTEMY.

Yro HCO6XO,I[I/IMO AJId TapaHTUPOBaHUSA
BBITTIOJIHCHUS CCPBUCOB Oe3omacHoCTH?

1.PazpaboTtaTh MoMUTHKY GE30MACHOCTH.

2.PaccMOTpeTh CYIIEeCTBYOIIME HOPMATUBHEIE TPEOOBaHUS
U aKThI.

3.06ecneuntb 00y4eHHEe COTPYAHUKOB, OTBETCTBEHHBIX 32
Ub.

4.00ecneunTh OTCYTCTBUE MIOCTOPOHHUX JIHII B
OpraHu3aIyy.

U3 xakux noxpcucreM cocrout dIDS?

1.IleHTpanpHBIN aHATM3UPYIOLINH cepBep.

2.ATeHTEHI CeTH.

3.Cepaep coopa uHhopMaluu 00 arake.

4.Cucrema cOopa 1 aHaJIA3a COOBITHH, TCHEPHUPYEMBIX
paznanuHbeIMy THIaMu C3U.

Cucrembl 0OHApYKECHUS aTaK Ha YPOBHE
y37a (...)

1.0CYH_ICCTBJ'I$IIOT MOHUTOPHUHI aKTUBHOCTU OJHOTO Y3Jia B
CCTH.
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JlononHuTE yTBEpKACHUE.

2.0cynIecTBISIOT MOHUTOPUHT aKTHBHOCTH BCEX CETMEHTOB
CETH.

3.OCyIIEeCTRIIAIOT KOHCOMUIAITNIO U XpaHEHNE )KYPHAIOB
COOBITHI OT Pa3IMYHBIX UCTOUHHKOB.

4.TIpenocTaBIIOT MHCTPYMEHTHI [Tl aHAJIH3a COOBITUN U
pa3zbopa MHIIUJICHTOB.

Cucremsr 00HapYKEHHS aTaK Ha YPOBHE
cetu (...)
JononHute yTBepKICHHUE.

1.OcymiecTBISIOT MOHUTOPHHT CETEBOTO CETMEHTA.
2.0CymecTBISIOT MOHUTOPHHT aKTHBHOCTH OHOTO Yy371a B
CETH.

3.0cy1IecTBIAIOT KOHCOMUIALUIO U XPaHEHHUE KypHAJIOB
COOBITHI OT pa3IMYHBIX HCTOYHUKOB.

4.1lpenocTaBisitOT HHCTPYMEHTHI JUIs aHaIu3a COOBITHIA U
pa3zbopa MHIIUJICHTOB.

10.

Yro crtocodna BeABIATE SIEM cucrema?

1.CeTeBble aTakv BO BHYTPEHHEM M BHEIIHEM MIEPUMETPaXx.
2.BupycHble SnUAeMUH WIH OTACTbHBIC BUPYCHBIC
3apaKeHHs, He yJaJICHHbIE BUPYCHI, O3KIOPHI K TPOSHEL.
3.IlombITKM HECAHKIIMOHMPOBAHHOTO JIOCTYIIA K
KOoH(UIeHINATPHON HH(pOpMaIHH.

4.®poxa ¥ MOIICHHUYECTBO.

5.0mm6ku 1 coou B pabote NHPOPMAIIMOHHBIX CHCTEM.
6.Ys13BUMOCTH.

7.0mmOku KoH(pUTYpannii B CpeACTBaX 3aIIUTH U
WHPOPMALIMOHHBIX CHCTEMAX.

8.Bce 0TBETHI BEpHHBI.

11.

Ha ocHoBanuu kakux (pakTopoB
BBIOMPAIOTCSI MI0JIE3HBIE HCTOYHUKHU U
npasuiia koppesnsanun SIEM cucrem?

1.KputnaHOCTh CHCTEMBI (LIEHHOCTh, PUCKH) W WH(POPMAITHH
(oO6pabaTpIBaEMOI U XPAHUMOT).

2.JlocToBepHOCTH 1 MHPOPMATHBHOCTH UCTOUHHKA
COOBITHIA.

3.IlokprITHE KaHATIOB TIepefaYd HHHOPMAIIHH.

4.Pemenue criextpa 3ana4d UT u Ub (obecneuenne
HETIPEPHIBHOCTH, paccieJ0BaHNe HHIUAEHTOB, COOII0ICHNE
MOJIMTHK, TIPEIOTBPAILCHHE YTeueK HH)OpMAIMH U T. I1.).
5.Bce 0TBETHI BEpHBL.

12.

Yro u3 NEPCUUCICHHOI'O BCEraa sABJIACTCA
YSI3BUMOCTBIO?

1.Craboe MecTo B cucTeMe, ¢ UCTIOIb30BAaHUEM KOTOPOTO
MOJKET OBITh OCYILIECTBIICHA aTaKa.

2. Omnbka B IporpaMMHOM OOECTICUEHUH.

3.0TCyTCTBHUE MOJIUTUKHA OE30MMaCHOCTH.

4.0mmbKa B HACTPOHKAX MEKCETEBOTO DKpaHa.

13.

[Ton TEpMUHOM «CETEBOW MEPUMETP
MoHuMaeTcs?

1.Bce KoMIBIOTEPHI PAaCTIOI0KEHBI B OJHOM TTOMEIIECHNH.
2.JlokanpHas CEeTh UMEET YETKUE TPAHUIIBL, T.€. TIPO 000
XOCT MOXKHO CKa3aTh, HAXOJUTCS JIM OH B JIOKAJIbHOM CETH
WJIH HET.

3.Bce KOMIIBIOTEPBI pacTIOI0KEHBI 38 OJHUM
MapIIpyTH3aTOPOM.

4.Bxox B MOMeIIeHNEe, B KOTOPOM PACIIOIOKEHBI
KOMIIBIOTEPBI, OXpaHseTCs.

14.

Yo U3 MepeunciIeHHOTO HE OTHOCHUTCS K
MOHATHIO «000POHA B IIIyOHHY»?

1.Ucnonb30BaHNE HECKOIBKIX B3aUMOCBSI3aHHBIX MEXITY
Cc000M TEXHOJIOTHH.

2.Mcnonb30BaHme HECKOIBKIX KOMMYTaTOPOB.
3.Mcnonp30BaHUE HECKOIBKUX MEXCETEBBIX IKPAHOB.
4.Vcrionp30BaHue anmapaTHbIX CPEACTB Pa3HBIX
MPOU3BOJIUTEINEH.

15.

YyacTHUKaMy ayTeHTH(QHUKAIIIOHHOTO
nporecca MOryT ObITh?

1.ITomp30Baremnw.
2.MapupyTu3aTopsl.
3.MexceTeBble dKpaHBbl.
4 Ilapomm.

16.

CepBuc, KOTOPBI TapaHTHPYET, YTO
uHGpOpMAITUS TTOTYYCHA U3 3aKOHHOTO
HCTOYHHKA U MOJTYy4YaTeNeM SBISETCS TOT,

1.AyrenTudukarueii.
2.11en0CTHOCTBIO.
3.Kon¢uaeHnmanpHOCTHIO.
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KTO HY’KHO, Ha3bIBacTCA?

4. JIoCTynHOCTBIO.

17.

Bribepere npuunHbL, IO KOTOPBIM
HEO0XOIMMO CO371aBaTh «00OPOHY B
rIyouny»?

1.Hu ogun u3 cepBrcoB 6€30MaCHOCTH HE MOKET
rapantupoBaTh 100%-Hyro 3amury.

2.C0o0i1 emMHCTBEHHOTO HCIIOJIb3YEMOTO CEpBHCa
0e30MacHOCTH HE J0JIKEH 03HAYaTh, YTO HAPYIIUTEIb
MOJTYYaeT MOJIHBIN TOCTYII B CUCTEMY.

3.MexceTeBoil 3KpaH He MOXKET OBITh KOHEUHOH TOUKOM
VPN.

4. MesxceTeBoil SKpaH HE MOXKET BBIIIOJIHSTh
ayTEeHTU(UKAIMIO [10JIb30BATENEH.

18.

Wnentudukarus noas30BaTems 1acT
BO3MOJKHOCTH BBIYUCIUTEILHON CUCTEME

(..))

JononHute yTBEpKICHUE.

1.0TIM4aTh OIHOTO MOJBH30BATENS OT JPYTOTo.
2.I'apaHTUPOBATH, YTO MOJIL30BATEINb SABJISIETCS TEM, 33 KOTO
OH ce0s BBIJACT.

3.006ecmeunTh KOPPEKTHOE YIPABICHHE JOCTYIIOM.
4.T'apaHTUPOBAaTh OTCYTCTBHE HECAHKIIMIOHUPOBAHHOTO
JIOCTYTIA.

19.

UTto MOHUMAIOT MOJ] «000POHOH B
rIyouny»?

1.Co3nanue Takoil HHPOPMAIIMOHHOW HHPPACTPYKTYPHI, B
KOTOPOH U1l MUHUMH3aLU OTKa30B U IPOHUKHOBEHHIM
UCTIOJIb3YIOTCS. HECKOJIBKO B3aMMOCBSI3aHHBIX MEXIy COO0H
TEXHOJIOTUM.

2.Co3aanue Takoi HHPOPMAIIMOHHON HHPPACTPYKTYPHI, B
KOTOPOH NCHONB3yeTCsl HECKOJIBKO MEKCETEBBIX DKPAHOB.
3.Coznanue Takoil ceTeBOi TOMONIOruH, B KOTOPOi
UCTIONB3YIOTCS MEKCETEBbIE IKPaHbl HECKOJIBKUX
MIPOU3BOAUTEICH.

4.CozlaHue TaKoH CEeTeBOM TOMOJIOTUU, B KOTOPOil
UCTIOJIB3YIOTCS MEXKCETEBBIE SKPaHbI OJJTHOTO
TPOM3BOAUTEIS.

20.

ABTOpu3anus — 31o?

1.CepBuc, KOTOPBIA ONpeeisieT NpaBa U pa3pelieHHUs,
NPeOoCTaBIsieMble MHANBUAYYMY (WM IPOLECCY) U
o0ecrieunBaeT BO3MOKHOCTB JIOCTYIIA K Pecypcy.
2.IloaTBepkaeHNE TOro, YT0 MHPOPMALHS MTOTyUYeHa U3
3aKOHHOT'O MCTOYHHKA U TIOJy4aTeJIeM SIBISIETCSA TOT, KTO
HY>XHO.

3.HeBO3MOKHOCTH HECAHKIIMOHUPOBAHHOW MO (PHKAITUH
WH(pOpMAITIH.

4.HeB03MOXHOCTh HECAHKIITMOHUPOBAHHOTO MMPOCMOTpA
WHPOpPMAITUH.

21.

OCHOBHOE Ha3HaUCHUE MEXKCETEBOIO
JKpaHa COCTOUT B TOM, 4TOOHI (...)
(BBIOEpUTE CaMOE TOUHOE OTpeCIcHHE,
OJIUH OTBET)

1.06ecneuuTh MOJIHYH 0€30MaCHOCTh JOKAJILHOM CETH.
2.3alUTUTh XOCTHI U CETH OT UCIOJIb30BAHUS
CYIIECTBYIOLIUX ysI3BUMOCTEH B cTeke mpoTokosioB TCP/IP.
3.00HapyKUTh MPOHUKHOBEHHUE B JIOKAJILHYIO CETh.
4.BbIIOTHUTH ayTeHTH(UKAIUIO TT0JIb30BATENCH.

22.

MeskceTeBble 3KpaHbI SBISIOTCA ...
(BBIOEpHTE CAMOE TOUYHOE ONpECICHHE,
OJIMH OTBET)

1.CnenMann3upoBaHHBIMU IPOrpaMMaMHU, HEBO3MOKHA
annaparHas peaau3anus.

2.Crennann3upoBaHHBIMU aNlapaTHBIMH yCTPOcTBaMu 0e3
BcTpoeHHor OC.

3.Crnennanu3npoBaHHBIMU aMMIAPATHBIMHU YCTPOUCTBAMH CO
BcTpoeHHor OC, TONBKO porpaMMHast pearn3aius
HEBO3MOJKHA.

4.AnnapaTHO-IPOrpaMMHBIMU YCTPOHCTBAMH.

23.

[Ipu ucnonp30BaHNN MEKCETEBOTO
JKpaHa npesumoaaraercs, 97o (...)?
JlononaHuTe yTBEPKICHHUE.

1.ATaku Bceryia HAUMHAIOTCS ¢ KOMITBIOTEPOB,
PAacIONIOKEHHBIX 3a MpeJiellaMH CETEBOTO IEpUMETPA.
2.ATaku MOTYT HAYMHATHCS KaK C KOMITBIOTEPOB,
PacmoJIOKEHHBIX 3a MPEJIeIaMU CETEBOTO IIEPUMETPA, TaK U
C KOMITBIOTEPOB, PACIIOJIOKEHHBIX B JIOKAJIBHOM CETH.
3.ATaku Bceria HAYMHAIOTCS C KOMITBIOTEPOB, KOTOPHIE HE
JIOCTYIIHBI C JAHHOTO MEXKCETEBOTO SKpaHa.

4.ATaku BcerJa HAUMHAIOTCS ¢ KOMITBIOTEPOB,
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PACIOJIOKCHHBIX B IPYTOM NOMCHICHUHN.

24. | K tpeGoBaHuUsIM, KOTOpBIC HAKIIAABIBAET 1.Mcnionb3yemble TpaHcopTHBIE MPOTOKOIE! (IPv4 nin
BHEIIIHEE OKPY)KEHHE Ha IPv6).
(bYHKIMOHUPOBAHUE MEXCETEBOTIO 2.Konu4ecTBo OTAENIOB B OpraHU3aLuy.
3KpaHa, OTHOCSTCS? 3.Crenuduka 3alIMIIaeMbIX CEPBUCOB.
4.Konn4ecTBO KOMHAT B TOMEIIEHUH.
25. | IlomuTHKaMu MO YMOJTYAHHIO AJIS 1.3anpetuTs Bech BXOIAIINI TpadUK, KOTOPBIH SIBHO HE
MEXXCETEBOT0 IKPaHa CUUTAIOTCS? pas3peLieH.
2.Pa3pemuth Bech BXOISIIMHA TpadUK, KOTOPBIHA SBHO HE
3aIlpelieH.
3.Pa3pemmth Bech HCXOASIMINN TpapUK, KOTOPHIH SIBHO HE
3aIlpeLIeH.
4.3anpeTuTh BeCh HCXOAAIIMNA TpadHK, KOTOPBIHA SIBHO HE
pa3pelieH.
26. | Kakoii anTUBHpYC 00ecIieunBacT MOUCK 1.JeTexTop.
BHPYCOB B OIIEPaTUBHOM MMaMsITH, Ha 2.JTokTop.
BHEIIHUX HOCUTEISAX IyTeM MOJICYeTa U 3.Ckanep.
CpPaBHEHUS C ATAJIOHOM KOHTPOJIbHON 4.PeBu3op.
CyMMBbI? 5.CTOpOK.
27. | Kakoii antuBupyc 3anomunaeT ucxonnoe | 1.Jlerextop.
COCTOSIHHE ITPOrpamMM, KaTajoros u 2. JloxTop.
CHCTEMHBIX 00JacTel AucKa Korma 3.Ckanep.
KOMIIBIOTED HE 3apaKCH BUPYCOM, a 4.PeBu3op.
3aTeM NepUONYECKH U [0 KOMaH/e 5.CTopox.
TIOJIb30BaTElIsl CPABHUBAET TEKYyIIlee
COCTOSTHHE C UCXOIHBIM?
28. | Kakwue Bupychl akTHBH3UPYIOTCS B camoM | 1. TposHIIbL.
Hauase paboThI ¢ ONEPaHOHHOM 2.3arpy304Hble BUPYCHI.
cHUCTEMOM? 3.Uepau.
29. | MexcereBoro 3kpaHa Kakoro kjacca He | 1.JKpaHHpYIOIINH MapLIpyTH3aTOp.
CYILIECTBYET? 2.9KpaHHpYIOIUI KOMMYTATOP.
3.OKpaHUPYIOMUNA TPAHCTIOPT.
4.OKpaHUPYIOLUI IUTIO3.
30. | Kakyro ayrentuduxanmio 1.0xHOdaKTOpPHYIO.
PEKOMEHTyeTCs HCII0Ib30BaTh MPH 2.[IByxdakropHyto.
yIaJeHHOM J0CTyne? 3.Tpexdakrophyio.
31. | Kakue 3anucu J0JKHBI BECTUCH ITPU 1.Bx0/BbIX0/ MOJIB30BATENEH.
aynure? 2.HeynauyHble MONBITKY BXOAA.
3.Bce cuctemHble cOOBITHS
4.3aBUCHUT OT YpOBHS ayauTa.
32. | KakoBsl mpenmytecTBa 4yacTHbIX ceteii? | 1.MuH(DOpManms coxpaHseTcs B CEKpeTe.
2.Y naneHHble CaiThl MOTYT OCYILECTBIISITH OOMEH
nH(popMaIueil He3aMeUIUTENBHO.
3.YnaneHHble MOJIL30BATENN HE OIYIIAIOT CeOsl
M30JIMPOBAHHBIMU OT CUCTEMBI, K KOTOPOI OHU
OCYIIECTBIISIFOT TOCTYTI.
4.Hwu3kasi CTOUMOCTb.
33. | Ilpunoxenue, KOTOpoe XO4eT 1.KnnenTom.
MIPEIOCTABIATh CEPBUC, JOCTYITHBINA MO 2.KommyTtaropom.
CETH IPYTUM MPUIIOKESHHSIM, 3.MapuipyTH3aTOpOM.
HAa3BIBACTCSI? 4.CepBepom.
34. | Oxapakrepusyiite VPN? 1. Tpadux mudpyercs 11 odecriedeHus! 3aIUThl OT
MIPOCTYIIMBAHUS.
2. Tpadux He mudpyercs s odecredeHus 3auThl OT
MIPOCTYIINBAHUS.
3.OcymecTBisieTcs ayTeHTU(QUKALMS yIAIEHHOTO caiTa.
4.BupTtyanbHble YacTHBIE CETH 00ECIIEUMBAIOT OAJCPKKY
MHO€ECTBa IIPOTOKOJIOB.
35. | Tun mexceteBoro 3kpana onpegensiercs? | 1.Yposaem moaenu OSI, 3arojloBKM KOTOPOTo OH
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aHaIM3HUpPYeET.

2.0C, Ha KOTOPOU YCTAaHOBIIEH MEXCETEBOM PKpaH.
3.00BeMOM OITepaTUBHOM IMaMsITH MEKCETEBOT0 DKpaHa.
4.11pon3BOIMTEIEHOCTHIO MEXKCETEBOTO DKpaHa.

36.

Bribepute npaBUIbHbBIE YTBEPKACHUS:

1.JIro001 MekCeTeBOM SKpaH MOXKET aHAITU3UPOBAThH TOIBKO
onuH ypoBeHb moaenu OSI.

2.JIr0001 MeKCETeBOM dKpaH MOKET aHATM3UPOBATH TOIHKO
TPaHCHOPTHBIN ypoBeHb Mojenu OSI.

3.50NBIIUHCTBO MEXKCETEBBIX 3KPAHOB MOXKET
aHAIM3UPOBATH HECKONBFKO ypoBHel mogenn OSIL.

4.JIro001 MEXCETEBOM dKpaH MOKET aHAJTU3UPOBAThH TOIBKO
MpUKJIaJHON ypoBeHb Mojenu OSI.

37.

Bribepute npaBUIbHbBIE YTBEPKACHUS:

1.MesxceTeBble 9KpaHbl MOTYT (DYHKIIMOHUPOBATh Kak VPN-
IUTIO3BI.

2.MesxceTeBble 9KpaHbl MOT'YT BBIIIOJIHSTH TPAHCIISLUIO
aZpecoB.

3.MesxceTeBble 3KpaHbl MOT'YT BBIIONHATH Java-Ko[,
KoTopbli nepenaercs B HTML-ctpanuue.

4 MexceTeBble 3KpaHbl MOT'YT BBIIOIHITH MapIIpyTH3ALUIO
IIOYTOBBIX COOOIIEHUH.

38.

KakoBbI mpenMyiecTBa akeTHBIX
¢unbpTpOB?

1.ITakeTHBIH UIBTP aHATU3UPYET AKTHBHOE COACPKIMOE
Ha MPUKJIAJTHOM ypPOBHE.

2.B norax makeTHOTo (QUIBTPa MOXKET COACPKATHCS
nH(pOpPMAITUS O TIOTH30BATEIE.

3.IlakeTHsIil GUIABTP IPO3padeH TSI KITUEHTOB U CEPBEPOB,
TaK Kak He pa3pbiBaeT TCP-coenunenue.

4.CKOpOCTb.

39.

KakoBbI HETOCTATKH MaKETHBIX
¢unbpTpOB?

1.He MoryT mpenoTBpaTUTh aTaku, KOTOPHIE UCIOIB3YIOT
YSI3BUMOCTH, CHIETIH(PHIHBIC IS IPUIOKESHHSL.

2.B norax makeTHOTro (QMIBTpa COAECPKUTCS HHPOPMAITHS
TOJIBKO O MTapaMeTpax CeTEBOr0 U TPAHCIIOPTHOTO YPOBHEH.
3.0O0BIYHO YSI3BUMBI JJIS aTaK, KOTOPbIE UCTIONB3YIOT TAKHUE
yszumoctu TCP/IP, xak momzenka (spoofing) cereBoro
ajpeca.

4.00b19HO OOJIee MEUICHHBIE TT0 CPABHEHHIO C TIPOKCH
MPHUKJIATHOTO YPOBHSI.

5.HeoOxoaumo moauduiposats [10 cepsepa.
6.HeobOxommmo momudurmposats [10 kiuenrTa.

40.

BriGepeTe BepHBIE YTBEPKICHUS
otHOcUTEILHO VPN:

1.0cymecTBnsercs ayTeHTU(HUKALMS yIAIEHHOTO caiiTa
2.BuptyanbHble yacTHBIE CETH 00ECTICUMBAIOT OJIEPKKY
MHO€ECTBa MPOTOKOJIOB

3.Coenunenue oOecrieYnBaET CBA3b TOJIBKO MEKAY IBYMS
KOHKPETHBIMH aOOHEHTaMHU

4.Bce yTBepKICHHS BEPHBI.

41.

Yrto Taxkoe noiap3oBarenbckue VPN?

1.ITocTpoeHBI MEXITy OTACIBHON TTOJIB30BATEIECKOM
CHCTEMOH U Y3JIOM WU CEThI0 OPraHU3alMH.
2.I/ICHOHB3YIOTC$I YaCTHBIMU I10JIb30BaTCIISIMU JIA CBA3U

JIPYT C APYTOM.
3.0xH0 n3 HazBaHui VPN.

42.

Kak ocymecTsisgercs noctyn k
BHYTPEHHEN CETH I0JIb30BATENIEM,
MIOAKITIOYCHHBIM uepe3 VPN?

1.Hy»xHo npocTo 3Hath azipec cepepa VPN.
2.HeoOxomuMo poiTH Mpotieypy ayTeHTH(GHUKaul Ha
cepaepe.

3.JlocTym kK BHyTPEHHEH CETH HE MOXKET OBITh OJYYSH HU
KakuM 00pazom.

43.

B uem 3aknrogaercs cyTh
MHOTO(aKTOPHOH ayTeHTUUKALIN?

1. AyTeHTHGUIIIPYEMOI CTOPOHE HEOOXOAUMO
NPEIOCTaBUTH HECKOJIBKO MapaMeTPOB, YTOObI YCTAHOBUTH
TpeOyeMblii ypOBEHb JOBEpPUSI.

2.AytenTH(HUKaAINA HE MOXKET BBITOJIHATHCS C TIOMOIIBIO
HapoJIs.
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3.AyTreHTH(UKAIIS TODKHA BEITIOHATHCS TPETHEH
JIOBEPEHHON CTOPOHOM.

4. AyreHTH(DHUKAITHS JOHKHA BBHITTOHITHCS C
WCTOJIb30BaHNEM CMapT-KapThl.

44,

Kakwue npenmytiecTsa umeet
LEHTPATH30BaHHOE YIIPABICHHUE
UACHTU(OUKALMOHHBIMH H
ayTeHTU(UKAITNOHHBIMY JAHHBIMH?

1.B03MOXHOCTB HCITOJIB30BaHUsI MHOTO(aKTOPHO
AyTEHTU(PUKAIUH.

2.B03MOXHOCTH HCITOJTH30BaHUS ITU(POBBIX TOITHACEH.
3.Jlerxoe anMHHHCTPUPOBAHME.

4.B03MOXHOCTh UCIIOJIB30BaHUS TPEThEH TOBEPEHHON
CTOPOHBI.

45.

B 4em 3akirouaercs CyTh ynpaBieHUs
JIOCTYTIOM HJIM aBTOpHU3aIUu?

1.0mpenenenre nmpas 1 pa3pemIeHA MOJIb30BaTeNIeH 10
JOCTYIY K pecypcam.

2. 'apaHTUpOBaHUE TOTO, YTO TOJIH30BATEIb SBJISICTCS TEM,
3a KOTO OH ce0s BBITaeT.

3.I'apa"TupoBaHne TOTO, YTO MOJIB30BATENb 0OpaImacTcs K
TpedyeMomy pecypcey (cepBepy).

4. HeB03MOXHOCTh HECAHKLIMOHUPOBAHHOTO IIPOCMOTPA U
W3MEHEHUS TaHHBIX.

46.

Bribepere 0CHOBHBIE KOMIIOHEHTBI
YIPABJICHUS] JOCTYIIOM:

1.CyOBeKTHI.
2.MapuipyTHu3aTopshl.
3.0O0BEKTHI MIIH PECYPCHI.
4.Pa3pemniennst (IpUBHUIIETHN).

47.

[Monutnka 6€30MacHOCTH — 3TO ...
(BBIOCpHTE CaMOE TOYHOE OIpe/IeICHHE,
OJIMH OTBET)

1.COBOKYITHOCTbh aIMUHUCTPATUBHBIX MEP, KOTOPHIE
OTIPEAETISAIOT MOPSIOK MPOX0/ia B KOMIIBIOTEPHBIE KIIACCHI.
2.MHOK€eCTBO KPUTEPUEB [UIsl IPEIOCTABICHUS CEPBUCOB
0€e30MacHOCTH.

3.COBOKYMHOCTh KaK aIMUHUCTPATUBHBIX MEp, TaK U
MHOY€ECTBA KPUTEPHUEB IS IPEIOCTABICHUS CEPBHCOB
0e30macHoCTH.

4.MesxceTeBble SKpaHbl, HCIIOIb3yEMbIE B OpTaHU3aIHH.

48.

IIpu pa3paboTKe MOTUTHKU
0€30MacHOCTH 21a8HOe, YTO TOIDKEH
OTIPENIETTUTH COOCTBEHHUK
WHQOPMAIMOHHBIX aKTHBOB? (OJIMH
OTBET)

1.MH(opMalIMOHHBIE IIEHHOCTH, 0€30MACHOCTh KOTOPBIX
cienyet o0ecreunBaTh.

2.ATaku, KOTOpble BO3MOKHBI Ha HH(POPMALIMOHHBIE
LIEHHOCTH.

3.MHoxecTBO (hailiI0B, TOCTYI K KOTOPBIM JIOJIKEH OBITh
3aIpelieH.

4.MHOX€eCTBO CEpBUCOB, KOTOPHIE HE TOJKHBI OBITH
JIOCTYTIHBI IOCTOPOHHUM.

49.

Kakue noHsTHS HE ONpeesstoT
TIOJTHOCTBIO MOJTUTHKY 0€301acHOCTH?

1.MHOX€eCTBO KOMMYTAaTOPOB 1 MEXXCETEBBIX IKPAHOB,
HCIIONIb3YEMBIX B OpTraHHU3allHH.

2.COBOKYITHOCTb KaK aJIMUHHCTPATHBHBIX Mep, TaK U
MHOY€ECTBA KPUTEPHUEB ISl IPEIOCTABICHHUS CEPBHCOB
0€30MacHOCTH.

3.AIMUHHUCTPATHBHBIE MEPHI, OMPEIEISIONINE TIOPSIIOK
JOCTYTIa B TIOMEIIEHHE.

4. AIMMHUCTPATUBHBIE MEPHI, ONPEEIIAIONINE TOPSIIOK
JIOCTyTa K pab0YrM CTaHIIMSAM M CEPBEPAM.

50.

[Ipu ynpaBneHnn JOCTYIIOM Ha yPOBHE
(aiinoBoil cucTeMsl AJs pasrpaHudeHUs
JIOCTYTIa UCHOJIB3YIOTCS?

1.IIpaBmiia GpUIBTPOBAHUS MEKCETEBOTO IKPaHa.
2.Crucku ynpasienus goctynoM (Access Control List —
ACL).

3.b/] monuTHK 6€30MacHOCTH.

4.Cratnyeckue MapHIpyThl.

briok 3amanuii 3aKpbITOro TUIA
Popmupyemsie 11K 2.2

Jns yero Hy»Ha cuctemMa KOHTPOJIS
nmocTyrma?

1.IlpenoTBpaTuTh MPOHUKHOBEHHE HA YACTHYIO TEPPUTOPHIO
ITOCTOPOHHMX JIUII.

2.0pranu3oBaTth y4eT padodyero BpeMeHH, (PUKCAIIHIO
BPEMEHHM BbE3/1a M BbIE3/1a TPAHCIIOPTHBIX CPEICTB.
3.3amuTUTh MaTepruaIbHbIC IIEHHOCTH, BKITFOTAsI
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MPOU3BOJICTBEHHOE B 0(prCHOE 000pYIOBaHHUE, OT
TTOBPEKICHUH 1 KPaXKH.
4.Bce OTBETHI BEPHEI.

2. [IpoBepka NOTMHHOCTH CYObEKTa O 1.Ayrentudukanys.
MPeIbIBICHHOMY UM HACHTU(DUKATOPY 2. Unentndukanus
JUISl IPUHATHS PELLIEHUS O 3.Aynut
MIPEeIOCTaBICHIH MY JOCTYTIa K 4. ABTOopm3anus
pecypcaM CHCTEMBI — 3TO?

3. IIporpaMMHBIi1 MOAYJIb, KOTOPBIN 1.MmuraTtop
UMHUTHPYET NpUTiamieHne nonp3osareno | 2.JlepexBarunk
3apETUCTPUPOBATHLCS IJIST TOTO, YUTOOBI 3.3amMecTuTENb
BOUTH B CUCTEMY, SBIISETCS 4.®unbTp
KJIaBHATypPHBIM IIIIHOHOM THIA?

4, [Ipy OTHOMOYHOM ITOTUTHKE 1.YpoBeHb 0€30IaCHOCTH.
0€301acHOCTH COBOKYITHOCTh METOK C 2.06macTh paBHOW KPUTHIHOCTH.

OJIMHAKOBBIMHU 3HaYCHUSIMH 00pa3zyeT? 3.06nacTh paBHOTO JIOCTYTIA.
4.YpOBEHb TOCTYITHOCTH.
5. B cucremax ynpasiieHUs JOCTYIIOM 1.ITonp30Bartens.
CyOBEKTOM MOKET OBITH? 2.AmnmapatHoe yCTPOUCTBO.
3.IIporecc OC.
4 ITpuxnanHas cucteMa.
5.Bce OTBETHI BEPHBL.
6. Uro Takoe uaeHTHGUKAIMS? 1.Ilpouecc pacmo3HaBaHus 31€MEHTa CUCTEMBI, OOBIYHO C
MIOMOIIBIO 3apaHee OMpPeACTICHHOTo naAeHTH(GUKAaTOpa WK
JIPyTO YHUKaIHHON HHPOpPMAIHN
2.YKa3aHue Ha MpaBUIbHOCTb BBIIIOJHEHHBIX ONEPALMA 10
3alUTe NHHOPMAITUH.
3.0mpenenenue QaitioB, KOTOpbIE U3MEHEHBI B
MH(POPMALMOHHON CUCTEME HECAaHKIIHOHUPOBAHHO.
4.BrInoTHEHUE MPOLIEYPHI 3aCEKPEUMBaHUS (aiiioB.
5.Ilpomecc meproIM4ecKoro KONMupoBaHus HHGpopMaIuy.

7. Kakune mepsl 03BOJISIOT MTOBBICUTH 1.HanoxxeHrne TeXHMUECKUX OTpaHUYeHui (1apoib JOIKEH
Ha/IeKHOCTb apOJIbHOM 3alUThI? OBITH HE CIIMILIKOM KOPOTKUM, OH JIOJKEH COJEePKATh

OYKBBI, HU(PBI, 3HAKH TyHKTYaIlUH U T.I1.).
2.Y1paBiieHUE CPOKOM AEUCTBUS NApoJIet, NX
NEepUoJYECKasi CMEHa.

3.0Orpanndenue Joctyna K (airy mapoinei.
4.0OrpaHrueHHe YNCIIa HeYTaYHBIX MOTBITOK BXOJIA B
cucteMy (3To 3aTpyIHHUT IpUMEHEHHe ""MeToa rpyOoit
cuibl").

5.00y4eHue noJb30BaTeINeH.

6.Be100op npocToro naposist (MM MOAPYTH, Ha3BaHUE
CHOPTUBHOH KOMaHJIBI).

8. Uro oTHOCHTCS K uaeHTHGUKauK u/wim | 1.AHanu3 ocoOeHHOCTeH Tooca.

ayTeHTU(HUKAIIUH JIFOJCH HA OCHOBE UX 2.Pacnio3naBaHue peun;

(PU3NOTOTHYECKUX XapaKTEPUCTUK? 3.0TnevaTky najbles;
4.CxaHupOBaHHE PaIyKHOM 000JIOUKH IJ1a3a;
5.Ananu3 3HaHU# 10 HHPOPMAITMOHHOHN 0E30MACHOCTH.
6.AHaANHU3 TUHAMUKY TOAMNCH (PyYHOI).

9. Urto oTHOCHUTCS K UACHTUDUKAIMHN W/ vk | 1.AHaIM3 TUHAMHKY ITOATUCH (PYYHOH ).
ayTeHTU(UKAIMH JIFOJIeH Ha OCHOBE UX 2.AHanu3 ctuis paboThI C KIIaBHATYPO.
MTOBE/ICHYECKIX XaPaKTEPUCTHK? 3.AHanu3 OTIEYaTKOB MaJbIIEB.

4.AHanu3 aAMUHUCTPATUBHBIX YKa3aHHH IO
MH(POPMAIMOHHOHN 6€30MIaCHOCTH.
5.Ananu3 TeMOpa roJyoca.

10. | Ha3zowure HanboJiee TOYHBIC CIIOCOOBI 1.Y nocroBepenne TUIHOCTH C GoTorpadueii (macmopr).
UACHTHU(PHUKALNH YeTIOBEKa: 2.0Tneyarku nanbles (HanuUISPHBIE Y30PHI).

3.¥Y30p pamykHON 000JOUKH WIIM CETYATKH TJ1asa.
11. | KakoBbl mpenmMyIiecTBa 1.CoTpyTHUKH, HAXOASAIHUECS B KOMAHIUPOBKE MOTYT
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IMOJIBL30BaTEILCKUX VPN?

MOJIKITFOYAThCS K CETH KOMITAaHHH.
2.COTpyIHHUKHU MOTYT pa0boTaTh U3 JOMa.
3.IIpenMyIIieCcTB HET.

12. | Ceprep VPN —510? 1.JIr000it KOMIIBIOTEP B CETH
2.KommnproTep B ceTH, BHICTYNAIOMINN B POJIH KOHEYHOTO
y3Ia.
3.KoMmmbroTep K KOTOPOMY MOTYT TTOAKIIOYATHCS
TOJIb30BATEIH.

13. | Yro u3 mepeuncieHHOTO OTHOCUTCS K 1.27eKTpOHHBIE KITIOYH.
amnmapaTHBIM CPEICTBAM 2.CMapT-KapThl.
ayTeHTHUKAIN? 3.S/KEY.

4.Kerberos.

14. | Breibepure u3 npeanoxeHHsIx BapuantoB | 1.1rR%56ty.
napostst "npaBUiIbHBIA" (C TOUKH 3pEHUS 2.i23Y65.

COBPEMEHHBIX TPeOOBAHUH K TTAPOJTIO): 3.mersqwertyp.
4.3488714567747865.

15. | Hekoropass ynukanpHas wuHpopManus, | 1.Mnearudukatop (JIoruH).
MO3BOJISIIOIIASL pa3iuyaTh mosb3oBaTene | 2.11apos.

Ha3bIBaeTCS? 3.YueTHas 3amuch.
4.Kunou.

16. | CekperHas wuH(popMaius, wu3BecTHas | 1.MnenTudukarop (JIoruH).
TOJNBKO IOJIB30BATEN0 M MapospHO# | 2.Ilapos.
cuctemMe,  KoTtopas ~ MOXeT  ObITh | 3.YdeTHas 3amucCh.
3aIIOMHEHa I0JIb30BaTENEM u | 4.Kmrou.

MpenbsIBICHA  TMApOJIBHOM  CHCTEMe
Ha3bIBaeTCs?

17. | CoBokynHoctb  uaeHTH(ukatopa  u | 1.Jlorun momsp3oBarens.
MapoJIsl MOJIb30BATENS HA3bIBACTCS? 2.Y4eTHas 3aITUCh MOJIH30BATEIIS.

3.Kunrou nons3oBatens.

18. [IpucBoeHune NOaB30BATEISAM 1.Unenrudukanmeii momp3oBares.
UIeHTH(PHUKATOPOB U MPOBEPKa 2.AyreHTr(UKaIeN TIOTB30BaTEIS.
MIPEIbSBISIEMBIX HACHTU(UKATOPOB 110 3.0mo3HaHuEeM MOTb30BATEIIS.

CITUCKY TIPUCBOEHHBIX SIBJISCTCS? 4.Co3iaHreM Y4eTHOM 3alrcH MOJb30BaTellsl.

19. | [IpoBepka npuHaUIEKHOCTH 1.UnenTrdukanueit noap3oBaTes.
MIOJI30BATEITIO TPEABSBICHHOTO UM 2.AyreHTr(UKaIEH TIOTB30BaTEIS.
UACHTA(DUKATOPA SABISETCA: 3.Peructparueii moms30BaTens.

4.Co3aHueM y4eTHOM 3aUCH TOJIb30BATEIS.

20. | Kakue ¢pynkuuu HE BemonnsieT 1.ITouck ¥ yHUUTOKEHUE U3BECTHBIX BUPYCOB.
aHTHBUpPYCHAas 3aIuTa? 2.ITouck 1 yHUUYTOKEHUE HEM3BECTHBIX BUPYCOB.

3.0mpenenenus ajpeca OTIPaBUTEINST BUPYCOB.

21. | Ilox DoS-arakoi nmoaumaercs? 1. Moudukarus nepeaaBaeMoro cOoOIIeHusI.

2.IToBTOpHOE UCIIONIL30BAHNE HAPYIIUTEIEM
MEPEXBaYEHHOTO PaHee COOOIIEHUS.
3.HeBO3MOXXHOCTB JOCTYIA B CUCTEMY 3aKOHHBIM
MOJIb30BATEIIEM.

4.HeB03MOKHOCTH TIOJTyUSHHSI CEpPBUCA 3aKOHHBIM
M0JIb30BATEIIEM.

22. | HeB0O3MOXHOCTD NIOTyYEHHS CEpBUCA 1.DoS-arakoii.
3aKOHHBIM IOJIb30BaTeIeM HasbiBaeTcsa? | 2.Replay-arakoii.

3.ITaccuBHOM aTakou.
4.Ataxoit «man-in-the-middley.

23. | YUro He oTHOcuTCs Kk DoS-artake? 1. BeimonHeHre HE3aKOHHOTO POHUKHOBEHUS B CHCTEMY.

2.0mpeneneHre TOMONIOTHN CEeTH.

3.IlompiTKa McyepHaTh KaKue-muOo pecypehbl Ha LEIeBOi

cucTeMe.

4.1TonpITKa MOHOIIOJIM3UPOBATH CETEBOE COSTMHEHHE.
24. | Kakue maru ciefyeT NpearnpHHsITh MPH 1. neaTudummpoBaTh CHCTEMBI.

00HapyKCHHUH TI0JI03PUTEITBHOTO
Tpaduka?

2.3anuchIBaTh B XKypHaI CBEACHUSI O JOMOJIHUTECILHOM
TpaduKe MeXAY UICTOYHUKOM ¥ IMyHKTOM Ha3HAYEHHSI.
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3.3a0JI0KHpOBATh yIAJICHHYIO CHCTEMY.
4.3anuceIBaTh B XypHAI BeCh Tpa(UK, HCXOMSIINHA U3
UCTOYHUKA.

5.3amuchIBaTh B )KypHaJl COAEPIKUMOE ITaKETOB U3
HCTOYHHKA.

25.

I'ne myume pasmemats VPN cepBep?

1.B otnensHO#t DMZ.
2.B DMZ wHTepHEeTa, BMECTE C OCTATHHBIMH CEPBEPAMH.
3.Bo BHyTpeHHEH ceTn KOMIaHHH.

26.

Kaxoii gomkHa OBITH cUCTEMA
ayTEHTU(PUKAIUH, UCTIOJIB3YIOIIAsCS B
VPN?

1.0aH0(paKTOPHOM.
2.1ByxdakTopHOH.
3. TpexdakxTopHOii.
4.YetpipexpakTOPHOM.

27.

ATaky CKaHUPOBAHUSI MOTYT
OTIPEIIEIIATE?

1.Tononoruro 1eneBon CeTu.

2.Tumsl ceTeBoro Tpaduka, MPOMyCKaeMble MEKCETEBbIM
9KPaHOM.

3.0nepannoHHbIE CUCTEMBI, KOTOPBIE BHITOIHSIIOTCS Ha
XOCTax.

4.110 cepBepa, KOTOPOE BBINOIHIETCS HA XOCTAX.
5.Homepa Bepcwii st Becero ooHapyskenHoro [10.

6.Bce 0TBETHI BEpHBI.

28.

Kakoe cpenctBo ayreHTHUKaLIIH
PEKOMEHyeTCsl UCOIb30BaTh B VPN?

1.CMapT-KapTy 1 mapoJib.

2.Tonabko cMapT-KapTy.

3.TonpKko Maposb.

4. bUOMETPUIECKYIO I/IILeHTH(bI/IKauM}O.

29.

Araxa I[P Spoofing coctout B TOM, 4TO
(7

1.Hapymmrens nu3mensier [P-anpec momyuarens Ha IP-agpec
JIOBEPEHHOTO XOCTA.

2.Hapymmrens n3MeHsIeT CoiepsKuMOe MPOTOKOJIa
MPUKJIAIHOTO YPOBHSL.

3. Hapymmrens m3menser [P-agpec ucrounnka Ha IP-agpec
JIOBEPEHHOTO XOCTA.

4.HapymuTens H3MeHsieT HOMEp TOPTa MOJTydaTedsl.

30.

Kakue n3 yka3zaHHBIX KOHTPMED
MO3BOJISIFOT KOMIIEHCHPOBATh
¢duznueckue ysi3BUMOCTH?

1.MesxceTeBble IKpaHBbl.

2.YcTpoiCTBa CUMTHIBAHUS CMAapT-KapT MPH BXOJE B
MTOMEIIEHHUS.

3.0xpaHa.

4. ludposanue.

31.

Kak AO0JIKHA HAaCTpanBaTbCA MOJIMTUKA
aynura?

1.B cooTBeTCTBUM C MOJIUTHKOI O€30IacHOCTH
OpraHu3aIHy.

2.Tak, 94ToOBI 3aUKCUPOBATH BCE COOBITHS B CUCTEME.
3.Tax, uTo0bI (hUKCHPOBAJICS HEOOXOTUMBI MUHIMYM
COOBITHI.

32.

Hainuue xakoro 3jeMeHTa XxapakTepHO
JUId Bcex apxutektyp DMZ?

1.ITouToBEI# cepBep.
2.DNS.

3.NTP.

4. MeXCeTeBOM dKpaH.

33.

Kak pacimdpoBsiBaercst ab0peBuaTypa
DMZ?

1.lemunuTapu3oBaHHas 30HA.
2.30Ha ynpaBieHNs JaHHBIMH.
3.30Ha eXeTHEBHOTO YIIPaBIECHUSI.
4.30Ha TOIIEP>KKH JTAHHBIX.

34.

B cetn nemMunnTapru3oBaHHON 30HBI
(DMZ) nomxHbl pacrionararbes?

1.Paboumne cTaHIMU [TOJIB30BATENEH.

2.CepBepbl, KOTOPHIE TOJKHBI OBITH JOCTYITHBI TOJEKO
BHYTPEHHHM I10JIb30BaTEIISIM.

3.CepBepsl, KOTOPBIE TOJHKHBI OBITH JOCTYITHBI U3 BHEIITHUX
CeTeH.

4.CepBeprl, comepKaline HanooJiee TyBCTBUTEIBHEIE
JIaHHEBIE.

35.

Kakxumu cBoiictBamu o0Oiagaer
nHTepdelic Ha armapaTHOM MEKCETEBOM
dKpaHe HHTepdeiic, MapKIUPOBAHHBIN KakK

1.9T0T uHTEpdeEiic JOMyCKaeT TONBKO BXOIAIINHN TpaduK.
2.2t1ot1 unTepdeiic 1omycKaeT TOIbKO NCXOIAMINN Tpaduk.
3.K sromy nHTEpdhericy MOTYT OBITH MOAKIIOYEHBI TOJIHKO
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dmz?

cepsepa.
4.9T0T MHTEPPEIC MOKET YKa3bIBATHCS B MPABUIIAX
(WIBTPOBAHUS ¥ JUISl HETO MOTYT OBITh YKa3aHbI
COOCTBEHHBIE MApPIIPYTHI.

36. | Bribepure Hanbonee ONTUMAIEHOE 1.Koneunsle Toukn VPN coBMeIIeHBI ¢ MEKCETEBBIM
OKpY>KEHHE MEKCETEBOTO IKpaHa: 9KPaHOM.
2.Koneunsie Toukn VPN pacmoiokeHsl 32 MEKCETEBBIM
9KPAHOM.
3.Koneunsie Touku VPN u mexceTeBoit 3kpaH
PAacIoIOKEHBI B Pa3HbIX TOUYKAX BXOJA B JOKAJIBHYIO CETb.
4. Koneunsle Toukn VPN pacroioxkeHsl iepe MeKCETEBBIM
9KPAHOM.
37. | Ecnu B opranmusanum ecTb BeO-cepBep 1.0qna DMZ.
JIUIS BHEIITHUX MOJIb30BaTesIck 1 BeO- 2.]Ise DMZ.
cepBep IS MOITy4deHHus WHPOPMAITUN 3.Tpu DMZ.
CBOUMM COTPYIHUKAMHU, TO 4 Yetsipe DMZ.
ONTUMAJIbHBIM KOIM4ecTBoM DMZ
SIBIISIETCSL?
38. | Kakue u3 nepeuncnennbix Bed-cepeepoB | 1.Beb-cepBep, Ha KOTOpOM ocymecTBIsieTcs: on-line’ oBbIi
CIIEZlyeT PacloOKHUTh BO BHEITHEH 3aKa3 yCIyrT.
DMZz? 2.Beb-cepBep, Ha KOTOPOM IMyOIUKYIOTCS PACIOPSHKEHUS
PYKOBOJCTBA OpraHU3alHU.
3.Beb-cepBep, Ha KOTOPOM MOTYT HaXOAUTHCS JTHYHBIC
JaHHBIX COTPYIHUKOB.
4.Beb-cepBep, Ha KOTOPOM OITyOJTMKOBAHBI OOIEOCTYITHEIE
Tes1e()OHBI U KOOPAMHATHI OPTaHU3AIHH.
39. | Kak HaspiBaetcs aTaka Ha pecypc, 1.«Otka3 ot obciyxkuBanusi» (Denial of Service - DoS).
KOTOPasl BbI3bIBAECT HAPYILLICHUE 2.CphIB cTEKA.
KOPPEKTHOW pabOThl MpOrpaMMHOro Win | 3.BHeapeHne Ha KOMIOBIOTEP ASCTPYKTUBHBIX IIPOrPaMM.
anmapaTHOro o0ecreYeHus], MyTeM 4.IlepexBar mepemaBaeMOd 1O CeTH  WHPOPMAIUH
CO3/IaHUsI OTPOMHOT'O KOJIHYECTBA (Sniffing).
(aJIPIIMBBIX 3aIPOCOB Ha JOCTYH K 5.Cyumr.
HEKOTOPBIM pecypcam WIN IIyTeM 6.CxaHMpOBaHHE MTOPTOB.
CO3JIaHMSI HEOYEBH/IHBIX TIPETISATCTBHM
KOppeKTHOM pabore?
40. | Kak Ha3piBaeTcs aTaka, Henbio koTopoit | 1.«Otka3 ot obcmyxusanus» (Denial of Service - DoS).
SBTISIETCSl TPAUK JOKaIBHOM ceTh? 2.CpbIB cTEKA.
3.BHeapeHne Ha KOMIIBIOTEP IECTPYKTUBHBIX ITPOTPAMM.
4.IlepexBar mepemaBaeMoii 1O ceTH  HHMOPMAIUU
(Sniffing).
5.Cryumr.
6.CxaHMpoBaHNE TOPTOB.
41. | Kak Ha3bIBaeTcs aTtaka, LeJlblo KOTOpOH 1.«Otka3 ot oocyxuBanus» (Denial of Service - DoS).
SIBJISIEOTCSL JIOTMHBI U TAPOJIU 2.CpbIB cTEKA.
MOJIb30BaTENEeH, aTaka MPOXOJUT MyTEM 3.BHespeHne Ha KOMITBIOTEP IECTPYKTUBHBIX ITPOTPAMM.
MMHTALMH OPUTTIAeHNs BX01a B 4.IlepexBar mepemaBaeMO 1O  ceTH  WMHQOPMALUH
CHCTEMY WIIU perucTpanuu st pabotsl ¢ | (Sniffing).
porpamMmoin? 5.CrydwuHr.
6.CxaHMpOBaHNE TOPTOB.
42. | Kak Ha3piBaeTcsi cereBas araka, neibto | 1.«Otkas ot odciyxkuBanus» (Denial of Service - D0S).
KOTOpPOW ABNSETCS TOUCK OTKPHITHIX | 2.CphIB CTEKA.
MOPTOB pabOoTAIONIUX B CETH YCTPOWCTB, | 3.BHenpeHne Ha KOMIBIOTE JECTPYKTUBHBIX MPOTPAMM.
onpexaeneHue thma U Bepcun OC u 10, | 4.IlepexBar nepenaBaemotii mo cetu uHpopmarmu (Sniffing).
KOHTPOJIUPYIOLIETO  OTKPBITBIA  TOpT, | 5.CryduHr.
HCITOJIB3YEMBIX Ha 3TUX YCTPOUCTBAX? 6.CxaHnpoBaHUE TTOPTOB.
43. | Yro cnenyeT onpeAeanTh P aHAIIN3e 1.Kakyro mpomycKHYI0 ClIOCOOHOCTb, MaKCHMalIbHOE

MPOU3BOAUTEIHHOCTH MEXKCETEBOTO
JKpaHa?

KOJIMYECTBO OJHOBPEMEHHO OTKPBITBHIX COCIUHEHUM,
COCTMHEHHUH B CEKYHTy MOXET 00ECIICUHBATh MEKCETEBOM
JKpaH.
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2.Bo3MoxHa Jin OanaHCHpOBKA HATPY3KH M PE3ePBUPOBAHUC
JUISl TApAaHTUPOBAHUS BHICOKOM OTKa30yCTONYHUBOCTH.

3.Yro sBrsieTcst 6oiee MpeAnovYTUTENbHBIM — alliapaTHbIH
WJIK TIPOTPAMMHBIN MEKCETEBOU IKpaH.

4.Kakoe KOJUYECTBO MOPTOB CYIISCTBYET Ha BEIOpAaHHOM
9K3EMIIISIPE MEKCETEBOr0 IKpaHa.

44,

Yo caenyeT paccMOTPETh NPU
BHEJIPEHUH TIEPCOHATBHBIX MEKCETEBBIX
SKPAHOB U MEXXCETEBBIX IKPAHOB IS
XOCTOB?

1.Y n1oBIeTBOPSIIOT JIM pabouymne CTAaHITNH B cepBepa
MHHUMAJIBHBIM CHCTEMHBIM TPeOOBaHUAM, KOTOPbIE
HEOOXOIUMBI [T (YHKIMOHUPOBAHUS MEKCETEBOTO
JKpaHa.

2.byneT nu MexxceTeBo# SKpaH coBMecTuM ¢ apyrum [10
obecnieyeHus: 6€30mMacHOCTH Ha paboyeil CTaHIUK WK
cepsepe (Hanpumep, ¢ [10 oOHapyxeHus: BpeAJOHOCHOTO
KOJIa).

3.B03MOKHO I IEHTpAIM30BaHHOE YIIPaBJICHUE
MEKCETEBBIM SKPaHOM, U MOTYT JIM TOJIMTUKHU, KOTOPBIE
obecrneunBaroT 0e30MacHOCTh OPTaHNU3aINH, aBTOMATHYECKH
3arpykaThbcs Ha KIMEHTCKHE MAIIUHEI.

4.Heo0xoanumo 11 U3MEHUTH MAPOJIb aIMUHHUCTpATOpa Ha
paboueii cTaHIHN.

45,

[Ipu ucnonszoBanuu IDS (...)
[ononaure yTBEpKIEHUE.

1.Bo3pacTtaeTr BO3MOKHOCTh OTIPEICICHHS ITPeaMOy bl
aTaKHu.

2.Bo3pacraet BO3MOXKHOCTh PUIBTPOBaHUS TpaduKa.
3.Bo3pactaer BO3BMOXHOCTb OIPEAEICHUSI ONTUMAILHOTO
MapuipyTa Ui KaxJI0ro Kajapa.

4.Bo3zpacraeT BO3MOKHOCTh PACKPBITHS OCYIICCTBICHHOM
aTaKH.

46.

IDS moryT OBITh peann30BaHsl (... )
Hononaure yTBEpKICHUE.

1.TonapKko MpOrpaMMHO.

2.Tonpko ammapaTHoO.

3. ToNBKO COBMECTHO C MEXKCETEBBIM SKPAHOM.
4.Kak mporpaMMHO, TaK ¥ anmnaparHo.

47.

KaxoBbI npenmyniecTsa HCHOIb30BAHUS
IDS?

1.B03MOKHOCTh UMETh PEAKIHIO Ha aTaKy.
2.B03MOXHOCTH OJIOKHPOBaHHUS aTaKH.

3.BrImonHeHye JOKyMEHTHPOBAHHS CYIIECTBYIOIINX YTPO3
JUISL CETH M CHCTEM.

4 Het He0OXOIMMOCTH B MEXKCETEBBIX DKpaHax.

48.

Uro criegyeT yuuThIBaTh P BEIOOpE
IDS?

1.1leHHOCTb 3alUIIAeMbIX HH(OPMAITMOHHBIX PECYPCOB.
2.KonmM4ecTBO MoNb30BaTENECKUX aKKAYHTOB B JIOKATBHOM
CCTH.

3.KoIM4ecTBO aIMHUHUCTPATHBHBIX aKKAYHTOB B JIOKAJTLHOM
CCTH.

4.3arpyKEeHHOCTD CETH.

49.

Kakue BO3MOXXHOCTH MOXKET
oOecreunBarts [DS?

1.B03MOXXHOCTB ONpeAeIeHHUs BHEIIHUX yTPO3.
2.Bo3moxHOCTh poBaHus Tpapuka.
3.B03MOKHOCTh UMETH peakiHIoO Ha aTaKy.
4.Bo3MoxxHOCTh (puspTpanuu Tpaduka.

50.

Yro aHanM3UpyeTCs NPU ONPEACIICHUN
3II0ymoTpeOaeHu?

1. AHaTM3HUPYIOTCS COOBITHS HA COOTBETCTBUE HEKOTOPHIM
o0pasiam, Ha3bIBAEMBIM «CUTHATYPaAMH aTaK».
2.AHAMU3UPYIOTCS COOBITHS AJISl OOHAPYKEHUS
HEOXXHJAHHOTO MOBEJCHHUS.

3.AHanM3MPYIOTCS MOAIUCH B cepTH(UKATAX OTKPBITOTO
KJII04a.

4.AHanu3upyeTcsl 4acTOTa BOSHUKHOBEHUS! HEKOTOPOTO
COOBITHSL.

51.

Uto aHATM3HUPYETCS TP OTPEACIICHUN
aHoMauin?

1.AHaNM3UpyeTCS YacTOTa BOSHUKHOBEHHSI HEKOTOPOTO
COOBITHSL.

2. AHANM3UPYIOTCS Pa3IMYHbIC CTATUCTUICCKHUC U
IBPUCTHICCKHE METPHKH.

3. AHATM3UPYIOTCS COOBITHS HA COOTBETCTBHE HEKOTOPBIM
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o0pasiiam, Ha3bIBAEMbIM «CHTHATYPAMH aTaK.
4.AHanu3upyeTcs UCKIIOYUTEIHPHO HHTCHCUBHOCTh
Tpaduka.

52.

JJ1s 9ero ucnosnb3yr0TCsl CUCTEMBI
aHaJIN3a ysI3BUMOCTEN?

1.J1751 co3paHms «MOMEHTAJILHOI'O CHUMKA» COCTOSTHUS
0€3011aCHOCTH CUCTEMBI.

2.Kax anprepnarusa IDS, nomHoCThIO 3aMeHss ee.

3.Kak anpTepHaTHBa IOJINTHKHA O€30IIaCHOCTH MPENIPUSITHS,
SIBJISISICH TTOJIHBIM €€ aHAJIOTOM.

4.Kax anpTrepHaTHBa MEKCETEBBIM IKPAHaM, TIOJTHOCTHIO
3aMeHsIsI UX.

53.

Ha ocHoBanum gero OCYHICCTBIIACTCSA
ypaBJICHUC JOCTYIIOM B IIAKETHOM

¢unsTpe?

1.IP-agpeca ncrounuka.

2.IP-agpeca Ha3HaYECHHSI.

3.Homepa npusuia B Habope mpaBuil MakeTHOTO GUIBTPA.
4.VdeTHOH 3aIiCH U TapoJIs MOIh30BaTE.

54.

BribepuTe nmpaBUIIbHOE YTBEPKACHNUE:

1. ATMUHUCTPHPOBAHNE MEKCETEBOTO dKpaHa JOJIKHO
OCYILECTBIIATHCS TOJNBKO Yepe3 HHTepdeiic KoMaHTHON
CTPOKHU.

2. AIMUHUCTPUPOBAHUE MEKCETEBOIO SKpaHa JOKHO
OCYILECTBIISITHCS TOJNIBKO Yepe3 rpaduiyeckuil uaTepdeiic
10JIb30BATEN.

3.AIMHUHHCTPUPOBAHUE MEKCETEBOI0 FKPaHa JOKHO
OCYILECTBIISITHCS C MCIOIBb30BAaHUEM COOCTBEHHOTO
[IPOTOKOJIA TOCTYyIA.

4. AIMMHUCTPUPOBAHUE MEXCETEBOTO 3KPaHa MOXKET
OCYIIECTBIIATHCS KaK dyepe3 nHTepdeiic KOMaHIHOW CTPOKH,
Tak 1 yepe3 rpaduieckuii nHTepQeiic moabp30BaTesl.

55.

KakuMu BO3MOKHOCTSIMU TOJKHBI
00J1a/1aTh MEXCETEBbIEe SKPAHBI JIIS
¢unpTpoBanus [Pv6?

1.Ecnu MexxceTeBO# SKpaH HCIOIb3YETCsl ISl 3alpelleHHs
npoxoxaeHus [IPvo-tpaduka B ceTh, TO OH MOXKET HE
pacmo3HaBaTh TYHHEIHPOBAHHKIA v6-10-v4 Tpaduk.
2.MesxceTeBoit SKpaH JI0JHKEH MpomyckaTh Tpaduk v6-to-v4,
Jlake eCJIM TIOJMTHKA Oe30macHoCTH 3ampemniaet [Pv6-
TpaduKy IPOXOIUTH B CETb.

3. Ecim MexxceTeBo# SKpaH HCIONb3yeTCs IS 3alpelIeHHsI
npoxoxaeHus [IPv6-tpaduka B ceTh, TO OH JOIDKEH
pacmno3HaBathb U OJ0KHpPOBaTh Bce GopMbI V6-10-v4
TYHHEJTUPOBAHUSI.

4.MesxceTeBoi SKpaH JI0JDKEH 3arpenars Tpadpuk vo-to-v4,
Jlake eCJI TIONUTHKA O0e30macHOCTH pa3pemiaet [Pv6-
TpadUKy MPOXOIUTH B CETh.

56.

MeskceTeBblie SKpaHbl, PacIIOI0KCHHBIC
Ha TPaHUIIe CETEBOTO IepuMeTpa (...)
JlononHuTe yTBEPIKICHHUE.

1.JlomxHBI 3anpeniaTh BeCh BXoaamui u ucxoasammii [ICMP-
TpaduK, 32 UCKITFOUYEHHEM OT/ACITBHBIX TUIIOB U KOJIOB,
KOTOPBIE JJOJKHBI OBITH CIIELIUATIBHO Pa3peLICHBI.
2.lomkHbl 3anpemaTs Beck Bxosamuii ICMP-Tpaduk.
3.JomxHsl 3anpemats Beck ucxoasammii ICMP-tpaduk.
4.Beck ICMP-tpaduk nomkeH ObITh BCeria pa3pemieH.

57.

Tpancnsauus ceteBoix agpecos (NAT)
MO3BOJIAET (...)
JlononHuTe yTBEpKACHUE.

1.CKpBITh JOTHHBI TOJIH30BATENCH JTOKATLHON CETH.
2.CKpBITh TAPOJU TOTH30BATENEH JIOKATLHOW CETH.
3.CKpBITh CETEBOU aJpec CaMOT0 MEKCETEBOT0 dKpaHa.
4.CKpBITh CXeMY CETEBOM aJipecaliuyl JJOKaJIbHOM CETH.

58.

NAT ucnons3yercs (...)
JlononHuTe yTBEpKACHUE.

1.B IPv4.
2.B IPv6.
3.B IPv32.
4 B IPv64.

59.

I'ne pacnionaraercs mapuipyTu3aTop
NAT?

1.PacrionoxxeH Ha rpaHUIE MEXKAY ABYMS 00JaCTIMU
aZpecoB U peodpasyeT aapeca B IP-3aromoBkax Takum
00pa3oM, 4TO MaKeT KOPPEKTHO MaPIIPYTH3UPYETCS TIPH
nepexoje U3 OAHOM 001acTH B APYTYIO.

2.PacmoiokeH Ha TPaHHIIE MEXKIY IBYMS 00JIacTsIMHU
aJ]pecoB, B OJTHOM W3 KOTOPBIX aapeca MpHUHAAJIeKaT
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YaCTHOU CETH, a B IPYrOi — BHEIIIHEM.

3.PacnionoxeH Ha TpaHULEC MEXIY JIOKAIBbHOMN CEThIO U
WHTEPHETOM.

4.PacmionoxeH Ha TPaHULle MEXKIY ABYMS JTOKATbHBIMU
CETSIMH C Pa3HBIMU TPEOOBAHUSMH K 0€30MaCHOCTH.

60.

g kakux nenedt ycranasnuBaetcs IDS?

1.00HapyxeHue aTak
2.IlpemoTBpamenye aTak
3.006HapyxeHue HapyIIeHHHA TOTUTHKH
4.IloBbllICHUE HAIC)KHOCTH CHCTEMBI.

biiok 3amannii 3aKpeITOTO TUIIA
®opmupyemsie 11K 2.3

UTo U3 HepeYrCACHHOIO IIOHUMAETCS
o1 6e30MacHOCTHI0 HH(OPMAIIMOHHON
CHUCTEMBI?

1.3ammTa OT HEaBTOPU3OBAHHOTO JIOCTYIA HITH
MoOIU(PHUKAIUU HHPOPMALIUK BO BpeMsl XpaHEHUS,
00pabOTKH WIIH TTEPECHIIKH.

2.3ammTa OT 0TKa3a B 00CTYKMBaHUH 3aKOHHBIX
MIOJIB30BATEINIEH.

3.Mepsl, HeOOXOAUMBIE TS OTIPEICIICHHS,
JIOKyMEHTUPOBAHUS U yUeTa yrpos.
4.01cyTCcTBHE BBIX0/1a B MHTEPHET.

Kakwue ycTpoiicTBa MOTYT BBITIOJHSTh
¢byaxmm NAT?

1.MapuipyTusaTopsl.
2.MexceTeBble IKpaHsbl.
3.ITouTOBBIE CEpBEPA.
4.DNS cepsepa.

B cucremax ymnpaBieHus 10CTYIIOM
00beKmom 00Cmyna MOXeT OBITh?

1.®aiin.

2.JTroboti ceTeBoit pecypc, K KOTOPOMY CYOBEKT X0UeT
HOJYYUTh JOCTYII.

3.AnmnapatHoe yCTPOHUCTBO.

4 1lpukrnamHas cucreMa.

5.Bce OTBETHI BEPHBL.

[Ipu ynpaBiaeHnn JOCTYTIOM Ha CETEBOM
YPOBHE JJIsl pa3rpaHnieHus Tpaduka
HCIIONb3YIOTCA?

1.MapuipyTusaTopsl.
2.MexceTeBble SKpaHbl.
3.KommyTaTophl.
4.Beb-cepBepa.

Ha ocHOBaHMU 4ero OCyIecTBIseTC s
yIpaBiicHHE JOCTYIIOM B TAaKETHOM
¢dunpTpe?

1. Tuma Tpaduka.

2.ITopra UCTOYHMKA.

3.Homepa npusuna B Habope npaBuil NakeTHOTO (GuibTpa.
4.1Topra Ha3HAUEHUSI.

Texnomorus VLAN He m0O3BOJISET ...
JIonoJHUTE YTBEPIKICHHUE.

1 .BemmonusTe mmdpoBanue Tpadpuka.

2.BBINONHATE (GUIBTPOBaHUE TAKETOB, OCHOBHIBAsICH HA
HpaBHJIaXx.

3.BeImonHsATh ayTeHTH()UKAIUIO HAa YPOBHE MOJIB30BATEIS.
4.IIpetoTBpaTUTh NIHPOKOBENATEIbHBIC IITOPMBI.

Texnonorus VLAN no3Bouser ...
JononHuTe yTBEpKACHUE.

1.McximrounTts nepenady KaapoB MEKAY pa3HBIMU
BHUPTYa&JIbHBIMU CETSIMU He3aBUCUMO OT Tumna [P-agpeca —
YHHUKAJIBHOTO, TPYIIIOBOTO HJIH IIMPOKOBEIIATEIHHOTO.
2.BrimonHATh puIbTpOBaHKUE MAKETOB, OCHOBHIBAsICH Ha
MIpaBUIaX, yKa3aHHBIX NIpH co3ganud VLAN.
3.BBInonHATh ayTeHTU(HUKAIHIO MTOJTE30BaTEIIEH.
4.BemonsaTs mudpopanue Tpaduka.

Kakue TuIiel anmapaTHbIX ycTpOHCTB
MOTYT MOAJEPKUBATH TEXHOIOTHIO
VLAN?

1.KoHueHTpaTopsl.

2. KoMMyTaTOpBHI.
3.MexceTeBbie IKpaHbI.
4.Beb-cepBepsl.

BuptyanbHoii nokanabpHOM ceTbio (vlan)
Ha3bIBaeTCs?

1.JIornueckas rpyrmna XoCTOB B ceTH, TpahuK KOTOPOH, B
TOM YHCJIC ¥ MMHPOKOBEIIATEIBHEIHN, IIOJTHOCTHIO
M30JIMPOBAH Ha KaHAJIIEHOM YPOBHE OT XOCTOB M3 IPYTHX
BUPTYaJIbHBIX JIOKATBHBIX CETEH.

2.Jloruveckas rpymima X0CTOB B CETH, Tpa(UK KOTOPOit
MOJTHOCTHIO M30JIMPOBAH Ha CETEBOM YPOBHE OT XOCTOB M3

15




JIPYTUX BUPTYAJIbHBIX JIOKAJIBHBIX CETEH.

3.Jlornueckas rpynma XocToB B CETH, TPaQHK KOTOPOit
IIOJTHOCTBIO U30JIMPOBAH Ha MPUKJIAJHOM YPOBHE OT XOCTOB
13 APYTUX BUPTYaJIbHBIX JOKAIbHBIX CETEH.

4.Jlornyeckas rpymnmna XOCTOB B CETH, TpapHK KOTOPOH
ayTEeHTU(HUIHUPYETCS MEKCETEBBIM DKPAHOM.

10. | Ucnonp3oeanue Texuogorud VLAN 1.Ha mesxceTeBOM dKpaHe yKa3bIBaTh MapaMeTphl
MTO3BOJIAET (...) mudpoBaHus TpapuKa, He UCTIOIH3YS TPOTOKOIBI
[omnonHuTe yTBEpKACHUE. TYHHEJIUPOBAaHMUS.

2.Ha mMexceTeBOM dKpaHe CO3/1aBaTh MOJIUTHKHU, KOTOPHIE
YIPaBJISAIOT JOCTYIIOM APYT K IPYTy XOCTOB U3 Pa3HbIX
VLAN.

3.BBINONHUTE ayTeHTU(UKAINN TpadHKa.

4.006ecmeunTsh IEIOCTHOCTD TpaduKa.

11. | Ilpm ucnonp3oBanuu Texnomorur VLAN | 1. Tpaduk, mpoxomsmruii mo VLAN, 3ammdpoBaH.
MOBBIIIACTCS OE30MACHOCTh, TaK Kak (...) | 2.Tpaduk, npoxomsammii mo VLAN, ayreHTUDUITUPOBaH.
JomonHnTE YTBEPKIACHHE. 3. Tpaduk, mpoxonsmmuii o VLAN, MoxkeT QUIbTpoBaThCs

MIPaBUIaAMHU MEXCETEBOT0 3KpaHa.
4.]1ns tpaduka, mpoxopsiiero mo VLAN, obecnieunBaeTcs
LIEJIOCTHOCTb.

12. | MexceTeBble SKpaHbl IPUKIATHOTO 1.BbImonHATh ayTeHTU()UKALMIO TT0JIb30BATES.

YPOBHA MOTYT (...) 2.ABTOMAaTHYECKH PACIIO3HABATH HOBBIE IPOTOKOJIBL.
JomnonHuTe yTBEpKACHUE. 3.1lIucdpoBath NaHHBIC MMOJIL30BATEIS.
4.BBINONIHATE aBTOPHU3ALMIO MOJIB30BATEISL.

13. | MexceTeBble SKpaHbl IPUKIATHOTO 1.BbImonHATh ayTeHTU()UKALIUIO TT0JIb30BATES.

YpOBHS HE MOTYT (...) 2.ABTOMAaTHYECKH PACIO3HABATH HOBBIE IPOTOKOJIBI.
JomonmHuTe yTBEpKIACHHE. 3.llIucdpoBatk qaHHBIEC MOJIL30BATEIS.
4.BbINONHATH aBTOPU3ALMIO NIOJIH30BATENS.

14. | MexceTeBble SKpaHbl IPUKIATHOTO 1.Jlo/KHBI IMETh areHTa AJsl KaKA0T0 YPOBHS MOCIH
ypoBHS (...) Osl.

[omnonHuTe yTBEpKIACHHE. 2.MoryT OBITh pealn30BaHbl UCKIIIOYUTENBEHO MTPOTPAMMHO.
3.AHaNM3UPYIOT COACPIKUMOE MPUKIIATHOTO YPOBHSI.
4. JIomKHBI IMETh areHTa AJIsl KaXJI0T0 MPUKIaTHOTO
MIPOTOKOJIA.

15. | BeineneHHbIe IPOKCH-CEPBEPHI 1.KonkpetHoro yposHst mogenu OSI.
npeaHa3HaAYeHb! AJIs1 TOTO, YTOObI 2.KOHKpEeTHOro MpUKJIaIHOr0 MPOTOKOIA.
o0OpabateiBaTh Tpaduk (kakoi?) 3.KoHKpeTHOTO agpeca OTIPaBUTEIIS.

JlononHuTe yTBEpKIACHHE. 4.KoHKpeTHOr0 MoJIb30BaTeNsl.

16. | Breibepere HEZOCTATOK MEXKCETEBBIX 1.I1pon3BOANTEIBHOCTH MEXKCETEBOT0 SKPaHa MPUKIATHOTO

9KPaHOB MPUKJIAIHOTO YPOBHSL: YPOBHS HIXKE, YeM Y TaKeTHOTO (QUIIBTPA.
2.MexceTeBoit 3KpaH MPUKIATHOTO YPOBHS 0053aTENbHO
paspsiBaeT TCP-coennHeHue.
3.Me:xceTeBoil dKkpaH MPUKIATHOTO YPOBHS HE MOKET
AHAJIM3UPOBATH 3ar0JIOBKH TPAHCIIOPTHOTO U CETEBOTO
YPOBHEM.
4.MesxceTeBo SKpaH NPUKIAAHOTO YPOBHS 00ecieurnBaeT
MEHBIINHI ypoBEeHb 0€30MaCHOCTH, YeM MAKETHBIN QUIBTD.

17. | llpokcu-TILTIO3bI MPUKIIATHOTO YPOBHS 1.MImeroT npoKCH-areHTa, SBISIOIIErocs HOCPETHUKOM
(BBIOCpHTE CaMOE TOYHOE OTIPENICJICHHE, | MEXIY KIMEHTOM U CEPBEPOM.

OJIMH OTBET) 2.UmetoT 6a3y AaHHBIX MOJB30BATENEH, KOTOPHIM pa3pelleH
JOCTYTI K 3alIMIIaeMOMY Pecypcy.
3.He paspriBator TCP-coenunenue.
4. Umerot 6a3y nanHbIx [P-agpecoB, ¢ KOTOPBIX paspeleH
JIOCTYTI K 3allIMIIIAEMOMY Pecypcy.
18. | [Ipu ucnonb30BaHUM MPOKCU-IILTIO30B 1.Buyrpennune [P-anpeca He BUIHBI BOBHE.

MIPUKIIAIHOTO YPOBHA (...)
JlomoHUTE YTBEPKIACHHE.

2.Buemmaue [P-agpeca He BUIIHBI H3HYTPH.

3.IIpokcH-TILTI03 SABIISETCS a0COMOTHO MPO3PAYHBIM IS
KIIMEHTA.

4 Ilpokcu-nutio3 n3MmenseT [P-agpec nerounnka Ha cBoit 1P-
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azpec.

19. | Yro ompenenset npouenypa ynpasierus | 1.KTo MoxkeT oCyIecTBIATh aBTOPU30BAHHBIN TOCTYI K TEM

MOJIb30BATEISAMU? WM MHBIM KOMITBIOTEPAM OpTaHU3allH, 1 KaKylo
MH(POPMALUIO aIMUHUCTPATOPBI AOJKHBI IPEIOCTABISAT
TMIOJIb30BATEINAM, 3aIPALINBAIOIINM OJAEPHKKY.
2.Kakum 00pa3zoM B JaHHBIII MOMEHT BPEMEHH MPUMEHSIETCS
MOJIMTHKA 0€30I1aCHOCTH Ha Pa3JInYHbIX CUCTEMAX,
MMEIOIIUXCS B OpraHu3alin
3.llaru o BHECEHHUIO U3MEHEHHUH B (PYHKLIUOHUPYIOIIHIE
CHCTEMBI.

20. | KakoBbI 001111€ CBOMCTBA CUCTEM 1.1 te, u npyrue ciensiT 3a KOHKPETHBIMA CHMITTOMAaMH
aHaJIN3a ysI3BUMOCTEN U CUCTEM MPOHUKHOBEHHUS M JPYTUMH HapyLICHUSIMH TOJTUTUKA
0oOHaApY>KCHUsI BTOPKCHUI ? 0e30MmacHOCTH.

2.1 Te, u apyrue MOTyT QIIBTPOBAThH TpahHK.
3.U Te, u npyrue MoryT mudpoBaTh TpapuK.
4. Te, u apyrue MOTYT ayTeHTU(QHUINPOBATD
TOJIB30BATENEH.

21. | Yro mpennonaraeT rapaHTUPOBaHHE 1.0npeznenenne ToUeK BO3MOXKXHOTO cOOsI U IMKBUAALIUS

JIOCTYITHOCTH? 3TUX TOYEK.
2.0mnpeneneHue KPUTUIECKH BaKHBIX YCTPOHCTB.
3.0npezneneHne KpUTUYECKH BaXKHBIX CEPBHUCOB.
4.0npeneneHue COUCKOB YIIPABICHUS JOCTYIIOM.

22. | Yro HeoOX0IMMO 00eCeunTh Mpr 1.PerynspHoe n3MEHEHHE NPaBUIT GUIILTPALHH.
yTnpaBiieHHN KOHQUTYyparusiMu? 2.Perynsipaoe obnosnenue [10.

3.YnpasneHue n3MEHEHUSIMH.
4.0neHKa COCTOSIHUSI CETEBOM O€30MaCHOCTH.

23. | Tpaguuuonnsiii (nm ucxomsamuil) NAT | 1.00ecnieunBaet KoHOUACHIIMATBHOCTD TpaQyKa MEXKIY
(...) KITMEHTAMH, PACTIOJIOKEHHBIMU BO BHEIIHEW CETH, U
JlononHuTe yTBEP)KICHHUE. cepBepaMu, PacloI0KEHHBIMHU B YaCTHOM CETH.

2.06ecneunBaeT KOHQUICHINATBHOCTD TpadUKa MEXKILY
KJIMEHTaMH, PaCIOJIOKEHHBIMHU B YaCTHOM CETH, U
cepBepaMu, PacloIOKEHHBIMHU BO BHEIIIHEH CETH.
3.I1o3BosIsI€T XOCTaM BO BHEUIHEH CETH MPO3PAYHO MOTYy4aTh
JIOCTYTI K XOCTaM B YaCTHOM CETH.
4. ITo3BoJsieT XOCTaM B YaCTHOM CETH MPO3PAvHO MOTY4aTh
JIOCTYI K XOCTaM BO BHEIIHEH CETH.
24. | lns xakux 1eneit Heo0X0uMo 1.Co3nanus 3amu¢ppoBaHHBIX TYHHECH.
HCIIONIb30BAaHUE TPEThEH JOBEPEHHOM 2.3MeHeHus npaBuil QUILTPOBAHUS TpaduKa.
CTOpPOHBI? 3.Pacnpenenenust MeXy 1ByMsl yUaCTHUKaAMHU CEKPETHOU
WHOPMAITUK, KOTOpasi He cTayia Obl JOCTYIHA OIMIOHEHTY.
25. | YUro 13 mepevnciieHHOTO OTHOCHTCS K 1. Xsm-pyHKIHH.
MeXaHu3MaM 0e30MacHOCTH? 2.1lenocTHOCTH COOOIIEHHSI.
3. AJITOPUTMBI CHMMETPHUYHOTO IU(PPOBAHUSI.
4. Ayrenrudukarms COOOIICHHS.
26. | Uro u3 nepeuncieHHoro He oTHocuTcs K | 1. Xom-dgyHknnu.
MeXaHU3MaM 0e30MacHOCTH? 2.11en0CTHOCTE COOOIICHUS.
3. AJITOPUTMBI CHMMETPHUYHOTO IIU(PPOBAHUSI.
4. Ayrenrudukanms coOOOIIECHUS.

27. | MexcereBble SKpaHbl ¢ MOIICPIKKOM 1. AHaTM3UPYIOT JIOTHH ¥ MAPOJIb MTOJIb30BATEIIA.

COCTOSIHUS SABJIAFOTCS IIAKETHBIMU 2.AHanM3UPYIOT TPAHCIIOPTHEIH ypoBeHb Mozenu OSI.
¢unpTpamu, KoTopsie (...) 3.AHaNMM3UPYIOT CeTeBOM ypoBeHb Moaenu OS]
JlomonHuTE YTBEPKICHHE. 4. AHanu3upyIOT NPUKIATHOW ypoBeHb Moemn OSI.

28. | K kakuM cepbe3HBIM HEraTUBHBIM 1.Hapymenue ¢pynkumnonuposanusi UT-uHGpacTpyKTypHI.
MOCTIEICTBUSAM MOXKET IIPUBECTH 2.0cTaHoBKa pabouero mpouecca.

HEKOppeKTHas paboTa uiu 3.Hapymenvne xoH(pHIEHINATFHOCTH, UEIOCTHOCTH WIH

HE3aIUTAaHUPOBAHHBIA MMPOCTON CUCTEMBI | IOCTYITHOCTH CITY>KeOHON MHGMOPMAIIHH.

nHPOPMALMOHHON 0€30MmacHOCTH? 4.0tcyTcTBHE KBaJIN(ULIUPOBAHHOTO TEXHUYECKOTO
00CITy)KMBaHHUS.

29. | Ilox yHu(UIMPOBaHHBIM yIIPABICHHEM 1.IleHTpann3oBaHHOE YIPaBIE€HUE HECKOIbKIMHU CETEBBIMU
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yrpo3amu (Unified Threat Management —
UTM) nonumarot?

yCTpOMCTBaMH.

2.Co3nanue 6a3pl TaHHBIX MOTCHIIMATBHBIX YTPO3.
3.Co3ganue 6a3nl JaHHBIX TOYEK BXOJA B CETh.
4.1leHTpanu3oBaHHOE YIIPaBIEHNUE BCEMH MEKCETEBBIMH
JKpaHaMH.

30.

Yro CJICOYCT ONPCAC/INTD MIPHU aHAJIU3C
Ha3HA4YCHUA MCKCETCBOI'O 3KpaHa?

1.Kakue Turbl Tpaduka TOMKHBI 3aIIAIIATHCS.

2.Kakue THITbI TEXHOIOTHI MEKCETEBBIX DKPAHOB JIyUIIIe
BCETO TOIXOIAT IS TpaduKa, KOTOPHIN TODKEH OBITh
3alUIIEH.

3.Kakue nomoHUTEIbHBIC BO3MOKHOCTH O€30MaCHOCTH —
TaKre Kak BO3MOXKHOCTH 00OHAPY>KEHUS IPOHUKHOBEHHUS,
VPN, dubrpoBaHue COASPKUMOTO — JOJDKEH
MOAACPKUBATH MEKCETEBOM SKPaH.

4.Kaxue criocoOBI yrpaBiIeHUs OJACPKUBAET JaAHHBIH
MEKCETEBOM IKPaH.

31.

Yro BkIIIOYaET B ceOsl THITMYHAS CUCTEMA
YHU(UIUPOBAHHOTO YIPABICHUS
yrpo3amu?

1.MeskceTeBoii SKpaH ¢ BO3MOKHOCTSIMH ONPEICICHUS U
yaanenus BpenoHocHoro I10 Ha Haxoasmuxcs oA ero
YIpaBJIEHUEM XOCTaX.

2.MesKceTeBoii IKpaH ¢ BO3MOKHOCTSIMHU OJIOKUPOBAaHUS
HEXEJIATeJILHOTO TpaduKa.

3.Paboune cTaHIIUM MTOTB30BATENECH.

4.CepBepa, IPe0CTaBISIONINE CEPBUCH YAATCHHBIM
MOJIb30BATEIISIM.

32.

KakoBbI mpenMymiecTBa UCIOIb30BaHUS
CHCTEMBI YHU(DHUITMPOBAHHOTO
yIpaBiIeHHs yrpo3amu?

1. YBenuumBaeTcs MpoOIyCKHAs CTIOCOOHOCTH CETH.
2.YMeHbBIIAeTCS CI0KHOCTD YIPABICHHSI.
3.YBennuuBaercst 6€30aCHOCTb CETEBOTO IEPUMETPA.
4.YMeHbIIIAaeTCs KOJIUYECTBO MOMBITOK
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

33.

Jist KakuxX cUCTeM MPUTOHA
craruueckast NAT?

1.J11s1 MOOBIX CUCTEM.
2. J1nst cuctem B DMZ.
3. 115 KMTUEHTCKUX pabOYMX CTaHIUH.

34.

Yro obecrieurBaeT KaHAJIBHBIA YPOBEHb
moxenu OSI?

1.BeimonHseT ayTeHTH(HUKALIUIO MTOJIH30BaTEIs.
2.MapuipyTU3HpyeT MaKEThl MKy JTOKATHHBIMU CETSIMHU.
3.00ecnieunBaeT NPOBEPKY U KOPPEKIHIO OITUOOK.
4.Y1naxkoBbIBaeT JaHHbIC B CTAHAAPTHBIC KAAPBI IS
nepeniauu yepes GU3NIecKuii ypoBEeHb.

35.

Yro obecrieurBaeT ceTeBOH YpOBEHb
monenu OSI?

1.00ecnieunBaeT HAAEHKHOCTh COEJUHEHU.
2.00ecIieunBaeT LEIOCTHOCTh COEAUHEHH.
3.06ecnieunBaeT KOHOUACHINATBHOCTh COSTUHEHMSL.

4 MapuipyTU3HPYyeT MaKEThl MKy JOKATHHBIMU CETSIMHU.

36.

Yro obecrieurBaeT TPAHCIOPTHBIN
ypoBeHb mogenn OSI?

1.Bce mpoTOKOJIBI JAHHOTO YPOBHS TapaHTUPYIOT
Ha/IeKHOCTb COCINHEHUSI.

2.IIpenocTaBisgeT cepBUCHL, OPUEHTHPOBAHHBIE Ha
COEIMHEHMUE.

3.HekoTopsie IpOTOKOJIBI TaHHOTO YPOBHS 00€CTIEINBAIOT
LEJIOCTHOCTh COETUHEHUS.

4.HexoTtopsle MPOTOKOJIBI JAHHOTO YPOBHS FapaHTUPYIOT
HaJEeKHOCTh COSTUHEHHUS.

37.

I'ne ycranaBnMBarOT MEXCETEBbIE
9KpaHBbI AJ1s1 BEO-TIPUIOKEHUH?

1.Ilepex 3ammniaeMmbiM BeO-cepBepoM (Tpaduk BHaUasIE
MepeIaeTCsl MeXCETEeBOMY DKpaHy, 3aTeM BeO-CepBepy).
2.Ilocne 3amumaemMoro Beo-cepeepa (Tpaduk BHaYAsE
repeaacTcsi BeO-cepBepy, 3aTeM MEKCETEBOMY DKPaHy).
3.MexceTeBoil SKpaH M 3aluiaeMblii UM BeO-cepBep
HaXOJATCS B Pa3HBIX MOACETAX, Tpa(UK MEXTy HUMU
3arpeeH.

4. MexceTeBol 3KpaH U 3alUIlaeMblii UM BeO-cepBep
HaXOJIATCS B Pa3HBIX MOACETAX, HO TPa(PUK MKy HUMH HE
3arpenieH.

38.

Kax momkHbI (yHKITMOHHPOBATh

1.JIo/DKHBI BCET/1a CaMH BBITIOJIHSTH ayTeHTH(MUKAITUIO
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MEXXCETEBbIE IKPaHBbI AJIs BEO-
MIPUIIOKEHUI?

MI0JIb30BATENEH.

2.J10/DKHBI pealin30BhIBATH TE Ke (PYHKIIMOHATBHBIC
BO3MOKHOCTH, YTO M 3aIUIIAEMBIA UMH BeO-CEepBep.
3.J10KHBI OTHOBPEMEHHO SBISATHCS M KOHEYHBIMH TOUKAMH
VPN.

4.]JlomxHBI MOHUMATh Bee ocobeHHocTr npotokona HTTP,

39.

[Touemy cymiecTByeT HEOOXOIUMOCTD B
ME)KCETEBBIX IKpaHax JUIsl BUPTYalbHbIX

UHPPACTPYKTYp?

1.CeteBoii Tpaduk, KOTOPBII MepeIaeTcsi MeXIY TOCTEBEIMHU
OC BHyTpH XOCTa, HE MOXKET IPOCMATPUBATHCS] BHEIITHIM
MEXKCETEBBIM SKPAHOM.

2.CeteBoii TpaduK, KOTOPBII IMeperaeTcsi MeXAY TOCTEBBIMHU
OC BHyTpH X0OCTa, IepeaaeTcs B 3aQpOBaHHOM BHUJIE.
3.CerteBoii TpauK, KOTOPBIN MEepeaacTCsi MEXIY FOCTEBBIMH
OC BHYTpH XOCTa, UCTIOJIB3YET MPOTOKOJIBI, OTIUYHEIC OT
TCP/IP.

4.B ceteBoM Tpaduke, KOTOPBIH MepeaaeTcss MeXKIy
rocteBbiMu OC BHYTpH XOCTa, YKa3aHbI APyrHe HOMepa
MTOPTOB, YeM B OOBITHOM CETEBOM TpaduKe.

40.

Kaxkue oco0eHHOCTH UMEET MEKCETEBON
9KpaH Ha OCHOBE MPUIIOKEHNUs?

1.YnpaBneHue 4OCTYyIIOM OCHOBaHO Ha 3aIlyCKe
HpI/IJ]O)KCHI/II\/'I WK CEPBUCOB, @ HEC HA JOCTYIIC K ITOPTaM MUJIN
CepBUCAM.

2.YupaBieHue J0CTyIIOM OCHOBaHO Ha
ayTeHTI/I(bI/IKa]_[I/IOHHI)IX JAaHHBIX IT0JIB30BaTCIIA.
3.YnpasiieHe AOCTYIIOM OCHOBAHO Ha CETE€BON aKTUBHOCTHU
MIOJIb30BATEIS.

4.YnupaBieHue JOCTYIIOM OCHOBAaHO Ha MapameTpax
0€30MacHOCTH, YKa3aHHBIX Ha [III03€ M0 YMOIYAHUIO.

41.

B ueM 3axnrogaeTcst OrpaHUYEHHOCTh
aHaJIM3a MEXCETEBOT0 SKpaHa?

1.He MoxeT aHaTM3MpPOBATh 3alIU(PPOBAHHBIC PUKIIAJTHBIC
JaHHBIE.

2.He MOeT BBITIONHATH ayTeHTU(HUKAIIIO MTOJIB30BATES.
3.He MoxeT aHAMM3UpOBATh IaHHBIE TPUKIIATHOTO YPOBHSI.
4.He MoxeT 0TOpachIBaTh MAKETHI.

42.

Uro omnpenenseT MoIMTHKA MEXCETEBOTO
sKkpana?

1.Kax mexceTeBoii 3kpan Oyaet 00padaThiBaTh CETEBOM
Tpaduk s onpeneneHHbx [P-agpecos u quanazoHoB
aJIpecoB, MPOTOKOJIOB, PUIOKEHUNA U TUIIOB COACPKIMOTO.
2.Kak mexceTeBoii dKpaH OyAeT MapipyTH3UPOBATh
MaKeTHl.

3.Kak MexceTeBoil 3kpan OyeT obecreuynBaTh KaueCTBO
obcmyxuBanus (QoS).

4.Kak MexceTeBoit dkpaH OyeT oOecrednBaTh
0aJlaHCHPOBKY HArpy3KH.

43.

Uro cregyeT onpeaenuTs nepes
pa3paboTKOI MOTUTHKU MEKCETEBOTO
9KpaHUpOBaHUA?

1.Onpenenuts TUIB TpaUKa, KOTOPBIE HEOOXOAUMBI
OpraHu3alHH.

2.0npenenuts VPN-unTepdeiicsl, yepe3 KOTopble T0HKEH
MPOXOJIUTH TPaAPUK.

3.Onpenenuts vlan-untepgeiicel, yepe3 KOTopble JOKEH
MPOXOIUTH TPAPUK.

4.0npenenuTh CTaATHYECKYI0 MapIIPyTH3ALNIO IS
pa3IMYHBIX TUTIOB TpaHKa.

44,

Kak 1omkHO 6cec0a BBITTOIHATHCS
aJIMHHUACTPUPOBAHNE MEKCETEBOTO
skpana? Beroepere mpaBUIbHBIC OTBETHI.

1.I1o 3amuIIeHHOMY KaHaITy.

2.1z UnTepHeT — 10 3alUIleHHOMY KaHally U C
HCIOJIb30BaHMUEM CTPOIol ayTeHTHU(HUKALINH.

3.U3 nokanbHOM CETH BO3MOKHO a]MUHHCTPUPOBaHHE 0€3
BEITIOJTHEHUS CTPOTOM ayTeHTU(UKAIINY.

4.C HCII0JIb30BaHUEM CTPOTOH ayTeHTH(MUKAIUH.

45.

JI1st KakuX CUCTEM TPUTOTHA
nuHamuueckas NAT?

1.1t mOOBIX CHCTEM.
2. Jlnst cuctem B DMZ.
3. 1)1 KTUEHTCKUX pabOYMX CTaHIIUH.

46.

Kak Ha3piBaeTcs criocob peanuzanuu
KpUNTOrpaduaecKoro MeTo/1a, Mpu

1.AnmmapatHEbIit.
2.IIporpaMMHEIH.
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KOTOPOM Bce TIponeypsl mudpoBanus U | 3.PydHoit.
pacumdpoBaHUs BBIMOTHIIOTCS 4.9MeKTpOMEXaHUICCKU.
CHENUATEHBIMU JJIEKTPOHHBIMH CXEMaMH
O OTIPEJICNICHHBIM JIOTHIECKUM

npaBusiam?
47. | Yto 0o01ero MMerT BCe METOABI 1.B Hux mi1st mmdpoBaHust ”HPOPMAIIMH UCTIONB3YETCS! OAUH
UG POBAHUS C 3aKPBITHIM KITIOUOM? KITIOY, a JUTS PaciIupoBaHUs — IPYTON KITFOU.

2.B HUX BXOIHOM ITOTOK UCXOQHOTO TEKCTA METUTCS Ha
OJIOKH, B K&KJIOM U3 KOTOPBIX BBITIOJHICTCS MEPeCTaHOBKA
CHUMBOJIOB.

3.B HUX TPOU3BOIUTCS CIOKEHHE CUMBOJIOB HCXOIHOTO
TEKCTa M KIIF0Ya 110 MOJYJII0, PABHOMY YHCITy OYKB B
andasure.

4.B Hux ms mudpoBaHus U pacimmudpoBaHus HHOOPMAITIH
HCTIOJNIL3YETCS OJIMH U TOT JKe KITFOY.

48. | I'me MOXHO MONTy4uTh camble nocieauue | 1.Ha calite koMmaHUM-IPOU3BOAMTEINS UCTIONB3YEMOM
aHTUBHUPYCHBIE 0a3bI? AHTUBUPYCHOU POrPAMMBL.

2.0OHHU TIOCTABJISAIOTCS OAHOBPEMEHHO C AUCTPHOYTHBOM
AHTUBHUPYCHOU IIPOrPAMMBI.

3.Ha caiire EBponeiickoro HHCTUTYTa KOMIIBIOTEPHBIX
AHTHUBUPYCHBIX HCCIIEIOBAHHM.

4.Ha calite www.eicar.org.

49. | Kaxoii cmoco6 BHEIIHETo JOCTYyNa K 1.VPN.
BHYTPEHHHM CHCTEMaM HanoOoiee 2.KoMmmyTHpyemoe coenmHeHue
pacrnpocTpaneH? 3.Telnet
4.Apenyemblil KaHaJL.
50. | Ckonbko HHTEP(]EHCOB Y MEKCETEBOTO 1.01uH.
9KpaHa IPUKIATHOTO YPOBHS? 2.JIBa.

3.Ilo ofHOMY Ha KaXJIYIO CE€Th, K KOTOPBIM OH MOAKJIIYEH.

biiok 3amanuit OTKPBITOrO TUIIA
®opmupyemsie T1K 2.1.

1.IIpouenypa pacnosHaBaHUsl CyObEKTa B IPOLIECCE PETUCTPALIUU B CUCTEME HA3bIBAETCS?

2 Ilponenypa mpoBepKH MOAIMHHOCTH CYOBEKTa, MO3BOJIAIONIAs JOCTOBEPHO YOEIUTHCS B TOM, YTO

CyOBEKT, NPEeIbIBUBIIUN CBON HICHTHU(PUKATOP, HA CAMOM JIeJe SIBJISIETCS UMEHHO TeM CYOBEKTOM,

UEHTU(PHUKATOP KOTOPOTO OH MCIIOJIb3YeT, Ha3bIBAETCs?

3.IIponenypa mpenocTaBieHusi CyOBEKTY ONpPENETICHHBIX MpaB JAOCTyNa K PecypcaMm CHUCTEMBI TOCIe

IPOXOXKJICHUS UM MPOLEAYPhl ayTeHTHU(PHUKAIMN Ha3bIBaeTCs?

4. TexHonorusi uAEHTU(PUKAIINYI, OCHOBAHHAS HA UCIOJIb30BaHUU PAJUOYACTOTHOTO 3JIEKTPOMAarHUTHOTO

U3ITy4EHUs], Ha3bIBAETCSA?

5.TexHosnoruss OecrpoBOAHON BBICOKOYACTOTHOM CBSI3M Majoro paaumyca paeiictBus (mo 10 cm),

NO3BOJISIOIIAs  OCYIIECTBIATh ~ OECKOHTAKTHBIH ~ OOMEH  JaHHBIMM  MEXIY  YCTpPOHCTBaMH,

PacroJI0)KEHHBIMU Ha HEOONIBIINX PACCTOSHUSAX, Ha3bIBACTCS ?

6.Hanocumas B Buje IITPUXOB 3aKOJMPOBAHHAS MH(OPMAIUS O HEKOTOPBIX HauboJiee CyIIECTBEHHBIX

napaMmerpax oObeKTa, CYUUThIBa€Mask IIPH MOMOIIHU CIEIHAIBHBIX YCTPONCTB, Ha3bIBaeTCA?

7. JIByMEepHBIH IITPUXKOJ, B KOTOPOM KOAMPYETCs MH(pOpMAIMs, COCTOALIass U3 CUMBOJIOB (BKJIIOYAs

KUPWLTUILY, Ul U CIIELICUMBOJIBI), HA3bIBACTCS?

8.MneHTudukaiys yenoeka 1o yHMKaabHbIM OMOJIOTHYECKUM MPU3HAKAM Ha3bIBAeTCs?

9.Ha kakue JiBe TPYIIIBI IEIATCS METOIBI OMOMETPUIECKON HICHTH(DUKAITIH?

10.Kakue  merompl  OMOMETPUYECKOM  WACHTHU(HMKAIMK  OCHOBBIBAIOTCA  HAa  YHUKaJIbHOH

(bU3HOTIOTHYECKON XapaKTEPUCTUKE YEIOBEKA, TAHHOW MYy OT POXKIEHHUS U HEOTHEMJIEMON OT HETO?

11.B ocHoBe Kakoro Merojga OMOMETPHUYECKOM HIEHTH()HUKALMUU MCIOIb3YETCS YHHUKAIbHBIA IS

KQKJIOTO 4YeJIOBeKa PHUCYHOK MaNNWISAPHBIX Y30pOB Ha Majlblax, T.€. OTIEYATOK, IOJYYEHHBIH C

IIOMOIIIBIO  CIIEIUANIBHOTO CKaHepa, KOTOphIi mpeoOpasyercs B LUPPOBOM KOX (CBEPTKY), H

CPaBHMBACTCA C PAHEE BBEIICHHBIM STAJIOHOM?

12 Kakoit mMeToq OMOMETpUYECKON HACHTU(HUKAIMU TOCTPOCH HAa TEOMETPUU KUCTU PYKH, KOTJa C

IOMOUIBIO CHEUAIBHOTO YCTPOWCTBA, COCTOSALIETO M3 KaMepbl M HECKOJBKHMX IOJCBEYMBAIOIIUX
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IMOAOB (BKJIIOYAsICh MO OYEPEAM, OHU JAIOT pa3Hble MPOEKIMHU JIAZJOHU), CTPOUTCS TPEXMEPHBIN 00pa3
KHUCTH PYKH, TI0O KOTOPOMY (POPMHPYETCS CBEPTKA U PACIIO3HAETCS YEIOBEK?

13.Ilpu kakom MeroAe OMOMETPUYECKOW HICHTU(PHUKAIUA C TOMOIIBI0 HWH(MPAKpACHOH Kamepbl
CUMUTBHIBAETCSI PUCYHOK BEH Ha JIMLEBOM CTOPOHE JIQJAOHU WIM KHUCTU PYKHU, NOJy4YEHHas KapTHUHKa
oOpabatbIBaeTcs, U [0 CXEMe pacIoIokKeHus BeH popMupyercs nudppoBasi CBepTKa.

14.1lpu xakoMm crocobe OMOMETPUYECKON HACHTHU(HKAIMKA HCIOJIB3YeTCs] PUCYHOK KPOBEHOCHBIX
COCYJIOB I'JIA3HOT'O JHA, ISl TOTO YTOOBI STOT PUCYHOK CTall BUJIEH — YEJIOBEKY HYKHO IIOCMOTPETh Ha
YIQJICHHYIO CBETOBYIO TOUKY, M TAKMM 00pa3oM IOJICBEYEHHOE TJIa3HOE JHO CKAaHUPYETCsI CIIeUabHON
Kamepoit?

15.1Ipu kakoMm crocobe OMOMETPUYECKOW HACHTU(HUKAIMH IOCTATOYHO MOPTATUBHOM KaMepbl CO
CIELUAIU3UPOBAHHBIM TIPOIPAMMHBIM OOECIIEYEHHEM, IO3BOJISIOIIMM 3aXBaThiBaThb H300paKeHUE
YacTH JIUIA, U3 KOTOPOTO BBIACHSAETCS H300pakeHHE TIJla3a M PUCYHOK, MO KOTOPOMY CTPOMTCS
UG poBON KO 1)1 MIAEHTU(DUKALIUY YeloBeKa?

15.T1pu kakoM MeTo/1e OMOMETPHUECKON MACHTU(UKAIINYA CTPOUTCS TPEXMEPHBIN 00pa3 JIHIla YeI0BeKa,
- Ha JIMLE BBIJEISAIOTCS KOHTYpBl OpOBEH, Ii1a3, Hoca, I'y0 U T.J., BBIYUCIISIETCS PACCTOSHUE MEX1Y HUMU
U CTPOMUTCSI HE MPOCTO 00pa3, a elle MHOXKECTBO €ro BapMaHTOB HA Cily4yau MOBOPOTA JIMLA, HAKJIOHA,
M3MEHEHMS BBIPAKEHUS?

16. B ocHOBe Kakoro MeToja OMOMETPUYECKON HACHTU(UKAINH JISKAT YHUKAIBHOCTh pacrpeieiIeHUs
Ha JIMLE apTepuif, CHaOXXaIOUIMX KPOBBIO KOXY, KOTOpbIE BBIACIAIOT TEIUIO U HCIOJb3YIOTCS
CTenMabHbIE KaMepbl HH(PAKpacHOTO Auana3zona’?

17.Kakue MeTo bl OMOMETPUUECKON NACHTU(UKALIMH UCTIOIb3YIOTCS TONBKO IS CIIELUATU3UPOBAHHBIX
JKCIIEPTU3, TaK KaK paboTaroT JOCTaTOYHO J0JT0?

18.Kakue Meronpl OUMOMETpUYECKON  HMAEGHTH(HMKALMKM  OCHOBBIBAIOTCS HAa  IOBEACHYECKOMH
XapaKTePUCTHKE 4YEJIOBEKa, IOCTPOEHbl Ha OCOOEHHOCTSX, XapaKTEpHbIX JMJIs IOCO3HATEIbHBIX
JBMDKEHUH B IIpoliecce BOCIPOU3BECHNS KaKOTr0-I1u00 eicTBus?

19. Ilpu xakoM Merone OWOMETPHYECKOW HICHTH(UKAIMU HE HYKHO HHUKAKOTO CHEIHaIbHOTO
000pyZ0BaHUs, KpOME CTaHAAPTHOMN KJIaBUATYpPhl, - OCHOBHOM XapaKTEpPUCTUKOM, 10 KOTOPOH CTPOUTCS
CBEpTKa JUIsl UIeHTU(UKALUK — TMHAMUKa Habopa KOJ0BOIo cioBa’?

20.Kakue cucremMbl KOAMPYIOT B LHM(POBOM BHIE M XpaHAT HHIAMBUIYaIbHbIE XapaKTEPHCTHUKHU,
MO3BOJISAIONINE MPAKTHYECKH 0€301MMUO009YHO UACHTH(HUIIUPOBATH JTFO00M UHIUBHU?

21.Meton uaeHTH(UKALMU TOJIB30BATEeNsl B KakoM-TMOO cepBUCE TMpPH IOMOINM 3ampoca
ayTeHTU(UKALMOHHBIX JaHHBIX JBYX Pa3HBIX THUIIOB, YTO obOecrieunBaeT Oosiee AP(HEKTUBHYIO 3alUTy
aKKayHTa, Ha3bIBaeTCs?

22.11pn KakOM MeTOJIe UACHTU(HUKAIMH TT0JIb30BaTeNsl TIEPBBIA pyOeX - 3TO JIOTHH M MapoJib, BTOPOH -
CHenUaIbHbIN KO, MpUXOoaauuil o SMS unu 31eKTpoHHOU nouTe?

23.I1pu KakoM crocode ayTeHTU(DUKAIINHA UCTIONB3YIOTCS ayTeHTH(PHUKAIIMOHHBIE (DaKTOPBI HECKOIBKIX
THUIIOB.

24 Kak Ha3bpIBalOT TUTACTHUKOBBIE KapThl CO BCTPOCHHOW MHKPOCXEMOW, B OOJBIIMHCTBE CITy4acB
COJIEprKalllie MUKPOIIPOLIECCOP U ONEPALUOHHYIO CUCTEMY, KOHTPOJIUPYIOLLYIO YCTPOWCTBO U JOCTYI K
00BEKTaM B €r0 MaMATH.

25.Kakoe xkommnaktHoe USB-ycTpoiicTBo, mnpeaHa3HayeHO [uig 0Oe30mMacHOW — ayTeHTH(HUKAIUU
MI0JIb30BAaTENeH, 3alIUIIEHHOr0 XpaHEeHusl KiIoueld Mmu@poBaHUS U KIHOYEH 3JIEKTPOHHOM MOAMMCH, a
Takxke HU(POBBIX cepTH(PUKATOB?

26.Kakoe USB-yctpoiicTBO oOecnieunBaeT IBYX(aKTOpHYIO ayTEHTH(MHUKAIMIO B KOMITBIOTEPHBIX
cucTeMax M JUid YCIEHIHOM ayTeHTHU(UKAMu TpeOyeTcs BBINOJHEHUE JBYX YCIOBHIl: (usnueckoe
Hanmuue camoro USB-tokena u 3Hanue PIN-koga k Hemy?

27.Kakoe mepcoHanbHOE CPEJCTBO AyTEHTU(UKAIMHM U 3alUIIEHHOTO XpAaHEHHUs JaHHBIX, alapaTHO
nojajepKuBaeT paboty ¢ UUDPPOBBIMU cepTUPUKATAMH U IJIEKTPOHHOH IU(POBON MOIIMHUCHIO,
ucrnonusercs B Buae USB-kimioueil, cMmapT-kapT, KOMOWHHUpPOBAHHBIX YCTPOMCTB M aBTOHOMHBIX
TE€HEPATOPOB OJJHOPA3OBBIX MApPOJICH?

28.IIpn kakoM MeTOA€ ayTeHTH(HKAIMU 10 OJHOPA30BBIM MAPOJIIM MOJb30BATENb OTIPABISET HA
cepBep CBOW JIOTHH; CEpBEp TIE€HEPUPYET HEKyI0 CIy4ailHyl0 CTPOKY M IIOCBUIA€T €€ OOpaTHO;
MOJIb30BaTEIb C MOMOIIBIO CBOETO KIIOYa 3alIM(pPOBBIBAET 3TH JAaHHBIE UM BO3BPAIIAET MX CEPBEPY;
CEepBEp B 3TO BPEMsI «HAXOJIUT» B CBOEH MaMsTU CEKPETHBIN K04 JAaHHOTO MOJIb30BaTeNs U KOJUPYET C
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€ro TMOMOIIBI0 HMCXOJIHYIO CTPOKY, CpaBHHMBaeT o0a pe3yibTara MHUQPOBAaHUS U MPU UX IOJIHOM
COBMAJICHUU CUUTAETCS, YTO ayTeHTU(UKAIIHSI TPOIIUIA YCIIeITHO?

29.I1pun xkakoM MeToje ayTeHTH(HKAIMU MPOTrpaMMHOE WIIM arapaTHOE OOECTICUeHHE IOIh30BaTEeNIs
TeHEpUPYET HCXOJHBIC TaHHBIC, KOTOpble OyayT 3amudpoBaHbl M OTHPABICHBI Ha CepBEp IS
CpaBHEHHUs (B MIPOIECCE CO3/IaHUS CTPOKH HCIONB3YETCsl 3HAYCHHE MPEeIbIIyIIEro 3ampoca), cepBep
TOXKE 00JIaJIaeT STUMH CBEIACHHSIMHU; 3HAsI UMS ITOJIH30BATENs, OH HAXOUT 3HAUECHUE MPEIBIAYIIErO ero
3arpoca U TeHEePHUPYET MO TOMY K€ aJrOpUTMYy TOYHO TaKylO K€ CTPOKY, 3alln(poBaB €€ ¢ MOMOIIbIO
CEKpPETHOI'O KJIloYa I0JIb30BaTelsl (OH TAaK)XKE XPaHUTCS Ha CEPBEPE), CEpBEp IOJYy4YaeT 3HAUYECHHE,
KOTOPOE JOJKHO MOJHOCTHIO COBMAAATh C MIPUCIAHHBIMU MOJIb30BaTENIEM JAHHBIMU?

30.ITpu kakoM MeTo/ie ayTeHTU(DHUKAIIMHN B KAYECTBE UCXOHOM CTPOKH BBICTYIAIOT TEKYIIHE MMOKA3aHU
TaliMepa CIelUalbHOIO YCTPOMCTBA WJIM KOMIIBIOTEpPA, HA KOTOPOM pPadOTaeT YellOBEK, 3TH JaHHbBIE
3amu(POBBIBAIOTCS C TIOMOIIBIO CEKPETHOTO KIII0Ya W B OTKPBITOM BHJIE OTIPABISIOTCS HAa CEpBEp
BMECTE C UMEHEM I10JIb30BATENsl, CEPBEP MPH MOIYUSHHUU 3allpoca Ha ayTEHTU(HUKALUIO BIMOIHIECT TE
XKe JCUCTBUS: IMOJydaeT TEeKyIlee BpeMs OT CBOEro TaiMepa M 3alIi(pOBBIBACT €ro; IMOCIe 3TOro
CepBep CpPaBHUBAECT J[BA 3HAYCHMSI: BBIYMCIEHHOE U MOJyYEHHOE OT YAaJIEHHOTO0 KOMITbIOTepa?

31.Ilpu kakoM MeToae AayTCHTH(PHUKAIMU B KAa4eCTBE HMCXOJHON CTPOKH HCIOJB3YEeTCS KOJIUYECTBO
YCIEUIHBIX MPOLEayp ayTeHTU(UKALWU, MPOBEICHHBIX J0 TEKYIIEH, 3TO 3HaYEHHE MOJCUYUTHIBACTCS
00enMu CTOPOHAaMU OTJENBHO APYT OT Apyra?

32.CoBOKYITHOCTh TEXHUYECKHUX CPEJICTB, HAIIPABIEHHBIX HA KOHTPOJIb BX0JIa ¥ BbIX0/1a B IIOMEIICHUE C
LIEJIbI0 0OCCIICUCHHS 0€30MaCHOCTH U PETYIMPOBAHHMS MOCCIICHUS OIPEaeIEHHOIO 00bEKTa, - 3T0?
33.Kakue cucTeMbl aBTOMATH3UPYIOT TMPOILIECC VYIPABICHUS YYETHBIMU 3alUCAMHU, HaMPUMED,
YIIPABJISAIOT MPOIIECCOM IO CO3/IaHUI0, H3MEHEHUIO M OJIOKUPOBAHHIO YUETHBIX 3aITUCEH?

34. Kakoe mporpaMMHOe pellieHue, BHICTYIIAET B POJIU MOCPETHUKA MEKIY MOJIb30BaTeIeM Opays3epa u
BeO-cepBepoM, U pabortaer mo nmpuHIUMy Man in the Middle, mogmensisi cepTrUKATHI TIOTB30BATENS U
cepBepa’?

35. Kakoe mporpaMMHoOe pelieHre BBICTYIAET B POJIM NMOCPETHUKA MEXKTy MOJb30BaTeiaeM Opaysepa u
BeO-cepBepoOM, U 3allUIIAeT BHYTPEHHUE BeO-pECypChl OpraHU3aluu - MOPTaJIbl, BEO-TIOUTY?
36.KoMmIUIeKC TOJXO0JIOB, MPAKTUK, TEXHOJOTUHA ¥ CIEIMUATBHBIX MPOTPAMMHBIX CpPEIACTB  JUIS
yIOpaBlIeHUs] YYETHBIMM JAaHHBIMH TIOJIb30BaTeNei, C IIeNIbI0 TOBBIIICHHUS OE30MacHOCTH U
MPOU3BOUTEIIFHOCTH ~ MWH(POPMAIIMOHHBIX ~ CHCTEM TIPH  OJHOBPEMEHHOM CHIDKCHHH  3arpar,
ONTUMM3AIMH BPEMEHH MPOCTOS 1 COKPAIICHUS KOJTMUECTBA MOBTOPSIOMIUXCS 3a7ad, - 9T0?

37. Merox wuneHTH(QUKANMK TIOJB30BAaTENsl B KAaKOM-THOO CEpBUCE TMPH IMOMOINM 3ampoca
ayTeHTU(UKAIMOHHBIX JTaHHBIX IBYX Pa3HBIX TUIOB, YTO 0OECNEUYUBAET JBYXCIOWHYIO, a 3HAUUT, Oojee
3¢ (HEeKTHBHYIO 3aIUTy aKKayHTa OT HECAaHKIIMOHHUPOBAHHOTO MMPOHUKHOBEHUS, - 3TO?

38.Kakas monenp moctyma Oazupyercs Ha SBHO 3aJaHHBIX JUIS KaXKAOTO CyObekTa (MOJIb30BaTelNsl)
mpaBax JocTyrnma K 0oObeKTaM / cerMeHTaM WH(OpMAIMH, OHU TPEJCTABJISIOTCS B BHJE MATpPHIIBI, B
KOTOPOM YKa3bIBAIOTCSI TONHOMOYHS CyOBEKTa OTHOCUTENIBHO KaXKIOr0 O0BEeKTa WIM CEeTrMEeHTa
uHpOpManuu?

39. Yto Takoe ERP (Enterprise Resource Planning) cucrema?

40.B cucreMe ympaBlIeHHUs ITOJIB30BATEISIMHU JIAHHBIX, MIPHUMEHSIONIECH 3Ty MOJENb, BCEM CyOBEKTaM
(cotpynHukam) u o0bekTaM (equHUIAM HHpopMmaruu: ¢aiiaM, mamnkaM M Tak Jajee) Ha3HAualoTCs
METKHU (MaHJaThl), COOTBETCTBYIOIINE Pa3HbIM YPOBHIM KoH(puaeHnaibHOCTH. CyOBeKT UMeeT mpaBo
Ha YTEHUE TOJIBKO T€X 00BEKTOB, yPOBEHb KOHPUACHIINATHLHOCTH KOTOPBIX HE BHIIIE ero ypoBHs. [IpaBo
Ha 3aIUCh / U3BMEHEHHE y CyOBEKTa €CTh MPH YCIIOBHUH, YTO YPOBEHb KOH(DHICHIIMAIEHOCTH 00BEKTa HE
HUKke ero. Kak Ha3bpIBalOT 3Ty MOJIETH AOCTyMa?

41 Kakoii KOMIIOHEHT YIpaBJIEHHS JOCTYIOM TpeOyeT OT MOojb30BaTelield IMOATBEPXKACHUS CBOEH
JUYHOCTH C UCMOJB30BaHNEM KaK MUHUMYM JBYX WU 0oJiee pa3inuHbIX (PaKTOPOB MPOBEPKHU, MPEKIE
9YeM MOJYYHUTh JOCTYI K KaKOMY-JINOO pecypcy?

42 Kakoil OTKpBITBIN CTaHAApPT JCICHTPATU30BAHHON CHUCTEMBbI AayTEHTHU(UKAIMU MPEAOCTABISICT
MOJI30BATEI0 BO3MOYKHOCTh CO3JIaHUS €IWHON YYETHOM 3amucH NIl ayTeHTH(UKAIMN HAa MHOXKECTBE
HE CBSI3aHHBIX JPYT C IPYrOM HHTEPHET-PECYPCOB, UCIONB3YS YCIYTH TPEThUX JTUIT?

43.Kako# maposib, TeWCTBUTENICH TOJIBKO JUIsl OTHOTO CeaHca ayTeHTU(HUKAIUU, TeUCTBUE ITOTO TapoJIst
TaK)Ke MOXKET ObITh OTPAaHUYCHO OINpPeNICTEHHBIM ITPOMEKYTKOM BPEMEHH ?

22



44.OtHOKpATHBIN BBOJ| YYETHBIX JAHHBIX JUIS TOCTYIA K HECKOJIBKUM CHCTEMaM/TIPUIIOKEHUSM, - 3TO?
45.Kakoli M3 MOMyJSpHBIX METOJOB B3JIOMa NApojed Ha cepBepax M B PA3IMUHBIX NPOTrpPaMMax,
OCHOBaH He nepedope maposiel ¥ y4eTHBIX 3alicen?
46.Kakoii kiacc penieHnid, o6ecrneunBaeT KOHTPOJIb M 3alIUTy MOOMIIBHBIX YCTPOMCTB, HCIIOIB3YEMbIX
opraHuzanuen u e€ corpyiHuKaMu?
47 HaGop pacnpenenéHHbIX CIyk0 W KOMIIOHEHTOB, B COBOKYITHOCTU MCHOJIB3YEMBIX JJIsI TIOAIEPKKU
KPHUITO33/1a4 Ha OCHOBE 3aKPBITOTO U OTKPBITOrO KJIHOYEH, - 3T0?
48. Kakas TEXHOJIOTHS IO3BOJISIET HE TOJIBKO MPOBEPSATh YCTPOWCTBA W TOJIb30BaTElCH elie Ha
HOJCTyNax K pecypcaM KOPIOPATUBHOW CETH, HO M IpPeJOTBPAaTUTh JIOCTYNl KOMIIBIOTEPOB, HE
COOTBETCTBYIOLINX TOJUTUKE O€30MaCHOCTH - 3apakeH BPEAOHOCHOW MPOTrPaMMOi, OTCYTCTBYET WIIH
ycTapes aHTUBUPYC, OTCYTCTBYIOT HEOOXOMMble OOHOBJIEHHUS U CEPBUC-TIAKH, CPEACTBA MIEPCOHATIBHON
3aIUTHI?
49.Kakoe cpeacTBO yHU(DUIIMPOBAHHOTO YIIPABIEHUS Yrpo3aMu, 00eCleuynBaeT KOMIUIEKCHYIO 3aIIUTy
OT CETEBBIX YIpo3, fABIsETCS MoauuKanueii OObBIKHOBEHHOro (haiiepBonia,  HPOAYKTOM «BCE
BKJIIOYEHO», OOBEIUHSIOIIUM B ce0e MHOXKECTBO (DYHKIMH, CBA3aHHBIX C OOECHEeueHHEM CETEeBOU
0€30MacHOCTH, HampUMep, CHUCTEMBl OOHAPYXEHHS W TPEAOTBPALICHUS BTOPXKEHUH, MEKCETEBOTO
sKkpaHa, VPN, anTuBupyca, cpeJcTBa aHajlu3a U UHCIEKTUPOBAHUS CETEBOro Tpaduka?
50. Komrmuiekc ammapaTHbIX W MPOrPAaMMHBIX CpEACTB, KOTOPBIA C 3aJaHHOW NEPHOJUYHOCTHIO
KOIIMPYIOT U PE3EPBUPYIOT OINpPENeIEHHYI0 HHPOPMALIHIO: OT KOHKPETHBIX (DaiiiioB M Mamok J10 LeJIbIX
00pa3oB CHCTEM M CEpPBEpOB M 0a3 JAaHHBIX, NMPU HHIUACHTAX OBICTPO BOCCTAHABIMBACT HYKHBIC
JIAHHBIE U T03BOJIET MPOJODKUTE pabOTy yXkKe Yepe3 HECKOIbKO MUHYT, - 3TO?

biiok 3amaHuil OTKPHITOrO TUIIA

®opmupyemsie 11K 2.2.

1.Kak Ha3biBaeTcs mnr00as XapakTepuUCTHKa HH(GOPMALMOHHOM CHCTEMbI, HCIIOJIb30BAaHHE KOTOPOMH
HapyLIMTEIEM MOXET PUBECTHU K PeaTu3aluu yrpo3bl?

2.Co0bITHE MM COBOKYMHOCTb COOBITHH, KOTOpbIE NMPUMEHUTEIBHO K Ka)KJOMY OTIEIBHO B3SATOMY
O00BEKTY JOJIKHBI PACCMATPUBATHCS B KAUECTBE MOMBITOK COBEPIICHUS HHPOPMAIIIOHHOTO BO3AEHCTBUS
MIPOTHBONPABHOTO WM JECTPYKTUBHOI'O XapaKTepa, - 3T0?

3.Ilpomecc oueHKHM TONO3PUTENBHBIX NEHCTBUN B 3aIIMIIAEMON CETH, KOTOPBIH peanu3yercs JmOo
MOCPEJICTBOM aHAJIM3a KypHAJIOB PETUCTPALIMH ONEPallMOHHON CUCTEMBI M MIPUIIOKEHUH, TNOO CETEBOTO
Tpaduxka, - 3T0?

4.CKOJIBKO BBIIEJISIIOT KJIACCOB CUCTEM OOHApY)KEHUs aTak Mo MPUHLUITY pealu3aluy 1 Kakue?

5. Kakue cucrempl 00HapYKEHHUS aTaK OCYIIECTBIISIOT MOHUTOPHUHT aKTUBHOCTH OJTHOTO y3J1a B CETH?
6.B xakux cucremax oOHapyXeHHs aTak 0O0bEKTOM MOHUTOPHHTIA SIBJISIETCS CETEBOM CErMEHT?

7.B xakom noaxoze Kk 0OHapyXEHHUIO aTak cucTeMbl oOHapyxeHus atak (COA) ocCyliecTBISIOT MOUCK
111a0JIOHOB U3BECTHBIX aTaK B CETEBOM Tpa(uKe UM BHICOKOYPOBHEBBIX JIaHHBIX?

8. B xakoM moixoJie K OOHapyKeHUI0 aTak cucteMbl oOHapyxeHus arak (COA) obnamaror mpoduiem
HOPMaJIbHOW aKTUBHOCTH CUCTEMBI U AETEKTUPYIOT OTKJIOHEHUS OT HEro?

9.Kakme cucTreMbl OOHApYXKEHHS aTak, COCTOAT W3 MHOXKecTBa IDS, KOTOpble pacmojoXeHBI B
pPa3NUYHBIX y4yacTKax OOJIBIIONW CeTH, CBSI3aHbl MEXIY COOOW M C LEHTPAIbHBIM YIPaBISIONIUM
cepBepom?

10.Kakue mnporpaMMHbIE WJIM alapaTHble CHCTEMbl CETEBOM U KOMIBIOTEpHOW Oe30macHOCTH
O0OHapyKUBAIOT BTOPKEHUSI UITM HApyLIEHUS! O€30MaCHOCTH U aBTOMATUYECKH 3aIUILAI0T OT HUX?
11.Pemenus ans cOopa v aHalM3a COOBITHIA, TeHepupyeMbIX pasnndyabiMu Tunamu C3U, - 310?

12 .Komruteke, npeaHa3HadYeHHbIA UTsl IIEHTPAIN30BaHHOTO cOOpa U aHAIM3a WH(OPMAIHH O COOBITHSIX,
MOCTYMAOUINX U3 PAa3IMYHBIX HCTOYHUKOB aBTOMaTHU3UPOBAHHOM CUCTEMbI KOMIIAHUH, - 3TO?

13.Kakast crcremMa TIO3BOJISIET OCYIIECTBIISITh CPABHEHHE YSI3BUMOCTEH MPOTPaMMHOTO OOECIIEUeHUs ¢
TOUYKHU 3PEHUS UX OMACHOCTH?

14 Kak Ha3bIBalOT COTPYIHUKOB, KOTOPBIM JOCTyIIHa KOH(UACHIIHAIbHasT MH(GOpMalUs OpraHu3aluy,
re OHU paboTarOT U KOTOPHIE MOTYT HCIHOJB30BAaTh KOPIIOPATHBHBIC CEKPETHI B KOPBICTHBIX LEIAX,
MIPOBOIMPYS YMBIIUICHHBIC YTEUKU HHDOpMAITUN?

15.HazoBuTe ABa OCHOBHBIX 3Tara paboT MO aHATU3y 3aLMIIEHHOCTH, IPOBOAMMBIX MO OTHOIICHUIO K
MEPUMETPY KOPIIOPATUBHOU CETH?

23



16.Kakue paboThl NPOBOAATCS M OLEHKM BO3MOXKHOCTH TIPEOJIOJIEHUSI MEXaHHW3MOB 3allUThI
uHpOpMaLIUU MOTEHINATIBHBIM BHEIIHUM 3JI0YMBIIIIJICHHUKOM u MOJTy4YeHHUs UM
HECaHKIIMOHMPOBAHHOTO JIOCTyNa K OJAHOMY WM HECKOJBKHUM HH(GOPMALMOHHBIM aKTHUBaM
OpraHu3aIiH, PACIIONOKEHHBIM Ha TIEpUMETPE U BHYTPU KOPIIOPATHBHOM ceTH?

17.Kakas Monenb MOTEHIMAIBHOTO 3JI0yMBIIUICHHUKA, JAeHcTBylomero u3 ceru HWHTepHer, He
uMeroIero jorndeckux npas B MIC opranuzanuu u He 00JaJal0NIero CBEJCHUSAMU O KOPIOPATUBHOM
cetu u HC opraHuzanuy, HCIOJIB3YeTCS B paMKaxXx pa0oT MO BHEIIHEMY TECTHPOBAaHUIO Ha
NPOHUKHOBEHHE?

18. Kakas Mozenp MOTEHUUATbHOTO 3JI0YMBINIJICHHUKA, UMEIOIIEr0 TUIIOBOI HAa0Op KJIMEHTCKUX MpaB
JOCTyNla K CepBUCAM, NPEIOCTABIISIEMBbIM KIWEHTY OpPraHM3allid, CBA3aHHBIM C OOCIIYy>KHBaHUEM
bu3nYECKUX JUI], UCTIONB3YETCS B paMKaxX paboT 10 BHEIIHEMY TECTUPOBAHUIO HAa TPOHUKHOBEHUE?

19. Kakas Mojaens MOTEHIIMAIBHOTO 3JIOYMBIIUICHHUKA, OOJAJAoONIero TUIIOBBIM HAO0OpPOM TIpaB
pabOTHMKA, MMEIOIIEr0 BO3MOKHOCTH HCIIOJIb30BATh CEPBHUCHI YIAJIEHHON pabOThl, HUCIIOJIB3YETCS B
paMkax paboT MO BHEIIHEMY TECTUPOBAHHIO HAa IPOHUKHOBEHHE?

20.Kakue pabOThl MPOBOIATCSA JJsi OLEHKH BO3MOXHOCTH TPEOJOJICHUS MEXAaHU3MOB 3allUThI
UHPOpPMALIMKM  TOTEHIMAJIbHBIM  BHYTPEHHUM  3JIOyMBIIUIGHHUKOM H  OCYIIECTBJICHUS UM
HECAaHKIMOHMPOBAHHOTO JIOCTYNa K OJAHOMY WM HECKOJBKHUM HWH(GOPMALMOHHBIM aKTHBaM
OpraHu3aIiK, PACIOIOKEHHBIM BHYTPH KOPIIOPATUBHON CETH?

21.Kakue mporpaMMbl CIIOCOOHBI MEpeXBaThIBaTh M aHAJIM3UPOBATH CETEBOW TpaduK, MOJIE3HBI B TE€X
Clly4asiX, KOTJla HY’KHO M3BJIeUb M3 IOTOKA JIAHHBIX Kakue-Iu00 cBeNeHUs (Hanpumep, Napoiu), WiIu
MIPOBECTHU IUATHOCTUKY CETU?

22.01MH ®3 CcaMbIX PACIpPOCTPAHCHHBIX BHJIOB HEXKEIATEIBHOTO IMPOrPaMMHOTO OOeCIIeUCHHS,
peIHa3HaYeHHBIA JUIsI HECAHKIMOHMPOBAHHOTO cOOpa JaHHBIX C IOJb30BATENBCKOIO YCTPOICTBA,
UCIOJIb3YIOLIHICS, HapuMep, sl cOopa HHPOPMAIMK O MECTONOJIOKEHUHN YCTPOICTBA, OCEIAEMBbIX
caiiTax, KOH(UTYypallUd KOMIIBIOTE€pA, HCIOJIb3YEMOM IPOTPAMMHOM O00ECIEeYeHUH, BBOIUMBIX C
KJIABHATYPHI JaHHBIX, - 3TO?

23.Kakue WIMMOHCKKME MPOTrpaMMbl MEPEJalOT 3JOYMBIIUIEHHUKY JIaHHbIE O MECTOIMOJIOXKCHUH
YCTPOKMCTBA, OTKPHIBAEMBIX BeO-CaliTax, JOKYMEHTaX, CIIUCKAaX KOHTAKTOB, MapUIpyTe MEPeIBIKECHUS,
Haun0oJiee yacTo MoceuaeMpIx Mectax?

24.YCTpO#CcTBO WM TPOrpaMMHOE OOECTIeYeHne Ui MepexBara JaHHBIX, BBOJMMBIX C KJIaBHATYPHI,
KOTOPOE paclo3HaET HaXaTusl KHOIIOK, CKPBITO COXpaHSET U nepeaaeT HHPOPMALIUIO 3I0YMBIIIJICHHUKY
- 9T0?

25.Kakue mporpamMmbl UCIIONB3YIOTCS JJI  YAQJE€HHOTO YHpaBiI€HHUS padOYMMU CTAHLIUSAMH WIH
JPYTUMH KOMITBIOTEPHBIMH YCTPOHCTBAMH, C UX TIOMOIIBIO0 MOKHO BBITIOJHATH IOYTH JIFOOBIE IEHCTBHS
C yJaleHHOM cHucTeMOW: mepeaaBarh (haiyibl, BECTH HAONIOJIEHHE 3a JCHCTBUSMHU IOJIb30BATEINS,
IIPOM3BOJIUTH HACTPOMKH CUCTEMBI, YIIPABIISATH (PYHKIUSIMHU BBOJIA/BBIBO/IA?

26.Kakue cucreMbl pabOTalOT BHYTPH IepUMeTpa O€30IacHOCTH, aHAJIM3UPYIOT YUYETHBIE 3aIlUCH,
npaBa, (haiiibl, UX CONEPKUMOE, JOCTYIBI M TIEPEMEIICHHS, BBISBIISIIOT HAPYIICHUS, B aBTOMAaTHYECKOM
pEKUME BBISBIIAIOT U UCIIPABIISAIOT MPOOIEMbI ¢ XpaHEHUEM U UCTIOIb30BaHUEM JaHHBIX B KOMITAHUH?
27.CoTpyIHUKH KOMIIAHUH, HEUCKYILIEHHbIE B TeMe NH(DOPMAIIMOHHONW 06€30MacCHOCTH, 3a4aCTyI0 MOTYT
nytath DoS-araku u DDoS-araku. O0bsicHUTE, B YeM OTIUYHSI TUX aTak?

28. Tlpomecc mpoBepkH MHPPACTPYKTYphl KOMITAaHUU Ha HAIWYHE MPOOJIeM U clIadbIX MECT, KOTOphIC
MOTYT OBITh CBSI3aHBI C OIIMOKaMU KOH(UTYpAIIUH, UCXOAHBIM KOJOM MM ncnoib3dyeMsiM I10, - 310?
29. Kakme mporpaMMHBIE ¥ ammapaTHbIE CPEICTBA HWCHONB3YIOTCS JUII  OOHapYKEeHHUs
HEaBTOPU30BAaHHOT'O BX0/1a B CUCTEMY, a TAK)KE HEMPABOMEPHBIX U HECAHKIIMOHUPOBAHHBIX MOIBITOK MO
VIPaBICHUIO 3alUIIAEMON CEeThlO, NPHUMEHSIOTCS JJs JOINOJHUTEIBHOIO YCHIJIEHUS YpPOBHS
UH(POPMALIMOHHOM 6€30MacHOCTH?

30.YacTe WH(PACTPYKTYPHI, MPEACTABISAIONIYI0 COOOW COBOKYITHOCTh (PU3NYCCKUX, MPOTPAMMHBIX,
pOTrpaMMHO-aNNapaTHBIX W/MIIM JIOTHYECKUX CHUCTEM U CPEICTB, BBIXOJ U3 CTPOS KOTOPBIX, JIUOO HUX
YaCTUYHOE IOBPEXKICHNE/YHUUTOKEHHE MOTYT TMPHBECTH K KPUTUYSCKHM ITOCIEICTBUSAM JUISI BCEU
UHPPACTPYKTYPbI U/UIM SKOHOMHYECKOTO CEKTOpa, B KOTOPOM 3Ta MH(PACTPYKTypa peaiu3oBaHa, -
3T0?

31.Equanna  MHQOPMALMOHHOTO pecypca aBTOMATU3MPOBAHHOW CHCTEMBI, JOCTYIl K KOTOpOH
pernaMeHTHpYyeTCs MpaBuIaMH pa3rpaHuyeHHsl 10CTyna, - 3To?
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32.Kakas yuyeTHas 3anuch uMeeT OOJIbIIE MpaB, YeM CTaHJApTHAsl ydeTHas 3alluCh, OJHAKO 00bEM IpaB
TaKMX 3allUCEHl MOXKET CYLIECTBEHHO DPA3IMyYaThCs B 3aBUCUMOCTH OT OpPraHM3alUH, JOJKHOCTHBIX
00s13aHHOCTEH WIJIM POJIeH U UCIIOJIB3YEMBIX TEXHOJIOTHNA?

33.0quH W3 93TanoB HMHUWACHT-MEHEI)KMEHTA, HAINpPaBJICHHbI Ha BOCCTAaHOBJICHHWE XPOHOJIOTHUU
npousomeamero nauyuaeHTa b, BesiBieHne Bcex (pakTopoB, CHOCOOCTBOBABIIMX €r0 BO3SHUKHOBEHHUIO,
B TOM YHCJI€ MPUYACTHBIX JIML, TIOCPEACTBOM aHAIN3a BCEX LU(POBBIX CIIECA0B, UMEIOUINX OTHOIICHHUE K
JAHHOMY MHIMJEHTY U IPU HEOOXOAUMOCTH, K JJAHHOM MpoLeaype MOryT ObITh IPUBJICUEHBI IKCIEPTHI
U COTPYJHUKH IPABOOXPAHUTENBHBIX OPraHOB, - 3T0?

34.IIpouecc cOopa u anHanuza nHpopmanuu 06 MC u peann3oBaHHBIX OpraHU3alMOHHO-TEXHUYECKUX
Mepax 3allMThl JJsl Ka4eCTBEHHOW WJIM KOJUYECTBEHHOHM OLIEHKM YPOBHSI €€ 3aIlMINEHHOCTH H/HIU
YCTAQHOBJICHHS COOTBETCTBUS TPEOOBAHUSM HOPMATUBHBIX JOKYMEHTOB, - 3T0?

35.COBOKYITHOCTh MEp OpPraHU3alMOHHOTO M MPOTPAMMHO-TEXHHYECKOTO YpPOBHS, HAIPABICHHBIX Ha
3alIMTy HH(OPMALIMOHHBIX PECYPCOB OPraHU3ALUU OT YIpo3 6€30MacHOCTH, - 3T0?

36.Kak Ha3pIBalOT KOMIUIEKCHBIM IOKa3aTelb, XapaKTEpPU3YIOLUN peneBaHTHOCTh cuctembl b tem
yrpo3am, KOTOpbIe MOTYT HAaCTYIIUTh, BO3MOKHOCTb IIPEAOTBPATUTh UX HACTYIUIEHUE U IIPOTUBOCTOSATH
UM M UX I[OCIEJCTBUSM B CiIyda€ HACTYIUICHHUS, MOXET ObITh BBIPAXKEH CTENEHbIO BEPOSITHOCTU
HACTYIUJICHUS TOM WJIK UHOU yTrpo3bl U €€ MOCIeICTBUI?

37.Kakass Mojenb, OIMCHIBAET MOTEHUMAIBHOIO HapylmuTens Oe30MacHOCTH U MOAXOABI IO
ONIPEEIICHUIO AKTYaJIbHOCTH YIPO3 W BEPOATHOCTH MX HACTYIUIEHHS C YYE€TOM BO3MOYKHOCTEH
MOTEHLIMAJIBHOTO HAPYIIMTENS U OCOOEHHOCTEH KOHKPETHON MH(pOPMAIMOHHON CHCTEMBI B TEKYLIUX
YCIOBUSX?

38.Kakas meneBas MPOJODKUTENbHAS BBICOKOYPOBHEBAs —aTaka, MPOBOAMUTCA TPYIMITUPOBKOH
npoeCCUOHANIBHBIX KUOEpIPECTYITHUKOB, 3a4acTyl0 [JEHCTBYIOIIMX B HHTEpecax Kakoro-imodo
rocyapcTBa M HCIOJB3YIOMIUX JOPOTOCTOSIIIMM HMHCTPYMEHTapui, B TOM YHCJIE€ COOCTBEHHOMN
pazpaboTku?

39.Kakoii ceTeBOW MPOTOKOJN TMPHUKIATHOTO YPOBHS CIYXKHUT JJs yJAJIEHHOTO JOoCTyna K (aiimam,
IIPUHTEPAM U JPYTUM CETEBBIM pPecypcaM, a TAaKxkKe JUIsl MEeXKIIPOLECCHOTO B3aUMOACHCTBUS ?

40.Kakoii kpunrorpa@uueckuii CeTEBOW MPOTOKON CIYKUT JJIsI OS30MacHOTO YIPABICHUS CETEBBIMU
clly>k6aMy B He3allUIIEHHON ceTn?

41.Kak Ha3bpIBalOT TEXHOJOTHIO TOWUCKA, AKKyMYJIHpPOBaHMS M aHalIM3a JaHHBIX, COOpaHHBIX W3
JOCTYITHBIX UCTOYHUKOB B UHTEpHETE?

42 Metonl OIEHKH O€301MacHOCTH KOMITBIOTEPHBIX CHUCTEM HWJIM CETeH CpeIcTBaMH MOEIUPOBAHUS
aTakKy 3J0yMBILIUICHHUKA, HAa3bIBAIOT?

43.I1pomecc co3manHus MPOrPaMMHON (BUPTYaIbHON) BEPCHU KOMIIBIOTEpPA C BBIICICHHBIMH PeCcypcaMu
LI, maMaTH W XpaHWIUINA, KOTOpble "3auMCTBYIOTCS" Yy (U3MYECKOro KOMIbloTepa U (WMJIH)
YIaJIEHHOTO CepBepa, - 3T0?

44 KomnptoTepHbIi ¢aiin (nim o6pas), KOTOpbIN eHCTBYeT Kak OOBIYHBIN KOMIIBIOTEP, OH OTIENEH OT
OCTaJIbHOW YaCTH CHUCTEMBI, TO €CTh €r0 MPOrpaMMHOE 00ecredeHre HE MOKET BMEIINBATLCSA B paboOTy
OCHOBHOI OIIEPALlMOHHON CUCTEMBI KOMIIBIOTEPA, - 3TO?

45.@ailiipl ¢ 3anUCIMU O COOBITUSAX B XPOHOJIOTHYECKOM TOPSIIKE Ha3bIBAIOT?

46.XapakTepHble MPU3HAKN/OCOOEHHOCTH HEKOH CYIIHOCTH, MO3BOJSIONIME €€ MACHTU(PHUIHMPOBATH, B
OCHOBHOM TMPUMEHSIOTCS K (QYHKIIMH NPOTpaMMHUPOBaHUS, KOMIIBIOTEPHBIM BUpYycaMm, JIu00 QailiaM, -
3T0?

47.B kakoM TmporpaMMHOM oOecre4eHMH XpaHuTcs U oOpabarbiBaeTcsi HHpopManus B
CTPYKTYpUPOBAHHOM BuUze?

48.Kakoil mporpaMMHBI MEXaHWU3M IpeTHa3HAueH Ui 3alliCH, TIOMCKA, COPTUPOBKH, 00OpabOTKH H
reyaTy HHGOpPMaIH, CoAepIKaleics B 0a3e TaHHbBIX ?

49.Hactpoiika MexcereBbix 3kpaHoB niepen CY B/, aro0sr 3a010kipoBaTh J100BIE TOMBITKH TOCTYIA OT
COMHHUTEJIbHBIX HMCTOYHHUKOB, HACTpPOMKAa M MOAJEPKAHUE B AKTyaJIbHOM COCTOSIHMM I1apOJIbHOU
MOJIUTUKYU U POJIEBON MOJIENIH I0CTYINA, - 3TO?

50./]ns mpoBeZieHNsT KAKOTO MOHUTOPUHTA OPTaHU3AIMH MTOJIB3YIOTCS CPEICTBAMHM 3aIUTHl 0a3 TaHHBIX,
Bxojgamumu B coctaB CYBJl, MexaHu3m mNpoBeAeHUs KOTOPOTO 3aKIKOYaeTCsl B HACTPOUKE H
BKJIIOYCHUU TPUITEPOB, a TaKXKe CO3AaHUU CHEUU(UYECKUX TPOLEAYP, KOTOPbIE HAYMHAIOT
cpabaTheIBaTh BO BpeMsl 3alpoca JOCTyNa K 4yBCTBUTEIbHON MH(OpMAIMU, IIPU 3TOM BEAETCS JKypHal
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3aMpOCOB W TOJKIIOYCHHH K CHUCTEME YIpaBieHUs 0a3aMu NaHHBIX B BHUJC TAOJHIIBI, TIAC yKa3aHBI
JaHHBIC O TOM, B KAKOE BPEMsI, KEM M KaKOU 3ampoc ObLI cienan?

b0k 3amaHuii OTKPBITOTO TUIIA
dopmupyemsie [1K 2.3.

1.Korzia Bo3HHKaeT TUIIMYHAS CUTYalUs, TPeOyOIIas HECKOIbKO YPOBHEH MEXKCETEBbIX IKPaHOB?
2.Kakue cpencTBa 3allUThl yCTaHABIMBAIOT MEXKIY OOMIEIOCTYIMHOW CEeThio (Takoil, kak Internet) u
BHYTPEHHEH CEThIO?

3.Kakyro QpyHKIHIO BBITTOJHAET MEXKCETEBOM dKpaH?

4. ]l 4ero HYXHO KOHTPOJIMPOBATH M PETYIUPOBATH JOCTYN IIOJIb30BATEIEH BHYTPEHHEH CETH K
pecypcam o0IIeJOCTYITHOU CeTH?

5.4 yero HEOOXOAMMO OTPaHMYMBATH JAOCTYIl BO BHYTPEHHIOIO CETh CO CTOPOHBI OOIIETOCTYITHOM
CETH 3a CUeT MPUMEHEHUS PUIBTPOB U CPEIICTB ayTeHTU(UKAIMH?

6.Ha xakue rpynmsl MOKHO pa3JIeIuTh BCE MEKCETEBbIE IKPAHBI 10 CIIOCO0Y MX peanu3anun’?

7.Kakum o6pazom pabdotaer ¢ TpadhukoM GUIBTP MAKETOB?

8.CBoOonHas peanuzanus TeXHONOTHH VPN ¢ OTKpPBITBIM HMCXOIHBIM KOJOM JUIS CO3JaHHS
3amu(pPOBAHHBIX KAHAJIOB THUIA TOYKA-TOYKA WIIM CEPBEP-KJIMCHT, ITO3BOJISIONIASl YCTAHABIMBATH
COCIMHCHUS MEXTy KOMIIbIoTepamu, Haxoamumucs 3a NAT-firewall, 6e3 HeoOX0MMOCTH H3MEHEHHUS
UX HaCTPOEK, - 3TO?

9.Kakoii TyHHENbHBIA MPOTOKON THMA TOYKA-TOYKA, TIIO3BOJSET KOMIIBIOTEPY YCTaHaBJIMBAThH
3aIIMINEHHOE COEAMHEHUE C CEPBEPOM 3a CUET CO3JAHMS CIEHHAIBHOTO TYHHENSI B CTAaHJIAPTHOM,
HE3alUIIEHHON ceThn?

10.K kakuM BHPTYaTbHBIM CETSIM MOTYT IOJKIIIOYATHCS «BHEIIHHEY» IOJI30BATECIU - KIMCHTHI WIIH
3aKa34uMKd, HMEIOIIME MEHbIIee JIOBEPUE, HEXENH COTPYAHUKA KOMIAHUU, U CYLIECTBYET
HEOOXOAMMOCTh  CO3JaHUSI  OMNPEJCICHHBIX TMPaBWJ, OrPAHUYMBAIOIIMX JOCTYI  «BHEUIHUX
MOJIb30BaTeNel K KOH(PUIESHITMAIBHON I KOMMEPUYECKON nHopmarmu?

11.Kakue BHUpTyaJbHBIE CETH pEATUIYIOTCS JJis O0O0eCTleueHMs] 3allUIIeHHOTrO KaHajlla MEeXIy
KOPIOPAaTUBHOW CEThIO W MOJb30BaTeNIeM, MOJKIIOYEHHBIM K 3allUIIEHHON CETH W3BHE, HAIpUMEp, C
nomamrHero [TK?

12.Kakue VPN peanusyioTcs mpoBaiiaepamMu Aisi  TPENOCTAaBIEHUS  JOCTyMa  KIHMEHTaM,
MOAKTIOYAIOIIUMCS 110 OJTHOMY (PU3HUYECKOMY KaHAITy?

13.Kakast VPN oObeauHsieT B 3alUIIEHHYIO CETh Psii (PUINATOB OAHONW KOMIIAHUH, paclpe/leIeHHbBIX
reorpaduuecku, it oOMeHa nH(popMaIen 0 OTKPBITHIM KaHaam?

14 Kakas VPN 3ammumiaer naHHble, MepefaBacMble MEXIY Y3JIaMU KOPIOPATUBHOM ceTu (HO He
CeTsIMU), OOBIYHO peanu3yeTcs sl Y3JI0B, HAXOMAIIMXCS B OJHOM CETEBOM CErMEHTE, Harpumep,
KITMEHTCKOW MaIlIMHON M CePBEPOM, TaKkKe MPUMEHSETCS NI pa3/ieleHus] OAHON (U3UYECKON ceTH Ha
HECKOJIBKO JIOTHYECKHX ?

15.3amaua oOecrnedeHus MOCTYMHOCTH BHEIIHMX PECYpCOB KOMIAHHHM BCerAa Obla akTyalbHa MAJis
OpraHu3alil MOpPOJAOIIMX CBOM TOBapbl W YCIyrM uepe3 caiTel. HemocTymHOCTh cailTa MOMKET
npuBeCTM W K (DUHAHCOBBIM TIOTEPSM - B BHJE HEAOMONYUYEHHOW MPUOBUTM WM CHUKCHHS
KJIIMEHTOIMOTOKA, - ¥ K UMUIKEBbIM. CamMbiM 3 (HEKTUBHBIM BPEIOHOCHBIM HHCTPYMEHTOM, C MIOMOIIIO
KOTOPOTO 3JIOYMBIIIJIEHHUKHA MOTYT BBI3BaTh MOJOOHYIO HEIOCTYITHOCTb, SIBISIOTCS aTakd, BO BPeMs
KOTOPBIX TEHEPUPYIOTCS MUJUTMOHBI 3alPOCOB, «IOABEHIMBAIOIINX)» CEPBEPHl W TpmiokeHus. Kak
Ha3bIBAIOT 3TH aTaKu?

16./Jonroe BpeMs mpu 0e30MacCHOM YTAIEHHOM JOCTYIEe K MHPPACTPYKTypaM OpPTaHH3AIMi BMECTE C
POCCUHCKMMH KPUNITOUITOPUTMAMH PUMEHSIIACH CXEMA € CO3JaHMeEM 3allnIIEHHBIX VPN-TyHHEnen Ha
ceTeBOM ypoBHe. Jlyis 3TOro OpUI0 HEoOXoAMMO pa3BopaunBaTh VPN-KIHMEHTH Ha pabounux MecTax
MOJIb30BATENECl U OPraHU30BbIBATH CETEBBIE COCAMHEHMS J10 HUT03a. [10CKONIBbKY OCHOBHBIMM LIETSIMU
yIaJa€HHOTrO0 TOCTYyTA SIBJISIFOTCS. KOPIIOPATUBHbIE BEO-TIpUIIOKeH s, pa3BépThiBanne VPN-TyHHeneit ans
TaKUX 3a7a4 BUAUTCA HM30BITOUYHBIM. [0 KakoMy MpPOTOKOIY MOKHO OPraHW30BaTh 3alUIIEHHBINA
JIOCTYII B JAaHHOM Cirydae?
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17 Kakoit kpunrtorpaduyueckuii TmpOTOKOJ oOecreuynBaeT 3allMIIEHHYI0 Tepenady JaHHBIX MEXIy
y3namu B cetu MHTEepHET?

18.KakoBbl ocHOBHBIE yHKITUU TTpoTOoKoa TLS?

19. Kakue nporpaMMHbIC WM MPOrpaMMHO-AIIAPATHBIE CPEACTBA 00ECIEUNBAIOT OXPaHy JAaHHBIX OT
BO3MOXXHOW YTEUKM BHYTPU KOMIIAHUH, -  aHaJU3UPYIOT BCE MCXOMSIIME M HMHOIJA BXOMAAIIUE
MH(pOPMAMOHHbIE TTOTOKH, CO3/1aBasi 3alUILEHHBIN HU(POBOH MEpUMETP, KOHTPOIUPYIOT HE TOIBKO
BeO-Tpaduk, HO M paclieyaTaHHbIE WK OTIpaBisemMbie 1o wi-fi u bluetooth toxkymeHTHI?

20. Kakue nmporpamMMHbIe WM MPOTPaMMHO-ANIapaTHbIE CPEICTBA, MO3BOJISIIOT OCYLIECTBISATH 3aIyCK
OTIEepaI[MOHHOM CHUCTEMBI UCKIIIOUUTENIBHO C JOBEPEHHBIX HOCUTEIeH nHpopManuu (Hanpumep, KECTKUX
JUCKOB), IPY 3TOM TaKHUE€ YCTPOMCTBA MOI'YT IPOU3BOJAUTH KOHTPOJb LEIOCTHOCTH IMPOrPAMMHOIO
oOecnieueHus (CUCTEMHBIX (halijIOB U KaTaJOrOB ONEPAIMOHHON CUCTEMbI) U TEXHUUYECKUX [apaMeTpoB
(cpaBHHMBaTh KOH(UTYpallui KOMIIBIOTEpA IMPH 3alMyCKe C TEMH, KOTOpbhIe OBLIM MpeAonpeeseHbI
aJIMUHHUCTPATOPOM TMpPU HHULMAIM3AIMK), BBICTYNIaTh B POJM CPEICTB HICHTU(PUKALUUA U
ayTeHTU(UKAIIUY (C TPUMEHEHUEM IapOoJIeH ¥ TOKCHOB)?

21 Kakue mnporpaMMHble W/WIM amapaTHble CpPEJICTBA, IMO3BOJISIIOT MPEAOTBPATUTH TOIBITKU
HECAHKIIMOHUPOBAHHOTO JOCTYIA, TaKHE€ KaK HEAaBTOPH3OBAHHBIA (M3WYECKUU TOCTYI, IOCTYI K
daiinam, XpaHAIIMMCS Ha KOMIIBIOTEPE, YHUUTOKEHUE KOHPUACHIINATbHBIX JAHHBIX ?

22 Kakue cpeAcTBa 3allUThl MOTYT BBIIOJHATh (QYHKIMH HWIACHTU(UKAUK W ayTeHTU()UKAUU
MOJIb30BaTee W YCTPONCTB; PpErHUCTpAlMIO 3amycka (3aBeplICHHs]) IporpaMM M MPOLECCOB;
peanu3anuo He0OXOAUMBIX METOIOB (JIMCKPEIIMOHHBIN, MaHAATHBIN, POJIEBOM ), TUMIOB (UTEHUE, 3aIHCh,
BBITIOJTHEHUE WM MHOW TWII) M TMPaBWJI pa3rpaHUYCHHs] JOCTYIA; yIpaBieHHe HHGOPMAIMOHHBIMU
MMOTOKaMHU MEXIy YCTPOUCTBAMH; yUeT HOCUTENIeH nHPpopMaluu u apyrue GyHKuuu?

23.Kakue anmapaTHble, IPOrpaMMHBIE M anlapaTHO—TIPOTPaMMHbBIE CPEJICTBA, CUCTEMbI U KOMILIEKCHI
peanu3yloT alrOpUTMBI KpHUNTOrpaduyeckoro mnpeodpazoBaHusi WHPOpPMALNU, NPEIHA3HAYEHBI IS
3amuThl MHGOpMAIMU MpU Tepefadye Mo KaHajdaMm CBS3u W (WIM) ANs 3aluThl HHPOpPMAIUH OT
HECAHKIIMOHUPOBAHHOTO JAOCTYIA IPH €€ 00paboTKe 1 XpaHEHHUH ?

24 Kakue cpenctBa 0Oe30MacHOCTH MpeIHA3HA4YeHbl JUIsl aHalW3a 3allMIIeHHOCTH HHpopmanuu B
KOPIOPAaTUBHBIX CETSIX W MOTYT BBINOJHATH (PYHKIMH HIPOBEPKU CETEBBIX YCTPOWCTB; MPOBEPKHU
BO3MOXHOCTH ocymiecTBieHust arak tuna "Denial of Service", "Spoofing"; mpoBepku mnaposneii;
MIPOBEPKU MEKCETEBBIX IKPAHOB; IIPOBEPKHU YAAJEHHBIX cepBUCOB; poBepku DNS; nmpoBepKu ydeTHbIX
3anuceit OC; mpoBepku ceprucoB OC; MpoBepKH yCTaHOBIEHHBIX patch'eif cuctemsl 6e3omacHocT OC?
25.1Ipn cpaBHEHHWH MEXKCETEBBIX OKpPaHOB, TOMHUMO IIeHbI W Hamumuusi ceprudukara DCTIK,
Heo0X0AMMO oO0paliath BHUMaHUE Ha (YHKIHMOHAJIbHYK COCTaBJSIOIIYI0 W BBIOMpaTh HE MPOCTO
MEXKCETEBbIE 3KpPaHbI, @ IOJHOIIEHHbIE CETEBbI€ ILUII03bI 0€30MacCHOCTH, COCTOSIIUE M3 IILIH030BOTO
aHTHUBHpYCA; OJIOKUPOBKU CAWTOB MO MX COJAEPKHMOMY, KATErOPUM HIIM KOHKpeTHOMY aapecy; VPN
(BOBMOYKHOCTb CO3/1aHUSl BHUPTYaJbHBIX YAaCTHBIX CETeiH); MOHHTOPHHIA CETEBOMl aKTUBHOCTH U
OTYETHOCTh; YIPABJICHUS INPOMYCKHOM CIHOCOOHOCTBIO HMHTEpHET-nocTyna. Kak Ha3bpiBaioTcs Takue
peieHus?

26.Kaxoe pelieHure 1o 3auTe OT BUPYCHOM yrpo3bl HCIIOIB3YIOT JUIS 3alUTHI 110JIb30BaTeNei OT yrpos,
NPUXOAIINX U3BHE (C BeO-CaliTOB U 3apakeHHBIX (DailyioB, CKaunBaeMBbIX Yepe3 BeO-Opaysep)?
27Kakas cucremMa 0€30MacHOCTH  3aIlMIIAET OT  HEraTUBHOIO  BO3JCHCTBUS  BHEIIHHUX
3JI0YMBIIIJIEHHUKOB HAa KOMITBIOTEPHYIO CETh OPraHM3allii, a MMEHHO OT MCIIOJIb30BaHUsl YSI3BUMOCTEH
B CeTEeBbIX MpOTOKoNax, DoS-aTak, CeTeBOro CKaHWPOBaHUS, pabOTHl  OOTHETOB H
CKOMIIPOMETHPOBAHHBIX XOCTOB, paOOThI XOCTOB, 3apaXKeHHBIX TPOSIHCKUM [1O u ceTeBbIMU YepBsIMH,
MCTOJIb30BAHUS CKOMIIPOMETUPOBAHHBIX SSL-cepTHU(HUKaTOB, criam-ceTeii?

28.Kakylo TEXHOJOTHI0O MCHOJB3YIOT JUIsi OOBEIWHEHUS KOMITBIOTEPHBIX CEeTeH OpraHu3alu,
reorpauuecKky yIaJeHHBIX Jpyr OT JApyra, B OCHOBE JTOH TEXHOJOIMH 3aJIOKEH MPHHLUI
muppoBaHusl JaHHBIX, NEpeaBaeMbIX depe3 MyOIMYHYI0 CeTh MHTEPHET, APYTMMHU CIIOBaMH, HHUKTO,
KpOME YYaCTHUKOB, HE CMOKET OTKPHITh 3TH JaHHbIE U BOCIIOJIb30BaThCA UMU?

29. K xakoMmy BUIy IPOTrpaMMHO-TEXHHUYECKHX CIOCOOOB M CPEICTB obecrnedeHus] nHPOpMaIMOHHOM
0€30MaCHOCTH OTHOCAT CPEACTBA aBTOPU3ALIMU; MaHIATHOE YIpaBJIEHHE IOCTYIOM; H30HpaTelbHOE
yIOpaBlieHUE JOCTYNOM; YIpaBJI€HHE JOCTYIOM Ha OCHOBE poJied; XKypHaJIUpoBaHHE (TaK ke
HA3BIBACTCS ayIUT)?
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30. K kakomy BUy MPOrpaMMHO-TEXHUYECKHUX CPEACTB oOecTieueHrs HH()OpMAIMOHHOM 0€30TacCHOCTH
OTHOCAT CHUCTeMbl OOHapyXeHus u mnpeporBpamieHusi Bropxkenudt (IDS/IPS) wu  cucremsl
npe0TBpalieHus yTeuek KonpuaeHnimansaoi nadopmaruu (DLP-cuctemsr)?

31. K xakomy BUIy IPOrpaMMHO-TEXHHUYECKUX CPEICTB oOecredeHus: nHPOPMAMOHHON 0e301acHOCTH
OTHOCST mudpoBaHue U HUPPOBYIO MOIITUCH?

32. K xakoMy BUJYy MPOrpaMMHO-TEXHHYECKHX CIIOCOOOB U CPENICTB oOecreueHuss HHPOPMAIIMOHHOMI
0€30MacHOCTH OTHOCAT Mapojib; K04 JAocTyna ((Gu3nyecKuid WM SJICKTPOHHBIN); cepTudukar;
ouomeTpuro?

33. K xakoMy BUJYy NpOrpaMMHO-TEXHHUYECKHUX CIIOCOOOB U CpelICTB oOecrneueHuss MHPOPMAIMOHHOM
0€30I1aCHOCTH OTHOCAT UCTOYHUKH OecrepeOoiHOro MUTaHus; pe3epBUPOBAHUE HATrPY3KH; TEHEPATOPHI
HaAIPSDKEHUS.

34.XpaHnumasi B KOMITBIOTEPHOM CHUCTEME COBOKYITHOCTH JTaHHBIX O MOJb30BaTele, HEOOXoaumas IJis
€ro orno3HaBaHus (ayTeHTH(QHUKAMH) W MPEJOCTaBICHHUS [OCTyMa K €ro JHYHBIM JaHHBIM H
HACTpOMKaM, Ha3bIBACTCS?

35. Kakue nporpamMmmHbie WU IPOrPaMMHO-AINapaTHbIE CPECTBA COOUPAIOT UCXOAIINNA, BXOIALINN 1
BHYTPUKOPIIOPATUBHBIA TpaduK OpraHW3aIfy, ICHCTBHS IIOJIb30BATEICH W JPYrue COOBITHUS C
MOMOIIIBI0 MOAYJIECH-TIEPEXBATYMKOB, Jaliee MEPEeXBAYCHHYI0 HHPOPMAIUIO 00padaThiBalOT C TOMOIIBIO
NOJUTHK (PUIBTpAIY, KOHTEHTHOTO M KOHTEKCTHOTO aHalin3a?

36. BaxHbIM CpeICTBOM 3allUTHI, 3aKJIIOYaAOIEeMCs B (DUKCAllMU BCEX COOBITHIA, OT KOTOPHIX 3aBUCUT
0€30I1aCHOCTh CHUCTEMBI, HAIPUMEP, MOMBITKA yAa4HOTO M HEYJAauYHOTO JIOTHYECKOTO BXOJIa B CHCTEMY,
oTiepaiy JI0CTyla K HEKOTOPBIM KaTanoram U (haiiaam, UCIIOJIb30BaHUE TPUHTEPOB, SIBIIIETCA?

37. B Kakol OmepamroHHON CHCTEME COJEpKATCs IMEPEUYHCICHHBIE 3JIEMEHTHI 3aIUTHI: BCTPOCHHAs
cuctema 0€30MacCHOCTU parsec;, MaHAATHOE YINPaBICHHE JOCTYIOM; H3OJIALUS MOIYJeH; O4YuCTKa
OTIEpPaTUBHOW W BHEUIHEH NMaMATH M TapaHTUPOBAHHOE yjaajeHue (ailyioB; MAPKUPOBKA JOKYMEHTOB;
perucTtpanus coObITHII; 3amuTa nHbopManuu B rpadudeckoi mojacucreme?

38. Jlna oGecrieuenus 6ezonmacHoctd OC OuYeHb BaKHO, YTOOBI JOBEPEHHBIC, O0JIAAIONINE BHICOKUM
YPOBHEM IEIOCTHOCTH IMPOLIECCHl (HarpuMep, paboTarore OT UMEHU «KPACHOTO» aIMUHUCTPATOPA),
CTapTOBAJIM M3 BBICOKOIICIIOCTHBIX HCHOJIHIEMBIX (aitioB. [loaToMy 3amyckasi polecchl, «KpacHBI
aamuHuctparop OC Astra Linux SE MoxxeT ObITh Bcerza yBepeH, YTO MCIOJb3yeMble UCIIOIHSEMbIE
¢aiinbl He MonuduuupoBansl U He noaMeHeHbl. Kakoe C3U obecrieunBaeT 0€30MaCHOCTh B JIaHHOM
ciyqae?

39.BaxnasiM C3U, kotopseiii B OC Astra Linux SE memecooOpa3Ho akTHBHpPOBaTh, HAYMHAS C PEXUMaA
«Y CUIIEHHBII», 3aIyCK UCHOJIHAEMbIX (aifjioB M 3arpy3Ka UCIOIHAEMBIX OMOIMOTEK BO3MOKHA TOJIBKO
B TOM CIly4yae, €CJIM OHHU IOJAIMHUCAHBI AJIEKTPOHHON MU(GPOBOW MOANKCHI0 HA JOBEPHTEIHHOM KITFOUE.
CnenoBarenbHo, C3U obecrieunBaeT 3alIUTy OT 3arpy3Kd MPOM3BOJIBHOIO MCHOJHSIEMOro daiina win
O6ubnuoreku, He oOnamaromux KoppekTHoW OIII, YTO 3HAUUTENBHO YCIOXKHSAET HKCIUTyaTalHIo
ySI3BUMOCTEH, a B OOJIBIIMHCTBE CIy4yaeB JelaeT ee HeBO3MOXHOH (HeaddexrtusHoil). Kakoe C3U
obecrieunBaeT 0€30MaCHOCTD B IAHHOM CiTy4ae?

40.Hanmnuune MKI] B OC Astra Linux Special Edition gaeT Bo3MoXHOCTh pa3pabaThiBaTh U BHEAPSTH
TEXHOJIOTMHU 3allUThl, MO3BOJIAIONIME CO3[aBaTh JJIsI HEAOBEPEHHOTO («OMACHOTO0»), MPOTrPaMMHOIO
o0ecrieyeHHuss CBOEOOpa3HbIe «IIECOYHHIIB», TJE O3TH NPUIOKEHUS H30JUPYIOTCS OT OCTaJIbHBIX
JIOBEPEHHBIX TPWIOKEHWH. B Takmx «mecodyHumax», padOTAlONMX Ha TOHKEHHOM YPOBHE
IIEJIOCTHOCTH, HEJIOBEPEHHOE MTpOrpaMMHOe obecrieueHue (Hanpumep, Opaysep, KOTOpblii 00pabaTeiBaeT
camble pa3Hble HENMPOBEPEHHBIC JaHHBIC W3 MHTEPHETA), aXKe €CIIH IOJBEPTHETCS aTake HapyIIUTeIs
WIN 3apaXeHUIO0 BUPYCOM, He OYyIeT MpeiCTaBlIATh OMACHOCTH JUIs BCe ocTaimbHOU cuctembl. Kakoe
C3MU obecnieunBaeT 6€30MaCHOCTH B TAHHOM CiTy4ae?

41. Poccuiickas OC Astra Linux MoxkeT cTaTh TOJTHOIICHHBIM aHAJIOTOM I OM3HEca, MOJIb3YIOMIETOCs
Windows wmm macOS. IlosicHuTe, B 4YeM TIJIaBHOE MPEMMYIIECTBO cucTteMbl Astra Linux mepen
3apy6exxHbiMu I T-ipoykTamu?

42. Kakasi omepanyoHHas CHUCTEMa MO3BOJSET pEeaTM30BaTh MHOTOYPOBHEBYIO MOJENH 3aIIUTHl OT
OKCIUTyaTallil  YS3BUMOCTEH 3a CYeT OJHOBPEMEHHOTO TIPHUMEHEHHs MAaHJaTHOTO KOHTPOJIS
LEJIOCTHOCTH, 3aMKHYTON NPOTrpaMMHON Cpelbl U OTpaHMYEHHUs MPOTPAMMHON Cpebl MOCPEICTBOM
MEXaHU3MOB CHUCTEMHOT'0 KHMOCKa?
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43. Kakas C3U OC Astra Linux SE oOecrieuuBaeT pasjaciieHHE CHCTEMHBIX KOMITOHEHTOB
OTIEPAITMOHHON CHUCTEMBI IO YPOBHSM JOBEpHsl, CYIICCTBEHHO COKpaIlas MOBEPXHOCTb aTaKu IS
3JIOYMBIIUICHHUKA, TaK Kak 3a CYeT MNPUMEHEHUsS YKa3aHHOM TEXHOJOTHUU JlaXe HCIOJIb30BaHUE
VSI3BUMOCTH B PsIJIe CUCTEMHBIX KOMIIOHEHTOB (TpaUyecKuil cepBep, CETEBBIC CEPBUCHI, CPEIICTBA
BUPTYaJIU3alM) HE IPUBEIET K MOJHOM KOMIIPOMETAIIMU CUCTEMbI U CKPBITUH CJIEe/I0B B3JIoMa?

44. Kakue mHcTpymenThl 3amuthi OC Astra Linux SE mpenoctaBisitoT BO3MOXKHOCTh BHEIPCHHS
nudpoBoi moanucu B ucnosHsiembie ¢aitiel popmarta ELF, Bxonsmue B coctaB ycranaBnuaemoro [10
U B pacIIUpeHHbIC aTpuOyThl (AHIOBON CHCTEMBI, YTO MMO3BOJSET PEAIM30BaTh 3alpeT Ha OTKPHITUE
(baiiioB u 3arpy3Ku MoJyJiel siipa, MOCTaBICHHBIX HA KOHTPOJIb, C HEBEPHON JIEKTPOHHOM MOAMUCHIO
i 6e3 Heé?

45. CooTBeTCTBYET JiM onepamnronHas cuctema Astra Linux Special Edition Tpe6oBaHusIM pEryssiTOpoB,
€CII 13, TO KaKUX?

46. Tlomyyenue u aHanu3 MHPOPMAIMU O COCTOSIHUM PECYPCOB CHUCTEMBI C MOMOUIbIO CHEIHATbHBIX
CpeACTB KOHTPOJIS, -3TO?

47. B cocraB kakoil poccuiickoii OC BXOJWUT CIENUATU3UPOBAHHAS IOJCUCTEMA PACIPEICICHHOTO
ayauTa, TO3BOJIAIONIAS OTCICKUBATH KPUTHYHBIC COOBITHS OE30MacCHOCTH B KOPIOPATHBHOW CETH H
MPEIOCTABIIAIONIAS HYXHBbIE WHCTPYMEHTBHI [UIsl ONEpPAaTUBHOTO pEarMpoBaHUS HA WHIUACHTHI
nH()OPMATMOHHON 0E30MMaCHOCTH?

48. B coctaB kakoii cepBepHoil poccuiickoit OC BXoauT MoayiabHas miaTdopma KOHPUTYPUPOBAHUS C
rpaduueckuM u BeO-unTepdeiicom (Alterator)?

49.B03MOXHOCTH MPUBHJICTMPOBAHHBIX YYETHBIX 3alMCEH 4acTO MCHOJB3YIOT MPU B3JOMax M Kpakax
[IEHHOW KOH(UICHINATBLHOW nH(popManuu. [IpuBUICTHPOBAHHBIME TOJIH30BATEISIMU MOT'YT OBITH TOII-
MEHE/KEphl, aJAMHHHCTPATOPhl, HANpsSMYyIO0 paboTaroniye ¢ HHPOPMAIMOHHBIMH CHCTEMaMu, U
MOJAPSAYMKH, HMCIOIIME  PACIIMPEHHBIA  JOCTym B KOPHOpaTHBHYH  ceTb.  OTCyTCTBUE
aBTOMATHU3HPOBAHHBIX MHCTPYMEHTOB MPUBOIUT K TOMY, YTO COTpyAHUKH Wb Tpatat MHOro BpeMeHu
Ha KOHTPOJb TOJOOHBIX aKkayHTOB. Kakas cuctemMa O€30MacHOCTH IO3BOJISIET ONTHMH3UPOBATH
00pabOTKy U MOHUTOPHHT JACHCTBUI YUETHBIX 3aMUCEH C MOBBIIICHHBIMU TPUBUIICTHUSIMU ?

50.B ycrmoBusx mudpoBU3ANMK TPAKTHUSCKH BCEX OM3HEC-TPOIECCOB, JII0O0OE B3aUMOJICHCTBUE C
uH(popMalrel CTaHOBUTCS HE TOJBKO TMPOIIE, HO U OoJiee prucKOBaHHBIM. C KaXXIbIM THEM MOSBISETCS
Bce Ooubllie CriocoO0B TOJMYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYN K KOH(DHICHIIMATBHBIM JTaHHBIM, U
MO3TOMY UX COXPAHHOCTH SIBIISIETCS OJTHUM M3 BaXHEHUIIUX MPUOPUTETOB s MO0 komnanuu. Kakue
CpeJICTBa 3aIIUTHI UCIIONB3YIOT JUIsl 00ecriedeHus moJ00H0H 6€301macHOCTH?

Cocrasuin: npenogasatens ['pyoHuk E.M.
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