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MJIK.03.01 TexHoorus npuMeHeHHs! IPOrPAMMHO-aNNAPATHBIX CPEICTB 3aIHUTH HHYOPMALHH

MuddepeHnpOBaHHBIN 3a9eT ABIAETCS IPOMEKYTOUHON HOPMOi KOHTPOIIS, OJBOIUT HTOT OCBOCHHUS

MJIK 03.01.

B pesymeratre ocsoemms MJIK 03.01cTyneHT HOMKEH OCBOMTEL CIEAYIOIHE IPOhECCHOHATBHBIE

KOHTpOJ’leO-OHeHO‘lHLIe CpeacTBa Ajada npome)xy"mlmoi& aTTeCTAlHH

B MHOTOKAHAJIbHBIX TeJIeKOMMYHHKANHOHHBIX CHCTEMAX H CETHX 3JIEKTPOCBIA3H
IIM.03 Obecneuenne nHpOpMANHOHHOH §€301ACHOCTH MHOIOKAHAILHbBIX
TeJIEKOMMYHHKAIIHOHHBIX CHCTEM H CeTeH 3IeKTPOCBS3H

o cnenraabHocTH 11.02.09. MHOrokaHabHbBIE TeJIEKOMMYHHKANHOHHbIE CHCTEMBI

KOMIICTCHIOIUH:

Kon

HaumenoBanue npogeccHOHATbHBIX KOMIETEH UM

IK 3.1 Wcnone30BaTh  NMPOrpaMMHO-aNlapaTHBIE CPEACTBA  3AIIUTHI  MH(GOPMAIUH B
MHOTOKaHAIbHBIX TeTEeKOMMYHUKAIMOHHBIX CHUCTEMAX, HHBOPMAIIMOHHO-
KOMMYHMKAIIHOHHBIX CETAX CBA3M.

IIK 3.2 IIprMeHAT CHCTEMBI aHAITM3A 3AIIHIIEHHOCTH C IIENBI0 0OHAPYKEHHUS YSI3BUMOCTH B
CeTeBOM HHDPACTPYKType, BELIABATh PEKOMEHIAINH 10 HX YCTPAHEHHIO.

K 3.3 O6ecneunBaTh 6e3omacHoe aJIMUHHACTPUPOBAHUE MHOTOKaHaTbHBIX

TCIEKOMMYHUKAIITAOHHBIX CHCIEM H HHQ)OpMaHHOHHO-KOMMYHHKaI[HOHHLD( ceTen
CBS3H.

A Takxe obIre KOMIETEHITHA:

Kon HanmenoBanue 00mux KoMneTeHIHA
OK 1 IToHUMATE CYITHOCTH ¥ COIUATIBHYIO 3HAYMMOCTE CBOEH Oymyinei mpodeccuu,
) IIPOSBJIATH K HEH YCTOMYUBBIA MHTEPEC.
OpraHu30BEIBaTH COOCTBEHHYIO AEITEIEHOCTD, BEIOHPATh TUIIOBBIE METOBI K
OK 2. CIIOCOOBI BBIIOHEHHUS TPO(ECCHOHATBHBIX 3a/1a4, OLEHUBATH HX 3()EKTUBHOCTD U
KauecTBo.
0K 3 ITpuH¥MAaTh pelIeHUs B CTAHAAPTHBIX W HECTAHIAPTHBIX CHTYAIUAX M HECTH 3a HUX
' OTBETCTBEHHOCTb. .
OCyIIeCcTBIIATE IOKCK ¥ HCIIONB30BaHHe HHPOPMAIHK, He0OXOIMMOH ISt
OK 4. 5 (EKTHBHOTO BBITOTHEHHS TPO(ECCHOHATBHEIX 3a/1a4, IPO(HECCHOHATEHOTO H
JIMYHOCTHOTO Pa3BUTHSL.
OK 5 Hcnons30BaTh HHGOPMAITMOHHO-KOMMYHHUKAIIHOHHBIE TEXHOIOIMH B
) po(heCCHOHANBHOM AESTENbHOCTH.
OK 6 PaGoTarh B KOJUIEKTHBE | B KoMaHze, 3p(HeKTHBHO 06maThes ¢ KOJLIEraMHy,
' PYKOBOJICTBOM, OTPEOUTEISIMH.
OK 7 Bpatb Ha cebs OTBETCTBEHHOCTH 32 paboTy WICHOB KOMAaHBI (IIOJYHHEHHBIX), 32
) PE3yJIbTaT BHIIOTHEHUS 3aJaHUH.
OK 8 CaMOCTOSTENLHO ONPEAENATh 38291 IPO(hECCHOHATFHOTO U THYHOCTHOTO Pa3BUTHS,

3aHUMAaThCA caM006pasona.HueM, OCO3HAHHO INIaHUPOBATH IIOBLIIIICHUE




KBaTM(UKAIIH.
OpHEeHTHPOBATHCS B YCIOBUSX YACTONW CMEHBI TEXHOJIOTHIA B TPO(dhecCHOHAIBHON
JESATEIbHOCTH.

OK 9.

VMeTp NpakTUYECKHUH OIBIT:

I1O 1 — BBIsABICHUS KaHAIOB YTEUKU HHPOPMALIUY;

I1O 2 — onpenenenust HEOOXOIUMBIX CPECTB 3AIIUTHI;

1O 4 - pa3paboTKH MOJUTUKH OE30TTACHOCTH ISl 0OBEKTA 3AIUTHI,

1O 6 - BbIsIBIIEHUS] BO3MOXKHBIX aTaKk Ha aBTOMATU3UPOBAHHBIE CUCTEMBI;

I[I0O 9 - nm[poBepkH 3aIUMIIEHHOCTH ABTOMAaTH3MPOBAHHBIX CHUCTEM U HH(POPMAIUOHHO-
KOMMYHHUKAI[HOHHBIX CETEH;

10 13 — ucnonb30BaHMS CHCTEM H PEIICHUN 1711 O0phOBI C MOILIEHHUYECTBOM B CETH;

I[1016 - ycraHOBKHM, HACTPOWKH CIELUHATU3UPOBAHHOIO MPOrPaMMHOro oOecreueHus: (CBOOOIHO
pacrpocTpaHsieMOro MPOrpaMMHOT0 00ECTIEYeHHST) TI0 3alIUTe HH()OPMAIHH B CETSIX MOOMILHOHN CBSI3H;

YMers:

VY1 — xnaccudummpoBath yrpo3sl HHGOPMAITMOHHON 0€30MTaCHOCTH;

VY2 — npoBOUTH BBIOOP CPECTB 3aALIUTHI B COOTBETCTBUU C BBISIBIEHHBIMU YIPO3aMU;

VY3 - onpenensaTh BO3MOKHBIE BUJIBI aTaK;

VY5 - pa3zpabarbIBaTh NOJUTUKY 0€30I1aCHOCTH OOBEKTA;

VY6 - ucnosab30BaTh NPOrpaMMHbIE POAYKTHI, BBISBISIOLINE HEJOCTATKH CUCTEM 3aIIUTHI;

VY9 - xoHpUrypHpOBaTh aBTOMATU3UPOBAHHBIE CUCTEMbI U MH()OPMAIIMOHHO-KOMMYHHUKAIIHOHHBIE CETH
B COOTBETCTBHUH C TOJUTUKON HH)OPMAITMOHHOK 0€3011aCHOCTH;

V13 — ucnonb30BaTh OOLIYIO CXEMY HOJIKIFOUEHUS CUCTEMbI (PPOIKOHTPOJIS;

VY15 — ncnonp30BaTh MpOrpaMMHO-aIapaTHbe KOMILIEKCHI ¢ TpuMeHeHreM texHosoruit [IPS (IDS);

VY16 — ucnonp30BaTh CTaHIAPThI U PEKOMEHJAIIMU B 00JIACTH 3aLUThI BUPTYAIbHbIX CPE/l;3HATh:

31 — kaHaJbl yTeUKH HH(pOpMALINY;

33 - npUHIUIBI TOCTPOEHUS MHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETeH;

34 - BO3MOXHBIE CIIOCOOBI HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

35 - HopMaTHUBHBIE IPABOBBIE M 3aKOHO/IaTENIbHBIE aKThl B 00J1aCTH MH(POPMALIMOHHOM 6€3011acHOCTH;

36 - npaBua MPOBEIEHUSI BO3MOKHBIX ITPOBEPOK;

37 - sTamnsl onpeaenaeHns KOHPHUIEHIIMAIbHOCTH JOKYMEHTOB OOBEKTa 3allUTh;

310 - koHUTypaIUU 3aIUIIAEMbIX CETEH;

311 - anropuTMBbl pabOThI TECTOBBIX MTPOrpamM;

314 — BUIBI MOIIICHHUYECTBA B TEJICKOMMYHUKAIIUSAX;

315 — npuHUHKIBI AETEKTUPOBAHUS MTPeI(POAOBOTO COCTOSIHUS;

317 - yrpo3sl HHPOPMAIIMOHHOMN 0€3011aCHOCTH, aKTyaJIbHbIE U1l BUPTYaIbHBIX CpE.

HuddepenunpoBannsiit 3auer o M/IK 03.01npoBoautcs B popme tectupoBanus. Tect copepxut 20
BOIIPOCOB (CyMMapHO TECTOBBIX MO3MUIMI M TEOPETHUUYECKHUX BOMPOCOB C KPATKUM OTBETOM), BHIOMpPAEMBIX
cllyyailHbIM 00pa3oM mporpamMmoil u3 kaxzaoro Oioka (mepselii 010k 150 BompocoB, BTopoi Gmok 150
BOIPOCOB) 3a1anuii mo 10 BOpOCoB.

Bpems tectupoBanust — 90 MuHYT (110 3 MUHYTBI Ha KaXKIbIH BOIIPOC TECTOBBIX NO3ULUHN U 1O 4 MUHYTHI
Ha KpaTKHe OTBEThl TEOPETUYECKUX BOMPOCOB). Bpems Ha MOArOTOBKY M MpPOBEpKYy TecthpoBaHus — 20
MUHYT

Kpurepun oueHnBanus:

- OIICHKAa «OTJIMYHO» BBICTABIIAETCS OO0ydYaloleMycsi, €ClIH IpPOLEHT pe3ynbTaTuBHOCTH (B %
BhImoHeHus) coctanisiet 90-100%;

- OLEHKA «XOpOHIO» «4» - CTaBUTCA B TOM Cllydae, €CJIM BEPHBbIE OTBETHI cOoCTaBiAOT 71 -89% ot
0O0IIIETO KOJINYECTBA;

- OLICHKE «Y/IOBJIETBOPUTEIHLHO» COOTBETCTBYET padoTa, copeprkarias 51-70% npaBUIbHBIX OTBETOB;

- OLIEHKE «HEYAOBJIETBOPUTEIILHO» COOTBETCTBYET paboTa, coaepxkamias MeHee 50% mpaBUIbHBIX
OTBETOB.



brok 3ananuii 3aKpeITOrO THUIA
®dopmupyemsie [1K 3.1

1. HNudopmarmonHas 6e30macHOCTs — 3T0... | 1.CocTosHuE 3aUIMEHHOCTH HHPOPMAITHOHHOHN CpeIbl.
2.CoxpaHHOCTh HH(OPMALUOHHBIX PECYPCOB.
3.3ammTa KOHPUIACHINATEHOCTH, IIETOCTHOCTH U
JIOCTYITHOCTH WH(OPMAITHH.
4.Bce 0TBETHI HE BEPHBI.

2. Kakue perienust HanpaBieHbl Ha 1.BbIcOKOIPON3BOINTENBHBIE CUCTEMBI 3AIIUTHI KAaHAJIOB.
obecrieueHre HHHOPMATMOHHOM 2.ABTOMAaTH3UPOBAHHBIC CUCTEMBI B 3aAIUIIIECHHOM
Oe3onacHoCTH? UCTIOJTHCHHH.

3.3amuTa nepumerpa HHHOPMAITMOHHON CUCTEMEI.
4.Bce OTBETHI BEpHEI.

3. HNudopmarmonHas 6€301MacHOCTh 1.C omHO¥ CTOPOHEI, CTIOCOOHA POTHBOCTOSTH
ABTOMAaTHU3WPOBAHHOW CHCTEMBI — 3TO BO3/ICHICTBHIO BHEIITHIX U BHYTPEHHUX WH(POPMAITHOHHBIX
COCTOSIHHE aBTOMAaTH3UPOBAHHOM yrpo3, a ¢ Ipyroi - ee Hajau4yre U PyHKIMOHUPOBAHHUE HE
CUCTEMBEI, TIPH KOTOPOM OHA, ... co3aaeT HHPOPMAIIMOHHBIX YTPO3 IS AJIEMEHTOB CaMOn

CHCTEMBI ¥ BHEIITHEH CPEIBI.

2.C otHOH CTOPOHBI, CIIOCOOHA TPOTUBOCTOSATH
BO3/ICHCTBHIO BHEIITHUX U BHYTPEHHUX WH(GOPMAITHOHHBIX
yTpo3, a ¢ Ipyroi — 3aTparthl Ha e€ PYHKIHMOHUPOBAHHE
HUJKE, YeM MPEAIoIaraeMbli yiepo oT yTeUKd
3alUINaeMoi HHPOPMAIIHH.

3.Croco6Ha MPOTUBOCTOSTh TOJIBKO HHPOPMAITHOHHBIM
yrpo3am, KaK BHEITHIUM TaK U BHYTPEHHUM.

4.CnocoOHa MPOTHUBOCTOSITh TOJIBKO BHEITHUM
WH(OPMAITMOHHBIM yTPO3aM.

4, Kaxkue cyiiecTByr0T OCHOBHBIE YPOBHU 1.3axkoHOmATEIHHBIN.

obecrniedeHus 3aMUTH HHHOPMAITUH? 2.0praHn3anuoHHO-aIMUHICTPATHBHBIH.
3.IIporpaMMHO-TeXHUYECKHI (anmapaTHBIH).
4. Ou3NYECKUH.
5.BeposSTHOCTHBIH.
6.PactipenenuTenbHbII.

5. MeTtouueckue JOKYMEHThI 1.PykoBomsmue nokyments ®CTIOK.
rocyJapcTBEHHBIX OpranoB Poccuun? 2.I1pukassr ®CB.

3.Koncturynus PO;
4.Yxa3sl IPe3n/ICHTA.

6. YT0 HE OTHOCUTCS K FOCYJ1IapCTBEHHBIM 1.Komutet ['ocy1apcTBEHHOM JyMbI 110 0€30I1aCHOCTH.
opraaMm P®, KOHTponHpyOIUM 2.Cogert 6e3onacnoctu Poccun.

NESITeILHOCTh B 00J1ACTH 3aIIHUTHI 3.®enepanbHas Ciryx0a 1Mo TEXHUYECKOMY U 3KCTIOPTHOMY
WHPOPMAITUH: KOHTPOJTIO.
4.Ciyx0a 95KOHOMHIECKON 0€30TacHOCTH.

7. OcHOBHBIE YTPO3bl JOCTYITHOCTH 1.HenpennamepeHHble OLTHOKH MOJIB30BATENCH.

nHPOPMALUH: 2.3noHaMepeHHOE N3MEHEHUE TAaHHBIX
3.Xakepckas aTaka.
4.0T1Ka3 NporpaMMHOI0 ¥ alnapaTHOro 00ecreueHusl.
5.Pa3pyuienne unm noBpexaeHne NOMEICHUH.
6.IlepexBaT TaHHBIX.

8. B xadecTBe cTaHIapTHOW MOAEITH 1. KoHpuaeHIHaTBHOCTD.
0€30I1aCHOCTH YacTO MPHUBOJASAT MOJAEID 2.1lenocTHOCTD.

U3 TpEX KaTEropuii: 3.JJoCcTymHOCTS.
4.HaniexxHOCTb.

9. Kaxue ocHoBHBIE cBoMicTBa nH(opmanuu | 1.JlocTynmHOCTD
u cucteM 00paboTKM HH(pOpMaLUU 2.IlenocTHOCTD
HE00XO0IMMO MOAIEP)KUBATH, 3.KonbuaeHnnanbHOCTb
obecrieunBas HHOOPMAITMOHHYIO 4. Y1paBisieMOCTb
0e301acHOCTh? 5.HanexxHoctb

10. | YTo Takoe JOCTYMHOCTHh WH(OPMAITUH? 1.CBOMCTBO CHUCTEMBI, B KOTOPOI LIUPKYIUPYET




nH(OpMaIs, XapaKTepU3YIOMIEecs: CIOCOOHOCTHIO
o0ecrieynBaTh CBOCBPEMEHHBIN OCCIPENSITCTBEHHBIH OCTYII
K HHPOpMaIUK CyObEeKTOB, IMEIONINX HA 3TO HAJIJICIKAIIIC
TTOJTHOMOYHSL.

2.CBOICTBO cUCTEMBI, 00ecIieunBaTh OECIPEnsITCTBEHHBIH
JIOCTYT K HH(OPMAIINH JIFOOBIX CYOBEKTOB.

3.CBOHCTBO CHUCTEMBI, 00ECIIEYNBATH 3aKPBITHII TOCTYII K
MHPOpPMAaLUH JFOOBIX CyOBEKTOB.

4.CBoiicTBO MH(POPMAIINH, 3aKTFOYAIOIIEEC B JISTKOCTH €¢
HECaHKITMOHWPOBAHHOTO MOTyYeHUs U JATbHEHIIIET0
pacrpocTpaHeHus (HECAHKITMOHUPOBAHHOTO KOITUPOBAHHS)

11.

Urto Takoe 1eIOCTHOCTh HH(OpMAITUH?

1.CBoiicTBO HH(pOpMAaLNH, 3aKITIOUAIOIIEECs B €€
CYILLIECTBOBAHNHU B HEHUCKAKEHHOM BHUJIE€ (HEM3MEHHOM I10
OTHOIIEHHIO K HEKOTOPOMY (PMKCHPOBAaHHOMY €€
COCTOSIHHIO).

2.CBoiicTBO HH(pOPMALINH, 3aKITFOYAIOIIEECs] B BO3MOKHOCTH
ee U3MEHEeHHS JTF00BIM CYOBEKTOM

3.CaoticTBO MH(OPMAITNH, 3aKITI0YAIOIIeecs B BOZMOKHOCTH
U3MCEHCHUS TOJBKO €AMHCTBCHHBIM I10JIb30BAaTCIIEM
4.CpoiicTBO HH(pOpPMAIIHH, 3aKITIOYAOIIEECS B €€
CYIIIECTBOBAHWH B BUJIE €MHOTO HaOopa (aiiios.

12.

Yro Takoe KOHPHUICHIINATHHOCTD
nHpopmaumn?

1.CgoiicTBO HH(OpPMALINH, YKA3EIBAIOIIEE HA
HEOO0XOIMMOCTh BBEACHUS OTPAHUYCHUI HA KPYyT
CyOBEKTOB, IMEIOMIHX HOCTYH K TaHHOW WH(GOPMAINH, U
obecreunBaeMoe CIIOCOOHOCTHIO CHCTEMBI COXPAHSATH
YKa3aHHYI0 HH()OPMAIIHIO B TaliHE OT CyOBEKTOB, HE
MMEIOIIMX IIOJJHOMOYMI Ha MPaBo AOCTYyIa K HEM.
2.CgoiicTBO HH(pOpPMALINH, 3aKITFOYAIOIIEECS B €€
CYIICCTBOBAHNU B HCUCKAXKCHHOM BUJIC (HCI/BMGHHOM 10
OTHOIIICHUIO K HEKOTOPOMY (UKCHPOBAHHOMY €€
COCTOSIHHIO).

3.CaoiicTBO HH(pOpPMALINH, 3aKITFOYAIOIIEECS B €€
CYIIIECTBOBAHMH B BHJI€ HE 3aIIUIIEHHOTO ITapojieM Habopa.
4.CBoiicTBO MH(pOPMALINH, 3aKTFOYAOIIEECS B €€
MUQPOBaHUH.

5.CBoticTBO MH(pOPMAITUH, 3aKITIOUAIOIICeCs B €€
MPUHAISKHOCTH K ONIPEJIeICHHOMY Habopy.

13.

Kakue OOKYMCHTEI OTHOCATCA K aKTaM
q)eﬂepaJ'ILHOFO SaKOHO,Z[aTeJ'IBCTBa?

1.MexayHapoaHbIE CTaHIAPTHL.
2.Mexnynapoassie 1oroBopsl PO.
3.IIpuka3zer OCh.

4.Yxa3sl pe3ugenTa PO.

14.

YTo OTHOCHTCS K YyTpo3am
nHPOPMaLMOHHON Oe30macHOCTH?

1.IToTeHIIMANBHO BO3MOXKHOE COOBITHE, JCHCTBUE, MPOIIECC
HJIN ABJICHUE, KOTOPOC MOXKET ITPUBECTU K HAPYIICHUTIO
KOH(UIACHIIUATBHOCTH, IISJIOCTHOCTH, JOCTYITHOCTH
nH(GOPMAIIUH, a TAKKE HEIPABOMEPHOMY €€
TUPAKUPOBAHUIO.

2.Kiaccudukaius uaGopmanuu.

3.CruxwuiiHple OeACTBHA M aBapuu (HaBOJHEHHUE, yparaH,
3eMIICTPSICEHUE, TTOXKap U T.I1.).

4.C6om 1 0TKa3bl 000PYAOBaHUS (TEXHHUECKUX CPEJICTB)
AC.

5.0mmOKH dKCIuTyaTanuy (TOIb30BaTENeH, ONEPaToOPOB U
JIPYTOTO TIEpCOHANA).

6.IIpeqnamMepeHHbIe ACUCTBUS HAPYIIUTEICH 1
37I0YMBILIUIEHHUKOB (OOMKEHHBIX JIUI U3 YHMCIIa IIepCoHaa,
MPECTYIHUKOB, IIMTHOHOB, TNUBEPCAHTOB).

7.11ocnencTBust OMUOOK MPOCKTUPOBAHKS M pa3pabOTKH
koMroHeHTOB AC (anmmapaTHBIX CPEACTB, TEXHOJIOTUH
00paboTKu MH(POPMALIUH, TPOTPAMM, CTPYKTYP JaHHBIX U
T.IL).




8.Hepapxuueckoe pacroioKeHNe IaHHbIX.

15.

Kakwue yrpo3sl 6€30macHOCTH
UHGPOPMAITUH SBIISFOTCS
MpeaHaMePEHHBIMH?

1.B3phIB B pe3ynabTare TepakTa.

2.Ilomxor.

3.3abacToBKa.

4.0mmbKu epcoHana.

5.HeyMpIneHHOE TTOBPEXKICHUE KAHATIOB CBSI3H.
6.HexomMneTeHTHOE UCTIOIB30BAHUE CPEJICTB 3aIUTHI.
7.YTpaTa napoJiel, KiIo4yel, MpoImyCKoB.

8. Xwuimenne HocuTeneid HHMOPMAIIHH.

9.He3akoHHOE TIOJTyYeHHUE MAPOJICH.

16.

Kakue yrpo3ssl 6e3onacHoctu
HH(pOPMAITUH SBIISIOTCS
HeTIpeAHAMEPESHHBIMH?

1.B3pkIB B pe3ynbTare TepakTa.

2.ITomxor.

3.3abacToBKa.

4.0mubKu nepcoHana.

5.HeyMbllieHHOE MOBPEXICHUE KAHAJIOB CBA3H.
6.HexomneTeHTHOE MCTIOIB30BAHNE CPEJICTB 3AIIUTHI.
7.¥YTpara napoJiel, KIo4el, IpoIyCKoB.

8. XueHne Hocureneld nHGOpMaIHH.

17.

UTo OTHOCHTCS K MTPABOBBIM MepaM
3amuUThl HTHPOpMan?

1.3aKoHBI, YKa3bl U Ipyrue HOPMATHBHBIC aKThI,
peTIaMeHTHPYIOIIHE MPaBUiia 00paIeHus ¢ HHpopMarmen
1 OTBECTCTBCHHOCTD 3a UX HAPYHICHUS.

2.JleficTBUS TPaBOOXPAHUTEIBHBIX OPTaHOB JIJIS 3AIIHUTHI
MH(POPMALMOHHBIX PECYPCOB.
3.0Opranu3anuoHHO-aIMUHUCTPATUBHBIC MEPHI JUISI 3AIIUTHI
WHPOPMALTMOHHBIX PECYPCOB.

4. JleicTBUS aAMUHUCTPATOPOB CETH 3AIUTHI
MH()OPMALMOHHBIX PECYPCOB.

18.

Kakwne nmerorcst BUbI IpaBoOBOM
OTBETCTBEHHOCTH 32 HapylICHUE 3aKOHOB
B 0bnacTr HHGOPMAITMOHHON
Oe3omacHocTH?

1.YromnoBHas
2.AIMUHUCTPATUBHO-TIPABOBAsL.
3.I'pasxxnaHCKO-IpaBOBasl.

4. JIucuuInHapHasl.
5.MarepuanbHas.

6.YcnoBHasl.

7.JloroBopHasl.

19.

UTto Takoe rocynapcTBEHHas TaiiHa?

1.3ammmniaemMple TOCy1apCTBOM CBE/ICHHUS B O0JIACTH €TO
BOCHHOM, BHEIITHEITOJIUTUUECKOM, IKOHOMHYECKOM,
pa3BeAbIBATEIbHOM, KOHTPPa3BEAbIBATEILHON U
ONEPATUBHO-PO3BICKHON JAESATENBHOCTHU, PACIPOCTPAHEHUE
KOTOPBIX MOXKET HAaHECTH yIiepO Oe3onacHocTH PD.
2.CBefieHns1 0 COCTOSTHIM OKPY>KaIOIei Cpebl.

3.Bce cBegenusi, KOTOpbIE XPaHATCS B TOCYAapPCTBEHHBIX
0a3ax JaHHBIX.

4.CBenieHHs O COCTOSIHUH 3710pOBbA npe3uaeHTa PO.
5.KoHkpeTHble CBE€ACHUS, B OTHOILIEHUH KOTOPBIX
KOMIIETEHTHBIE OpPTaHbl U UX JODKHOCTHBIE JTUIA TPUHSLIN
perenne 00 X OTHECEHUH K TOCYIapCTBEHHOM TaiHe.

20.

Kakue npaBoBbl€ JOKYMEHTHI PEIIAIOT
BOMPOCHI HHPOPMAITHOHHO
Oe3omacHoCcTH?

1.YromoBusiii kogekc PO.

2.Koucrurynus PO.

3.3akoH "O0 undopmanmu, vHGOPMATUIALMHU U 3aLIUTE
uHpopmMarn'.

4.3akoH P® "O rocynapcTBeHHOil TaiiHe".

5.3akoH P® "O xommepueckoii Taiine".

6.3axkoH PO "O nurieH3upoBaHUH OTICITHHBIX BUIOB
JiesiTennbHoCTH .

7.3akoH P® "O06 obpazoBanun".

8.3axon P® " OO0 anexkrpoHHO#M 1IMbpoBOi moamucu ".

21.

Uto Takoe KoMMepUecKas TaiHa?

1.Madopmanmsi, UMerommas IeHCTBUTEIHHYO HITH
MOTEHIMATBHYI0O KOMMEPUYECKYIO IICHHOCTh B CHITY €€
HEU3BECTHOCTHU TPETHUM JIUIIAM.




2.Mndopmanus, K KOTOpOH HET AOCTYIa Ha 3aKOHHOM
OCHOBaHUH.

3.Mudopmaruu, o6namgaTens KOTOPOH MPUHUMAET MEPHI K
oxpaHe ee KOH(PHIEHITNATFHOCTH.

4 Nndopmanus, conepxauias B y4peAuTeTbHBIX
JTOKyMEHTaX.

5.Muadopmartus, comepkamas B TOJOBBIX OTUETaX,
OyxranTepckux Oanancax, popMax rocyaapcTBEHHbBIX
CTaTHCTUYECKUX OTYETOB.

22. | Mo noctymHOCTH UHPOPMATIHS 1.OTKpBITYIO0 HTHPOPMAIIHAIO U TOCYJAPCTBEHHYIO TalHY.
KJIacCUpHUIIPYyETCs Ha ... 2 Kondunennmanpayto wHpOpManuio ¥ UHPOPMAIHIO
CBOOOJHOTO JIOCTYTIA.
3.MadopManmo ¢ OrpaHWYEHHBIM  JIOCTYIIOM U
0011e10CTyTHY 0 WH(OPMAITHIO.
4.Bunel unopManyy, ykazaHHbIE B OCTAILHBIX MYHKTaX.
23. | 3ampemeno otHocuth Kk wuH(popManuu | 1.MapOpMAanIIO 0 Ype3BBIYAHBIX CUTYAIHSIX.
OrpaHUYEHHOT0 JOCTyMa? 2.VMadopmanuio o 1esTeIbHOCTH OPraHOB roCyIapCTBEHHOM
BJIACTH.
3. JIoKyMEHTBI OTKPHITHIX aPXUBOB U OUOIHOTEK.
4.Bce, mepeyucieHHOE B OCTAIbHBIX MYHKTAaX.
24. | Bonpocsl nHGOPMALIMOHHOTO OOMeHa 1.I'paxxnanckum.
perynupyrorcs (...) mpaBom? 2.MH(popMaIMOHHBIM.
3.KOHCTUTYITMOHHBIM.
4. YTOJIOBHBIM.
25. | Undopmanus, 3aduxcupoBannas Ha | 1.JlocToBepHOH.
MaTepuaIbHOM HOCHTEIE, ¢ | 2.KondpuaeHumansHO.
pEeKBH3WTaMH,  TO3BOJSIOIMIMMU €€ | 3.JIoOKyMeHTHpOBaHHOM.
UICHTH(OUIUPOBATH, HA3BIBACTCS 4. KomMepyecKoi TaiHOM.
26. | V3 mepeyncieHHBIX 3aKOHOAATEIhHBIX 1.Yka3 [Ipesunenta "OO0 yTBepKICHUN NIEPEUHS CBEICHIIA,
AKTOB HAaWOOJBIIEH IOPUANIECKON CHIIOW | OTHOCSIIIUXCS K
B BOTIpOCax MHPOPMAIIMOHHOTO TIpaBa rocyJapCTBEHHOMU TaiiHe".
oOamaer 2TKPOD.
3.3akon "O0 uHpopMaIyu, HTHPOPMATH3AIMY U 3AIIUTE
uHpopMarn'.
4 Koncturyuus PO.
27. | K xommepueckodi TaiiHe Mmoryt ObiTh | 1.CBemeHusi, He  SBIAIONIMECS  IOCYIAapCTBEHHBIMU
OTHECEHHI ... CEKpEeTaMH.
2.CBenenus, CBSI3aHHBIE c IIPOU3BOJICTBOM u
TEXHOJIOTHUECKON HH(pOpMAIHE.
3.CBezieHus, CBA3aHHbBIE C YIIPABICHUEM U (PHAHCAMHU.
4.CBefieHns, NepeYNCICHHBIE B OCTAIbHBIX MYHKTaX.
28. | I'pud "ACIT" ucnionb3yercs? 1.1 CeKpeTHBIX JOKYMEHTOB.
2.J11s1 TOKYMEHTOB, COAEpkKaIIUX KOMMEPUYECKYIO TalHY.
3.Kak mpoMexyTOUHBIN 111 HECEKPETHBIX IOKYMEHTOB.
4.B y4eOHBIX TeIsIX.
29. | Cpok 3acekpeunBaHus CBEJICHUH, 1.Cocrasnser 10 ner.
COCTABJISIOIIUX FOCYAAPCTBEHHYIO 2.Cocrasnser 50 ner.
TaiHy? 3.0Orpanunuen 30 rogamu.
4.0Orpanngen 20 rogamu.
30. | Yro moHMMaETCs O] CPEACTBOM 1. Mexanudeckue, dJeKTPOHHO-MEXaHUUECKHUE YCTPOHCTBA U

(U3MUECKOro yIpaBIeHUs 10CTYIIOM?

COOpPYKEHHS, CIIENMATIbHO NpeAHa3HAUYECHHBIE TS CO3JaHMs
(U3NYECKUX TIPETISITCTBUI HA BOBMOYKHBIX MY TSIX
MIPOHUKHOBEHHS U JOCTYIIA TOTEHIIMAIBHBIX HApYIIUTEIEeH K
3amuiaeMon HHQpopMaIuy.

2.CunoBble eficTBUSI OXpaHbl OpraHU3aIlH POTUB
[OTEHIUAIBHBIX HApyIIUTEIEH.

3.YkazaHus B MHCTPYKLHSIX Ha MEPOIIPHUATHSI 1O
nojepkanuio gpusnyeckoil GopMbl COTPYITHHKOB




4.TTporpaMMHBIC MEPHI 3aIUTHI, TPEHA3HAUCHHBIC JIJIS
CO3/IaHUS MIPETIATCTBUHN MOTCHIINATHHBIM HAPYIITUTEIISM.,
5.MuadopmanmonHoe obecrieueHne CEKPETHRIX 3a1ad.

31. | HopMaTHBHBIH JOKYMEHT, 1.IIpodumem 3anTuTHI.
periIaMeHTUPYIOMINH BCE aCTIEKTHI 2.IIpodunem Ge3zomnacHOCTH.
0e301acHOCTH MPOAYKTa 3.CrannapToM 6€30MacHOCTH.

WH()OPMAITHOHHBIX TEXHOJIOTHH, 4.CrucTeMolt 3alTuTHL.
Ha3bIBACTCS?

32. | HenoctaTkom MOJIeNN ONUTHKH 1.M3HavanpHOE AOMYIIEHUE BCKPHIBAEMOCTH CHCTEMEI.
0e30MmacHOCTH Ha OCHOBE aHalu3a yrpo3 | 2.HeoOxomumMocTh JOMOTHUTETHHOTO O0yUEHHS ITepCOHaIa.
CHCTEME SIBJISCTCS? 3.CIIOXHBIA MEXaHU3M peaTH3aITHH.

4.CTaTUYHOCTb.

33. | OCHOBHBIM MOJOXKCHHEM MOJICITH 1.XoTs ObI OTHOTO CpeicTBa OE30IMIACHOCTH.
CUCTEMBI 0€30ITaCHOCTH C TIOJTHBIM 2.Aynura.
MEPEKPHITHEM SIBIISICTCS HATMUUE HA 3.I1apons.
Ka)XIOM MyTH IPOHUKHOBEHHUS B 4.Bcex cpeacTs 6€30MacHOCTH.
CHCTEMY ...

34. | HegocraTkoMm Momen# KOHEYHBIX 1.Crno>XHOCTH peanu3aiu.
COCTOSIHHI TTOJUTHKYU 0€30IIaCHOCTH 2.MI3MeHeHue TUHUH CBSI3H.
SIBISI€TCS - 3.CTaTU4HOCT®b.

4. Huzkas cTeneHb HaIeKHOCTH.

35. | IIpu KauecTBEHHOM MOJXOME PUCK 1.3a1aHHBIX C TOMOILIBIO LIKAJIBI WJIK PAHKUPOBAHUS.
H3MEpSETCS B TEPMHUHAX ? 2.JIeHeXHBIX MOTEPb.

3.06vema undopmanmy.
4.0O1eHOK IKCIEPTOB.

36. | Uro siBIsieTCS HAMITYYIIIAM OMTUCAaHUEM 1.AHanu3, OCHOBaHHBIN Ha CLEHAPUSX, IPEAHA3HAYCHHBIN
KOJMUYECTBEHHOI'O aHaJIN3a PUCKOB? JUTSL BBISIBJICHUS Pa3iIMUHBIX YTPO3 0€30MacHOCTH.

2.Metog, UCTIOAB3YEMBIH [JIs1 TOYHOU OLEHKH
MOTEHIHANBHBIX [T0TE€Pb, BEPOSITHOCTH MTOTEPH U PHUCKOB.
3.MeTo/1, CONOCTABIISIOMINHI JEHEKHOE 3HAUCHHE C KAXKIbIM
KOMITOHEHTOM OLIEHKH PHCKOB.

4.MeTo, OCHOBaHHBIHI HA CY)KICHUSIX U UHTYULIUU.

37. | Ilouemy npu NpoOBEACHNUH aHAIN3A 1.Yto0b! yOenuTbes, 4TO IPOBOAUTCS CIIPaBEAINBAs
WH(POPMAIMOHHBIX PUCKOB CIIEyeT OIICHKA.

MPUBJIEKATh K 3TOMY CIIELIMAJINCTOB U3 2.9710 He Tpebyetcs. s aHamm3a pUCKOB CleLyeT

Pa3NUYHBIX MOAPA3ACICHUN KOMIIaHUK? | TPUBJIEKAaTh HEOONBIIYIO TPYIITY CIICLIMATNCTOB, HE
SBIISIFOIIUXCSL COTPYTHUKAMU KOMITAHHUH, YTO TIO3BOJIUT
obecrieunTh OECTIPUCTPACTHBIIN U KAYeCTBEHHBIN aHAIN3.
3.ITockobKy JIOAN B Pa3JIMUHBIX MOAPA3IEICHHUSX JTyUIIe
MOHUMAIOT PUCKU B CBOMX MOJIPA3/ICICHUSIX H CMOTYT
MPEIOCTaBUTh MAaKCUMAJIBHO TMOJIHYIO U JOCTOBEPHYIO
MH(OPMALUIO [T aHAJIH3a.
4.TTocKOJBKY JIFOJH B PA3IHMYHBIX NOAPA3ACTICHUAX CaMH
SIBTISIFOTCST OJTHON M3 MIPUYHMH PUCKOB, OHU JIOJKHBI OBITH
OTBETCTBEHHBI 32 HX OIICHKY.

38. | Ecnu pasnuuHBIM rpynmnam 1.CHU3UTH ypoBeHb 06€30MacHOCTH 3TOM HHPOPMALIUK IS
MOJI30BATEIICH € Pa3IMYHBIM YPOBHEM o0ecrieyeHus ee JOCTYIIHOCTH M y00CTBa UCTIOJIb30BaHHUSI.
JocTyma TpeGyeTcst IOCTYI K OJHON 1 2.TpeboBaTh MOJIMHUCAHUS CTICIMAILHOTO pa3penIeHuUs
TOM ke HHPOPMAINH, KaKOe U3 KaXXIIblii pa3, KOr/ia 4eIoBeKy TpeOyeTcst JOCTYIl K 3TOH
yKa3aHHBIX HWXKE ACUCTBHUH ClEAyeT MHPOPMaIUH
MIPENNPUHATH PYKOBOJICTBY? 3. Y IyqmuTs KOHTPOJIb 32 0€30MacHOCTHIO ITON

WHPOPMAITUH.
4.CHM3UTB YPOBEHb KiaccuuKanuu 3Toi nHpopMamu.
39. | Kakoe yTBep:kueHue sBIIsETCS 1.TonbpKo BOGHHBIE UMEIOT HACTOSIYIO0 OE30MaCHOCTb.

MIPaBUIILHBIM, €CJTH B3TJISTHYTh Ha
Pa3HUILY B ENAX 0€30MaCHOCTH IS
KOMMEPYECKON 1 BOCHHON OpraHu3anuu’?

2.Kommepueckast KoMmaHus 00bIYHO OOJIbIIe 3a00THUTCS O
LEJIOCTHOCTH U IOCTYITHOCTH JaHHBIX, 3 BOCHHBIE — O
KOH(HICHINAIEHOCTH.

3.BoennpM TpeOyeTcs O0NbIIN ypOBEHb O€30IIaCHOCTH,
T.K. X PUCKH CYIIIECTBEHHO BHIIIIE.




4. KomMepueckast KOMITaHUs 0OBITHO OOJIBITIC 3a00THUTCS O
JIOCTYITHOCTH U KOH(UICHIIUAILHOCTH JaHHBIX, 2 BOCHHBIC
— O IIETIOCTHOCTH.

40. | 3agaueii aHamu3a MOAEITH TOJIUTHKA 1.MuHMMU3a1¥st BEPOSITHOCTH MIPEOAOJICHHS CUCTEMBI
0€30IacHOCTH Ha OCHOBE aHAJIN3a YIPO3 | 3alIHTHI
crcTeMe SIBIISIETCS? 2.MakcuMu3anys 3aTpar 4Jis B3JIoMa.

3.Makcumuzanus pecypca Ajsi B3JIoMa.
4.Makcumu3anusi BpEMEHHU B3JIOMA.

41. | BeigeneHue NoOiIb30BATEINSM U 1.I[IpuHOMI MUHAMU3AIUY TPUBHIIETHH.
aJIMUHHCTPATOPaM TOJIBKO TEX MpaB 2.IlpuHumn npocToTsl U ynpasngemoctu UC.
JOCTyIa, KOTOphle UM HEOOX0UMBbI 3T0 - | 3.IIpMHIMI MHOTOYpOBHEBOM 3aIUTHI.

4.IIpyHIMT MAKCUMH3ALIMU TPUBUJIETHA.

42. | JloCTOMHCTBOM AWUCKPETHBIX MOJEIeH 1.IIpocToit MexaHHM3M peanu3aluu.

MOJIMTUKN 0€30IIaCHOCTH SIBIISETCS - 2.YucnoBast BEpOSITHOCTHAsI OLIEHKA HaACKHOCTH.
3.BrIcOKas cTereHp HaIeKHOCTH.
4. IniHaMUYHOCTb.

43. | JlocCTOMHCTBOM MOJIEIH TOJTHTUKA 1.YucnoBas BeposSTHOCTHAs OLIEHKA HaJIeKHOCTH.
0e30IacHOCTH Ha OCHOBE aHanu3a yrpo3 | 2.Bbicokas creneHp Hale)KHOCTH.
CHCTEME SABIISICTCS - 3. JInHaMHAYHOCTb.

4.IIpocToil MEXaHM3M peasln3aliy.

44. | Ilpouecc aHanM3a PUCKOB NIPH 1.AHanu3 NOTEeHLINATHHOI'O 31I0yMBIIIIJICHHHUKA.
paspabotke C3 UC Brimouaer - 2.01eHKa BO3MOXKHBIX 3aTpar.

3.01eHKa BO3MOXKHBIX ITOTEPb.
4.Ananu3 NOTEHIUATBHBIX yTPO3.

45. | llogcucTema ynpaBieHUs! JOCTYIIOM 1.0noBelIeHNE O MOMBITKAX HAPYILICHHS 3aIIHTHI.
CHCTEMBI 3aIIUTHl HHpOopMaLuK JobkHa | 2.1 nentudukanus.
o0ecreYnBaTh: 3.AyTeHTHUhUKAIHS.

4.Y4er HocuTenel nadopmanuu.
5.YmupaBneHue moTokaMu HHPOPMAITHIH.

46. | OcHOBHBIE YTPO3BI 1.Mackapap.

KOHQUJICHIMAITEHOCTH HHPOPMAITUH? 2.Kapnasa.
3.IlepeanpecoBka.
4.IlepexBat TaHHBIX.
5.biokupoBaHue.
6.310ynoTpeOICHUS TOJTHOMOYHSIMH.

47. | Ilonutrka O€30MacCHOCTH CTPOUTCS Ha 1.06mmx npexncranennii 00 UC oprannzamuu.
OCHOBE. .. 2.M3yuenus NOJIUTUK POICTBEHHBIX OPraHU3AIIH.

3.AHanu3a pUCKOB.

48. | B umucio nenei nmporpamMMel 1.YmpaBneHue puckamu.
0€3011aCHOCTH BEPXHETO YPOBHS 2.0npezeneHre OTBETCTBEHHBIX 38 HHGOPMALUOHHBIE
BXOJTUT: cepuchl. 3.0npenenenne Mep Haka3aHUs 3a HAPYIIEHUS

MOJIUTUKU 0€30MacHOCTH.

49. | B pamkax nporpammbl 0€30MacHOCTH 1.CTpaTernyeckoe IIaHUpOBaHUE.

HIKHETO YPOBHS OCYLIECTBIIIOTCA: 2.IloBcefHEBHOE aIMUHHCTPUPOBAHHUE.
3.0TcnexunBaHue CI1a0bIX MECT 3aIHTHI.

50. | Yro u3 nepeuncnennoro HE sisnsercs 1.ITonnepxka.
3aJlaueil pyKOBOJICTBA B MpoIiecce 2.BrImonHenye aHaan3a pUCKOB.

BHEJIPEHUS U CONPOBOKACHUS 3.0mnpenenenue eau 1 rpaHull.
6e3omacHocTH? 4.]lenerupoBaHue MOJHOMOYHH.
Biiok 3amaHuii 3aKpeITOrO THIIA
Popmupyemsie 11K 3.2
1. Ecnu paznuysbIM rpynmnam 1.CHu3HUTH ypoBeHb 0€30M1aCHOCTH 3TOM MH(POPMALMN AJIS

[I0JIB30BATENEH C Pa3IMYHBIM YPOBHEM
JocTyna TpedyeTcs AOCTYI K OTHOH U
TOM e HHPOPMAINH, KaKoe U3
YKa3aHHBIX HUXKE JEUCTBUH ClieayeT
MIPEANPUHATH PYKOBOJICTBY?

obecrieyeHus ee JOCTYITHOCTH M yI00CTBa UCIIOJIb30BAHUSI.
2.TpeboBathb MOMUCAHUS CIEIIHAILHOTO Pa3pelICHHS
KKIBIH pa3, KOTJa 4elioBeKy TpeOyeTcs JOCTYIT K 3TOH
uHGOPMAIUH.

3. Yay4imuTh KOHTPOJIb 3a 0€30IaCHOCTHIO 3TOM
WHPOPMALIUH.

4.CHU3HTH YPOBEHD KiIacCH(PUKAIINN dTOW WHOOPMAITHH.




Kaxkas xareropus sBisiercst Hanboiee
PUCKOBaHHOH Il KOMIIAHMH C TOUKU
3pEHUs BEPOATHOTO MOIIEHHUYECTBA U
HapymHieHns 6e301macHOCTH?

1.CoTpynHuKkH.

2.XaKepsl.

3.ATakyloIiue.

4.KoHTpareHTs! (JUI1a, padOTaIOIIHE 110 IOTOBOPY).

Uro monpazymeBaeT MPHHIHIT
«pazfeneHue 00s3aHHOCTEN»?

1.JI71s1 BBITTOJTHEHUS] KPUTUYECKUX WIIM HEOOPATUMBIX
ormeparuii Tpedyercs ydacThe HECKOJIbKUX He3aBUCHMBIX
MOJIb30BATENEH.

2.JlaHHBIN NPUHIUI TPEOYET CO3aHMs MEXaHH3Ma
MOAOTYETHOCTH MOJIb30BATENEH, TO3BOJIAIOIIETO OTCIECIUTh
MOMEHTHI HapyIICHHS [IEJIOCTHOCTH WH(OPMAITHIH.

3.Ilops ok mepeaayn MPUBUIICTHE JOKEH IOJHOCTBIO
COOTBETCTBOBAThH OPTaHU3AIIMOHHON CTPYKTYpE
NPEANPUATHS.

Uro Takoe mponemypa’?

1.ITpaBua KCIIOJIL30BAHUS IIPOrPAMMHOIO M aIllapaTHOro
obecrieyeHnss B KOMITaHUH.

2.IlomaroBast ”HCTPYKIIHS O BBITIOJHCHHIO 3a/1a4H.
3.PykoBOJICTBO O ICHCTBUSAM B CUTYAIIHSAX, CBI3AHHBIX C
0e30MacHOCTHIO, HO HE OMMCAHHBIX B CTAHIapTaX.
4.00s3aTenpHble NENCTBUA.

Kakoii pakrop Hanbosee BaxeH ais
TOTO, YTOOBI OBITH YBEPEHHBIM B
ycremHoM obecrieueHnn 6€30MacHOCTH B
KOMITaHUH?

1.ITognepKa BBICILIETO PYKOBOACTBA.

2.2¢dexTHBHBIE 3aIUTHRIE MEPEI K METOJIBI UX BHEJPEHHE.
3.AKTyasnbHBIC U aJICKBATHBIEC TTOJUTHKH U MIPOLIETYPHI
0e30MacHOCTH.

4.1IpoBeneHue TPEHUHTOB MO0 O€30TACHOCTH I BCEX
COTPYJHHUKOB.

Korna nienecoodpasso He
HNpEANPUHAMATE HUKAKUX JIEHCTBUN B
OTHOILICHUH BBISIBICHHBIX PUCKOB?

1.Huxorna. s obecnieueHus xopoiei 0e301acHOCTH
HYXXHO YUYUTBIBATb U CHUKATh BCC PUCKHU.

2.Korzaa pucku He MOTYT OBITh IPUHATHI BO BHUMAaHHUE T10
MOJTUTUYCCKAM COOOPAKCHUSIM.

3.Korma HeoOX0AMMBbIe 3alIUTHBIE MEPBI CITMIITKOM CJIOKHBI.
4.Korja cTOMMOCTh KOHTPMEP MPEBBIIIACT [ICHHOCTh aKTHBA
W MOTCHIHAJIbHBIC TOTEPH.

Kaxas u3 npuBeIeHHbIX TEXHUK SBISETCA
camoii BayKHO# IpH BIOOPE KOHKPETHBIX
3aIIUTHBIX Mep?

1.AHamu3 pUCKOB.

2.AHanu3 3aTpar / BBITOBI.

3.Pe3ynbrarel ALE.

4.BrlsiBIIeHUE YSI3BUMOCTEH U YIPO3, SBIISIOIIUXCS
IIPUYMHON PUCKA.

Yro siBnsieTcs onpeeeHueM
BO3/IeiicTBHS (eXposure) Ha
0e30macHOCTh?

1.Heuro, mpuBofsiee K yuepoy oT yrpo3sl.

2.Jro6as moTeHIManbHas OMacHOCTH JUIs HH(OPMAIMU WIN
CHUCTEM.

3.JIro60ii HETOCTATOK MIT OTCYTCTBUE WHPOPMAITUOHHON
Oe3ormacHOCTH.

4. IloreHnManbHbBIe IOTEPHU OT YTPO3BL.

OddexTrrHas nporpaMmma 0€301aCHOCTH
TpeOyeT cOalaHCUPOBAHHOI'O
MPUMEHEHUS:

1. TexHUUECKUX N HETEXHUUECKUX METOOOB.
2.KoHTpMep U 3aIIUTHBIX MEXaHU3MOB.
3.Ousnueckoit 6€30MaCHOCTH U TEXHUYECKHUX CPEICTB
3aLIUTHI.

4.1Ipouenyp 0e30nmacHOCTH U MH(POBAHHUS.

10.

Yro u3 MEPCUUCIICHHOI'O HC SBJIACTCA
LECJIBIO MMPOBCACHUA aHAIN3a pI/ICKOB?

1. JlenerupoBanue NOTHOMOYHH.

2.KonuuecTBeHHas OLICHKa BO3JICHCTBUS MOTEHINAIBHBIX
yTpo3.

3.BrIsiBIICHNE PHCKOB.

4.0Onpenenenue OanaHca MEXIy BO3ACHCTBUEM PHCKA U
CTOMMOCTBIO HEO0XOIMMBIX KOHTPMED.

11.

Yro takoe CobiT 1 Kak OH OTHOCUTCS K
pa3paboTKe cucTeM HH()OPMAaIMOHHOM
0€301acCHOCTH U MIPOrpaMM
Oe3omacHoOCTH?

1.Crincok cTaHAapToB, MPOIERYP U MONUTUK IS
pa3pabOTKH MPOrpaMMbI O€30ITaCHOCTH.

2. Texymas Bepcus ISO 17799.

3.CtpykTypa, KoTopas Obliia pa3paboTaHa i CHIKECHHUS
BHYTPEHHEr0 MOLLIEHHUYECTBA B KOMIIAHMSIX.




4. OTKpPBITEIN CTaHIAPT, ONPEIEIISIONTHH I KOHTPOJIS.

12.

3ammra nHGOPMAIMK OT YTEUKH - 3TO
JEeSTENBHOCTD 0 MIPEJOTBPAILECHUIO!

1.Ilony4enus 3amuimaemMoii nHpopManuu
3aWHTEPECOBAHHBIM CYOBEKTOM C HapyLICHUEM
YCTaHOBJIEHHBIX IIPaBOBBIMH JOKYMEHTAMH WITH
COOCTBEHHHMKOM, BJIaJIe/IbLieM WHPOPMALIUH [TPaB UIIN
MpaBUII JOCTYINA K 3alKIiaeMol HHQOpMaIuu.
2.Bo3neicTBus ¢ HapyIIeHHEM YCTaHOBJICHHBIX MTPaB H/UITH
MPaBIJI Ha H3MEHEeHNE NH(POPMALINH, TIPUBOIAIIETO K
WCKKEHHUIO, YHUYTOXKEHHIO, KOTTMPOBAHUIO, OJIOKUPOBAHUIO
JIoCTyTa K HH(hOpMAIIH, a TAaKXKe K yTpaTe, YHHUTOKEHUIO
e c00r0 (PYHKITMOHUPOBAHUS HOCUTEINS HH(POPMAIIHH.
3.Bo3aeiicTBus Ha 3ammIIaeMyto HHPOPMAIHIO OIHOOK
noJb30BaTelns nHQopmanuei, cO0si TEXHUIECKUX U
MIPOTPaMMHBIX CPEICTB HHPOPMAIIMOHHBIX CUCTEM, a TaKKe
MIPUPOJTHBIX SIBICHUH.

4 HeKOHTPOIUPYEMOTO pacpOCTPAHEHUS 3alUIIaeMON
nH(GOPMAITUH OT €€ pasriamieHus, HeCAHKIIMOHUPOBAHHOTO
JIOCTYTIA.

5.HecaHKIIMOHMPOBAHHOIO JIOBEICHUS 3aILIAILIAEMOM
WH(GOPMAITUH 10 HEKOHTPOIUPYEMOTO KOJIMYECTBA
noJrydaTesieil HHQOpMAaIIHH.

13.

Yo Takoe aHanu3 3amnumieHHoctu UT-
HHPPACTPYKTYPHI?

1. AHanu3 3aIIMIEHHOCTH — 3TO HEKOHTPOIUPYEMOe
TEXHMYECKOE BO3/IEIICTBIE, HAPABICHHOE Ha BISBICHUE
MHUHHMMAJIBHOTO KOJTMYECTBA YA3BUMOCTEH B UCCIIENyEeMOM
UT-undpactpykrype.

2.AHanu3 3alUIIEHHOCTH — 3TO KOHTPOJIHPYEMOe
TEXHUYECKOE BO3/IEIICTBIE, HAIPABICHHOE Ha BHISBICHUE
MaKCHUMAaJbHOTO KOJIMYECTBA YSI3BUMOCTEH 1 HEIOCTATKOB B
uccnempyemoit UT-undpactpykrype mim nHGOpMamOHHOM
cucreMme.

3.AHanu3 3alUILEHHOCTH — 3TO OPraHU3alMOHHOE
BO3/ICHCTBHE, HANIPABJIEHHOE HA BBIABICHUE ITOTEPH OT
yrpo3bl THPOPMAITUOHHOH 0€30MaCHOCTH B HCCIIETYEMOMN
UT-uadpactpykrype nin nHOOPMAIMOHHOMN CHCTEME.

14.

Kaxkue 3a1a4yu permatorcs npu
MIPOBEICHUH aHATIN3a 3AIUIIEHHOCTH?

1.BrinmonHenue TpeOOBaHUIA PEryIATOPOB.
2.Ilony4enue npeacTaBiIeHus O TEKYIEM YPOBHE
3alIMIIEHHOCTH CUCTEMBI.

3.0nenka 3amumenHoctd UT-undpactpykrypsl u

3¢ HEeKTUBHOCTH HCHOIb3YEMBIX MEXaHHU3MOB 3aLLUTHI.
4 Tlonmy4enue moipoOHOM KapTUHBI YSI3BUMOCTEH U
HEJ0CTaTKOB UCCIIEyEMOM CUCTEMBI.

5.Bce, nepeuncieHHOE B OCTAIBHBIX IMYHKTaX.

15.

Korna pEKOMEHAyeTC s MPOBOJUTH
paboTHI IO aHATN3Y 3aAITUIIICHHOCTH ?

1.T1pu nepBUYHOI ycTaHOBKE HHPOPMAITHOHHON CHCTEMBI.
2.I1pu myOaukanuu HOBOM BepcuH ucronbzyemoit UC.
3.IIpu BHEceHUM CYLIECTBEHHBIX H3MEHEHHH B CUCTEMY WJIH
UHPPACTPYKTYPY.

4.1lo TpPOMIECTBMU JIUTENBHOTO TEpPHOAa BpPEMEHH C
MOCJEIHEN TPOBEPKH.

5.Bce, nepeuncieHHOE B OCTAJIBHBIX MYHKTaX.

16.

MOHUTOPUHT U AYAUT CETH - 3TO

1.OyHKIMH, HE 00s3aTETBHBIC ISl CETEBOIO
aJMHHHACTPATOPA.

2.00s13aTenbHbBIe COCTaBHBIE YaCTH PadOTHI CETEBOTO
aJMHHHCTPATOPA.

3.®OyHKIMH, pean3yeMble TOIBKO ONEePAMOHHBIMU
CUCTEMAMHU.

4.JlononHuUTENbHBIE QYHKIMH CETEBOrO aAMUHICTPATOPA.

17.

Yrpo3a (...) BOBHHKAET BCIKUU pas,
KOTJ]a B pe3yJIbTaTe NpeTHAMEPEHHBIX
JICHCTBHIA YMBIIIJICHHO OJIOKUPYETCS

1.I{emocTHOCTH.
2.KoHbuaeHIMaIbHOCTH.
3. JocTtynHocTH.
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JOCTYTI K HEKOTOPOMY pecypcy
BBIYUCIUTEIBLHON CUCTEMBI.
BcTaBbTe mpomyliieHHoe CI0BO.

4. Y1paBIsieMOCTH.
5."tepaTuBHOCTH.
6./esnrdopmarun.
7.11InnoHaxa.

18. | ¥Yrpo3a (...) 3aKiIt09aeTcs B TOM, YTO 1.LenoctHOCTH.
WHPOPMALIUS CTAHOBUTCS M3BECTHA 2.KonduneHuuanbHOCTH.
HEaBTOPU30BaHHOMY Toinb3oBaTemo. OHa | 3.J[ocTymHOCTH.
BO3HMKAET BCSAKHM pa3, KOr/Aa MOIyYeH 4. Y1IpaBiIsieMOCTH.
HECaHKIIMOHUPOBAHHBIN OCTYTI K 5.UtepatuBHocTH.
cekpeTHOM mHpopMaruu, Xxpausameica B | 6./lesuadopmanmm.
BBIYHCIIHUTEILHOM CHCTEME, HITH 7 IImoHaxa.
nepe1aBaeMon OT OJTHOM CUCTEMBI K
JIpyroi. BcraBpTe NponymeHHOe CJIOBO.

19. | UHorna B cBsA3M C yrpo3oi (...) 1.1emocTHOCTH.
nH(GOPMAITUH HCIIONB3YEeTCS TEPMUH 2.KoHpuaeHImanpHOCTH.
«yTedyka HHPOPMALIUNY. 3.locTynHOCTH.
BcTaBpTe nporyiieHHoe CIIOBO. 4.Y1paBisieMOCTH.

5."tepaTuBHOCTH.
6.lesundopmarum.
7.1InuoHaxa.

20. | Yrpo3a (...) BKIIOYaeT B ce0s 1oboe 1.1emocTHOCTH.
HECaHKIIUOHHPOBAHHOE U3MEHEHUE 2.KoHbuneHmamsHOCTH.
WHPOPMALIUH, XPaHSIIEHCs B 3.loCTyNHOCTH.
BBIYMCIIUTEIBHON CUCTEME WU 4.Y1paBisieMOCTH.
repeaaBacMou U3 OJJHOM CUCTEMBI B 5."tepaTuBHOCTH.
JPYTYIO. 6.lesundopmanu.
BcTaBpTe nponyIeHHoe CI0BO. 7.1InuoHaxa.

21. | Hns onpenenenus TpeOyeMoro Kiacca 1.«Knaccudukaius aBTOMaTH3UPOBAHHBIX CHCTEM H
3alIuIIeHHOCTH B Poccuiickoit TpeboBaHMii 1Mo 3amuTe nHpopMaum» YacTs 1.
®denepanyy CyniecTByeT KOHKPETHBIN 2.«Knaccugukanyst aBTOMaTH3UPOBAHHBIX CHCTEM U
noaxod. JlaHHbIM MOAXOA peann3oBaH B TpeOoBaHMii 1Mo 3amuTe nHpopMaum» YacTs 2.
PYKOBOJSILIEM JOKYMEHTE 3.®@enepanbHsblii 3akoH 0T 26 utonst 2017 1. Ne187-d3 O
T'ocynapcTBeHHON TEXHUUYECKOM 0e30MacHOCTH KPUTHUECKOH HH(DOPMAIIHOHHOM
komuccuei npu [Ipesugente PO ... uHppacTpykTyphl Poccuiickoii denepanumny.

22. | CKOJBKO KJIaCCOB 3aIIUIICHHOCTH 1. 6 KJIaccOB 3aLIMIIEHHOCTH.
aBTOMATH3UPOBAHHBIX CHCTEM OT 2. 7 KJ1accoB 3aLIMIICHHOCTH.
HECaHKITMOHHPOBAHHOTO JIOCTYIIAa K 3. 9 KJ1acCOB 3alIUIIIEHHOCTH.

WHpOPMAIIUK BbIJIeNIeHO B PykoBozsimem | 4. 5 KJIacCOB 3al[UIIEHHOCTH.
nokymenTte I TK «Knaccuduxanms 5. 8 KJ1accoB 3alUIIEHHOCTH.
ABTOMATHU3UPOBAHHBIX CHCTEM U

TpeOOBaHUII 110 3aIuTe HHOOPMALIUNY,

gacth 17

23. | B PykoBomsmem noxkymente I'TK 1. 4 rpynnst.
«Kitaccudukanms aBTOMaTH3UPOBAHHBIX | 2. 7 TPyIIIL.
CHUCTEM U TpeOOBaHUII 10 3aIINTe 3. 3 rpynmsl.
nHPOpPMALUN», 9acTh 1 KIacchl CUCTEM 4. 2 rpynimsl.
COTJIACHO CTIeNU(UIECKIM 5. 5 rpynm.
0coOeHHOCTSIM 00paboTKN HH(pOpMaUK
pasneinensl Ha (...) rpynm(si)?

24. | Cucremsr ACO/l, B kOoTOpBIX paboTaer 1.Tpetps rpynmna.
OJIMH TI0JIb30BATElb, JOMYIIEHHBIN KO 2.Btopas rpymma.
Bcell oOpabaThiBaeMoit HHPOPMAIHH, 3.IlepBas rpymnma.
pa3MeIIeHHOH Ha HOCUTENSAX OAHOTO 4.Yersepras rpymna.
YPOBHS KOHQHICHIIMATEHOCTH,
OTHOCATCA K (...) TpyTIIE.

25. | Cucremsr ACO/l, B KOTOpBIX paboTaer 1.Tpetps rpynmna.

HCCKOJIBKO HOHL3OBaTeHeﬁ, KOTOPBIC
HMMCIOT OJJMHAKOBBIC IIpaBa JOCTYyIIa KO

2.Bropas rpymma.
3.IlepBas rpyma.
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Bcel uH(popmaliu, oopadaTeIBaeMOii
W/WJTH XPAHUMOMN Ha HOCUTEIISAX
Pa3IMIHOTO YPOBHS
KOH(DUICHIIMATEHOCTH, OTHOCATCA K (...)

4 YetBepTas rpyma.

rpymne.
26. | MHOromnoibp30BaTeNbCKUE cuctemsl | 1.TpeTss rpynna.
ACO/Jl, B KOTOpBIX OAHOBpeMEHHO | 2.BTopas rpymma.
obpabaTsIBaeTCA W/ xpanutcs | 3.1lepsas rpymma.
uHpOpMaLUL Pa3HBIX ypoBHei#l | 4.YeTBepras rpymnima.
KOH(UICHINAIBHOCTH, pudIeM
pa3nuYHbIC MT0JIH30BATENIN UMEIOT Pa3HbIE
mpaBa Ha JocTyn K uH(opManuu
OTHOCSTCS K (...) Tpynmne.
27. | B 3aBHCHMOCTH OT peaaIn30BaHHBIX 1./IBe rpymisl.
MOJIeNIel 3allUThl U HaJIeXKHOCTH UX 2.Tpu rpymnsl.
MIpOBEpKH Kiacchl 3amuiiennoctd CBT 3.YeTsipe rpynms.
moIpa3aensitores Ha (...) TpyIIbl 4. lllects TpymI.
28. | Kakas rpymnma KJIaccoB 3alUIIIEHHOCTH 1.IlepBas rpymma.
CBT Bkit0YaeT TOIBKO OJUH CEIBMOI 2.Btopas rpymma.
KJIacC - MUHMMAaJIbHasl 3allUIIEeHHOCTb? 3.Tpetss rpymnma.
4. YeTBepTas rpynmna.
29. | Kakas rpynma KI1accoB 3al[UIIIEHHOCTH 1.IlepBas rpymma.
CBT xapakrepu3zyercsi u30UpaTeTbHON 2.Btopas rpynmna.
3alUTOH, KOTOpas IpeyCMaTprUBaET 3.Tpetss rpymnma.
KOHTPOJIb JOCTYIa TOUMEHOBAaHHBIX 4. YerBepras rpymnna.
CyOBEKTOB K TOMMECHOBAaHHBIM 00BEKTAM,
Y BKJIIOYAeT MIeCTOM U MATHIN Ki1acchl?
30. | Kakas rpynmna kj1accoB 3alllUILEHHOCTH 1.IlepBas rpynmna.
CBT xapakrtepusyeTcs OJTHOMOYHON 2.Bropas rpymnma.
33HIHTOI>1, KOTOpad npeaycMaTpmuBact 3‘TpeT])g rpyImmna.
MIPUCBOCHUE KAXKIOMY CYOBEKTY H 4. YerBepras rpyIma.
00BEKTY CUCTEMBI KJIaCCUPHUKAIIMOHHBIX
METOK, YKa3bIBAIOIINX MECTO CyOBheKTa
00bEKTa B COOTBETCTBYIOIICH UEPAPXHH,
1 BKJIFOYAET YETBEPTHI, TPETUN U
BTOPOM KJIACCHI.
31. | Kakas rpymnmna KJIacCOB 3alUIIEHHOCTH 1.IlepBast rpymma.
CBT xapakrepusyercs 2.Bropas rpymma.
BepH(DUIIMPOBAHHON 3AIIUTON H 3. Tpetss rpymma.
COJIEPKUT TOJIBKO NEPBBII Kiacc. 4. YetBepTas rpynmna.
32. Ckoipko kiaaccos 3amuieHHoctd CBT 1. 6 xJ1accoB 3aIUIIIEHHOCTH.
ycTaHoBJIeHO B PykoBozsiieM gfokyMeHTe | 2. 7 KJ1accoB 3aIUIIEHHOCTH.
I'TK? 3. 9 KJ1accoB 3aITUIIEHHOCTH.
4. 5 x1accoB 3aIUIIICHHOCTH.
5. 8 KJIacCOB 3aIUIEHHOCTH.
33. | Uudopmarius B 3JeKTPOHHOU (opMme, 1. HopmaTuBHO-METOANYECKUE TOKYMEHTHI.
KOTOPasi IPUCOEANHEHA K IPYroM 2.DNeKTPOHHASTIOIITUCH
MH(QOPMAIIH B JICKTPOHHOM (opme 3. Kputnueckas nHpopManoHHast HHPPACTPYKTypa.
(moamuceIBaeMOit HHPOPMAITUK) HITH 4. X>m-yHims.
WHBIM 00pa30M CBS3aHA C TAKOH
nH(pOopMaIueil 1 KOTopas UCIOIb3yeTCs
JUTS OTIpEZIeTIEHU JIUTIa,
MOANMCHIBAIOIET0 HHPOPMAIIHIO,
HazbIBaeTCs?
34. | BelgensroTcs ABa BUAA JIEKTPOHHON 1.Ilpocras u ycuiieHHas
TTOATIVICH, Kakne? 2.YcuneHHas U cepTu(UIIMPOBaHHAs.
3.IIpocTas n kBaTUhUIIIPOBAHHAS.
35. | Kakas anextponnast moamucsk (I11) 1.Ycunenas nexBanudumupoBannas OI1.

OJTHO3HAYHO MOTBEPIKIACT, YTO TaHHOE
AJIEKTPOHHOE COOOIICHUE OTIIPABICHO

2. Ycunennas kBanuduuuposanHas O
3. IIpocras OII.
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KOHKPETHBIM JIUTIOM?

4.Cnoxuas DI1.

36. | Kakas onekrponHas mnoamuck (OII) | 1.Ycunenas nekpanuduimpoannas Ol1.
MO3BOJISIET HE TOJNBKO OAHO3HAuYHO | 2. YcwieHHas kBanupunupoanHas Ol
HaeHTU(UIUPOBATh OTHpaBuTels, HO u | 3. IIpoctas OII.
NOATBEPIUTD, 4TO c MomeHTa | 4.Cnoxnas Oll.
MOJANUCAaHUsT JOKYMEHTa €ro HHKTO He
H3MEHs1?
37. | Kakas snexrponsas moamnuck (OI1) 1.Ycuenas HekBanmduipoBannas J11.
JOTIOJTHUTENILHO TOATBEPKAAETCS 2. YcunenHnas kBanuduuuposannas OI1.
cepTU(hUKaTOM, BBITAHHBIM 3. IIpocras DI1.
AKKPEIUTOBAaHHBIM yIOCTOBEPSIOIIUM 4.Cnoxnas OI1.
LIEHTPOM?
38. | Kakue 00BEKTBI OTHOCATCS K 1. UudopmManoHHbIE CUCTEMBI.
KPUTHYECKOH MH(HOPMAITMOHHOMN 2. TenekOMMYHUKAIINOHHBIE CETH.
nHppactpykrype (KUN)? 3.ABTOMAaTH3UPOBAHHBIE CHCTEMBI YIIPABICHUS
TEXHOJIOTHYECKIMH TPOLIECCAMHU.
4. Bce, mepevncieHHOe B OCTAIBHBIX MYHKTAX.
39. | Enqunelil TeppuTOpHATBEHO 1.Kputnieckast nuadopmarmonnast nHppactpykrypa (KUN).
pacrpeneneHHbIN KOMIUIEKC LIEHTPOB 2.I'ocynapcTBeHHast cUcTeMa OOHapyKEHUS,
pasnuyHOro MacmTada, npeaynpekIeHUs U TUKBUIAIMH TOCIEACTBUI
oOMeHuBaromuxcs nHpopmanueit o KOMITBIOTEPHBIX aTaK Ha HHPOPMAIOHHBIE PECYPCHI
kubeparakax Ha3bIBaeTCs? Poccwiickoit @eneparmu (I'ocCOIIKA).
3.MexrocynapTBeHHass HOpMaTHBHO-METOAMYECKAS
komuccust (MHMK).
4.CucremMa onepaTuBHO-PO3BICKHBIX Meponpusatuii (COPM).
40. | JoxymeHT, ycTaHaBiauBaromui | 1. HopMaTUBHO-METOAMYECKUI TOKYMEHT.
TpeOoBaHUS, cnerudurauy, | 2.CTaHgapr.
PYKOBOASILIKE MPUHIIMIIBI nmy | 3.PykoBogsiiuii TOKyMEHT.
XapaKTEpPUCTUKU, B COOTBETCTBUU ¢ | 4. HopMaTUBHO IPpaBOBOM aKT.
KOTOPBIMH ~ MOTYT  HCIIOJIb30BaThCs
MaTepHuaibl, MPOAYKTHI, TMPOLECCH U
YCIYTH, KOTOpblE MOAXOIAT IJIsi 3TUX
1enei Ha3pIBaeTcs?
41. | B Poccuu BenymuM rocyapCTBEHHBIM 1. ®enepanpHas ciryxba 6€30MacHOCTH.
YUpEKACHUEM, HETIOCPEICTBEHHO 2. denepanpHas ciryx0a 10 TEXHUYECKOMY U SKCIIOPTHOMY
OTBETCTBEHHBIM 3a PEaIU3aLUI0 koHTpOII0 (DCTIK).
rOCyIapCTBEHHOM MOJIMTHKY B cepe 3. Cnyx0a BHEIIHEH pa3Be/IKy.
nH(OPMAITMOHHOM 0€30MaCHOCTH U 4. MepepanbHas Ci1y)k0a OXpaHbI.
3alIUTy TOCYAAPCTBEHHBIX HHTEPECOB HA
0O0IIIEHAIIMOHATIEHOM YPOBHE, SIBJISIETCS?
42. | OCHOBHBIMH 1.IIpoBeaeHne enUHON TEXHUIECKON TOTUTUKA U
¢ynkunsmu @CTIK sBisitoTest: KoopauHanus padoT no 3aimuTe HHPOpMaILIH
2.0pranu3anus 1 KOHTPOJIb HaJl POBEACHUEM PadoT 1O
3ammTe HHYOPMAIIMU B OPTaHU3AIMAX U YIPEIKICHUSIX OT
YTE€UKH M0 TeXHH4YecKuM kananam, oT HCJI x nndopmarmm,
00pabaTbiBaeMO TEXHUYECKUMH CPEJCTBAMH, U OT
CHeUMANbHBIX BO3ACHCTBIM Ha MHPOPMAIUIO C LEIBIO ee
VHHYTOXEHUSI U HCKAKCHUSI.
3.Ilognepxxanue cUCTEMBI JTULIEH3UPOBAHUS €S TEILHOCTH
MPENNPUATHAN, OPraHU3auil U YUpEexXACHUN IO
OCYIIECTBIICHHIO MEPOIIPHUATHN U (MJIM) OKa3aHHUIO YCIIYT B
o0acTH 3auThl HHPOPMAIMY ¥ CEPTUPHUKAIINN CPEJICTB
3alIUTHl THPOPMALIH.
4. Bee, nepevncieHHOe B OCTAIBHBIX MyHKTAX.
43. | Texuuyeckas 3amuTa HHPOPMAITIH — 1. 3ammTa HHPOPMAIIUH C TIOMOIIBIO €€

3T0?

KpHUITOTpaUuecKoro npeodpa3oBaHusl.

2.06ecneuenne 6€30MacCHOCTH HHPOPMALTUH
HEKpHUNTOrpaduuecKuMU METOJaAMH, C TIPUMEHEHUEM
TEXHUYECKUX, IPOrPAMMHBIX M IPOrPaMMHO-TEXHHYESCKUX
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CpEJICTB.

3.3ammra nHpOpPMALIUH TyTEM PUMEHEHHUS
OpraHU3aIMOHHBIX MEPOIPHUATHI M COBOKYITHOCTH CPEICTB,
CO3AOIINX MPETSITCTBUS AJIsl IPOHUKHOBEHUS WIIH JOCTYTIA
HEYNOJHOMOYEHHBIX (DU3MYECKUX JIHI K OOBEKTY 3aIIUTHI.

44,

dusnueckas 3amura HHHOPMAIUH — 3TO?

1. 3ammra nHpOpPMALKHK C TOMOLIBIO €€
KpUTITOTpaduuecKoro mpeodpa3oBaHusl.

2.06ecmieuenre 6€30MaCHOCTH HHGOPMAITHH
HEKPUNTOrpapuuecKUMU METOJaMH, C TPUMEHEHUEM
TE€XHUYECKUX, IPOrPAMMHBIX U IPOrPaMMHO-TEXHUYECKUX
CpelicTB

3.3ammra nHMOpPMALIUU TyTEM PUMEHEHHUS
OpraHU3alMOHHBIX MEPOIPUSTHIA U COBOKYITHOCTH CPEIICTB,
CO3JAIOIIMX MPENATCTBUSA U IPOHUKHOBEHHUS HJIM JOCTYIIa
HEYNOJHOMOYEHHBIX (DU3NYECKUX JIHI K OOBEKTY 3aIIUTHI.

45.

Kpunrorpapuueckas 3ammra
nH(pOpMAIUH — 3TO?

1. 3amura uHpOpPMALKHK C TOMOLIBIO €€
KpunTorpadudeckoro mpeodpazoBaHusl.

2.006ecnieuenue 6€30MaCHOCTHA WHPOPMAITIH
HEKPUTNITOrpapuuecKUMH METOJIaMH, C TPUMEHEHUEM
TEXHUYCCKUX, ITPOrPaMMHLIX U ITPOrPpaMMHO-TCXHUYCCKUX
CpeicTB

3.3amuTa nHGOPMALIUHU TyTEM IPUMECHECHUS
OpPraHU3ALMOHHBIX MEPONPUSATUN U COBOKYITHOCTH CPEICTB,
CO3JAIOIIUX MPEMATCTBUS Ul IPOHUKHOBEHHUS HIIH JOCTYIIa
HEYNOJIHOMOYEHHBIX (PU3MYECKUX JIML K OOBEKTY 3aILUTHI.

46.

Kakue Hanbonee xapakTepHblE M 4YacToO
peanuzyemsie yrpossl b AC?

1.HecankiimoHnupoBaHHOE€  KONMUpPOBAaHHE C  HOCHUTEJEH
WHPOPMALIUH.

2.HeoctopoxHble NEUCTBHA, MPUBOASILINE K PA3IIALICHUIO
KOHQUICHIMAILHOW WHQOPMAalK, WIH JeNaloliue ec
0O0IIIETOCTYITHOM.

3.MrnopupoBaHue yCTaHOBJICHHBIX IIPAaBUII IPU
OIIpEeJIEJICHNH PAHIa CUCTEMBI.

4. Bce, nepeuncieHHOE B OCTAJIbHBIX MYHKTaX.

47.

Kaxue yrpo3s! Ha3pIBatOT
€CTECTBEHHBIMHU YIPO3aMu?

1.Yrpo3sr Ub AC, BeI3BaHHBIE IE€ATENHHOCTHIO YEIOBEKA.
2.Yrpo3bl, BbI3BaHHbIe Bo3aedcTBusAMH Ha AC u ee
KOMITOHEHTBI OOBEKTHBHBIX (U3NYECKUX MPOIECCOB WU
CTUXWIHBIX TPUPOTHBIX  SIBICHUM, HE3aBUCSIIMX  OT
YyeJIoBEKa.

3. VYrpo3sl, BbI3BaHHBIE Bo3feiicTBuaMu Ha AC u ee
KOMITOHEHThI (PU3UYECKHX IPOIECCOB, 3aBUCSIIUMH OT
yeJIoBeKa.

48.

Kakue yrpo3sl Ha3bIBaroT
HCKYCCTBEHHBIMH yTpo3aMu?

1.Yrpo3st Ub AC, BbI3BaHHBIE AESITEILHOCTBIO YEOBEKA.
2.Yrpo3bl, BbI3BaHHbIE BozaedcTBUsMM Ha AC u ee
KOMIIOHEHTbI OOBEKTHBHBIX (PU3UYECKUX IPOIECCOB HIIH
CTUXUMHBIX TMPUPOIHBIX  SIBJICHHUM, HE3aBUCAIIUX OT
YeJI0BeKa.

3. Yrpo3sl, BeI3BaHHEIE Bo3accTBUsIMU Ha AC U ee
KOMITOHEHTHI (PI3UIECKUX MPOTIECCOB, HE3ABUCSIIIUMH OT
YeJIOBEKa.

49.

Monens yrpos WHPOPMALTMOHHON

Oe3omacHOCTH — 3TO?

1. VYrpossl, BbI3BaHHbIC Bo3AciicTBusiMU Ha AC u ee
KOMIIOHEHTbI OOBEKTHBHBIX (PU3UYECKUX IPOIECCOB WU
CTUXUIHBIX TMPUPOJHBIX  SIBICHUM, HE3aBUCAIIUX OT
YeJI0BEeKa.

2. Omucanne cymecTByomux yrpo3 Wb, ux akTyaisHOCTH,
BO3MOYXHOCTH PEATH3AITNH U TTOCIICICTBHM.

3.Yrpo3sl Ub AC, BrI3BaHHBIC IEATEIBLHOCTHIO YETIOBEKA.

50.

COBOKYITHOCTb TPeOOBaHUH B 4aCTH
3amuthl CBT 1 AC 06pa3yroTt?

1.OKHO 3aIIUTHI.
2.Kacc 3ammieHHOCTH.
3.0OKHO yrpo3sl.
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4. YpoBeHb KOHTPOJISI OTCYTCTBHUS HEJICKIApPUPOBAHHBIX
BO3MOYKHOCTEH.

brok 3ananuii 3aKpeITOrO THIIA
®opmupyemsie 11K 3.3

1. MesxceTeBble SKpaHbl KaKOTO THIIA 1.MexceTeBble SKpaHbI THITA «AY
yCTaHAaBIUBAIOT Ha (PU3MUECKOM 2.MexceteBble 3KpaHbl THIA «b»
nepuMeTpe HHPOPMALUOHHBIX CHCTEM? 3.MexcereBble 3KpaHbl THIIA «B»
4. MexceteBble dKpaHbI THTIA «I'»
5.MexceTeBble SKpaHbl TUMA «JI»
2. Me:xceTeBble 3KpaHbl KAaKOTo THIA 1.MexceTeBble dKpaHbl THMA «A»
yCTaHABIMBAIOTCS HA JJOTMYECKOU 2.MexceteBble 3KkpaHbl THIA «b»
rpanuIe HHOOPMAITMOHHBIX CHCTEM? 3.MexceTeBble 3KpaHbl THIA «By
4 MexceTeBble 3KpaHbl TUNA «I»
5.MexcereBble 3kpasbl TUNA «JI»
3. MesxceTeBble SKpaHbl KaKOTO THIIA 1.MexceTreBbie 3KpaHbl TUIA KA
[IpeJHa3HaYCHBI 17151 pa3MELCHHUs Ha 2.MesxceTeBble IKpaHbl THIIA «b»
MOOWIJIbHBIX WJIM CTAllHOHAPHBIX y3Jax 3.MexcereBble FKpaHbl THIIA «B»
WH(POPMALIMOHHBIX CUCTEM? 4 MexceTeBble 3KpaHbl TUMA «I»
5.MexcereBble 3KpaHbl TUOA «JI»
4, MesxceTeBble SKpaHbl KaKOTO THIIA 1.MexceTreBbie 3KpaHbl TUIA KA
OCYIIECTBIIAIOT pa3dop http(s)-Tpaduka 2.MexceTteBbie SKpaHbl TUIa «b»
MeX1y BeO-cepBepOM U KIIMEHTOM? 3.MexcereBble 3kpaHbl THIA «B)
4 MexceTteBble 3KpaHbl TUHA «I»
5.MexcereBble 3KkpaHbl TUNA «JI»
5. Me:xceTeBble 3KpaHbl KAaKOTO THUIIA 1.MesxceTeBble SKpaHbI TUIIA «A»
paboTaroT ¢ MPOMBITUICHHBIMHU 2.MexcereBbie dkpaHbl TUIA «b
NPOTOKOJIaMU NepeJadyu TaHHbIX ? 3.MexcereBble 3kpaHbl THIA «B)
4. MexceTeBble 3KpaHbl TUMA «I»
5.MexcereBble 3KpaHbl TUOA «J»
6. CKOJIBKO CyIIECTBYET KIaCCOB CUCTEM 1.YeTrIpexypoBHEHEBas KIACCH(PHUKALIUSI CUCTEM
OOHapyXEeHHUsI BTOPKCHUH? o0OHapyKEeHHsT BTOPKEHUH.
2.1ectrypoBHeBas Kiaccu(UKaIus CUCTEM OOHAPYKEHUSI
BTOP>KEHUM.
3. TpexypoBHeBas Kiaccu(puKanus CuCTEM OOHAPYKEHUS
BTOP>KEHM.
7. 3aMKHyTas IporpaMMHas cpesa — 3To? 1.OrpanuieHre NOAKIIOUYEHUI K CUCTEME U
MH(POPMALIMOHHBIX IOTOKOB U3BHE.
2. Orpanu4eHune NporpaMMHOI Cpesibl.
3. Tonbko pa3peni€éHHble THPOPMALMOHHBIE IOTOKU BHYTPH
CUCTEMBI.
4. Bee, nepedncieHHOe B OCTAIbHBIX YHKTAX.
8. B cnenudukanum npodwiredt 3amutsl | 1.CermenTa u Xocra.
BBIZICJSIIOT ~ CHUCTeMBbl ~ obOHapyxkenwms | 2.Cetn u y3ia.
BTOPKEHHH KaKMX YPOBHEN? 3.1IImr03a u xocTa.
9. Kaxkas cucrema oOHapyxenus | 1.CucreMa ypoBHS MPHIOKEHHM.
BTOP>KECHUM MOAKJIIOYAETCSA K | 2.Cuctema ypoBHS CETH.
KOMMYHHKallMOHHOMY 00OopyzoBaHuio u | 3.Cucrema ypoBHSA y37a.
KOHTPOJIUPYET ceTeBOM tpaduk, | 4.Cucrema ypoBHSI CHCTEMHBIX BBI30BOB.
HaOmoas 32 HECKOJIBKUMH CETEBBIMHU
y3JaMH.
10. | Kakas cucrema oOHapyxenus | 1.Cucrema ypoBHS NPUITOKEHHH.
BTOPKEHUM yCTaHaBIMBAaeTCs Ha y3en M | 2.Cuctema ypoBHs CETH.
MIPOBOJIUT aHAJU3 CHCTEMHBIX BBI30OBOB, | 3.CHcTeMa ypoOBHS y37a.
XKYPHAJIOB paObOThI IPUIIOKEHUI 4.Cuctema ypoBHsI CHCTEMHBIX BBI30BOB.
11. | CKOJBKO CYIIECTBYET KIacCoB 1.YeTpIpexypoBHEHEBas KiIacCH(UKAIUS CPECTB

3aIIUIIEHHOCTH CPEICTB AHTUBUPYCHOM
3alUThl HKHPOPMALUN?

AHTUBUPYCHOM 3alIIUTHI.

2.1lectnypoBHeBas Kiaccu(pUKaIMsI CPEACTB AHTUBUPYCHOM
3aIUTHI.

3. TpexypoBHeBas KJIACCU(DHUKAIUSI CPEICTB aHTUBUPYCHOH
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3aIMTEI.

12.

Kakwue cymecTByroT TUIIBI CPECTB
AHTUBHMPYCHOM 3aIIUTHI?

1.CpencTBa aHTUBUPYCHOU 3allTUTHI, MPEIHASHAYCHHBIC IS
[EHTPATHN30BAHHOTO aJIMAHHUCTPHUPOBAHUS CPeICTB
AHTHUBUPYCHOM 3aIllUTHl, YCTAHOBJICHHBIX Ha KOMIIOHEHTaX
WH(POPMAITMOHHBIX CHCTEM (THUI «AY).

2.CpencTBa aHTUBUPYCHOMW 3alllUTHI, MPEAHA3HAYCHHBIC TS
MIpUMEHEHUS Ha cepBepax (Tut «by).

3.CpenctBa aHTUBHPYCHOM 3aIIUTHI, TPEeTHA3HAYECHHBIE IS
MPUMEHEHUST HA aBTOMATHU3MPOBAHHBIX pPabOUYMX MeCcTax
(tum «By).

4.CpencTBa aHTUBHPYCHOW 3aIIUTHI, IPeAHA3HAUYCHHBIE IS
MPUMEHEHUST HAa  aBTOHOMHBIX  aBTOMAaTHU3UPOBaHHBIX
pabouux Mectax (Tun «I'»).

5. Bce, nepeurciieHHOE B OCTaJIbHBIX NYHKTaX.

13.

CKOJIBKO CYIIECTBYET KIIACCOB 3aITUTHI
CPEJICTB IOBEPEHHOM 3arpy3Ku?

1.YeTeipexypoBHEHEBaS KIIACCH(DHUKAITUS CPEICTB
JIOBEPEHHON 3arpy3KH.

2.1llectnypoBHEBast KIIaCCUPHUKAIUS CPEACTB JOBEPEHHOM
3arpysKu.

3. TpexypoBHeBas kiaccuuKkanus CpecTB JOBEPEHHOI
3arpy3KH.

4 IlatuypoBHeBas K1accu(PUKAUs CPECTB TOBEPEHHON
3arpy3KH.

14.

Kaxkue BBIACIIAIOT TUIIBI CPCACTB
JOBEPEHHOU 3arpy3Ku?

1.CpencTBa JOBEPEHHOM 3arpy3KH YpOBHS 0a30BOI CHCTEMBI
BBOJIa-BBIBOJIA.
2.Cpenctpa
pacuIupeHus..
3.CpenctBa [OBEpEHHOW 3arpy3Kd YpOBHS 3arpy304HOM
3aIHCH.

4. Bce, nepeuniciieHHOE B OCTAJIbHBIX ITYHKTaX.

JOBEPEHHOH  3arpy3KHM  YpOBHS  IUIaThl

15.

CKOJIBKO CYIIECTBYET KJIacCOB 3aIHUThI
CpPE/ICTB KOHTPOJISI ChEMHBIX MAITHHHBIX
HOCHUTEIEN?

1. YeTbipexypoBHEHeBas KilacCU(DUKAIMSI KOHTPOJIS
CHEMHBIX MAIIMHHBIX HOCHTEIICH.

2 llectrypoBHeBast K1acCU(BHUKALUS CPEACTB KOHTPOIIS
ChE€MHBIX MAIIMHHBIX HOCUTEJIEH.

3. TpexypoBHeBas Kiaccu(pUKaIus cpecTB KOHTPOIIS
CHEMHBIX MAITMHHBIX HOCHTEIICH.

4.IlsTnypoBHeBas KilacCU(PHUKAIHS CPEJICTB KOHTPOJIS
ChE€MHBIX MAIlIMHHBIX HOCUTEJIEH.

16.

Kaxkue pa3znudaroT THUITBI CPEJICTB
KOHTPOJIS Ch€MHBIX MAIIMHHBIX
HOCHTEJIeH nHpOpMAIUH?

1.CpenctBa KOHTPOJIS MOJKIIOYECHUS CHEMHBIX HOCHUTENIEH
nHDOpMAaITHH.

2.CpenctBa KOHTPOJIA OTUY>KJICHHUS (mepenoca)
MHGOPMAITUHU CO ChEMHBIX MAITUHHBIX HOCUTEIICH.
3.CpeactBa KOHTPOJIS 3arpy3KH CHEMHBIX HOCHTEJIEH
WH(MOPMAITUH.
4.CpenctBa  KOHTPOJA
HOCHTENeH HHPOPMAITUH.

B3aHMOHeﬁCTBHH ChbEMHBIX

17.

CKOJIBKO BBEJICHO KJIaCCOB
OTIEPAIUOHHBIX CHCTEM, UCTIONB3yEeMbIX
JUIsl o0ecTievueH sl 3aliThl THPOpMAIK?

1.YeTpipexypoBHEHEBas KiIaCCH(HUKAIUS ONEPaLlMOHHBIX
CHUCTEM.

2.1llectnypoBHEBast KJIACCU(PHUKAIS ONEPAITMOHHBIX
CHUCTEM.

3. TpexypoBHeBas Kiaccu(pUKaus ONepaOHHBIX CUCTEM.
4.IlaTnypoBHEBas Ki1acCU(BHKAINS ONEPAITHOHHBIX CHCTEM.

18.

Kaxkue pas3jin4aroT THUIIbI ONCPAITHMOHHBIX
CHCTEM,  HCIOJIB3YEeMbIX B  LEJAX
oOecriedeHus 3amuThl nHPopMaIumn?

1.0OnepanroHHbIE CHCTEMBI OOIIETO HA3HAYCHUS (TUIT «A»).
2.BcrpanBaemble onepalMoHHbIE CUCTEMBI (THIT «b»).
3.0nepalroHHbIe CHCTEMBI peallbHOTO BpeMeHH (THIT «By).
4. Bce, nepedncieHHOE B OCTAJIBHBIX MYHKTaX.

19.

OrnepalioOHHbIE CHUCTEMBl KaKOro THIIA
YCTaHaBIMBAIOTCS Ha CpeaCcTBa
BBIYMCIINTEILHON  TEXHHUKH  OOIIEro
Ha3HadeHHs, Takue Kak APM, cepBepsl,

1.0mnepanoHHbIE CHCTEMBI THITA «A.
2.0rmepanoHHbIe CHCTEMBI THITA «b.
3.0mepannoHHbIe CUCTEMBI THTIA «B.
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cMapT¢OHBI, TUTAHIIETHI, TEICPOHBI?

20. | OnepanyoHHbIE CUCTEMBI KaKOTO THIIA 1.0nepanoHHbIE CUCTEMBI TUTIA «A».
yCTaHaBIUBAIOTCS B 2.0nepaloHHbIe ccTeMBbl TUIa «by.
CIELUAIN3UPOBAHHBIE TEXHUIECKHE 3.0OnepauroHHble cucTeMbl TUIA «By.

CPEJCTBa, pEeIAIOIINe 3apaHee
ompeJesieHHbIe HaOOpkI 3a1a4?
21. | OnepalliOHHBIE CUCTEMBI KAKOT'O THIIA 1.0mnepannmoHHbBIC CHCTEMBI THITA «AY.
peaHa3HaYCHBI I 00eCTICUCHNS 2.0nepannoHHbBIe CHCTEMBI THITA «b.
pearupoBaHus Ha COOBITHS B paMKax 3.0OnepauroHHbIe cCUCTEMBI THIA «By.
3aJJaHHBIX BPEMEHHBIX OrPaHUYCHUH pU
3aJJaHHOM ypOBHE (DYHKITMOHAIHHOCTH?
22. | Kakue BUIBI CPEACTB 3aIUTHI 1.C3U oT HEempaBOMEpHBIX ACHCTBHH (B TOM YHCIIE CPEICTBA
WHGOPMALIUK JOJKHBI COIEPIKATHCS B KpUnTorpadhu4ecKoi 3auTsl HHQOpMAIINN).
HH(POPMAITHOHHBIX CHCTEMaX 00IIero 2.CpenctBa 0OHapyKEHHUS BPEIOHOCHBIX IMPOTpaMM (B TOM
TIOJTb30BAHUS? YlCcJie aHTUBUPYCHBIE CPEICTBA).
3.CpencTBa KOHTPOJIA AOCTYyNa K HHPOpMAIH (B TOM YHCIe
cpencTBa O0HAPYKEHUSI KOMIIBIOTEPHBIX aTaK).
4.Cpeactsa GUIBTPAUN U OJTOKUPOBAHUS CETEBOTO
Tpaduka (B TOM YHCIIE CPENICTBA MEKCETEBOTO
9KpaHUPOBAHMUS).
5. Bce, nepednciieHHOE B OCTaJIbHBIX TYHKTaX.
23. | Kakue pa3mnyaroT BUIBI CPEIICTB 1.CpencrBa mmdpoBaHusI.

KpUNTOrpaduiecKoi 3alnuThl 2.CpencrBa UMUTO3AIUTHL.

undopmanuu (mo 'OCT P 50922-2006)? | 3.CpencTsa 3MeKTPOHHOM MOAIKCH.
4.CpenctBa KOJUPOBAHUS.
5.CpencTsa U3roTOBICHUS KIFOYEBBIX TOKYMEHTOB.
6.KiroueBbie TOKYMEHTHI.
7.Anmapatasie mmdpoBansHbIe (KpUTorpadmaeckue)
CpeacTBa.
8.Ilporpammuble mudpoBanbHbIe (KpunTorpaduyeckue)
CpelcTBa.
9.IIporpamMMHo-anmnapaTHele IH(POBaTbHbIE
(xpunTorpaduyeckne) cpeacTaa.
10. Bce, nepeuncieHHOE B OCTAJIbHBIX MYHKTaX.

24. | SIBnmseTcs W IMIEH3UPYEMBIM BUIOM 1.a, sBisercs.

NesITeNbHOCTH pa3paboTka, urotosnenue | 2.Hert, He sBisieTcs.

W pacrpOCTpaHEHHE CPENICTB 3aLIUTHI

WHPOPMAIIUH, PEATHU3YIOIIUX AJITOPUTMBI

KpUNTOrpad)uaeckoro npeodpa3oBaHus

nHpopmarun?

25. | Kakne cpenctBa kpunrorpadpudeckoii | 1.Cpeacrsa 3eKTPOHHOM NOAMKCH.
3aIIMUTHI o0ecreunBaroT coznanue | 2.CpeacTa KOOUPOBAHUSL.

NIeKTpoHHOH 1udpoBoil mnoamucu ¢ | 3.CpeacTBa U3rOTOBIECHUS KIIOUEBBIX JOKYMEHTOB.
WCIIONB30BAaHMEM  3aKpBITOro  Kimo4a, | 4. CpeacTBa HMMHUTO3AIIUTHL

MOATBEPXKIAEHHE C  Hcmoiab3oBaHueM | 5.Cpencrtsa mudpoBaHus.

OTKPBITOT'O KJIF04a MOJUTUHHOCTH

JJIEKTPOHHOM  TH(POBOM  TMOJIUCH,

CO3JIaHWE  3aKPBITBIX M OTKPBITHIX

KIIIOUei BIEKTPOHHOMN g poBoit

MOJIIHCH.

26. | Kakwue cpejcrBa kpunrorpadhuieckom 1.CpencTBa 3IeKTPOHHOM MOJIITUCH.
3alUThl KHPOPMAIUK 00SCIICUUBAIOT 2.CpenctBa KOTUPOBAHUS.

BO3MOXHOCTb pasrpaHuueHus goctyna k | 3.CpeacTBa U3roTOBIECHHS KIIOUEBBIX JOKYMEHTOB.
Hen? 4. CpencTBa IMUTO3AIIUTHI.
5.CpenctBa mmQpoBaHwsL.
27. | Kakue cpeactsa mudpoBaHus 1.CpencrBa 371€KTpPOHHOM MOATIHCH.

00eCTeYrBaIOT CO3/JaHNE KITFOUYCBBIX
JIOKYMEHTOB?

2.CpenctBa KOIUPOBAHUS.
3.CpencTBa H3rOTOBIICHUS KITIOUEBBIX IOKYMEHTOB.
4. CpecTBa IMUTO3AIIUTEL.
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5.CpencrBa mudpoBaHusl.

28. Kaxue C3U obecrnieunBaroT 3aiuTy OT 1.CpenctBa 3neKTPOHHON MOIIUCH.
HaBSI3BIBAHUS JIOXKHOM HH(OpMAIUy, 2.CpencTBa KOJUPOBaHMUSL.
BO3MOXKHOCTh OOHapyxeHus n3MeHeHuil | 3.CpencTBa H3rOTOBICHHS KIFOUEBBIX TOKYMEHTOB.
WHPOPMALIUH C TIOMOIIBIO 4. CpencTBa HMUTO3AIUTHI
peanu3oBaHHBIX B C31 5.CpenctBa muppoBaHHUs.
KPHUNTOTpaQUIESCKIX MEXaHH3MOB?

29. | CpencrBa 1mmdpoBanus, B KOTopbiX | 1.CpeacTra 371€KTPOHHOM MMOAMKCH.
4acThb KpunronpeodpasoBanuii | 2.CpeacTsa KOIUPOBAHUSL.
OCYIIECTBIsIETCd €  ucnoib3oBaHueM | 3.CpencTBa U3roTOBIEHHUS KIHOUYEBBIX JOKYMEHTOB.
PYYHBIX oTIepaITHiA niu | 4. CpencTBa IMHATO3AITUTEL
aBTOMATHU3UPOBAHHBIX cpeacts, | 5.Cpeacrsa mudpoBaHusl.
MPEeIHA3HAYCHHBIX  JUIS  BBIOJHCHUS
TaKUX OTEPAIHi, - 3T0?

30. | Kak Ha3bIBAIOT anexTponnsle | 1.11mnppoBaHHbIE TOKYMEHTHI.
JOKYMEHTBI, coJiep)Kamue KitoueByro | 2.KomoBble JOKYMEHTEHI.
nH(pOPMAITHIO, HEOOXOAUMYIO st | 3.KiroueBble JOKYMEHTHI.
BBITIOJTHEHHS kpuntorpadudecknx | 4.IlonarHABIE TOKYMEHTHI.
npeoOpa3oBaHuii C TMOMOIIBIO CPEACTB
mmdpoBanus?

31. | CkoIbKO KJIAaCCOB KPUITOrpapHICCKUX 1.1IecTs KIaccoB.

CPEJICTB 3aIUTH HHPOPMAIIHH 2.I14Th K1aCCOB.
onpeaeneno ®Cb Poccun? 3.CeMb KIIacCOB.
4.YeTslIpe Kiacca.

32. | K ocHoBHBEIM ocoberHOCTSIM C3U 3TOTO 1. KCI.

KJIacca OTHOCUTCS UX BO3MOKHOCTh 2. KC2.

MIPOTUBOCTOSITH aTakaM, TPOBOAUMBIM u3- | 3. KC3.

3a MPEJEIOB KOHTPOJIUPYEMOl 30HBI? 4. KB.
5. KA.

33. | Ecnu kpunrorpadpudeckoe C3U moxer 1. KCl1.
MIPOTUBOCTOSTH aTakaM, OJIOKHPYEMbIM 2. KC2.
cpenctBamu kinacca KC1, a takxke 3. KC3.
MPOBOJUMBIM B Ipejiesiax 4. KB.
KOHTPOJIHUPYEMOii 30HBbI, TO Takoe C3U 5. KA.
COOTBETCTBYET KAaKOMY Kiaccy?

34. | B cimyuae Bo3moxHOCTH TipoTuUBOCTOATH | 1. KCI.
arakaM 1npu Hagumuum  puzmyeckoro | 2. KC2.
JOCTyNa K cpenctBaM BeuuciuTenbHOM | 3. KC3.
TEXHUKHU c yctaHoBieHHbIMU | 4. KB.
kpuntorpadpuyeckumu C3U rosopsar o | 5. KA.
COOTBETCTBHU TaKHX CPEJICTB KaKOMY
Kiaccy?

35. | Ecnu kpunrorpaduueckoe C31 1. KC1.
MIPOTUBOCTOMT aTakaMm, MPH CO3JaHIH 2. KC2.
KOTOPBIX Y4aCTBOBAJIM CIEIIMATINCTHI B 3. KC3.
oOnacTu pa3paboTKH U aHAIN3a 4. KB.
YKa3aHHBIX CPEJICTB, B TOM YHUCIIC 5. KA.
Hay4YHO-UCCIIEJIOBATEIHCKUE LIEHTPHI,

ObLIIa BOBMOXKHOCTb ITPOBEICHUS
J1a00PATOPHBIX UCCIIETOBAHUI CPEJICTB
3alIHTHI, TO PEYb UJIET O COOTBETCTBUH
KaKkoMy Kiaccy?

36. | Ecnu k pa3paboTtke criocoboB aTak 1. KC1.
MIPHUBIIEKATTUCH CIIEITHAIMCTHI B 00JIaCTH 2. KC2.
ucnoib3oBanus HJIB cuctemHoro 3. KC3.
MPOrpaMMHOT0 0OecrieueHus, Oblia 4. KB.
JIOCTYITHA COOTBETCTBYIOIIIAS 5. KA.

KOHCTPYKTOPCKAsi JOKYMEHTAITUS ¥ OBIJI
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JOCTYTI K JIFOOBIM ammapaTHbIM
KOMITOHeHTaM kpurnitorpadpuueckux C3U,
TO 3aIIUTY OT TaKUX aTaKk MOTYT
obecreunBaTh CpeICcTBa KaKoOTo Kiacca?

37.

B cootBerctru ¢ 'OCT P UCO/MBK
27005-2010 «upopmarimonHas
TEXHOJIOTHS. MeToabl ¥ CpeacTBA
obOecneyeHust 0€30MacCHOCTH.
MeHeKMEHT pucka HH()OPMAIMOHHON
0€3011aCHOCTHY IIEHHBIE aKTUBBI
OpTaHM3alliH YCIIOBHO MOYKHO
pa3JeIIUTh Ha KAKUE aKTHBHI?

1. BpemenHble u (pUHAHCOBEIE.
2.0OCHOBHBIE U BCIIOMOTaTENbHEIE.
3.Heompenenenusie u onpeeacHHbIC.

38.

Yro u3 MEPEUNCICHHOI'O OTHOCUTCA K
OCHOBHBIM aKTHUBaM OpFaHI/ISaHI/II/I?

1. MecTo (QYHKIMOHMPOBAHHS OpPTaHHU3AIMU - MPEIEITBI
KOHTPOJIINPYEMOH 30HBI, B KOTOPOH (YHKIIMOHUPYET

nH()OpMAITHOHHAS CHCTEMA.

2. bu3Hec-ponecchl - COBOKYIMHOCTh Pa3IHYHBIX BUIOB
JIeSITETIbHOCTH, B PE3YJIbTaTe KOTOPOU CO3aeTCs TPOIYKT
WIN YCITyTa, MPEJCTABIISIONNE HHTEPEC IS MOTPeOUTEIIS.

3. Hudopmanms - CBeACHHS, SBISIOIIACCA IPEAMETOM
COOCTBEHHOCTH, TMOMJISKAIIME 3allUTe OT HAPYUICHUS

KOH(UICHIIMATBHOCTH, WEIOCTHOCTH W JOCTYITHOCTH,
COOTBETCTBHM C TPeOOBaHHSMH IPABOBBIX TOKYMEHTOB

B
n

Tp€6OBaHI/IﬂMI/I Bj1aacibla I/IH(bOpMa]_[I/II/I, BHC 3aBHCHUMOCTHU

OT (hOPMEI TIPEICTABICHHUS.

4.CBenieHrs, KOMIIPOMETAIUSI KOTOPBIX HUKAaKUM 00pa3oM

HC NNOBJIMACT HA ACATCIbHOCTh OpraHu3aluu.

39.

UTO M3 MepeynCIEHHOT0 OTHOCUTCS K
BCIIOMOTaTeIbHBIM aKTHBAM
opraHuzanuu’?

1. MecTo (yHKIIHOHUPOBAHUS OPTaHU3AINH - TIPECITBI
KOHTPOJINPYEMOH 30HBI, B KOTOPOi PyHKIMOHUPYET
WH(POPMAITMOHHAS CHCTEMA.

2. buzHec-npoueccsl - COBOKYITHOCTD Pa3JIMYHBIX BUIOB
JeSITETIBHOCTH, B PE3YJIbTAaTe KOTOPOM CO31aeTCsl IPOIYKT
WIN YCIIyTa, IPEICTABIISIONINE HHTEPEC AJISl TOTPEOUTEIS.
3.CBeneHus, KOMIOpOMETALUs KOTOPBIX HUKaKUM 00pazom
HE TOBJIMSIET Ha JESITENbHOCTh OPraHU3aliH.

4. AnmapaTHO-IIPOTrpaMMHBIN KOMIUIEKC — COBOKYITHOCTh
TEXHUYECKUX U MPOrPaMMHBIX CPEICTB, PeIHA3HAUYCHHBIX
JUTS BBIITOJTHEHHUS B3aMMOCBSI3aHHBIX SKCIUTYaTallHOHHbBIX
¢GyHKIMI 10 00paboTke MHPOPMAIMHA OTPAHTYSHHOTO
pacrpocTpaHeHusl, BKIIIOUAIOIIasi B ce0sl aKTUBHYIO
anmnaparypy o0padOTKH JaHHBIX, CTAIIHOHAPHYIO
arnmaparypy, nepudepuiiapie 00padaThiBaroIIe
YCTPOMCTBA, ONEpallMOHHbIE CUCTEMBI M IPUKJIIaTHOE
porpaMMHoe obecreueHue.

5.Hocutenu nqaHHBIX - HOCUTEIb AJIS1 XpaHEHHUS TaHHBIX,
BKJIIOYasi 3JIEKTPOHHBIA HOCHUTEINb M aHAJIOTOBBIM.

6. CeTb - COBOKYIHOCTh TE€JIEKOMMYHHUKAIIMOHHBIX
YCTPOMCTB, HCIIONB3YEMBIX IS COSANHEHHUS HECKOIBKUX
(U3NUECKH yAaJIeHHBIX CETMEHTOB HH(POPMAaLMOHHON
CUCTEMBI.

7. llepconai - Bce CyObEKThI, UMEIOIINE JIESTUTUMHBIN
JOCTYI B IIpeesiaX KOHTPOJIUPYEMOM 30HbBI U SBIISIOLINECS
NOTEHIHATBHBIMU BHYTPEHHUMH HapyIIUTEISIMU.

40.

Kakoii nponecc noHuMaeTcs 1nox
uAeHTHpHUKaIueH pucka?

1. I[Ipomecc oreHkn 1 06paOOTKH PHUCKOB.
2.Ilpouecc HaxoXkAeHUA U ompeeneHus puckos Ub.
3. KommyHuKanus pucka.

41.

Kakoii nporiecc moHuMaeTcst oj
OTICHKO# prcka?

1. IIprucBoeHre YHCIOBBIX 3HAUCHUH TIOCTIEACTBUSAM
pealn3anyy prucKa, a TakyKe BEPOSTHOCTH €T0 peaTnu3allii.
2.IIpouecc HaxoxAeHUS U onpeneneHus puckos Ub.

3. KoMmmyHnukanmst pucka.
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42.

B nakeTe opraHuzanuoHHO-
pacnopsauTeIbHON JOKYMEHTAIUH T10
nH(pOPMAITHOHHON OE30IaCHOCTH
3HAYUTENIBHYIO POJIb UTPAOT JOKYMEHTHI
BTOPOT'O YPOBHS HEPAPXUH,
OTIPEEIISIONINE TTOPSIOK U METOBI
BBINOJIHEHHS TOTO MJIM HHOTO BHIA
JIeATEIbHOCTH 110 3a1uTe oT yrpo3 Ub.
Kakue noxymeHTbI Haubosnee 4acto
HCTIONB3YIOTCS?

1. TumoBoii crieHapuii.

2.PernameHr.

3. Onucanue TpeOOBaHUN U METOIOB PAOOTHL.
4 VIHCTpYKIIHAL.

43. | Permament mpezcraBiseT coboit cBoj | 1.PermamMeHTHl BepXHEro YpOBHS — OIHUCHIBAIOT OOIIUE
MPaBUI MPUHATHS pelieHud | MPUHLIUIIBI, e U TPAHULIBI TPUHATHS PELICHUH.
HCTIONHUTEISIMH B OlpeneNieHHbIX | 2.PermaMenTsl  cpeHero  YpOBHS -  CHHXPOHH3ALUS
cutyarusax. Kakux TamoB MoryT ObITh JIEWCTBUN U B3aMMHas yBsi3ka noampoueccoB Ub.
periaMeHThI? 3.PernaMeHTHl HHKHETO YPOBHSI - YCTaHABIHMBAIOT BAPHUAHTHI
TOTOBBIX  pEIIeHHH  (COBOKYIHOCTH  ONpEACICHHBIX
TEHCTBHIA).
44. | Kakoit moxkyMeHT ompenaeinser mopsaok | 1. TumoBoii crieHapuid.

BBIITOJTHECHUA OTACJIBHBIX wiu | 2.PermamMent.

B3aUMOCBSI3aHHBIX neiicteui, | 3. Onucanue TpeOOBaHUI U METOIOB PabOTHI.

BBIMOJIHSIEMbIX KOHKpeTHbIM | 4.MHCTpYKLUSI.

nojpasfieiecHueM Wi  pabOTHHUKOM

OopraHuvs3anuyu B paMKax OIIPpCACICHHBIX

npoueccos UB?

45. | Kakue BakHBIC 3afauu pematoTcs Npu | 1.YCTaHOBKY pEXHMOB [OCTyNa, TpUeM U 00paboTka
CO3JITaHUM CHCTEMBI (PU3MUYECKON 3aIUTHI | HH(POPMAILIMU CO CUMTHIBATENECH.

(CD3) oobekra? 2.IlpenoTBpaiieHue HECaHKITHOHUPOBAHHOTO
MPOHUKHOBEHHUSI HAPYIINUTENS Ha OOBEKT C LENbI0 XUICHHS
HJIW YHUYTOXCHUA aKTUBOB OpraHU3aluu.
3.3ammra O0BEKTa OT BO3JCHCTBUS CTUXMUHBIX CHJI H
IPEeX/Ie BCEro, M0XKapa 1 BOJBL.

46. | Kakue mepomnpusarus no ynpasienuto b | 1.06opynoBanne HeoOXoAMMO pa3Melarth Tak, YTOOBI
peaIn3yIoT Ipu pasMCIICHUM | CBECTH 10 MHHHUMYyMa W3ITUITHAT O0CTynmn B MeECTa €ro
o0opymoBaHus? PacroJIoKEeHHUS.

2.CpenctBa 00paOOTKM M XpaHEHUS BaXXKHOW WH(POpMAIUH
cleyeT pa3MellaTh TaK, YTOObl YMEHBIINTh PHCK
HECAaHKIITMOHUPOBAHHOT'O Ha6JHOI[eHI/I$I 3a ux
(YHKIMOHUPOBAHUEM.
3. Jlo;xHbl  OBITH  CBEOGHBI K  MUHHMYMY  PHCKHU
NOTEHIMANIBHBIX yrpo3 Wb, Bkiro4as: BOPOBCTBO; IOXKAap;
B3pBIB; 3aJBIMJICHHE; 3aTOIUICHUE; IbUIb;, BHOpPAIHIO;
xuMudeckue 3((eKTh; MOMEXH B 3JIEKTPOCHAOKEHUH;
3JIEKTPOMArHUTHOE U3ITydeHHeE.
4.Ba)XHO TIPOBOJINTH MOHUTOPHHT COCTOSIHUSA OKpPY KaroIien
cpelpl Ui BBISIBICHHS YCJIOBHH, KOTOpble MOTTH OBl
HeOJIaronpusTHO MOBIUATH HA pyHKIHMOHHpoBaHue COMU.
5.HeoOxomumo  paspabotath Mepbl [0  JIMKBHIAIMH
MOCJIEeACTBUN OeACTBHU, Cilydaromuxcs B OJHM3IEKAIINX
MOMEIICHUX, HampuMep, MOoXap B COCEAHEM 3aHUH,
3aTOINICHUC B IMOABAJIBHBIX TIMOMCHICHUAX HWIIN ITPOTECKAHUC
BOJIBI YEPE3 KPBHIIILY, B3PEIB HA YJIHILIE.
6. Bce, nepeunciieHHOE B OCTAJIbHBIX MYHKTaX.

47. | Kakum oOpa3om obecneunBaroT nogauy 1.Hannune HECKOJIIBKUX NCTOUHUKOB AJIEKTPOIUTAHHS.

JNEKTPONUTAHUS TIPHU TIepedosX B Mmojade
3JIEKTPO3HEPTHH U IPYrux cOosIX,
CBSI3aHHBIX C JIEKTPUIECTBOM?

2.Ilpumenenne YCTPOWCTB OecriepeboitHOTO
anekrporutanus (UPS).

3.Ucnonb3oBanue pe3epBHOTO reHeparopa, eciu
HE00X0aMMO obecreunTh (hyHKIIMOHUPOBAHHE

o0opymoBaHUS B Ciydae [UIMTEILHOTO OTKa3a IToJadd
AJIEKTPOIHEPTUU OT OOIIETr0 NCTOYHHUKA.
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4. Bce, nepedncieHHOE B OCTAIBHBIX MYHKTaX.

48.

Kakue wmeponpusTuss MpOBOAAT IS
CWIOBBIX H  TEICKOMMYHHUKAIIMOHHBIX
KaOeNmpHBIX ~ ceTel, 10  KOTOPBIM
nepeaalTcs JTAaHHBIC WIH
npenocrapistorcs npyrue WUT-cepBuchl,
JUISL 3alUTHI OT TiepexBaTa MH(OpMAaIuu
HJTH TIOBPEKICHUS?

1.CunosBrle Hu TEJICKOMMYHHUKAITHOHHBIC JIAHUH,
ces3piBarone COWM, AOMKHBI OBITh, MO BO3MOXKHOCTH,
MMOA3EMHBIMH WJIH O0JIaaTh aaeKBaTHOW aabTEePHATHBHOU
3aIATOMN.

2.CereBoii  Kabeab  OODKEH  OBITH  3allMINEH  OT
HECaHKITHOHUPOBAHHBIX TOIKIIOUCHUN WIIH TTOBPESKICHUS,
HalpuMep, IOCPEIACTBOM HCIIONB30BAHUSA CICITHAIBHOTO
KOXyXa W/Wiu BbIOOpa MapIIpyTOB IPOKIAIKU Kadels B
00X0/1 00IIEIOCTYMHBIX YYaCTKOB.
3.IlpumeneHue YCTPOWCTB
anextponutanus (UPS).
4.CunoBele  Kabead  JOIDKHBI  OBITH  OTHENEHBI  OT
KOMMYHHUKAIIMOHHBIX, YTOOBI HCKITFOYUTH TOMEXH.
5.Ucnonp3oBanne OpOHUPOBAHHBIX KOXKYXOB, 3aKpPBITHIX
MTOMEIICHUH/SIIUKOB B MMPOMEKYTOUHBIX IMTyHKTaX KOHTPOJISI
Y KOHEYHBIX TOYKaX, AYOIHUPYIOUINX MapIIPYTOB MPOKIAIKH
Ka0eNs Wi albTePHATHUBHBIX CIIOCOOOB IEpelavyd, ONTHKO-
BOJIOKOHHBIX JIMHUH CBsI3W, a TakKe MPOBEPKU Ha
MONKIIOYCHHE  HECAaHKIMOHUPOBAHHBIX  YCTPOMCTB K
KaOeNbHOH CeTH.

OecniepeboitHOTO

49.

Hna oOecrniedyeHus HeIpepbIBHOM
paboOTOCIIOCOOHOCTH M IIEIOCTHOCTH B
OpraHM3alliyd  TMOCTOSIHHO — TIPOBOIMTCS
HaJUTeXaIee TEXHHYECKOE
oocyxkuBanue (TO) obopymoBaHus.
Kakue Mepsl cnemyer HpUMEHATH IS
3TUX Lenen?

1.060pynoBanue cieayer oOCIyKHBaTh B COOTBETCTBUH C
HHCTPYKIUSMU M IEPUOAUYHOCTBIO, PEKOMEHIYEMBIMU
MOCTABIIUKOM.
2.HeobOxoaumo,
IMPOBOJUIINCH

(mepcoHanom).
3.Cnegyer XpaHUTh 3amucH 000 BceX  Cllydasx,
NpenoiaraeMblX WM (aKTHYECKHX HEHCIPAaBHOCTEH H
BCEX BHIAAX HpO(i]I/IJ'IaKTI/IT-IeCKOFO U BOCCTAHOBUTCIBHOI'O
TO.

4.Heo0XomuMO MNPUHUMATh  COOTBETCTBYIONIME  MEpPhI
Oe3omacHOCTH TIpH OTIpaBke obOopymoBanust it TO 3a
npeiebl OPraHU3aIuH.

5. Bce, nepeunciieHHOE B OCTAJIbHBIX MYHKTAaX.

qTOOBI
TOJIBKO

TO wu pemoHT o0OOpyIOBaHUS
CaHKIIMOHUPOBAaHHBIMU JIMnamMu

50.

CnyxeOHas nHpopMaIysi MOXET ObITh
CKOMITPOMETHPOBAaHA BCJICACTBUE
HEOpPEKHON YTHIIM3aNH (CTIICAHUS ) WITH
MOBTOPHOT'O MCIIOJIB30BAHUS
obopynoBanus. Kakue MeponpusTus mo
ynpasienuto Wb cienyer npumeHsTs B
3TOM cityyae?

1.Hocurtenu naHHBIX, coliepKallie BaKHYIO HH(OpMAIHIO,
HEoOXoMuMO (pHU3MYECKH pa3pyllaTh WIM IEpe3alluChIBaTh
3aIIUIIIEHHBIM 00pa3oM.

2.Mcmonb30BaTh CTaHAApTHBIE (YHKINH yIATCHHUS.

3.Bce KOMIIOHEHTHI 000PYI0BaHMUS, COIEPIKAIIETO HOCUTEIH
JTAHHBIX (BCTPOSHHBIC KECTKHE JTUCKH), CIEAYeT IMPOBEPSTh
Ha TIpeIMeT yJaJeHWs BCeX BaXHBIX JAHHBIX W
munersuonHoro [10.

4.ITpoBOANTL OIICHKY PHUCKOH B OTHOIICHWHM HOCUTENICH
JIAHHBIX, COJEpXalUX BaXKHYI HH(OPMAIMIO, C IEIbI0
OTpeAeNeHus]  IEeIecCOO0pa3sHOCTH  UX  pa3pylIeHUs,
BOCCTAHOBJICHHS WJIH BEIOPAKOBKH.

b0k 3a1aHUil OTKPBITOTO TUIIA
®opmupyemsie 1K 3.1.

1.IlpenHaMepeHHOE yKa3aHHWE HEBEPHBIX JAHHBIX IPU 3aKJIIOUEHUU KOHTPAKTAa WM HEBBIIIOJHEHHE
a0OHEHTOM KOHTPAKTHBIX YCJIOBHMM OIUIAaThl, KOTJa HapyIIUTENIb C CaMOr0 Hayala He IJIaHUpyeT
IUTaTUTh 32 YCIYTH WM e B KaKOH-TO MOMEHT BPEMEHH OTKA3bIBAETCS OT MX OTIUIATHI Ha3bIBACTCA?

2. IlpOHUKHOBEHHUE B KOMITBIOTEPHYIO CUCTEMY 0€30MaCHOCTH JJIsl YAAJCHUS MEXaHH3MOB 3aIIUTHI UITU
MepeKOH(PUTypUPOBAHUS CUCTEMBI C IIEJIbI0 HECAHKIIMOHUPOBAHHOTO HCIIONIb30BaHUS CETHU HA3BIBACTCS?
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3. HempaBomouHOE M3TOTOBJICHUE (KIIOHUPOBAHHUE) TEIEPOHHBIX TPYOOK MIIH TUIATEKHBIX TeIe(POHHBIX
KapTouek ¢ (anpuBeIMU  HIACHTU(UKATOpaMH aOOHEHTOB, HOMEPOB U IUIATEKHBIX OTMETOK
Ha3bIBaeTCs?

4.HenpaBoMOYHOE BMEIIATEILCTBO B OM3HEC-TPOIEyphl (HanpUMep, OUILTUHT) C LIETIbI0 YMEHBIICHUS
OIJIAThI YCIYT CBSI3U HA3bIBACTCS?

5. ns uneHTudUKalMM MOIIEHHUYECTBA BAKHO OINPEACTUTh €ro UCTOYHHKH, OT KOTOPBIX HUCXOIUT
yrposa. Ilepeunciure OCHOBHBIE BUJIbl MOIIICHHUYECTBA?

6. Onpenenure BUA MOILIEHHUYECTBA: KiIoHHpoBaHue SIM-kapt, TenedoHHBIX TPYOOK, MO3BOJISAIOLIECE
MOIIICHHUKAM COBEpIIaTh OecIIaTHbIE BBI3OBBI B JIIOOBIX HANpaBICHHUAX, TaK Kak CyYeT 3a
MIPEIOCTABIICEHHBIEC YCIIYTU CBA3H MPUIET 3aKOHHOMY Blaaenbiy SIM-kapTei?

7. B aTOM B MOIIIEHHUYECTBA HEIOOPOCOBECTHBIN ONEepaTop KOH(GUTYPUPYET CBOM KOMMYTATOP IS
OCYILIECTBIICHUSI MEXIYHAPOJHBIX BBI30BOB 4Yepe3 HE IMOJ03peBaroliero o006 3TOM omepaTopa.
"bnaronapsa" HemocTaTKaM B KOH(UTYpallud KOMMYTAallMOHHOTO 000PY/IOBaHMS IOCTPaiaBlias CTOPOHA
naxke He OyAeT MoJo3peBaTh O TOM, 4YTO BBI3OBBI SIBISIOTCS MEXKIyHApOIHBIMH. B pesynbrarte
HEZ00POCOBECTHBIIN OMEPaTOp BBHICTABISIET KIMEHTY CUET 3a MEXAYHapOJHOE COEAMHEHUE, OJHAKO caM
IUIATUT TOJIBKO 33 MEXAYTOPOJIHBIA WM MECTHbI BbI30B. C JAPYyroil CTOPOHBI, MOCTPaJaBIIEMy
OTIepaTopy MPUXOAUTCS TUIATUTD 110 MEXTYHAPOAHBIM Taprdam, MoTydas 3aMETHO MEHBIIYIO IIJIaTy OT
orepaTopa-MOIIEHHHUKA.

Onpenenure BU MOIICHHHYECTBA?

8. B 3TOM BuJEe MOIIEHHMYECTBA HEIOOPOCOBECTHBIM OMEpaTOp HAMpaBISET IOJYYCHHBIH BBI30B
00paTHO OmepaTopy, U3 CETH KOTOPOT'O OH MCXOJUT, HO Yepe3 CeTh TPEThero oneparopa. B pesynbrare
3BOHOK BO3BpAIAETCsl HEJOOPOCOBECTHOMY OIEpaTOpy, KOTOPBIN OMATH OTIPABISAET €ro Mo 3ToH
LIETIOYKE elIe pa3, TAKUM 00pa3oM, BHI3OB '"3aIIMKIMBAETCA", TO €CTh MHOTOKPATHO MPOXOAHUT uepe3
CETh OJIHOTO M TOTO e oreparopa - "KepTBbI", a HETOOPOCOBECTHBIN ONEPATOP «IIOJOXKUT» B CBOM
KapMaH NpUWINYHYyI0 cyMMy. OnpeaenuTe BU MOILIEHHUYeCTBa?

9. B aTOM BUIe MOIIICHHUYECTBA HETOOPOCOBECTHBIN OMEPaToOp TOCTABISAET CBOM KIMEHTCKHUM TpaduK B
ceTh "xepTBBI" uepe3 cetu VolP. [yt aToro B ceTu oneparopa yctaHaBinuBaercs 1uio3 [P-tenedonnm.
Brrurpsii, nogydaemslii OT pealn3aiii Takoro poja MOIIEHHUYECTBa, 0a3UpyeTcs Ha BapbHUPOBAaHUU
CTOMMOCTH BXOJSIIET0 W wucxoasmero tpadukoB. B pesynbrare HeZ00pOCOBECTHBIA OINEpaTOp
CYLIECTBEHHO DKOHOMUT CBOM JEHEKHBIE pecypchl. Onpenennure BuJ MOLICHHUYECTBA?

10. B sToM BHJ€ MOIIEHHHUYECTBA JIBa HEJOOPOCOBECTHBIX OINEPATOpPA, OJUH W3 KOTOPHIX HE HMMEET
JIMIIEH3UN Ha MPEJOCTaBICHUE 3asiBIICHHBIX UM YCIIYT CBSI3H, 3aKJIIOYAIOT MEX]y coOOH coryamieHue ¢
LEeNbI0 TOJIyYEeHUSI JOMOJIHUTENbHOW NpuObLIM. B corjameHun oroBapuBaeTcsi, YTO OIEpaTrop, He
UMEIOIINI JIUIeH31H, OyJeT UCIOIb30BaTh CETh CBSA3M MapTHepa-onepaTopa B KauecTBE TPaH3UTHOM
JUId TIPOIyCKa CBOEro Tpaduka M BIMBAHUS €ro Ha CETh TPEThEro onepaTtopa-">kepTsbl". B urore uepes
CeTh HUYETro HE M0J/I03PEBAIOIIET0 TPETHETO onepaTopa OyneT NpoXoaAUTh TpaduK OT ABYX ONEpaTOpOB,
a oOIulayMBaThCcsl OyIeT TOJIbKO YacTh Tpaduka, IMPOIYCKaeMOro COTJIaCHO MEKONepaTOPCKOMY
JIOTOBOPY - HAIMLO (PAKT yImyIieHHO! BbIrobl. Onpenenure BUA MOLLIEHHUYECTBA?

11.TlosicHuTE MOHATHE «BHYTPEHHEE MOLICHHHUYECTBO»?

12. B »TOM BHJE BHYTPEHHEIO0 MOUICHHMYECTBA COTPYAHHUK MPEANPUATHS CBSA3M HACTPaUBAECT
KOMMYTAallUOHHOE O00O0pyJoBaHHE TakuM o00pa3oMm, 4YTO JI1 YacTH MapupyToB HHPopManus o
NPEJOCTaBIEHHBIX ~ YyclIyrax He OyJeT perucTpupoBaTbcs JHOO CTAHET BBIBOJUTHCS  HA
He3aJIeliCTBOBaHHBIN MOPT BBOJIA/BbIBOJIA, YTO YPE3BBIYAWHO CIIOKHO OOHAPYKHUBATh, Jake MIPHU aHaTIN3e
JAHHBIX OMJUIMHTOBOM CHCTEMBI, TaK KaK MepBUYHast HHPOPMAIUI O COeIMHEHUAX B HEe He MOCTYMaeT.
Onpenenurte BUJ MOLIEHHUYECTBA?

13. B 3TOoM BuA€ BHYTPEHHET0 MOILICHHHYECTBA OWJUIMHIOBBIE CHUCTEMBI IOJBEPraroTcs JACHCTBHUIM
3JIOYMBIIUIEHHUKA C LEJbI0 MPEKpalleHuss PerucTpaluy WM TapupHUKauu ONpeaeseHHOro o0bema
3aluceil O TMPEeAOCTABICHHBIX YCIyrax, KOTOpbIE CO3MAI0TCS KOMMYTAIMOHHBIM 00OPYI0BaHHEM.
Onpenenurte BUJ MOLIEHHUYECTBA?

14. UnpopmarrionHast 6€301MacHOCTb — 3TO?

15. Uudopmarmonnas 6e3onacHocts coriaacHo ['OCT P UCO/M3K 17799-2005, ct.2.1 — 310?

16. [laiiTe moHsTHE Yrpo3bl HH(OPMAIIMOHHOMN 0e30macHOCTH?

17. KonduaennuanbHOCTh HHDOpMAITUN — 3TO?
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18. IlenoctHOCTH MH(DOPMAITUU — 3TO?

19. octynHoCTh HH(OpMAIIMH — 3TO?

20. B ueM 3akmrouaeTcst yrpo3a pacKpbITUs HHGOPMAIHH?

21. B ueM 3akitoyaeTcst yrpo3a 1eJO0CTHOCTH?

22. Korja BO3HHKAET yrpo3a o0TKas3a Ciryxo?

23. JlaiiTe OHATHE KOHTPOJIUPYEMOIl 30HBI?

24. Jloctyn k uH(pOpMaluu WM JEHCTBUS ¢ MHpOpMAIMEH, HapylIalolue MpaBuiIa pa3rpaHudeHUs
JOCTyNa C MCIOJIb30BAaHUEM IUTAaTHBIX CPEICTB, MPEJOCTABISAEMBIX CPEACTBAMU BBIYMCIUTEIBHON
texuuku (CBT) mmu AC, npegHamepeHHOe oOpaiieHHe CyObeKTa K KOMIIBIOTEPHOH HHGOpMAIIHH,
JOCTYI K KOTOPOH eMy He pa3pelieH, He3aBUCHMO OT LM 0OpaIieHus — 3T0?

25. Kakas nadopManusi OTHOCUTCSI K KOMMEpUYECKOU TaliHe?

26. [TomuTHka 6€30MacHOCTH — 3TO?

27. B ueM 3aKIII04aeTCs PeKUM pasrpaHUueHus 10cTymna’?

28. 3amuTa nHpOpMALIUU — ITO?

29. Pa3paboTKka 3aKOHOJATENbHBIX U HOPMATHUBHBIX IMPABOBBIX JIOKYMEHTOB (aKTOB), PETYIUPYIOLIUX
OTHOIICHHUS CYOBEKTOB MO 3aIIUTe WH(POPMALWHU, TPUMEHEHHE STHX TOKYMEHTOB (aKTOB), a TaKXe
HAJ30p U KOHTPOIIb 32 UX UCIIOJIHEHUEM, Ha3bIBAETCS ?

30. 3amuTa nHGOPMALIMY C TOMOMIBIO €€ KPUIITOrpauIecKoro Npeodpa3oBaHus — 3TO?

31. ObGecrnieuenue Oe3omacHOCTH MHGOPMAIIMH HEKPUNTOTPAPUIECKUMU METOJaMHU, ¢ IMPHUMEHEHUEM
TEXHUYECKHX, IPOrPAMMHBIX U MIPOTPAMMHO-TEXHHYECKUX CPEICTB, HA3bIBACTCS ?

32. 3ammra uHbOpMAIMU MYTEM NPUMEHEHHUS OPraHU3alUOHHBIX MEPONPUSTHII U COBOKYIHOCTH
CPEICTB, CO3JAIOLIUX MPENATCTBUS JUIsl TNPOHUKHOBEHMSI WM JOCTyNa HEYHNOJHOMOYEHHbIX
(bu3MYECKUX JTUI] K O0BEKTY 3alUTHI — 3TO?

33. Yto 0ObIYHO MOHUMAIOT IO/ YTPO30ii?

34. Kak Ha3bIBaeTCs MOMBITKA PEAU3AIMH YTPO3bl U TOT, KTO MPEATNPHHUMAET TAKYIO TOMBITKY?

35. Bo3MOXHOCTB peanu3anuu Bo3IeicTBrs Ha nH(popMaluio, oopadaTsiBaemyio B AC, MpUBOAIIETO K
UCKKEHUIO, YHUYTOXKEHUIO, KOMUPOBAaHUIO, OJIOKUPOBAHHMIO JOCTyNMa K HH(OpPMAlMU, a TaKKe
BO3MOXXHOCTh BO3€MCTBUSI Ha KOMIOHEHTHl AC, MPUBOASAILErO K yTpaTe, YHUUYTOXKEHHIO WIH COOI0
(GYHKIIMOHMPOBAHUS HOCHTENS MH(OpMAIMM, CpeACTBAa B3aUMOJCHCTBUS C HOCHTENEM WIIM CPEACTBa
€ro YIpaBJIEHUs Ha3bIBAETCs?

36. [lepeuncnure Hanboee XapakTepHbIE U YacTo peanuzyemsle yrpo3sl Ub AC?

37.4Uto Takoe eCTECTBEHHBIE YIPO3BI?

38.Uto0 Takoe UCKYCCTBEHHBIE YIPO3bI?

39.Mopuenp yrpo3 nHPOPMAIMOHHON 6€301MacHOCTH — 3T0?

40. Ilpu mocTpoeHMM MOJAEIH Yrpo3 Oe30MacHOCTH YacTO BO3HMKAIOT CJOXHOCTH C BBIIBICHUEM
U yKa3zaHueM (akTOpOB pHUCKa, KOTOpble MOTYT ObITh peanin3oBanbl B IC. Ynpoctuts paboTy BO3MOXKHO
UCNONb3ys OaHK JaHHbIX yrpo3 OesomacHocTH HHpopmanuun PCTIK Poccun. I'ne Haxomutes sta
3JIeKTpOHHas 6a3a?

41 Kakass  cTpykTypa ompeaenseT TMOpSJOK U KOOpPIUHHMpYeT  JeiicTBuA — oOecriedeHus
HekpunTorpapuueckumu metogamu Mb?

42. Kakas cTpykTypa ompenenseT TMOPSJOK H  KOOPIUHHMpYeT JeicTBUA  oOecredeHus
Kkpunrorpaguueckumu Metonamu Mb?

43. Kak Ha3pIBaeTcsl JOKYMEHT, YCTaHABIMBAIONIUI TpeOOBaHUs, cCrieUpHUKAIINN, PYKOBOSAIINE
MPUHIUIBI WA XapaKTEPUCTHKH, B COOTBETCTBHUU C KOTOPBIMH MOTYT HCIIOJIb30BaThCS MaTEpUAbI,
MIPOJYKTHI, IPOLIECCHI M YCIIYTH, KOTOPBIE MOAXOIAT AJIS ATHX Liesen?

44. Kak Ha3bIBaeTCsl COBOKYIMHOCTh TpeboBaHuii B yactu 3amutel CBT u AC?
45.Tak kak mo6oe C3U coaepKUT HEKUH MPOTpaMMHBIA KOJA, TO MOXKHO MPEINOJOKUTh, YTO OH
obnmamaeT (GyHKIMOHATBLHOCTHIO, CIIOCOOCTBYIONIEH OpTraHM3alliyd YCIEIIHBIX aTak B OTHOIICHUU
3anMIaeMbix 00bekToB. Kak Ha3bIBalOTCS Takue BO3MOXKHOCTH, HE YKa3aHHBIE B JIOKYMEHTALUU WU
OMMCAaHHBIE C NCKa)KEHUEM, UCIOJIb30BaHUE KOTOPBIX MOXKET MPUBECTH K HapymeHuto 1b?
46. CKOJbKO YpOBHEH KOHTPOJISI HA OTCYTCTBHE HEJCKIAPUPOBAHHBIX BO3MOKHOCTEH?
47.Ckonbko onpeaeneHo @CTIK knaccoB 3alMIIEHHOCTH CPECTB BEIYUCIUTEIBHON TEXHUKHU?

48.Cxonbko onpeaeneHo @PCTIK kinaccoB 3alIUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM?
49.Yto takoe COPM?
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50.COBOKYITHOCTh OPTaHOB W/WJIM MCTIOJHUTENCH, UCIIOIB3YEMON UMH TEXHHUKHU 3alIUThl HHPOPMAIIUH,
a TakkKe OOBEKTOB 3aIIUTHI, OPraHU30BaHHAs M (PYHKIMOHUPYIOIIAs MO TMpaBHJIaM, YCTaHOBJIEHHBIM
COOTBETCTBYIOIIMMHU TPAaBOBBIMH, OPraHU3alMOHHO - pPACHOPSAUTEIbHBIMA ¥ HOPMATHBHBIMHU
JOKYMEHTaMH B 00J1aCTH 3alIUThl HH(GOpPMAIUK Ha3bIBACTCS?

biiok 3amaHuil OTKPHITOrO TUIIA
®opmupyemsie 11K 3.2.

1.Ilepeuncnure OCHOBHbIE YPOBHU 00€CIIEUEHHUS 3alUThI HH(OpMauu?

2.PexxuM KOH(PHUICHIIMATBHOCTH HH(DOPMAIIMK, TO3BOJSAIOMUN €€ 00JaJaTeio MNPy CYIIECTBYIOMUX
HNJIN BO3MOXHBIX OGCTOSITCJIBCTBEIX YBGJII/I‘-II/ITL J0XOAbI, I/I36e)KaTB HCOHpaBI[aHHBIX paCXOI[OB,
COXPAHHTH TOJOKECHUE HA PhIHKE TOBAPOB, pa0dOT, YCIYT WIH MOJYYUTh HHYI0 KOMMEPUYECKYIO BBITOTY
Ha3bIBaeTCcs?

3.3ammmaemas 1o 3aKOHy KOH(GUACHIIMAIbHAS WH(OpPMAIHS, CTaBIIas U3BECTHOH B TOCYIapCTBEHHBIX
OopraHax M opraHax rocyJapCTBEHHOI'O CaMOYIPABJIECHUs TOJIBKO HA 3aKOHHBIX OCHOBAHUSAX U B CUILY
WCTIOJHEHUSI WX TPEICTABUTEISIMU CIY)KEOHBIX O0O0S3aHHOCTEH, a Tarkke ciayxeOHas WHpopMamus O
NeSITEIbHOCTH TOCYAAPCTBEHHBIX OPraHoB, JOCTYI K KOTOPOW orpaHuyeH (eepaibHbIM 3aKOHOM WM B
CHJTY CIIY>KEOHOH HEOOXOJMMOCTH Ha3bIBACTCs?

4.00513aHHOCTh HE pa3miiamiaTh TOTO, YTO CTajJO HM3BECTHO JIMIY B CHIIY €ro npodeccrHoHaIbHON
NeSTeNbHOCTH; CIOJAa HNPUHAMJICKUT TallHAa WCIOBEIM, BpayeOHas, aJBOKAaTCKas, HOTapUallbHasdi,
ciyxeOHas (KaHLEeNsIpCKasi), TallHa COBEIIaHUM MPUCSKHBIX 3ace/iaTeeii Ha3bIBaeTCs?

5.3amumaemMble  rocylapcTBOM CBEACHHS B O0JIACTM €ro BOEHHOW, BHELIHENOJIMTHYECKOM,
DKOHOMHUYECKOHM,  pa3BeAbIBATEIIBHOM,  KOHTPPA3BEABIBATEIIBHOW W ONEpPAaTUBHO-PO3BICKHOMN
NesTeNbHOCTH, PAaCHPOCTPAaHEHUE KOTOPBIX MOXKET HaHecTH YyuepO Oe3onacHocTH Poccuiickoit
®denepanuu Ha3bIBaeTCS?

6. B PO ycraHaBiIMBaIOTCS TPU CTENEHU CEKPETHOCTH CBEAECHUH, COCTABIISIOLUIMX TOCYIAapCTBEHHYIO
TaliHy, 1 COOTBETCTBYIOIIHNE 3TUM CTETECHSIM IPU(BI CEKPETHOCTH JJI1 HOCUTENEH yKa3aHHBIX CBEJACHUH,
nepeyncianTe ux?

7.JIro0Oblie cBeneHus 0 GU3NIECKOM JIMIIE, B TOM YUCIIE €ro (haMuIins, UMsl, OTIYECTBO, TO/I, MECSIII, 1aTa U
MECTO pPOXJIEHHs, aJpec, CceMelHoe, COLMaIbHOe, HMYIIECTBEHHOE IMOJIOKEeHHe, oOpa3oBaHue,
npodeccusi, 10X0/1bl, HA3bIBAIOTCS?

8.Yto Takoe MoJiesib HapyIHUTeNs MH()OpMaIMOHHON 6e30macHOCTH?

9. Uto moHumaetcs moja uneHtTudukanuen pucka?

10.IIpucBoeHre YMCIOBBIX 3HAYEHMH IMOCIEACTBUSAM pealu3allii PUCKa, a TaKKe BEPOSTHOCTH €ro
peanu3anuu Ha3bIBaeTCs?

11.IIpouecc npoBepku MHPPACTPYKTYpPhbl OpraHU3alMK HA HAJTMYHE BO3MOXHBIX YSI3BUMOCTEH CETEBOrO
NepUMeTpa, BUPTYAITbHOW WH(PACTPYKTYpHI, BBI3BAHHBIX B TOM YHWCIIE OMIMOKaMH KOH(HUTypanuu, a
TaKXe MPOrpaMMHOT0 00eCIIeYeHuUs U UCXOAHOTO KOJa MPUIIOKEHUI Ha3bIBaeTCs?

12.C kako¥i 11e1b10 TPOBOIUTCS aHATU3 3AIUIIEHHOCTH ?

13.Kakoii crmoco® 3amuThl MHGOPMAIMM 3aKIOYaeTCsl B CO3JaHUM HA IMYTH BO3HUKHOBEHUS WU
pacrnpocTpaHeHHUsl JAecTa0WIM3UpYIoIero QakTopa HEKOTOporo Oapbepa, HE TMO3BOJISIOLIETO
COOTBETCTBYIOLIEMY (aKTOPY MPUHATH OMACHBIE Pa3Mephl?

14 K kaxum crioco6am 3aiuThl THPOPMAIIUN OTHOCSTCS OJOKMPOBKH, HE MO3BOJISIOIINE TEXHUYECKOMY
YCTPOMCTBY WJIM IPOTpaMMe BBIHTH 3a OMACHBIE IPAHUIIBL; CO3/1aHNe (PU3MUYECKUX NPENsATCTBUN Ha MyTH
3JI0YMBIIIJIEHHUKOB, SKpaHUPOBAaHUE TTOMEUICHUIM U TEXHUYECKUX CPEACTB?

15.Kakoii crmoco6 3amuThl HMH(OpMAIMM TpeAroyiaraeT Takue Ipeodpa3oBaHus HHGOPMAIH,
BCJIE/ICTBHE KOTOPBIX OHAa CTAHOBUTCS HEIOCTYHMHOW JUIsl 3JIOYMBIIUIEHHUKOB MM TakOW JOCTYI
CYLUIECTBEHHO 3aTpyJIHSETCS, a TaKXKe KOMIUIEKC MEpPONPUATUH IO YMEHBUICHHIO CTEIEHU
pacrio3HaBaHHS CaMOT0 00OBEKTa?

16.K xakum criocob6am 3amuTsl HHPOPMALIUK OTHOCATCS KPUITOTpaduueckrue MeTo 16l peodpa3oBaHus
uHpOpMaLUU, CKPbITHE O0BEKTA, NE3UH(POPMALUSA U JIETEHIUPOBAHUE, a TAKXKE MEpbl MO CO3AHUIO
IIYMOBBIX TOJIeH, MAaCKHPYIOIUX HH(POPMALIMOHHBIE CUTHAIIBI?
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17.Kakoit cnoco0 3amuTbl WH(pOpPMAIMK 3aKIIOYaeTCss B pa3paboTKe M pealu3aluid B TMPOIEcce
(GYHKIMOHUPOBAaHUSI OOBEKTa KOMIUIEKCA MEPONPUATHH, CO3JAIOIIUX TaKHe YCIOBHA, NMPH KOTOPHIX
CYIIECTBEHHO 3aTPyIHAIOTCS MPOSBICHHUE U BO3JeHcTBUE YyIpo3?

18.K kakomy crocoOy 3ammuThl WH(GOpPMAIMKA OTHOCHTCS pa3paboTKa TAaKUX MpaBWil OOpaleHus c
KOHpUACHIIMAIbHOW HWH(OpManued U cpeacTBaMu ee 0oO0paOOTKH, KOTOpBhIC TO3BOJIMIINA OBl
MaKCHUMAaJIbHO 3aTPYAHUTH MOIy4YeHUE STOH HHPOPMAITUH 3JI0YMBIIIICHHUKOM ?

19.Kak Ha3biBaeTcsi croco0 3allUThl, IPU KOTOPOM I10JIb30BATENIM U MEPCOHAN CUCTEMbI BBIHYKICHbI
co0oaTh IpaBuiia 00paboTKH, Tepeady U UCTIOIb30BAHUS 3alUINAEMON HH(OPMAIIMU TTO YIPO30H
MaTepHabHON, aIMUHUCTPATUBHON MJIM YTOJIOBHOM OTBETCTBEHHOCTH?

20.Kak Ha3bpIBaeTcst criocod 3ammThl HH()OpPMAIUU, TP KOTOPOM TOJB30BATEIN M TIEPCOHAT 00BEKTa
BHYTpeHHE (T.e. MaTepUalbHbIMM, MOpPAJIbHBIMH, 3THYECKUMH, IICUXOJIOTMYECKUMU U JAPYIMMHU
MOTHBaMH) MOOYKAAIOTCS K COOJIIOICHHUIO BCEX MPaBUII 00paboTKH MHPOpMAITK?

21.Kakue cpencTsa 3auThl HHGOPMAIMKU OTHOCATCS K (POPMaAJIbHBIM CpeicTBaM?

22.Kakue cpeacTBa 3aliuThl HHOOPMAIIMKM OTHOCATCS K HEPOPMAaJIbHBIM cpeicTBam?

23. K kakuMm  cpelncTBaM  3alIUTHl  OTHOCSATCSA  MEXAaHHWYECKHEe,  DJIEKTPUYECKHUE,
AJIEKTPOMEXAHUYECKUE U T.II. YCTPOHCTBA M CHCTEMBI, KOTOPbIE (PYHKIIMOHUPYIOT aBTOHOMHO, CO3/1aBast
Pa3IMYHOro poJia MPEnsATCTBUSA Ha MYTH AeCTa0OMIM3UPYIOLHX (PAaKTOPOB?

24 K xakuM CpeJCTBaM 3aIlUTBhl OTHOCATCS Pa3IMYHbIE HJICKTPOHHBIE M JIEKTPOHHO-MEXaHHUYECKHE H
T.I. YCTPOMCTBA, CXEMHO- BCTPAaUBaeMbI€ B allllapaTypy CUCTEMbI 00paOOTKH JaHHBIX MM COIpsIraeMble
C HEH CIIeUalIbHO IS PEHICHUS 33124 3aUThl HHpopMaIim?

25.Kakue cpecTBa 3alUThl 00bEAMHEHBI B KJIacC TEXHUUECKUX CPECTB 3aLIUThl HH(pOpMAIUU?

26.K kakuM cpencTBaM 3allMThl OTHOCATCS CIEIHAJbHBIE MAKeThl MPOrpaMM MM OTIEIbHbIC
IPOrpaMMbl, BKJIIOYAEMble B COCTaB MPOrPaMMHOIO OOECIE€YEeHUsT aBTOMATHU3UPOBAHHBIX CHUCTEM C
LEJIBIO PEIICHUH 3a/a4 3aIuThl HHPOpMaIun?

27.K xakuM cpeacTBaM 3alllUThl OTHOCATCSA CIELUAIBHO IpEeAyCMaTpUBaeMble B TEXHOJIOTMU
(GyHKIMOHMPOBAaHUSI O0BEKTAa OPraHU3AIMOHHO-TEXHHYECKUE MEPONPHUATHS Ul peIIeHHs 3aaad
3alIUThl HH(OPMAILIMHU, OCYIIECTBIsIEMbIE B BU/IE LI€JICHAIIPABICHHOMN 1A TEIbHOCTH JIFOeH?

28.K kakuMm cpelcTBaM 3alluThl OTHOCSATCS CYIIECTBYIOUIME B CTpaHE WJIHM CIEIHAIbHO H3/1aBacMble
HOPMATHBHO-TIPABOBbIE aKThl, C TOMOIIbIO KOTOPBIX PErIAMEHTHPYIOTCA INpaBa U OOS3aHHOCTH,
CBsI3aHHBIE C 00ECIIEYCHNEM 3aIIUTHI HH(POPMAIIMH, BCEX JIHII U TIOIPA3IeIeHUI, IMEIOIINX OTHOLICHHE
K (YHKLIMOHUPOBAHUIO CUCTEMBI, a TaK)K€ YCTAaHABJIMBAETCSI OTBETCTBEHHOCTH 3a HapyLIEHHE MpaBUil
00paboTKN MHPOPMAIIUH, CIECTBUEM YEro MOXKET OBITh HapyIICHUE 3aIIUIIEHHOCTH HH()OpMAIIH?
29.K kakuM cpeacTBaM 3alIUThl OTHOCATCS CJOXHBILKECS B OOILIECTBE MM JAHHOM KOJUIEKTHBE
MOpallbHbIe HOpPMBI WJIM OJTHYECKHE TMIpaBHia, COOJIOJEHHWE KOTOPHIX CIOCOOCTBYET 3alluTe
uH(pOpMalNH, a HapyIlIeHUe UX IPUPABHUBACTCS K HECOOIIOIEHHUIO MPaBUJI TOBEICHUS B OOILECTBE UIIH
KOJIJICKTHBE?

30.Kaxue cpencTpa yaiie BCEro UCIONb3YIOTCS JUIsl TPOBEICHUS aHAIN3a 3aIUIIEHHOCTH?
31.MexaHu3M, IOCPEACTBOM KOTOPOIO B CHUCTEME MOKET OCYIIECTBISATHCS MH(POPMAIMOHHBIN MOTOK
(mepenaya uHGOpMaNMK) MEXKAY CYHUIHOCTSIMM B O00XOJ MOJUTUKM pasrpaHUYEHHUs J0CTyNa
Ha3bIBaeTCs?

32.Pa3nenenue MHGOpMaLUHU, HUPKYIUPYIOLIEH B MH()OpPMAIIMOHHONW CUCTEME, Ha YacTH, 3JEMEHTHI,
KOMITOHEHTHI, OOBEKTHl U T.J. ¥ OpTraHU3AIMs CUCTEMBI paOOThl ¢ WHGPOPMAIHEH, MPeaIoaararmIen
JOCTYH MOJIb30BaTesel K TOH 4acTu (K TeM KOMIIOHEHTaM) HH(OpMaIiuK, KoTopasi UM He0OXoauma JUIst
BBITIOJTHEHUS (PYHKIIMOHAIBHBIX 00s13aHHOCTEN Ha3bIBaeTcs?

33./lesTenbHOCTh, HamNpaBJ€HHAas Ha TNPEAOTBpAIIEHHE HEKOHTPOJIMPYEMOTO pPacHpOCTpaHEeHHUs
3ammmaeMoil mHGOpMalMu B pe3ylbTaTe €€ paslIalleHWs, HEeCAHKIMOHUPOBAHHOTO JIOCTYyNa K
uHpOpMAIIUY U MTOTyYSHHS 3alIUIaeMoi MHQOpMaIK pa3BeIKaMu, Ha3bIBaeTCs?

34.JlearenbHOCTD, HaMpaBieHHAas Ha MPEeAOTBpallleHue BO3ACHCTBHS Ha 3alllMIIaeMyl0 HH(OpMALIHIO C
HapylIEHHEM YCTAHOBJIEHHBIX MpaB W (WJIM) MpaBWJI HAa M3MEHEHHE MH(OpMAINK, NMPUBOAIIETO K ee
WCKQ)XCHUIO, YHUYTOXKCHWIO, OJIOKMPOBAHMIO JOCTyNma K WHQOpMaluu, a Takke K yTpaTe,
YHUYTOXKECHUIO WK cO0I0 PYHKITMOHUPOBAHUS HOCUTEIISI MHPOPMALIMH, HAa3bIBAETCS?

35.[lesTenbHOCTD, HAIIPABJICHHAS HA MPEJOTBPAIICHUE BO3JCHCTBUS Ha 3aIIUIIAEMYI0 HH(POPMAIIHIO OT
omKOOK ee IMoib30BaTeNsi, cO0sl TEXHHUYECKUX W MPOrPAaMMHBIX CPEICTB MH()OPMAIIMOHHBIX CHUCTEM,
NPUPOJHBIX SIBJICHUN WMJIM WHBIX HEIeJCHANpPaBICHHBIX Ha HM3MEHEHHEe HWH(POpPMALUU MEpPONpPUATHI,

25



NPUBOAIINX K HCKKEHHUIO, YHUUTOKECHHUIO, KOMMPOBAHHIO, OJIOKMPOBAHMIO JIOCTYIA K HH(POPMAIIH, a
TaKXe K yTpare, yHUUTOKEHHUIO M 0010 (PYHKIIMOHUPOBAHUS HOCUTENS HHPOPMALIUH.

36./lesTenbHOCTh, HANpaBICHHAs Ha NPEAOTBpALCHHE TOJIYYECHHs 3allMIIaeMoi WHpopMauu
3aMHTEPECOBAHHBIM CYOBEKTOM C HapyIIEHHEM YCTAaHOBJIEHHBIX IPABOBBIMU JOKYMEHTAMHU WIIU
COOCTBEHHUKOM, BIIa/IebleM WH(GOpPMAIMK MPaB WM MPaBUJI JOCTYNA K 3alMIaeMoil HHpOpManuy,
Ha3bIBaeTCs?

37. Kak Ha3pIBaeTcsi JOKYMEHT, OIPENEeNAIONUN IMOPSAJOK B3aWMOJCHCTBUA TOApA3JCIeHU U
pabOTHUKOB OpPraHM3alMU B paMKax ompesesneHHoro npoimecca Ub?

38.Kak Ha3pIBaeTcs JOKYMEHT, ONPEICHSIONIMIA  TOPSAOK  BBINOJHEHUS  OTHCIBHBIX WM
B3aMMOCBSI3aHHBIX JCHCTBUII KOHKPETHHIM pAaOOTHUKOM OpraHU3alldd B paMKaxX OINpeAeNeHHBIX
nporeccoB UB?

39.Kakoii JOKyMEHT ompezaenseT yHU(DUIMpPOBAHHBIE MpaBHJIa W METOJbI BBIIOJHEHUS IEHCTBHI
(pynxk1uit), HE3aBUCUMBIE OT UCTIOHUTENEH?

40.Ha xakue rpynnbsl HOIpa3AessiioTCs KaTeropuu 00padaThiBa€MbIX MEPCOHATBHBIX JaHHBIX?

41K xakoit rpynne I[I/IH oTHocuTcs mH(pOpMalus O HallMOHAIBHOM M PAacOBOM MPUHAIJIEKHOCTU
CyOBeKTa, O PeTUTHO3HbIX, GUIOCOPCKUX TUOO0 MOTUTHUECKUX YOSKIEHUSIX, HH(OOPMALIUS O 30POBbE
Y MTHTUMHOH JKU3HU CYOBEKT?

42K «xakoit rpymme IIJIH OTHOCATCS JaHHBIe, XapaKTepU3YIOLIUE OHOJIOTHYECKHE WU
¢buznonornuecKkue 0COOEHHOCTH CyObeKTa, HarpumMep, hoTorpadust UM OTIIEYATKH MAIBIEB?

43.K xakoit rpymme [I/IH oTHOcsATcs cBeneHHs O CyObeKTe, MOJHBIM M HEOTPAHUYEHHBIM JOCTYI
K KOTOPBIM MPEIOCTABIICH CAMHM CyOBEKTOM?

44 Kakue nepcoHajbHbIe JaHHBIE OTHOCAT K 4 rpyrmie — unble kareropuu [1/{n?

45. CKOJIbKO YpOBHEH 3allIMIIEHHOCTH TIEPCOHATBHBIX JaHHBIX ycTaHaBiuBaeTcs B IC mpu o6paboTke
MIEPCOHANBHBIX TAHHBIX?

46. Yro Takoe Mojenb HapymuTens b?

47 Kakue pekoMeHaluu o cocTtaBiieHuto Mojaenu Hapymutens garoT ®CTOK u @CB?

48 Kakast kaTeropusi HapylIUTeNled BHOCHUT 3akjaJKH B MPOrpaMMHO-TEXHHUYECKOE obecreueHue
CHCTEMBI, IMPHUMEHSET OCOOble CpelCTBa IMPOHUKHOBEHUS B CHUCTEMY U TPOBOAUT CHeELHaIbHbIE
UCCIIEIOBaHM U BbIEJIEHA TI0]l THOCTPAHHbIE CIIELICTYKObI?

49 Kakas kateropus HapyummTened MOXeT NMPOBOAMTH aHaIM3 Koja npukiagHoro [10, comoctaBisaTh
JaHHbIE, HAXOJWUTh YA3BUMOCTH M HCIOJB30BaTh UX. B 3Ty Kareropuio mnomanar0T KOHKYPEHTHI,
CHCTEMHBIE AJMHMHUCTPATOPbl U pa3pabOTYMKH MPOrpaMMHOrO oOOecCleyeHHs, KpUMHUHAIbHBIE W
TEPPOPUCTUIECCKHE TPYIITIHI?

50.Kakass kareropusi HapyIIMTEIEH MWCIONb3YyEeT Ul OCYLIECTBJIECHHS aTaK TOJBKO JOCTYIIHBIE
UCTOYHUKUA. K HUM NpUYHCIAIOTCS PSAOBbIE COTPYAHMKH OPraHU3allid, TOJb30BaTEIM CUCTEMBI U
JIOM, HE UMEIOIINE OTHOLIEHNE K KOMITaHUU?

biiok 3amanuil OTKPBITOrO THIA
®opmupyemsie 11K 3.3.

1. Jlns kakux 1eneu ucrnonp3yercs puznyeckas 3aumra nHpopmanun?
2.COBOKYITHOCTh CpEJICTB KOHTPOJNS W  yhpaBieHWs (GU3NYECKUM JOCTYNOM, 0O0JIaJaromux
TEXHUYECKOH, HH(POPMAIIMOHHOM, TPOTPaMMHOM M SKCIUTYaTaIlHOHHOW COBMECTHMOCTBIO, Ha3bIBAIOTCS?
3. Kakue 3a1aun permaroTcs py CO3aHUN CUCTEMBI (PU3UYECKOM 3aIIUTHI?
4. Yro Takoe mepuMeTp 0e30macHOCTH?
3. Kakue cpeactBa, peanusyrolue KOHTPOIb 3a uH(popmanuel, HanpaBieHHOW B AC WK ucXofsien
W3 Hee, BBINOJHAIONME (GUILTpA0 HHPOPMAIUU TO 3aJaHHBIM KPUTEPUSIM, PACCMATPHBAIOTCS
OCTIK B kauectBe C3U?
4.Kakue cpeacTBa aBTOMATU3UPYIOT MPOIECC KOHTPOJISI COOBITUM B CETH C TPOBEICHUEM aHaIN3a dTHX
COOBITHH C IIEJIbIO TTOMCKAX MPHU3HAKOB HHIMAeHTa B?
5.Kakue C3U  BBIIBASIOT W COOTBETCTBYIOIIMM  00pa3oM  pearupyOT Ha  CpeICTBa
HECaHKIIMOHUPOBAHHOTO YHUYTOXCHHS, ONOKUPOBaHUS, MOAU(DHUKAIINK, KOMHPOBaHHS WHGOPMAIUU
iy Heutpammzanun C3U?
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6.Kakue C3UM oOecneunBaroT Mepbl 1O 3allUTe MAIIMHHBIX HOCHUTENEeH WH(GOpPMAIMd B YacTH
o0ecriedeHrs: KOHTPOJIS 32 UX UCIIOIB30BaHUEM?
7. CKOIIBKO KJIAaCCOB 3aIIMIIEHHOCTH MEXCETEBBIX HIKPAHOB IO YPOBHSIM KOHTPOJIS MEXKCETEBBIX
nH(OPMAIMOHHBIX TOTOKOB onpeneneno DCTOK?

8. CKOJBbKO YpOBHEH 3alIUThl COACPKHUT KIAaCCHU(PUKALUs MEXKCETEBBIX SKPAaHOB IO Kiaccam
3aIAThL?
9.Kakwue turbl MexceTeBbIX SkpaHoB omnpeaenensl @CTOK Poccun?
10. I'me ycTaHaBIUBAIOTCS MEKCETEBBIC IKPAHBI THITA «A»?
11. I'ne ycraHaBnuBarOTCS MEXCETEBbIC IKpaHbl THMA «by»?
12. I'me ycraHaBIUBAIOTCS MEKCETEBBIC IKPaHbI THITA «B»?
13. Kakoro Tumna MexceTeBble JKpaHbl OCYIIECTBISIOT pazoop http(s)-tpaduka mexmy BeO-cepBepoM u
KJIMEHTOM, Y TJI€ OHU yCTaHABJIUBAIOTCSA?
14. Kakoro Tuma MeXCeTeBble 3KpaHbl pabOTalOT C MPOMBILIUICHHBIMH IPOTOKOJIAMU Tepeaadn
AHHBIX ?
15.CkonbKO ypOBHEH 3alllUThl COJAEPKUT KiIaccU(UKAIMS CPEICTB 3alUThl CUCTEM OOHApYKEHUs
BTOPXKCHUI?
16.Kakue Tunsl cucteM oOHapy>KeHusi BTopkeHui Bol 3HaeTe?
17.I'ne moakrogaeTcs cucreMa OOHApYKEHHUS BTOPKECHUM YPOBHS CETH M YTO OHA KOHTPOJIUPYET?
18.I'ne ycranaBnuBaeTcsi CUCTeMa OOHapY>KEHUSI BTOPKEHHUM YPOBHS y3J1a U YTO OHA aHAIU3UPYeET?
19.Cxonbko ypOBHEH 3allUTBl COACPKUT KIIACCH(HKAIMS 3alIMIICHHOCTH CPEICTB AHTUBUPYCHOM
3amuThl HHpOpMaun?
20. Kakue Turbl cpecTB aHTUBUPYCHOM 3anuThl Bol 3HaeTe?
21.CKOJBKO YCTaHOBIIEHO KJIACCOB 3aIlIUTHI CPEJICTB JJOBEPEHHOM 3arpy3Ku?
22. Kakue TUIBI CPEJICTB JOBEPEHHOM 3arpy3ku Boigeieno @CTOK?
23. CKOJIbKO YCTaHOBJICHO KJIACCOB 3aIUThI CPEJICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTEJCH?
24 Kakue BBIIENAIOTCS TUIIBI CPEICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOcUTENed nHpopmannn?
25. CKOJIbKO YCTAHOBJICHO KJIACCOB OMEPAlMOHHBIX CUCTEM JJIs 0OeceueHus 3auThl HHPopMauu?
26. Kakue pa3nuuaroT TUIIBI ONEPAlMOHHBIX CHCTEM, MCIIONb3YEMbIX B LIEISAX OOECIEeUeHUs 3alluThl
uHpopmanuu?
27. I'te ycTaHaBIMBAIOTCS OTIEPAIIMOHHBIE CUCTEMBI THTIA «A»?
28. I'ne ycTaHaBIMBAIOTCS ONEPAIIMOHHBIE CUCTEMBI TUTIA «b»?
29. Jlns xakux 1esel npeJHa3HaueHbl OlepallMOHHbIE CUCTEMBI THIAa «B»?
30.CpenctBa 3amuThl HHGOPMAIUK, peaNTn3yIolIee alrOpUTMbl KpUNITOTrpaduyeckoro npeodpazoBaHus
MH(pOpMaLIUK Ha3bIBAIOTCS?
31. SBnsercs nu pa3paboTKa, U3TOTOBJIEHUE U PACIPOCTPAHEHHE KPUNTOrpadUUeCKUX CPEICTB 3aIIUTHI
WHGOPMAIINY JIUIEH3UPYEMbBIM BHJIOM JICATEIBHOCTH ?
32.Kakue xpunrorpadpuyeckue C3UM, oOecneynBaroT BO3MOXHOCTb pasTpaHUYEHUs JOCTyHa K
nHpopmanun?

33.CpeactBa mmdpoBaHHs, B KOTOPBIX YacThb KPUNTONPEOOPa30BaHUM OCYLIECTBISETCS C
UCIOJIb30BAHUEM PYUYHBIX OINEepaluii WIM aBTOMAaTU3HPOBAHHBIX CPEJCTB, MPEAHA3HAUYEHHBIX JUIS
BBITIOJIHEHUS TAKUX ONEpalliid, Ha3bIBAIOT?
34. DnekTpoHHBIE JOKYMEHTHI, COJEpXallie KIIUeBy0 HH(QOpMAIUo, HEOOXOTUMYIO IS
BBINOJIHEHUS KpUNTOrpaduuecKux mpeodpa3zoBaHuii ¢ MOMOIIBIO CPECTB HIM(PPOBAHNUS, HA3bIBAIOT?
35.CpencrBa mmdpoBaHusi, 00SCIICUNBAIOIINE CO3/IaHNE KITFOYECBBIX JIOKYMEHTOB, HA3bIBAOT?
36.3amTy OT HaBSA3BIBAaHUS JIOKHOM WHGOpPMAIUU, BO3MOXKHOCTh OOHApYyXEeHHS W3MEHEHUN
nH(pOpMalUU ¢ TOMOIIBIO peann3oBaHHbIX B C3U kpuntorpaduyeckux MexaHM3MOB, 00€CTIeunBaloT?
37.Kakue knaccel kpuntorpaduueckux C3U onpenenenst ®Ch Poccun?
38. Ecmu xpuntorpadpuyeckoe C3M MOXeT MpPOTHBOCTOSITH aTakam, MPOBOJUMBIM H3-3a TMPEIEIIOB
KOHTPOJMPYEMOM 30HBI, IPU ATOM MOAPA3yMEBACTCS, YTO CO3JaHHE CIOCOOOB aTak, UX MOJArOTOBKA U
MPOBEACHUE OCYIIECTBIsACTCS 0€3 yd4acTWsl CHElUaTuCTOB B OO0JacTH pa3pabOTKH W aHalu3a
kpunrorpapuueckux C3U, mpenmnonaraercs, 4To MHGOpPMALUsS O CUCTEME, B KOTOPOU MPHUMEHSIOTCS
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ykazanuble C3U, mMoxeT OBbITh MOdydeHa W3 OTKPBITHIX HMCTOYHHMKOB, TO Takoe C3U cooTBeTcTByET
Kiaccy?

39. Ecinu kpunrorpapuyeckoe C31 MOXKET MPOTUBOCTOATH aTakaM, OJOKHPYEMBIM CPEJICTBAMH KJlacca
KCl1, a Takxe mpoBOAMMBIM B Mpejieiax KOHTPOIUPYyeMoit 30HbI, To Takoe C3U cooTBeTCTBYET Kiaccy?
40. Eciu kxpunrorpaduueckoe C3M MOXKET MPOTUBOCTOSITh aTakaM MPU HATMYUU (U3UYECKOTO JTOCTYIa
K CpEICTBaM BBIYUCIIMTEIIBHOM TEXHUKH C YCTaHOBJICHHBIMH KpunTorpadudeckumu C3U, To Takoe C3U1U
COOTBETCTBYET Kjaccy?

41. Ecmu xpunrorpapuyeckoe C3M nDpOTUBOCTOMT aTakaM, HpPH CO3JaHUU KOTOPBIX
YYaCTBOBAJIM CIIEHUAINCTHI B 00JacTH pa3padOTKM M aHAIM3a YKa3aHHBIX CPEACTB, B TOM YHCIIE
HAyYHO-HCCIIeI0BATENIbCKUE LIEHTPHI, ObLIa BO3MOXXHOCTh IPOBEICHHS JTAaOOPATOPHBIX HCCIEI0BAHUMN
cpeacTB 3ammuThl, To Takoe C3U cooTBeTCTBYET Kiaccy?

42 Ecnu k pa3paboTke croco0OB aTak MPUBIEKAINCH CIEIMATUCTBI B 00JACTH HCIOIb30BaHUS
H/IB cucTteMHOro mporpaMMHOIO OOCCIICUCHHS, Obljla JOCTYIIHA COOTBETCTBYIOIIAS KOHCTPYKTOPCKAS
JOKYMEHTAaIusi U ObUI JOCTYIN K JIOOBIM ammapaTHbIM KoMIloHeHTam Kpuntorpaduueckux C3U, to
takoe C3U cooTBeTcTBYET Ki1accy?

43. Kakoii perynsatop Ub ocyiecTBiseT opraHi3auio 1 KOHTPOJIb HaJl MPOBEACHUEM padoT MO 3aliuTe
nH(OPMALINY B OPTAHM3ANMIX U YUIPSKICHUAX (HE3aBUCUMO OT (POPM COOCTBEHHOCTH) OT YTEYKH 1O
texHuueckuM kKananam, oT HCJl x undopmanmu, o6pabaTsiBaeMoil TEXHUYECKUMU CPEACTBAMU, U OT
CHeIMaIbHBIX BO3ICUCTBUI HAa MH(POPMAIIHIO C IEJIbIO €€ YHUUTOXXCHUS U HCKAXKEHUs?

44. Kak Ha3bpIBaeTCs €IUHBIA TEPPUTOPUAIBHO PACHPEEICHHBI KOMIUIEKC ILIEHTPOB Pa3jIM4HOTO
Maciitaba, 0OMCHHBAIOIIMXCSL MHPOpMAIUEH 0 kubeparakax?

45. Yto moapazymeBaeTcs Moj KPUTUYECKON HHPOPMALIMOHHON HHPPACTPYKTYpOii?

46. Uto BXOIUT B COCTaB 00BEKTOB KPUTUYECKON HH(POPMAITMOHHON HHPPACTPYKTYPHI?

47 Kak Ha3piBaloT WHGOpMAILMIO B DJIEKTPOHHON (opme, KoTopas TMpPUCOECTUHEHA K JIpyrou
uHboOpManu B IIEKTPOHHOH (popme (moanuceiBaeMoil WHGOpPMANMK) WIA HHBIM 00pa3oM CBs3aHa C
Takod wuH(OpManMeil W KOTopas WCIONb3yeTCs M ONpENeNeHUs JIMIa, IOJIUCHIBAIOIIETO
uHpopmanuio?

48. YUro noareepxaaet npocras JI1?

49.YT0 moATBepKIaeT ycuiIeHHas HekBanuuimpoanHas D117

50.Yro moaTBepkaaeT ycuineHHas kpanuduupoBannas JI1?
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